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DESCRIPTION

Title of Invention
COMMUNICATION SYSTEM, SERVER, COMMUNICATION METHOD, AND

STORAGE MEDIUM

Technical Field

[0001] The present invention relates to a
communication system in which a plurality of terminals
including at least a first terminal and a second
terminal, and a server are connected to each other via
a communication line, for performing data communication
using a predetermined communication control protocol,
the server, a communication method, and a storage
medium storing a program for executing the

communication method.

Background Art

[0002] In recent years, there has been known a
communication system using a communication control
protocol, such as SIP (Session Initiation Protocol).

In the communication system using SIP, a plurality of
terminals, such as IP telephone sets and FAX terminals,
are connected to a SIP server, which performs SIP call
control between an external apparatus and the terminals.
The SIP server is comprised of a redirect server, a

proxy server, a registration server and a location
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server.
[0003] For example, in a communication system in
which FAX terminals are connected to the SIP server,
specific FAX numbers and address information items (e.g.
IP addresses) of the respective FAX terminal are
registered in advance in association with each other in
the SIP server (location server). When the SIP server
receives a connection request to a specific FAX number
from the external apparatus, in response to the request,
the SIP server notifies the external apparatus of an IP
address associated with the specific FAX number. The
external apparatus having received the notification
makes a connection request to the notified IP address,
whereby a call is established between the external
apparatus and the FAX terminal.

[0004] By the way, in the above-mentioned SIP server,
it is possible to set a FAX machine (hereinafter
referred to as “the second terminal”) different from

the FAX terminal (hereinafter referred to as “the first
terminal”) having an IP address associated with the
specific FAX number, as a redirect destination (Patent
Literature 1).

{o005] If the above setting is made, when the SIP
server receives the connection request to the specific
FAX number, the SIP server transmits an IP address of
the second terminal in place of the IP address of the

first terminal, although originally, the IP address of
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the first terminal is to be transmitted. This causes
the external apparatus to make a connection request to
the second terminal, and hence, as a consequence, the
connection request to the first terminal is transferred
5 or redirected to the second terminal.
Citation List
Patent literature
foo006] {PTL 1} Japanese Patent Laid-Open Publication
No. 2005-94662
10
Summary of Invention
Technical Problem
[0007] Now, when performing the setting for
redirecting the connection request to the first
15 terminal to the second terminal, as described above, if
the setting can be made from any of the registered
terminals, there érises a security problem.
[0008] Specifically, when a FAX terminal owned by a
malicious third party is set as a redirect destination
20 of a connection request to a FAX number (e.g. of 03-
1111-1111), transmission data to be transmitted to the
FAX number 03-1111-1111 is transmitted to the FAX
terminal of the third party.
[0009] To prevent such setting of a redirect
25 destination, which is not desired by the user, it is
only required that the redirect destination can be set

only from a FAX terminal (first terminal) which
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originally should receive the transmission data, to
thereby inhibit setting of redirection from another
terminal.
[0010] In this case, however, the user cannot set

5 redirection from a FAX terminal outside the house or
office of the user, which is inconvenient to the user.
[0011] The present invention provides a
communication system which is capable of preventing
data transmission to a terminal which is not desired by

10 the user, and setting a redirect destination of data
from a terminal which is desired by the user, a sever,
a communication method, and a storage medium storing a
program for executing the communication method.
Solution to Problem

15 [0012] Accordingly, in a first aspect of the present
invention, there is provided a communication system in
which a plurality of terminals including at least a
first terminal and a second terminal and a server are
connected to each other via a communication line, for

20 performing data communication using a predetermined
communication control protocol, wherein the server
comprises a response unit configured to transmit
address information of the first terminal fo an
external apparatus when the server receives a

25 connection request to the first terminal from the
external apparatus, a determination unit configured to

determine whether or not to permit the second terminal
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to be set as a redirect destination of the connection
request to the first terminal when the server received
from the second terminal a request for setting the
second terminal as the redirect destination, a setting
5 unit configured to set the second terminal as the
redirect destination of the connection request to the
first terminal when it is determined by the
determination unit that the second terminal is
permitted to be set as the redirect destination of the
10 connection request to the first terminal, and a control
unit configured to control the response unit such that
the response unit transmits a response of address
information of the second terminal when the server
receives the connection request to the first terminal
15 1in a state where the second terminal is set as the
redirect destination of the connection request to the
first terminal by the setting unit. |
[0013] Accordingly, in a second aspect of the
present invention, there is provided a server which is
20 connected to a plurality of terminals including at
least a first terminal and a second terminal via a
communication line, for performing data communication
using a predetermined communication control protocol,
comprising a response unit configured to transmit
25 address information of the first terminal to an
~external apparatus when the server receives a

connection request to the first terminal from the
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external apparatus, a determination unit configured to
determine whether or not to permit the second terminal
to be set as a redirect destination of the connection
request to the first terminal when the server received
from the second terminal a request for setting the
second terminal as the redirect destination, a setting
unit configured to set the second terminal as the
redirect destination of the connection request to the
first terminal when it is determined by the
determination unit that the second terminal is
permitted to be set as the redirect destination of the
connection request td the first terminal, and a
control unit configured to control the response unit
such that the response unit transmits a response of
address information of the second terminal when the
server receives the connection request to the first
terminal in a state where the second terminal is set as
the redirect destination of the connection request to
the first terminal by the setting unit.

[0014] Accordingly, in a third aspect of the present
invention, there is provided a communication method for
a communication system in which a plurality of
terminals including at least a first terminal and a
second terminal and a server are connected to each
other via a communication line, for performing data
communication using a predetermined communication

control protocol, wherein the server transmits from the
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server a response of address information of the first
terminal to an external apparatus when the server
receives a connection request to the first terminal
from the external apparatus, determines whether or not
to permit the second terminal to be set as a redirect
destination of the connection request to the first
terminal when the second terminal requests the server
to set the second terminal as the redirect destination
of the connection request to the first terminal, sets
the second terminal as the redirect destination of the
connection request to the first terminal when it is
determined that the second terminal is permitted to be
set as the redirect destination of the connection
request to the first terminal, and performs control
such that a response of address information of the
second terminal is transmitted when the server receives
the connection request to the first terminal in a state
where the second terminal is set as the redirect
destination of the connection request to the first
terminal by the setting.

[0015] Accordingly, in a fourth aspect of the
present invention, there is provided a computer-
readable storage medium storing a program for causing a

computer to execute the communication method.

Advantageous Effects of Invention

[0016] According to the present invention, it is
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possible to provide a communication system which is
capable of preventing data transmission to a terminal
which is not desired by the user, and setting a
redirect destination of data from a terminal which is
5 desired by the user.
[0017] Further features of the present invention
will become apparent from the following description of
exemplary embodiments (with reference to the attached
drawings).
10 Brief Description of Drawings
[0018]

FIG. 1 is a diagram showing an example of the
configuration of a communication system according to a
first embodiment of the present invention.

15 FIG. 2 is a block diagram useful in explaining an
example of the configuration of an MFP.

FIG. 3 is a diagram useful in explaining a process
in which the MFP-A registers information in a SIP
server.

20 .FIG. 4 is a view showing an example of redirect
destination information.

FIG. 5 is a flowchart of a redirect destination
candidate registration request process which is
executed by an MFP when a user of the MFP requests the

25 SIP server to register a candidate for a redirect
destination in the redirect destination information.

FIG. 6 is a flowchart of a redirect destination
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candidate registration process which is executed by the
SIP server when requested by an MFP to register a
candidate for a redirect destination in the redirect
destination information.

FIG. 7 is a flowchart of a redirect destination
setting request process which is executed by an MFP
when requesting the SIP server to set a redirect
destination in the redirect destination information.

FIG. 8 is a flowchart of a redirect destination-
setting process which is executed by the SIP server
when requested by an MFP to set a redirect destination
in the redirect destination information.

FIG. 9 is a sequence diagram useful in explaining
operations carried out when facsimile is transmitted
from an MFP-X to a FAX number of the MFP-A.

FIG. 10 is a flowchart of a redirect destination
candidate-setting process which is executed by an MFP
in a communication system according to a second
embodiment of the present invention when a user sets
candidates for a redirect destination for the MFP by
operating the MFP.

FIG. 11 is a flowchart of a redirect destination-
setting process which is executed by the SIP server
when requested by an MFP to set a redirect destination.

FIG. 12 is a flowchart of a redirect destination
setting permission-determining process executed by an

MFP when notified by the SIP server in the redirect
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destination-setting process in FIG. 11 of an inquiry as
to whether or not to permit setting of a redirect
destination, for determining whether or not to permit
the setting.

FIG. 13 is a flowchart of a redirect destination
setting request process executed by one of MFPs in a
communication system according to a third embodiment of
the present invention, for requesting another of the
MFPs to set a redirect destination.

FIG. 14 is a flowchart of a redirect destination
setting permission-determining process executed by an
MFP when requested by another MFP, for redirect
destination setting permission information.

FIG. 15 is a flowchart of a redirect destination-
setting process which is executed by the SIP server

when requested by an MFP to set a redirect destination.

Description of Embodiments

[0019] The present invention will now be described
in detail below with reference to the drawings showing
an embodiment thereof.

[0020] FIG. 1 is a diagram showing an example of the
configuration of a communication system according to a
first embodiment of the present invention. Referring
to FIG. 1, in the communication system according to the
present embodiment, the respective terminals of an MFP-

A 101, an MFP-B 102, an MFP-C 103 and an MFP-X 104 and
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a SIP (Session Initiation Protocol) server 105 are
communicably connected to each other via a network
(communication line) 100. The terminals of the MFP-A
101, the MFP-B 102, the MFP-C 103 and the MFP-X 104 and
£he SIP server 105 each perform data communication
using a predetermined communication control protocol
(SIP).

[0021] The MFP-A 101, the MFP-B 102, the MFP-C 103
and the MFP-X 104 are multi-function printers each
equipped with a copy function, a facsimile function and
a printing function. In the present embodiment, the
MFP-A 101 is assumed to have a FAX number of “03-1111-
1111”~.

[0022] The SIP server 105 is comprised of a redireét
server, a proxy server, a registration server and a
location server, none of which are shown. Further, the
SIP server 105 performs the management of registration
of each terminal, user authentication, the conversion
of a telephone or FAX number to address information,
such as IP address information, the control of a call
control sequence, routing to a connection destination,
and so forth.

[0023] FIG. 2 is a block diagram useful in
explaining an example of the configuration of the MFP-A
101. The configurations of the MFP-B 102, the MFP-C
103 and the MFP-X 104 are the same as that of the MFP-A

101, and hence description thereof is omitted.
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[0024] Referring to FIG. 2, a CPU 201 controls each
device constituting the MFP-A 101 based on a control
program stored in a ROM 208. A display/operation
section 203 displays e.g. windows, icons, messages,

5 menus, and other user interface information, on a
display screen thereof. The display/operation section
203 is comprised of wvarious kinds of keys, not shown,
via which the user performs an operation for copying,
facsimile transmission and printing, and a screen

10 pointing device, not shown, by which the user operates
an icon, a menu, etc. displayed on the display screen.
[0025] A scanner section 204 reads an image from an
original. A printer section 205 prints print data
stored in a RAM 209 and a HDD 210. The ROM 208 stores

15 various kinds of control programs and data. The RAM
209 has a work area for the CPU 201, a data save area
for use in error processing, a load area for control
programs, and the like. The HDD 210 stores various
kinds of control programs and print data.

20 [0026] A network interface (I/F) section 213 is
connected to the network 100, and performs
communication with the SIP server 105, the MFP-B 102,
the MFP-C 103 and the MFP-X 104. The network interface
section 213 also performs communication for SIP-FAX. A

25 T.38 protocol generation/analysis section 214 has the
function of generating facsimile transmission

information that is to be transmitted according to a
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protocol defined by ITU-T Recommendation T.38, and
further analyzing received facsimile transmission
information.

[0027] An IP packet generation/analysis section 206
has the function of mapping the protocol defined in
ITU-U Recommendation T.38 to IP packets, and further
extracting the protocol defined in the ITU-UT
Recommendation T.38 from received IP packets. An image
conversion controller 207 performs the compression,
expansion, zooming and linear density conversion of
images to be transmitted and received by facsimile
communication.

[0028] FIG. 3 is a diagram useful in explaining a
process in which the MFP-A 101 registers information in
the SIP server 105. Contents of the information
registered in the SIP server 105 will be described
hereinafter.

[0029] The MFP-A 101 transmits a REGISTER request to
the SIP server 105, and requests the SIP server 105 to
register information. When registration of the
information in the SIP server 105 is successful, a 200
OK response is sent from the SIP server 105 to the MFP-
A 101. Information registered in the SIP server 105 is
information on redirect destination (forwarding
destination) terminals associated with a predetermined
receiving-side terminal (hereinafter referred to as

“the redirect destination information”).
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[0030] FIG. 4 shows an example of the redirect
destination information. The redirect destination
information is stored in a memory, not shown, of the
SIP server 105. As shown in FIG. 4, in the redirect
destination information, a terminal name 401, a unique
terminal ID 402, a FAX number 403 and an IP address 404
are defined as receiving-side terminal information 400.
[0031] In the receiving-side terminal information
400, there are registered information items, such as
“"MFP-A” as the terminal name 401, “abcl23” as the
unigque terminal ID 402, “03-1111-1111" as the FAX
number 403, and “11.11.11.11” as the IP address 404.
The unique terminal ID 402 is an ID which is assigned
to each individual terminal such that the individual
terminal can be identified. Although there are wvarious
kinds of terminals, there are no plurality of terminals
having the same unique terminal ID. Therefore, when
the unique terminal ID 402 is “abcl23”, “MFP-A” is
identified as the terminal name 401.

[0032] Further, as shown in FIG. 4, in the redirect
destination information, there are defined information
items, such as a terminal name 411, a FAX number 412,
an IP address 413 and a redirect setting 414, as
redirect destination terminal information 410. In the
redirect destination terminal information 410, there
are registered information items, such as “MFP-B” as

the terminal name 411, “03-1111-2222"” as the FAX number
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412, “11.11.11.22"” as the IP address 413, and “not set”
as the redirect setting 414. Similarly, in the
redirect destination terminal information 410, there
are also registered information items, such as “MFP-C”
as the terminal name 411, “03-1111-3333” as the FAX
number 412, “11.11.11.33” as the IP address 413, and
“set” as the redirect setting 414.

[0033] In the case of FIG. 4, “MFP-B” and “MFP-C”
(second terminals) registered in the column of the
terminal name 411 are set as candidates for the
redirect destination terminal for “MFP-A” (first
terminal) registered in the column of the terminal name
401 of the receiving-side terminal information 400.
This means that in this case, “MFP-B” and “MFP-C” are
designated as terminals each of which can be set as a
redirect destination for a connection request to “MFP-
A”. Further, the information of “set” registered in
the column of the redirect setting 414 in association
with “"MFP-C” in the column of the terminal name 411
indicates that out of the two candidates “MFP-B” and
“"MFP-C” for the redirect destination, “MFP-C” is set as
the redirect destination terminal. In short, in this
case, the redirect destination information is
configured such that the connection request to the
first terminal (“"MFP-A”) is redirected to “MFP-C”.
[0034] Although in the present embodiment, the

candidates for the redirect destination are described
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using the two candidates “MFP-B” and “MFP-C” for
convenience of descriptién, a lérger number of
candidates for the redirect destination may be
registered.

[0035] FIG. 5 is a flowchart of a redirect
destination candidate registration request process
which is carried out by an MFP (MFP-A 101 in the
present example) when the user of the MFP requests the
SIP server 105 to register a candidate for a redirect
destination in the redirect destination information.
The steps in FIG. 5 are carried out by the CPU 201 of
the MFP-A 101, which loads a program for the redirect
destination candidate registration request process
stored in the ROM 208, the HDD 210 or the like of the
MFP-A 101, into the RAM 209 of the same, and executes
the program.

[0036] With reference to FIG. 5, a description will
be given of a case where the user of the MFP-A 101
registers a candidate for the redirect destination for
redirecting FAX transmission to the FAX number “03-
1111-1111" of the MFP-A 101.

[0037] Referring to FIG. 5, in a step S500, the user
inputs information on a desired candidate for the
redirect destination, and then the process proceeds to
a step S501. The user inputs the information on the
desired candidate for the redirect destination by

operating various kinds of keys or the like of the
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display/ operation section 203 (see FIG. 2).
Specifically, the information on the desired candidate
for the redirect destination is the redirect
destination terminal information 410 shown in FIG. 4.
The user inputs the terminal name 411, the FAX number
412, the IP address 413 and the redirect setting 414 of
a desired redirect destination terminal. It is assumed
here that the contents of the input are the same as the
contents of the redirect destination terminal
information 410 in FIG. 4.

[0038] In the step S501, the CPU 201 of the MFP-A
101 transmits a REGISTER request to the SIP server 105,
followed by terminating the present process. In the
present example, the terminal name “MFP-A”, the unique
terminal ID “abcl23”, the FAX number “03-1111-1111" and
the IP address “11.11.11.11” are transmitted to the SIP
server 105, using the REGISTER request. Further, the
terminal name 411, the FAX number 412, the IP address
413 and the redirect setting 414 of the redirect
destination terminal, input by the user in the step
S500, are also transmitted to the SIP server 105.
[0039] FIG. 6 is a flowchart of a redirect
destination candidate registration process which is
executed the SIP server 105 when requested by an MFP
(MFP-A 101 in the present example) to register a
candidate for a redirect destination in the redirect

destination information. The steps in FIG. 6 are
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carried out by a CPU, not shown, of the SIP server 105
which loads a program for the redirect destination
candidate registration process stored in a ROM, a HDD
or the like , not shown, of the SIP server 105 into a
5 RAM, not shown, of the same, and executes the program.
[0040] When the SIP server receives the REGISTER
request for registering the candidate for the redirect
destination in the redirect destination information
(transmitted in the step S501 in FIG. 5 in the case of
10 the present example), from the MFP-A 101, in a step
S600, the CPU of the SIP server 105 searches the
redirect destination information shown in FIG. 4, and
the process proceeds to a step S601.
[0041] In the step S601, the CPU of the SIP server
15 105 determines whether or not the candidate for the
redirect destination for the MFP-A 101 as a
registration-requesting terminal, has already been
registered in the redirect destination information
shown in FIG. 4. If the terminal name of the
20 registration-requesting terminal exists in the column
of the terminal name 401 of the receiving-side terminal
information 400 in FIG. 4, the CPU of the SIP server
105 determines that the candidate for the redirect
destination for the registration-requesting terminal
25 has already been registered, and the process proceeds
to a step S603.

[0042] On the other hand, if the terminal name of
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the registration-requesting terminal does not exist in
the column of the terminal name 401 of the receiving-
side terminal information 400, the CPU of the SIP
server 105 determines that the candidate for the
redirect destination for the registration-requesting
terminal has not been registered yet, and the process
proceeds to a step S602. In the step S602, the CPU of
the SIP server 105 registers information on a new
redirect destination, followed by terminating the
registration process.

[0043] Specifically, the CPU of the SIP server 105
stores the terminal name (“"MFP-A” in the above-
described example) and the unique terminal (ID “abcl23”
in the above-described example) transmitted from the
MFP-A 101 in the step S501 in FIG. 5, in the receiving-
side terminal information 400 appearing in FIG. 4.
Further, the CPU of the SIP server 105 also stores the
FAX number (“03-1111-1111"” in the above-described
example) and the IP address (“11.11.11.11” in the
above-described example) transmitted from the MFP-A 101
in the step S501 in FIG. 5, in the receiving-side
terminal information 400 appearing in FIG. 4.

[0044] Further, the CPU of the SIP server 105 stores
the information on the candidate for the redirect
destination, transmitted from the MFP-A 101 in the
redirect destination terminal information 410 in FIG. 4.

It is assumed in the present case that the contents of
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the informqtion on the candidate for the redirect
destination stored in the redirect destination terminal
information 410 are the same as the contents shown in
FIG. 4.

5 [0045] In the step S603, the CPU of the SIP server
105 determines whether or not the unique terminal ID
402 associated with the terminal name 401 of the
receiving-side terminal information 400 stored in the
redirect destination information matches a unique

10 terminal ID transmitted from the registration-
requesting terminal. The unique terminal ID of the
registration-requesting terminal is transmitted from
the registration-requesting terminal to the SIP server
105 with the REGISTER request.

15 [0046] Assuming that the terminal name ”“MFP-A”, the
unique terminal ID “abc¢l23”, the FAX number “03-1111-
1111” and the IP address “11.11.11.11"” are already
stored in the redirect destination information, since
the unique terminal ID transmitted from the

20 registration-requesting terminal MFP-A 101 (in the
present example) is “abcl23”, the CPU of the SIP server
105 determines in the step S603 that the unique
terminal ID 402 of the terminal name 401 of the
receiving-side terminal information 400 stored in the

25 redirect destination information matches the unique
terminal ID transmitted from the registration-

requesting terminal, and the process proceeds to a step



WO 2010/087499 PCT/JP2010/051453

10

15

20

25

21

S604.

[0047] On the other hand, in a case where a REGISTER
request for registering a candidate for a redirect
destination of FAX transmission to the FAX number “03-
1111-1111" of the MFP-A 101 is transmitted from a
registration-requesting terminal other than the MFP-A
101, a unique terminal ID different from “abcl23” is
transmitted from the registration-requesting terminal
to the SIP server 105. In this case, the CPU of the
SIP server 105 determines in the step S603 that the
unique terminal ID 402 of the terminal name 401 of the
receiving-side terminal information 400 stored in the
redirect destination information does not match the
unique terminal ID transmitted from the registration-
requesting terminal, and the process proceeds to a step
S605.

[0048] In the step S604, the CPU of the SIP server
105 updates the contents of the redirect destination
terminal information based on the information received
from the registration-requesting terminal MFP-A 101
requesting the registration of the candidate for the
redirect destination, followed by terminating the
present process. Specifically, the update of the
contents of the redirect destination terminal
information includes addition or deletion of a
candidate or candidates for a redirect destination and

update of the information of the redirect setting 414
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in FIG. 4. The update of the information of the
redirect setting 414 will be described hereinafter.
[0049] In the step S605, the CPU of the SIP server
105 notifies the registration-requesting terminal that
the registration-requesting terminal is not permitted
to register a candidate for a redirect destination,
followed by terminating the present process.
Specifically, the CPU of the SIP server 105 sends an
error response indicating non-permission of
registration of the registration-requesting terminal,
to the REGISTER request transmitted from the
registration-requesting terminal. In this case, the
redirect destination terminal information is not
updated at all.

[0050] As described above, the SIP server 105
determines whether or not the unique terminal ID
“abcl23” of the MFP-A 101 matches the unique terminal
ID stored in the redirect destination information, to
thereby perform authentication of the MFP-A 101. Then,
the SIP server 105 accepts registration of the
candidate(s) for the redirect destination from the
authenticated MFP-A 101, and updates the redirect
destination terminal information.

[0051] Next, a redirect destination setting request
process executed by the MFP-C 103 when the user sets
the redirect destination of FAX transmission to the FAX

number “03-1111-1111" of the MFP-A 101, to the MFP-C
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103, will be described with reference to FIG. 7. It is
assumed in the present case that the user normally
using the MFP-A 101 desires to receive fax transmission
to the FAX number “03-1111-1111" of the MFP-A 101, by
the MFP-C 103 outside the house or office of the user.
[0052] FIG. 7 is a flowchart of the destination
destination-setting request process executed by an MFP
(MFP-C 103 in the present example) when requesting the
SIP server 105 to set a redirect destination in the
redirect destination information. The steps in FIG. 7
are carried out by the CPU 201 of the MFP-C 103 which
loads a program for the destination destination-setting
request process stored in the ROM 208, the HDD 210 or
the like of the MFP-C 103 into the RAM 209 of the same,
and executes the program.

[0053] First, in a step S700, when the user inputs
information on a receiving-side terminal, the process
proceeds to a step S$701. The information on a
receiving-side terminal is intended to mean the
terminal name and FAX number of the receiving-side
terminal. In the present example, the information is
that of the terminal name “MFP-A” and the FAX number
“03-1111-1111"”. The user operates keys or the like of
the display/operation section 203, to input the
information on the receiving-side terminal.

[0054] In the step S701, the CPU of the MFP-C 103

transmits a REGISTER request to the SIP server 105,
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followed by terminating the present process.
Specifically, the CPU of the MFP-C 103 transmits the
receiving-side terminal name “MFP-A” and the receiving-
side FAX number “03-1111-1111” input in the step S700,
to the SIP server 105. Further, the CPU of the MFP-C
103 transmits the terminal name “MFP-C” and the IP
address “11.11.11.33” of the MFP-C 103 as a setting-
requesting terminal, to the SIP server 105.

[0055] FIG. 8 is a flowchart of a redirect
destination-setting process which is executed by the
SIP server 105 when requested by an MFP (MFP-C 103 in
the present example) to set a redirect destination in
the redirect destination information. The steps in FIG.
8 are carried out by the CPU of the SIP server 105
which loads a program for the redirect destination-
setting process stored in the ROM, the HDD or the like
of the SIP server 105 into the RAM of the same, and
executes the program.

[0056] When the CPU of the SIP server 105 receives a
REGISTER request for setting a redirect desfination
(which is transmitted in the step S701 in FIG. 7) from
the MFP-C 103 (in the present example), in a step S$800,
the CPU of the SIP server 105 searches the redirect
destination information shown in FIG. 4, and the
process proceeds to a step S801. Specifically, the CPU
of the SIP server 105 searches for redirect destination

terminal information associated with the terminal name
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and FAX number of the receiving-side terminal which
have been transmitted from the setting-requesting
terminal.

[0057] In the present example, it is assumed that
the terminal name “MFP-A” and the FAX number “03-1111-
1111” have been transmitted from the MFP-C 103, as
mentioned above. Therefore, the CPU of the SIP server
105 searches the receiving-side terminal information
400 of the redirect destination information, for the
terminal name “MFP-A” and the FAX number “03-1111-1111".
When the redirect destination information has the
contents shown in FIG. 4, the terminal name “MFP-A” and
the FAX number %“03-1111-1111" are found, and as the
redirect destination terminal information associated
with these, the terminal names “MFP-B” and “MFP-C” as
the candidates for the redirect destination terminal
for the receiving-side terminal name “MFP-A” are
obtained.

[0058] In the step S801, the CPU of the SIP server
105 determines whether or not the setting-requesting
terminal is among the candidate terminals for the
redirect destination. Specifically, the CPU of the SIP
server 105 determines whether or not the setting-
requesting terminal exists in the redirect destination
terminal information 410 of the redirect destination
information acquired by the search in the step S800.

In this case, the setting-requesting terminal is the
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MFP-C 103, and therefore the CPU of the SIP server 105
determines that the MFP-C 103 is a candidate terminal
for the redirect destination for the receiving-side
terminal MFP-A 101, and the process proceeds to a step
S802.

[0059] On the other hand, if the setting-requesting
terminal is other than the MFP-B 102 and the MFP-C 103,
the CPU of the SIP server 105 determines that the
terminal is not a candidate terminal for the redirect
destination, and the process proceeds to a step S803.
[0060] In the step S802, the CPU of the SIP server
105 updates information on redirect setting, followed
by terminating the present process. Here, the redirect
setting is intended to mean the redirect setting 414 in
the redirect destination information shown in FIG. 4.
[0061] If the setting-requesting terminal is a
candidate terminal for the redirect destination, the
CPU of the SIP server 105 updates the information of
the redirect setting 414 of the redirect destination
terminal in the redirect destination terminal
information 410 to “set”. The redirect destination
terminal is a terminal that requests the SIP sever 105
to set the redirect destination. In the present
example, it is the MFP-C 103.

[0062] In the step S803, the CPU of the SIP server
105 notifies the setting-requesting terminal that the

setting of the redirect destination is not permitted,
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followed by terminating the present process.
Specifically, the CPU of the SIP server 105 sends an
error response indicating non-permission of the setting,
to the REGISTER request transmitted from the setting-
requesting terminal. In this case, the information of
the redirect setting 414 is not updated at all.

[0063] As described above, when the SIP server 105
receives e.g. from the MFP-C 103 a request for setting
a redirect destination, it determines using the
redirect destination information whether or not the
setting-requesting terminal is a candidate terminal for
the redirect destination. If the setting-requesting
terminal is a candidate terminal for the redirect
destination, the SIP server 105 updates the information
of the redirect setting 414 in the redirect destination
information to “set”.

[0064] Next, operations carried out when a FAX is
transmitted from the external MFP-X 104 to the FAX
number “03-1111-1111"” of the MFP-A 101 will be
described with reference to FIG. 9. Let it be assumed
that the information on the redirect setting
(hereinafter referred to as “the redirect setting
information”) has the contents shown in FIG. 4.

[0065] First, when a FAX is transmitted from the
MFP-X 104 to the FAX number “03-1111-1111"” of the MFP-A
101, the MFP-X 104 transmits an INVITE request for

requesting connection to the FAX number “03-1111-1111"
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to the SIP server 105.
[0066] In response to the INVITE request, the SIP
server 105 sends a redirect response, i.e. a 302 Moved
Temporary Response to the MFP-X 104. At this time, the
SIP server 105 refers to the redirect setting
information, and sends not only the 302 Moved Temporary
Response but also an IP address of the redirect
destination terminal for the FAX number “03-1111-1111"
of the MFP-A 101 to the MFP-X 104. The redirect
setting information has the contents shown in FIG. 4,
and hence in this case, the IP address 413
“11.11.11.33” of the MFP-C 103 which is set to “set” in
the column of the redirect setting 414 is sent back to
the MFP-X 104.
[0067] Then, the MFP-X 104 transmits a confirmation
response “ACK” to the SIP server 105 as a response to
the 302 Moved Temporary Response. Further, in reply to
the redirect response and the IP address of the
redirect destination terminal, the MFP-X 104 transmits
an INVITE request to the SIP server 105 again. This IP
address 413 of the redirect destination terminal is the
above-mentioned received IP address, i.e. the IP |
address “11.11.11.33” of the MFP-C 103.
[0068] The SIP server 105 routes the above-mentioned
INVITE request, and transmits an INVITE request to the
MFP-C 103, which is the redirect destination. Further,

the SIP server 105 provisionally sends a 100 Trying
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Response to the MFP-X 104, thereby notifying the MFP-X
104 that the SIP server 105 is trying connection to the
MFP-C 103.

[0069] Upon reception of the INVITE request from the
SIP server 105, the MFP-C 103 starts a FAX receiving
process, and sends a 180 Ringing Response, which means
that a callee being alerted, to the SIP server 105.
[0070] The SIP server 105 routes the above-mentioned
180 Ringing Response, thereby transmitting the same to
the MFP-X 104. The MFP-C 103 starts a FAX receiving
process, and sends a 200 OK Response to the MFP-X 104
via the SIP server 105. - Upon reception of the 200 OK
Response, the MFP-X 104 sends ACK indicative of receipt
of the 200 OK Response to the MFP-C 103.

[0071] When the ACK is received by the MFP-C 103, a
session is established between the MFP-X 104 and the
MFP-C 103, whereafter real-time FAX communication
compliant with ITU-T Recommendation T.38 is performed.
After termination of FAX reception by the MFP-C 103,
SIP method BYE is transmitted from the MFP-C 103 to the
MFP-X 104. The 200 OK Responsé to this BYE is sent
from the MFP-X 104 to MFP-C 103, followed by
terminating the session.

[0072] As described above, the redirect destination
for the MFP-A 101 registered in the column of the
terminal name 401 of the receiving-side terminal

information 400 in FIG. 4 becomes the terminal MFP-C
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103 for which the redirect setting 414 of the redirect
destination terminal information 410 is set to “set”.
[0073] Next, there will be described cancellation of
the setting of a redirect destination e.g. for the MFP-
A 101, that is, a case in which the redirect
destination is reset such that the MFP-A 101 receives
FAX transmission to the MFP-A 101 without redirecting
the FAX transmission.

[0074] The cancellation of the setting of the
redirect destination is permitted to be performed from
any of the terminals registered in the receiving-side
terminal information 400 and the redirect destination
terminal information 410 shown in FIG. 4. Assuming
that the contents of redirect destination information
are as shown in FIG. 4, the cancellation of the setting
of the redirect destination for the MFP-A 101 is
permitted from any of the receiving-side terminal MFP-A
101 and the redirect destination terminals MFP-B 102
and MFP-C 103.

[0075] When cancelling the setting of the redirect
destination, the user operates keys or the like of the
display/operation section 203 of a terminal permitted
to cancel the setting of the redirect destination,
thereby giving the same an instruction for cancelling
the setting of the redirect destination for the MFP-A
101.

[0076] The terminal having received the instruction
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for cancelling the setting of the redirect destination
requests the SIP server 105 to cancel the setting of
the redirect destination. In response to this request,
the SIP server 105 searches the redirect destination

5 information, for the terminal name and the IP address
of the requesting terminal. If the terminal name and
the IP address of the requesting terminal exist in the
redirect destination information, the SIP server 105
sets all the information items of the redirect setting

10 414, associated with the terminals in the redirect
destination terminal information 410 in FIG. 4, to “not
set”.
[0077] By setting all the information in the column
of the redirect setting 414 to “not set”, the setting

15 of the redirect destination for the MFP-A 101 is
cancelled. In a state where the setting of the
redirect destination for the MFP-A 101 is canceled, the
SIP server 105 does not send a redirect response.
Therefore, FAX transmission to the MFP-A 101 is

20 received by the MFP-A 101 without any redirect
operation being performed.
[0078] As described hereinabove, according to the
present embodiment, the SIP server 105 accepts
registration of a candidate for a redirect destination

25 from an authenticated MFP (MFP-A 101 in the above-
described example), and updates the redirect

destination terminal information. Then, the user



- WO 2010/087499 PCT/JP2010/051453

10

15

20

25

32

requests the SIP server 105 to set the redirect
destination for the MFP-A 101, e.g. from the MFP-C 103
out of the MFP-B 102 and MFP-C 103 which are registered
as candidates for the redirect destination for the MFP-
A 101.

[0079] The SIP server 105 having received the
request updates information associated with the MFP-C
103 in the redirect setting 414 in the redirect
destination information to “set”. According to the
setting of “set” in the redirect setting 414, the SIP
server 105 sends a redirect response to FAX
transmission e.g. from the MFP-X 104 to the FAX number
“03-1111-1111" of the MFP-A 101. As the redirect
response to the MFP-X 104, the SIP server 105 sends the
IP address “11.11.11.33” of the MFP-C 103, which is the
redirect destination, to the MFP-X 104.

[0080] The MFP-X 104 transmits an INVITE request to
the MFP-C 103 i.e. the redirect destination, to thereby
request connection between the MFP-X 104 and the MFP-C
103. After that, a session is established between the
MFP-X 104 and the MFP-C 103 for FAX transmission.
[0081] This series of operations make it possible
for the user to set the redirect destination of FAX
transmission to the FAX number %“03-1111-1111" of the
MFP-A 101, to the MFP-C 103, whereby it is possible to
receive FAX transmission to the FAX number “03-1111-

1111” of the MFP-A 101 by the MFP-C 103.
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[0082] Although in the present embodiment, the
description has been given of a case where the redirect
destination is set to the MFP-C 103, it is also
possible to request, from the MFP-B 102, the SIP server
105 to set the redirect destination to thereby set the
MFP-B 102 as the redirect destination. In this case,
it ié only required to set the redirect setting 414
associated with the terminal name 411 of the redirect
destination terminal information 410 in FIG. 4, to
“set”.

[0083] As described above, according to the present
embodiment, the SIP server 105 accepts registration of
a plurality of candidates (the MFP-B 102 and the MFP-C
103 in the case of the above-described example) for the
redirect destination, from the authenticated terminal
MFP-A 101. This makes it possible to set a user-
desired one of a plurality of registered candidates for
a redirect destination, as the redirect destination.

As a consequence, a connection request to the MFP-A 101
is redirected to fhe redirect destination set as above.
[0084] Further, when the SIP server 105 has received
a redirect destination-setting request from a terminal
which is not registered as a candidate for the redirect
destination for the MFP-A 101, it is possible to
prevent the terminal from being set as the redirect
destination. This makes it possible to prevent FAX

from being redirected to a terminal that is not
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registered by the user.
[0085] Next, a communication system according to a
second embodiment of the present invention will be
described with reference to FIGS. 10 to 12. Component
5 parts and elements identical to those of the first

embodiment are denoted by identical reference numerals.
[0086] FIG. 10 is a flowchart of a redirect
destination candidate-setting process which is executed
by an MFP (MFP-A in the present example) when the user

10 sets candidates for a redirect destination for the MFP
by operating the MFP. To set a candidate for the
redirect destination of FAX transmission to the FAX
number “03-1111-1111" of the MFP-A 101, the user inputs
information on a desired candidate for the redirect

15 destination (step S1000). The user operates keys or
like of the display/operation section 203 to thereby
input the information on the desired candidate for the
redirect destination. The information on the redirect
destination is that of the terminal name and the IP

20 address of a desired redirect destination terminal.
[0087] Now, a description will be given of a case
where the MFP-B 102 and the MFP-C 103 are set as
candidates for the redirect destination for the MFP-A
101. In this case, the user inputs the terminal name

25 "“MFP-B” and the IP address “11.11.11.22" of the MFP-B
102, and the terminal name “MFP-C” and the IP address

“11.11.11.33” of the MFP-C 103. The information on
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candidates for the redirect destination (hereinafter
referred to as “the redirect destination candidate
information”) input to the MFP-A 101 is stored in the
HDD 210 of the MFP-A 101.

[0088] Next, a description will be given of an
operation performed from the MFP-C 103, for setting the
redirect destination of FAX transmission to the FAX
number “03-1111-1111" of the MFP-A 101, to the MFP-C
103.

[0089] The user inputs information on the receiving-
side terminal by operating the MFP-C 103. After the
information on the receiving-side terminal is input,
the MFP-C 103 transmits a REGISTER request to the SIP
server 105. This series of operations is the same as
described with reference to FIG. 7 in the above-
described first embodiment. Specifically, the terminal
name “MFP-A” and the FAX number “03-1111-1111" of the
receiving-side terminal, and the terminal name “MFP-C”
and the IP address “11.11.11.33” of the setting-
requesting terminal are transmitted to the SIP server
105.

[00901 FIG. 11 is a flowchart of a redirect
destination-setting process which is executed by the
SIP server 105 when requested by an MFP (MFP-C 103 in
the present example) to set a redirect destination.

The steps in FIG. 11 are carried out by the CPU of the

SIP server 105 which loads a program for the redirect
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destination-setting process stored in the ROM, the HDD
or the like, not shown, of the SIP server 105 into the
RAM of the same, and executes the program.

[0091] In a step S1100, when the CPU of the SIP
server 105 receives the REGISTER request transmitted
from the MFP-C 103, the CPU of the SIP server 105
inquires of the MFP-A 101 whether or not the setting of
the redirect destination to the MFP-C 103 is permitted,
and then the process proceeds to a step S1101. When
making the above-mentioned inquiry, the CPU of the SIP
server 105 transmits the information of the name and
the IP address of the setting-requesting terminal to
the MFP-A 101. In the present case, the setting-
requesting terminal name “MFP-C” and the IP address
“11.11.11.33” are transmitted.

[0092] In response to the inquiry as to the
permission for setting of the redirect destination, the
MFP-A 101 transmits a response indicative of permission
or non-permission for setting of the redirect
destination, to the SIP server 105. The response
indicative of permission or non-permission for setting
of the redirect destination, which is transmitted from
the MFP-A 101, will be described hereinafter.

[0093] In the step S1101, the CPU of the SIP server
105 determines whether or not the response from the
MFP-A 101 is one permitting the setting of the redirect

destination. If the response from the MFP-A 101 is one
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permitting the setting of the redirect destination, the
process proceeds to a step S1102, whereas if the
response from the MFP-A 101 is not one permitting the
setting of the redirect destination, the process
proceeds to a step S1103.

[0094] In the step S1102, the CPU of the SIP server
105 sets the redirect destination of FAX transmission
to the FAX number “03-1111-1111" of the MFP-A 101, to
the MFP-C 103, followed by terminating the present
process. Specifically, the CPU of the SIP server 105
sets the redirect destination to the setting-requesting
terminal name “MFP-C” and the IP address “11.11.11.33”
set forth in the redirect destination-setting request
received from the MFP-C 103.

[0095] In the step S1103, the CPU of the SIP server
105 notifies the setting-requesting terminal that the
setting of the redirect destination is not permitted,
followed by terminating the present process.
Specifically, the CPU of the SIP server 105 sends an
error response indicating non-permission for setting
the redirect destination, to the REGISTER request
transmitted from the registration-requesting terminal.
In this case, the redirect destination is not changed
at all.

[0096] FIG. 12 is a flowchart of a redirect
destination setting permission-determining process

executed by an MFP (MFP-A 101 in the present example)
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when notified by the SIP server 105 in the step S1100
in FIG. 11 of an inquiry as to whether or not to permit
setting of a redirect destination, for determining
whether or not to permit the setting. The steps in FIG.
12 are carried out by the CPU 201 of the MFP-A 101
which loads a program for the redirect destination
setting permission-determining process stored in the
ROM 208, the HDD 210 or the like of the MFP-A 101 into
the RAM 209 of the same, and executes the program. In
the present example, as described hereinabove, when the
MFP-A 101 has been notified of the inquiry as to
permission or non-permission for setting the redirect
destination from the SIP server 105, the MFP-A 101
receives the information of the name “MFP-C” and the IP
address “11.11.11.33” of the setting-requesting
terminal.

[0097] In a step S1200, the CPU of the MFP-A 101
determines whether or not the setting-requesting
terminal is a candidate for the redirect destination,
based on the received terminal name and IP address of
the setting-requesting terminal. Specifically, the CPU
of the MFP-A 101 determines whether or not the
information on the setting-requesting terminal is
included in the redirect destination candidate
information stored in the HDD 210 of the MFP-A 101 by
the destination candidate-setting process in FIG. 10.

[0098] If the information on the setting-requesting
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terminal is included in the redirect destination
candidate information, the CPU of the MFP-A 101
determines that the setting-requesting terminal is a
candidate for the redirect destination, and then the
process.proceeds to a step S1201. On the other hand,
if the information on the setting-requesting terminal
is not included in the redirect destination candidate
information, the CPU of the MFP-A 101 determines that
the setting-requesting terminal is not a candidate for
the redirect destination, and then the process proceeds
to a step S51202.

[0099] Assuming that the HDD 210 of the MFP-A 101
stores the terminal name “MFP-B” and the IP address
“11.11.11.22"” and the terminal name QMFP-C” and the IP
address “11.11.11.33” in the redirect destination
candidate information, as in the above-described
example, since the terminal name and the IP address of
the setting-requesting terminal received by the MFP-A
101 are the “MFP-C” and “11.11.11.33”, respectively, it
is determined that the MFP-C is a candidate for the
redirect destination.

[0100] In the step S1201, the CPU of the MFP-A 101
transmits a response permitting setting of the redirect
destination, to the SIP server 105, followed by
terminating the present process.

[0101] In the step S1202, the CPU of the MFP-A 101

transmits a response not permitting setting of the
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redirect destination, to the SIP server 105, followed
by terminating the present process.

[0102] As described above, in the present embodiment,
the SIP server 105 receives e.g. from the MFP-C 103 a
request for setting a redirect destination, and
inquires of the MFP-A 101 whether or not to permit
setting of the redirect destination. The MFP-A 101
determines whether or not the setting-requesting
terminal is a candidate for the redirect destination,
based on the redirect destination candidate information
stored in the HDD 210. If the setting-requesting
terminal is a candidate for the redirect destination,
the MFP-A 101 sends a response permitting setting of
the redirect destination, to the SIP server 105.

[0103] Upon reception of the response permitting
setting of the redirect destination, the SIP server 105
sets the redirect destination of FAX transmission to
the FAX number %“03-1111-1111"” of the MFP-A 101, to the
MFP-C 103. According to the setting of the redirect
destination, the SIP server 105 gives a redirect
response to FAX transmission from the MFP-X 104
intended to the FAX number "“03-1111-1111" of the MFP-A
101. As the redirect response, the SIP server 105
sends the IP address “11.11.11.33” of the MFP-C 103 as
the redirect destination, to the MFP-X 104.

[0104] After that, similarly to the first embodiment,

a session is established between the MFP-X 104 and the
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MFP-C 103 for FAX transmission. This series of
operations make it possible for the user to set, from
the MFP-C 103, the redirect destination of FAX
transmission to the FAX number “03-1111-1111" of the
MFP-A 101, to the MFP-C 103, whereby it is possible to
receive FAX transmission to the FAX number “03-1111-
1111” of the MFP-A 101, by the MFP-C 103.

[0105] Although in the present embodiment, the
description has been given of a case where the redirect
destination is set to the MFP-C 103, it is also
possible for the user to send a request for setting the
redirect destination from the MFP-B 102 to the SIP
server 105 to thereby set the MFP-B 102 as the redirect
destination.

[0106] As described hereinabove, according to the
present embodiment, one of a plurality of redirect
destination candidates in the redirect destination
candidate information which is input in advance by the
user and stored in the HDD 210 of the MFP-A 101, can be
set as the redirect destination.

[0107] Further, when a redirect destination—éetting
request is transmitted from a terminal which is not set
forth in the redirect destination candidate information
stored in the HDD 210 of the MFP-A 101 as a candidate
for the redirect destination, it is possible to prevent
the terminal from being set as the redirect destination.

This makes it possible to prevent FAX from being
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redirected to a terminal which the user has not stored
in the redirect destination candidate information in
the HDD 210 of the MFP-A 101.

[0108] Although in the present embodiment, the
determination in the step S1200 in FIG. 12 as to
whether or not the setting-requesting terminal is a
candidate for the redirect destination is performed
based on the redirect destination candidate information
which is input in advance by the user and stored in the
HDD 210 of the MFP-A 101, this is not limitative, but
for example, when the setting of a fedirect destination
is requested e.g. by the MFP-C 103, a screen may be
displayed on the display/operation section 203 of the
MFP-A 101, for inquiring of the user whether or not to
permit setting of the MFP-C 103 as a redirect
destination of a connection request to the MFP-A 101.
In this case, a response to the SIP server 105 is
transmitted according to an instruction input by the
user via the displayed screen.

[0109] Further, although in the present embodiment,
before the MFP-C 103 is set as the redirect destination
of the connection request to the MFP-A 101, the SIP
server 105 inquires of the MFP-A 101 whether or not to
permit setting of the redirect destination, by way of
example, this is not limitative, but another
configuration may be employed. Specifically, the SIP

server 105 may be configured such that upon reception
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of the redirect destination-setting request from the
MFP-C 103, the SIP server 105 not only sets the MFP-C
103 as the redirect destination but also notifies the
MFP-A 101 of the fact. Thus, the user of the MFP-A 101,
having received the notification, can recognize the
fact that data to be originally intended to be
transmitted to the MFP-A 101 has been redirected.
Further, when the user of the MFP-A 101 does not desire
to set the redirection, it is possible to cancel the
setting.

[0110] Next, a communication system according to a
third embodiment of the present invention will be
described with reference to FIGS. 13 to 15. Component
parts and elements identical to those of the above-
described first embodiment are denoted by identical
reference numerals.

[0111] FIG. 13 is a flowchart of a redirect
destination setting request process executed by an MFP
(MFP-C 103 in the present example) for requesting
another MFP (MFP-A 101 in the present example) to set a
redirect destination. The steps in FIG. 13 are carried
out by the CPU 2 of the MFP-C 103 which loads a program
for the redirect destination setting request process
stored in the ROM 208, the HDD 210 or the like of the
MFP-C 103 into the RAM 209 of the same, and executes
the program.

[0112] First, when redirecting FAX to the FAX number
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“03-1111-1111" of the MFP-A 101, to the MFP-C 103, the
user operates keys or the like of the display/operation
section 203 to thereby input information on a
receiving-side terminal. In the present example, the
user inputs the information of the terminal name “MFP-
A” and the FAX number “03-1111-1111" of the receiving-
side terminal.

[0113] When the user inputs the information on the
receiving-side terminal in a step S1300, the process
proceeding to a step 1301.

[0114] In the step S1301, the CPU of the MFP-C 103
requests the terminal MFP—-A101] having the terminal name
“MFP-A” input in the step S1300 to send redirect
destination-setting permission information, and then
the process proceeds to a step S1302. The redirect
destination-setting permission information will be
described hereinafter.

[0115] In the step S1302, the CPU of the MFP-C 103
receives the redirect destination-setting permission
information from the MFP-A 101, and then the process
proceeds to a step S1303.

[0116] In the step S1303, the CPU of the MFP-C 103
transmits a REGISTER request to the SIP server 105,
followed by terminating the present process.

[0117] Using the REGISTER request, the terminal name
“"MFP-A” and the FAX number “03-1111-1111" of the

receiving-side terminal are transmitted from the MFP-C
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103 to the SIP server 105. Further, using the REGISTER
request, the MFP-C 103 also transmits the terminal name
“MFP—C” and the IP address “11.11.11.33” of the MFP-C
103 as the setting-requesting terminal, to the SIP
server 105. Further, using the REGISTER request, the
MFP-C 103 also transmits the redirect destination-
setting permission information received from the MFP-A
101, to the SIP server 105.

[0118] FIG. 14 is a flowchart of a redirect
destination setting permission-determining process
executed by an MFP (MFP-A 101 in the present example)
when requested by another MFP (MFP-C 103 in the present
example), for redirect destination setting permission
information. The steps in FIG. 14 are carried out by
the CPU 201 of the MFP-A 101 which loads a program for
the redirect destination setting permission-determining
process stored in the ROM 208, the HDD 210 or the like
of the MFP-A 101 into the RAM 209 of the same, and
executes the program.

[0119] In a step S1400, the CPU of the MFP-A 101
determines whether or not_to permit setting of a
redirect destination. This determination is performed
for a terminal requesting the redirect destination-
setting permission information, by determining whether
or not the terminal is a candidate for the redirect
destination (S1400). If the CPU of the MFP-A 101

determines that the terminal is a candidate for the
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redirect destination, the process proceeds to a step
S$1401, whereas if the CPU of the MFP-A 101 determines
that the terminal is not a candidate for the redirect
destination, the process proceeds to a step S$1402.

5 [0120] Similarly to the above-described second
embodiment, these determinations are performed based on
redirect destination candidate information which is
input in advance by the user and stored in the HDD 210
of the MFP-A 101. In the present example, it is

10 assumed that the HDD 210 of the MFP-A 101 stores the
terminal name “MFP-B” and the IP address “11.11.11.22"
and the terminal name “MFP-C” and the IP address
“11.11.11.33” as the redirect destination candidate
information. Since the terminal requesting the

15 redirect destination-setting permission information
from the MFP-A 101 is the MFP-C, and as described above,
the MFP-C 103 is stored as an item of the redirect
destination candidate information, it is determined
that the MFP-C 103 is a candidate for the redirect

20 destination.

[0121] In the step S1401, the CPU of the MFP-A 101
transmits the redirect destination-setting permission
information to the MFP-C 103, followed by terminating
the present process.

25 [0122] In the step S1402, the CPU of the MFP-A 101
notifies the MFP-C 103 that the setting of a redirect

destination is not permitted, followed by terminating
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the present process.

[0123] Now, a description will be given of the
redirect destination-setting permission information.
The redirect destination-setting permission information
certifies that permission for setting the redirect
destination has been received from the receiving-side
terminal. To ensure the security of the redirect
destination-setting permission information, the
information is encrypted.

[0124] In the description of the operation of the
MFP-C 103 for receiving the redirect destination-
setting permission information in the step S1302 in FIG.
13, it is assumed that the redirect destination-setting
permission information is transmitted from the MFP-A
101. However, when the redirect destination-setting
permission information is requested in the step S1301
by a terminal which is not stored in the HDD 210 of the
MFP-A 101 as an item of the redirect destination
candidate information, the redirect destination-setting
permission information is not transmitted from the MFP-
A 101.

[0125] FIG. 15 is a flowchart of a redirect
destination-setting process which is executed by the
SIP server 105 when requested by an MFP (MFP-C 103 in
the present example) to set a redirect destination.

The steps in FIG. 15 are carried out by the CPU of the

SIP server 105 which loads a program for the redirect
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destination-setting process stored in the ROM, the HDD
or the like, not shown, of the SIP server 105 into the
RAM of the same, and executes the program.

[0126] In a step S1500, the CPU of the SIP server
105 requests a receiving-side terminal (MFP-A in the
present examble) notified from the MFP-C 103, for
redirect destination-setting permission information,
and the process proceeds to a step S1501.

[0127] In the step S1501, the CPU of the SIP server
105 receives the redirect destination-setting
permission information returned from the MFP-A 101, and
then the process proceeds to a step S1502. It should
be noted that in the case where the redirect
destination-setting permission information is requested
by the SIP server 105, the MFP-A 101 does not perform
such determination of whether or not the requesting
terminal is a candidate for the redirect destination,
as described hereinabove.

[0128] In the step S1502, the CPU of the SIP server
105 determines whether or not the redirect destination-
setting permission information in the REGISTER request
received from the MFP-C 103 matches the redirect
destination-setting permission information received
from the MFP-A 101. This determination is performed
after decryption and checking of the two items of the
redirect destination-setting permission information.

[0129] When the two items of the redirect
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destination-setting permission information match each
other, the process proceeds to a step S1503, whereas
when they do not match each other, the process proceeds
to a step S1504.

5 [0130] The case where the two items of the redirect
destination-setting permission information match each
other corresponds to the case where the request for
setting the redirect destination is received from the
MFP-C 103. As descried heretofore, the MFP-C 103

10 acquires the redirect destination-setting permission
information from the MFP-A 101, and transmits the
acquired redirect destination-setting permission
information to the SIP server 105. Therefore, the
redirect destination-setting permission information

15 received from the MFP-C 103 and the redirect
destination-setting permission information received
from the MFP-A 101 match each other.

[0131] In the step S1503, the CPU of the SIP server
105 sets the redirect destination for the FAX number

20 “03-1111-1111"” of the MFP-A 101, followed by
terminating the present process.

[0132] Specifically, the CPU of the SIP server 105
sets the redirect destination to the terminal name
“MFP-C” and the IP address “11.11.11.33” of the

25 setting-requesting terminal received when requested to

set the redirect destination.

[0133] In the step S1504, the CPU of the SIP server
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105 notifies the registration-requesting terminal that
the setting of the redirect destination is not
permitted, followed by terminating the present process.
[0134] Specifically, the CPU of the SIP server 105
sends an error response indicating non-permission of
the setting of the redirect destination, to the
REGISTER request transmitted from the registration-
requesting terminal. In this case, the redirect
destination is not changed at all.

[0135] As described above, according to the present
embodiment, the MFP-C 103 requests the MFP-A 101 to
send redirect destination-setting permission
information. In response to this request, the MFP-A
101 determines whether or not the request terminal MFP-
C 103 is a candidate for the redirect destination. If
the request terminal MFP-C 103 is a candidate for the
redirect destination, the MFP-A 101 transmits the
redirect destination-setting permission information to
the request terminal MFP-C 103. When transmitting the
REGISTER request for requesting the SIP server 105 to
set the redirect destination, the request terminal MFP-
C 103 also transmits the redirect destination-setting
permission information received from the MFP-A 101.
[0136] The SIP server 105 requests the MFP-A 101,
FAX transmission to which is to be redirected, to
transmit redirect destination-setting permission

information, and receives the redirect destination-
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setting permission information returned from the MFP-A
101. Further, the SIP server 105 determines whether or
not the redirect destination-setting permission
information received from the MFP-C 103 together with
the REGISTER request and the redirect destination-
setting permission information received from the MFP-A
101 match each other. If they match each other, the
SIP server 105 sets the redirect destination for the
FAX number “03-1111-1111" of the MFP-A 101 to the MFP-C
103.

[0137] Further, the SIP server 105 sends a redirect
response to FAX transmission from the MFP-X 104 to the
FAX number “03-1111-1111” of the MFP-A 101 according to
the setting of the redirect destination. Using the
redirect response, the SIP server 105 sends the IP
address “11.11.11.33” of the redirect destination MFP-C
103 to the MFP-X 104. The following operations are the
same as those of the first embodiment.

[0138] This series of operations make it possible
for the user to set the redirect destination of FAX to
the FAX number “03-1111-1111" of the MFP-A 101, to the
MFP-C 103, whereby it is possible to receive FAX
transmission to the FAX number “03-1111-1111" of the
MFP-A 101, by the MFP-C 103.

[0139] Although in the present embodiment, the
description has been given of a case where the redirect

destination is set to the MFP-C 103, it is possible to
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request the MFP-A 101 to send redirect destination-
setting permission information using the MFP-B 102 to
set the MFP-B 102 as the redirect destination.

[0140] As described heretofore, according to the
present embodiment, one of a plurality of candidates
for a redirect destination in redirect destination
candidate information which is input in advance by the
user and stored in the HDD 210 of the MFP-A 101, can be
set as the redirect destination.

[0141] Further, when a redirect destination-setting
request is transmitted from a terminal which is not
stored in the HDD 210 of the MFP-A 101 as a candidate
for the redirect destination, it is possible to prevent
the terminal from being set as the redirect destination.
This makes it possible to prevent FAX from being
redirected to a terminal that is not stored in the
redirect destination candidate information in the HDD
210 of the MFP-A 101.

[0142] Although in the present embodiment, the
determination in the step S$1400 in FIG. 14 as to
whether or not the setting-requesting terminal is a
candidate for the redirect destination is performed
based on the redirect destination candidate information
which is input in advance by the user and stored in the
HDD 210 of the MFP-A 101, this is not limitative, but
for example, when the setting of a redirect destination

is requested e.g. by the MFP-C 103, a screen may be



WO 2010/087499 PCT/JP2010/051453

10

15

20

25

53

displayed on the display/operation section 203 of the
MFP-A 101, for inquiring of the user whether or not to
permit setting of the MFP-C 103 as a redirect
destination of a connection request to the MFP-A 101.
In this case, the redirect destination setting
permission information is transmitted to the MPF-C 103
according to an instruction input by the user via the
displayed screen.

[0143] It should be noted that the present invention
is not limited to the above-described embodiment, but
it can be practiced in various forms, without departing
from the spirit and scope thereof.

[0144] Aspects of the present invention can also be
realized by a computer of a system or apparatus (or
devices such as a CPU or MPU) that reads out and
executes a program recorded on a memory device to
perform the functions of the above-described
embodiment(s), and by a method, the steps of which are
performed by a computer of a system or apparatus by,
for example, reading out and executing a program
recorded on a memory device to perform the functions of
the above-described embodiment(s). For this purpose,
the program is provided to the computer for example via
a network or from a recording medium of various types
serving as the memory device (e.g., computer-readable
medium) .

[0145] While the present invention has been
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described with reference to exemplary embodiments, it

is to be understood that the invention is not limited

to the disclosed exemplary embodiments. The scope of

the following claims is to be accorded the broadest

interpretation so as to encompass all such

modifications and equivalent structures and functions.

[0146]

Reference Signs List

100

101

102

103

104

105

201

203

204

205

206

207

208

209

210

213

214

network

MFP-A

MFP-B

MFP-C

MFP-X

SIP server

CPU

display/operation section
scanner section

printer section

IP packet generation/analysis section
image conversion controller
ROM

RAM

HDD

network interface section

T.38 protocol generation/analysis section
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CLAIMS

1. A communication system in which a plurality of
terminals including at least a first terminal and a
second terminal and a server are connected to each
other via a communication line, for performing data
communication using a predetermined communication
control protocol,

wherein the server comprises:

a response unit configured to transmit address
information of the first terminal to an external
apparatus when the server receives a connection request
to the first terminal from the external apparatus:;

a determination unit configured to determine
whether or not to permit the second terminal to be set
as a redirect destination of the connection request to
the first terminal when the server received from the
second terminal a request for setting the second
terminal as the redirect destination;

a setting unit configured to set the second
terminal as the redirect destination of the connection
request to the first terminal when it is determined by
said determination unit that the second terminal is
permitted to be set as the redirect destination of the
connection request to the first terminal; and

a control unit configured to control said response

unit such that said response unit transmits a response
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of address information of the second terminal when the
server receives the connection request to the first
terminal in a state where the second terminal is set as
the redirect destination of the connection request to

the first terminal by said setting unit.

2. The communication system according to claim 1,
wherein the server further comprises a storage unit
configured to store information indicative of a
terminal which can be set as the redirect destination
of the connection request to the first terminal, and

wherein said determination unit determines that
the second terminal is permitted to be set as the
redirect destination of the connection request to the
first terminal when information indicative of the
second terminal is stored in said storage unit, whereas
when no information indicative of the second terminal
is stored in said storage unit, said determination unit
determines that the second terminal is not permitted to
be set as the redirect destination of the connection

request to the first terminal.

3. The communication system according to claim 2,
wherein the server receives the information indicative
of a terminal which can be set as the redirect
destination of the connection request to the first

terminal, from the first terminal, and stores the
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received information in said storage unit.

4. The communication system according to claim 1,
wherein when the server receives the request from the
second terminal, said determination unit inquires of
the first terminal whether or not to permit the second
terminal to be set as the redirect destination of the
connection request to the first terminal, to thereby

perform the determination.

5. The communication system according to claim 4,
wherein the first terminal includes a storage unit
configured to store a information indicative of the
terminal which can be set as the redirect destination
of the connection request to the first terminal, and

wherein in response to inquiry from the server,
the first terminal transmits a response that the second
terminal is permitted to be set as the redirect
destination of the connection request to the first
terminal when information indicative of the second
terminal is stored in said storage unit, whereas when
no information indicative of the second terminal is
stored in said storage unit, the first terminal
transmits a response that the second terminal is not
permitted to be set as the redirect destination of the

connection request to the first terminal.
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6. The communication system according to claim 4,
wherein the first terminal includes a display unit, and
wherein in response to inquiry from the server,
the first terminal displays a screen, on said display
unit, for inquiring of a user whether or not to permit

the second terminal to be set as the redirect
destination of the connection request to the first
terminal, and transmits a response to the server,
according to an instruction input by the user via the

displayed screen.

7. The communication system according to claim 1,
wherein said determination unit determines whether or
not to permit the second terminal to be set as the
redirect destination of the connection request to the
first terminal, based on permission information
received from the second terminal and indicating that
the first terminal has permitted the second terminal to
be set as the redirect destination of the connection
request to the first terminal received from the second

terminal.

8. The communication system according to claim 7,
wherein the second terminal includes an acquisition
unit configured to acquire the permission information
indicating that the first terminal has permitted the

second terminal to be set as the redirect destination
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of the connection request to the first terminal, from
the first terminal, and
wherein the second terminal transmits the
permission information acquired by said acquisition
5 unit to the server when the second terminal requests
the server to set the second terminal as the redirect
destination of the connection request to the first

terminal.

10 9. A server which is connected to a plurality of
terminals including at least a first terminal and a
second terminal via a communication line, for
performing data communication using a predetermined
communication control protocol, comprising:

15 a response unit configured to transmit address
information of the first terminal to an external
apparatus when the server receives a connection request
to the first terminal from the external apparatus;

a determination unit configured to determine

20 whether or not to permit the second terminal to be set
as a redirect destination of the connection request to
the first terminal when the server received from the
second terminal a request for setting the second
terminal as the redirect destination;

25 a setting unit configured to set the second
terminal as the redirect destination of the connection

request to the first terminal when it is determined by
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said determination unit that the second terminal is
permitted to be set as the redirect destination of the
connection request to the first terminal; and
a control unit configured to control said response
5 unit such that said response unit transmits a response
of address information of the second terminal when the
server receives the connection request to the first
terminal in a state where the second terminal is set as
the redirect destination of the connection request to

10 the first terminal by said setting unit.

10. A communication method for a communication
system in which a plurality of terminals including at
least a first terminal and a second terminal and a

15 server are connected to each other via a communication
line, for performing data communication using a
predetermined communication control protocol, wherein
the server:

transmits from the server a response of address

20 information of the first terminal to an external
apparatus when the server receives a connection request
to the first terminal from the external apparatus;

determines whether or not to permit the second
terminal to be set as a redirect destination of the

25 connection request to the first terminal when the
second terminal requests the server to set the second

terminal as the redirect destination of the connection
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request to the first terminal;

sets the second terminal as the redirect
destination of the connection request to the first
terminal when it is determined that the second terminal
is permitted to be set as the redirect destination of
the connection request to the first terminal; and

performs control such that a response of address
information of the second terminal is transmitted when
the server receives the connection request to the first
terminal in a state where the second terminal is set as
the redirect destination of the connection request to

the first terminal by said setting.

11. A computer-readable storage medium storing a
program for causing a computer to execute the

communication method according to claim 10.
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