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(57) ABSTRACT 

A wireleSS LAN System in which data communication 
between a wireleSS Station whose connection method as a 
method for wireleSS connection can be set to one of a 
plurality of connection methods and a wireless access point 
whose connection method has been preset to one of the 
connection methods is made possible by Setting the connec 
tion method of the wireless station to a method identical with 
the connection method of the wireleSS access point. 
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WIRELESS LAN SYSTEM, COMMUNICATION 
TERMINAL AND COMMUNICATION PROGRAM 

BACKGROUND OF THE INVENTION 

0001. The present invention relates to a wireless LAN 
System in which data communication between a wireleSS 
access point and a wireleSS Station is made possible by 
Setting the connection method of the wireleSS Station to a 
method identical with the connection method of the wireless 
access point, a communication terminal usable in the wire 
leSS LAN System, and a communication program. 
0002 Nowadays, the so-called wireless LANS, realizing 
data communication among a plurality of wireleSS Stations 
or data communication between a wireleSS Station and an 
external network by use of radio waves, have become 
widespread. 

0003. In the wireless LANs, various communication 
methods, Such as “infrastructure mode” in which each 
wireleSS Station carries out radio communication via a 
repeater station and “ad hoc mode” in which wireless 
Stations directly communicate with each other by radio, are 
employed. Each wireleSS Station, configured to be capable of 
Switching its communication method depending on the 
purpose, is generally used in the “infrastructure mode”. 
0004. In a network employing the “infrastructure mode”, 
the wireleSS Station becomes capable of accessing a wireleSS 
access point by adjusting various settings (connection 
method, etc.) of its own. The “connection method” system a 
method of wireless connection which is specified by, for 
example, a wireless LAN standard (IEEE802.11b, -a, -g. 
etc.) employed for the wireless connection, a frequency 
range (the so-called “channel') employed in the wireless 
LAN standard, etc. 
0005 The above various settings of each wireless station 
would be completed easily if the wireleSS Station had a user 
interface of high operability like that of a personal computer 
(hereinafter abbreviated as “Pe”). 
0006. However, with wireless stations equipped with a 
user interface of lower operability compared to that of a PC 
(e.g. printers providing Services via a network), adjusting the 
Settings through the user interface becomes an extremely 
complex and troubleSome task. 
0007 To avoid the problem, there exist some wireless 
Stations configured to Support “remote Setup'. For example, 
the communication method of the wireless Station (first 
wireless station) is changed to the “ad hoc mode” together 
with another wireless Station (second wireless station) and 
the Settings of the first wireleSS Station are made indirectly 
from the Second wireless Station (remote Setup) by exchang 
ing data regarding the Settings between the wireleSS Stations. 
Or the wireless station is directly connected to a PC and the 
Settings of the wireleSS Station are made indirectly from the 
PC by the eXchange of data regarding the Settings between 
the wireless station and the PC. 

0008 However, even the remote setup described above is 
Still a troublesome task to the user Since the user is required 
to move the wireless Stations (after Switching the commu 
nication method to the “ad hoc mode’) to positions allowing 
wireleSS communication or to move the PC to a position 
allowing the direct connection to the wireleSS Station by a 
cable. 
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0009 Especially when a wireless station which has been 
used in the “infrastructure mode” is employed for the remote 
Setup, the user has to return the communication method of 
the wireless station from the “ad hoc mode” to the “infra 
structure mode” after the remote setup is finished, which 
makes the task more troublesome. 

0010. As described above, in cases of wireless stations 
equipped with a user interface of lower operability com 
pared to that of a PC (e.g. printers providing Services via a 
network), the adjustment of the Settings through the user 
interface takes time and trouble. 

0011 Recently, some techniques for reducing the time 
and trouble required for the task of Setting have been 
proposed. In a technique, a network device Such as a printer 
functioning as a wireleSS Station is provided with a function 
as a wireless access point (relay station), and an independent 
wireless network is established by the function (relay func 
tion unit). From another wireless Station connected to the 
wireleSS Station via the wireleSS network, Settings of the 
wireleSS Station necessary for establishing connection with 
another wireleSS network by its wireleSS Station function 
(terminal function unit) are adjusted indirectly, and then the 
function of the wireleSS Station as a wireleSS access point is 
Stopped. An example of Such a technique is disclosed in 
Japanese Patent Provisional Publication No. 2003-143156. 
0012. By such a technique, the time and trouble neces 
Sary for the adjustment of various Settings can be reduced for 
wireless stations that are not equipped with a user interface 
of high operability. 

0013 However, even though the technique mentioned 
above can reduce the time and trouble necessary for the task 
(moving the wireless Stations after Switching the communi 
cation method to the “ad hoc mode” to positions allowing 
wireleSS communication or moving the PC to a position 
allowing direct connection to the wireless Station by a cable) 
accompanying the Setting, Setting operation itself (opera 
tions for adjusting the Settings) has to be done by the user. 
0014 Building up a network by wireless LAN requires 
not only general Settings regarding LAN (wired LAN) but 
also settings (“connection method”) specific to wireless 
LAN. Since the wireleSS LAN Settings require a wide range 
of expertise, even users with technical knowledge of wired 
LAN can not necessarily adjust the wireleSS LAN Settings 
with ease. Thus, the adjustment of wireleSS LAN Settings is 
extremely difficult for users unfamiliar with LAN itself. 
0015. As described above, the task of wireless LAN 
Settings is presently a heavy load on the user and it is 
regarded as a factor blocking the prevalence of wireleSS 
LAN. Therefore, techniques capable of reducing the load of 
the task of wireless LAN settings on the user have been 
hoped for. 

SUMMARY OF THE INVENTION 

0016. The present invention is advantageous in that the 
load of the task of wireleSS LAN Settings on users as 
described above can be reduced. 

0017 According to an aspect of the invention, there is 
provided a wireleSS LAN System in which data communi 
cation between a wireleSS Station whose connection method 
as a method for wireleSS connection can be set to one of a 
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plurality of connection methods and a wireless access point 
whose connection method has been preset to one of the 
connection methods is made possible by Setting the connec 
tion method of the wireless station to a method identical with 
the connection method of the wireleSS access point. 
0.018 Specifically, the wireless station includes method 
Switching System, announcement transmission System and 
method Setting System. The method Switching System 
Switches the connection method of the wireless station for 
the wireleSS connection to the wireleSS access point to each 
of the connection methods in turn at preset time intervals. 
The announcement transmission System transmits 
announcement data, for announcing the Switched connection 
method to devices around the wireleSS Station, according to 
the Switched connection method, on each Switching of the 
connection method by the method Switching System. The 
method Setting System Stops the connection method Switch 
ing by the method Switching System when notification data, 
for notifying the wireleSS Station that wireleSS connection by 
use of the same connection method as the transmitted 
announcement data is possible, is received during a period 
between the transmission of the announcement data by the 
announcement transmission System and the connection 
method Switching by the method Switching System to the 
next connection method and thereby Sets the connection 
method at the point of the Stop of the connection method 
Switching as the connection method for the wireleSS con 
nection to the wireleSS access point. Meanwhile, the wireleSS 
access point includes notification transmission System which 
transmits the notification data to the wireleSS Station when 
the announcement data transmitted according to the preset 
connection method is received from the wireleSS Station. 

0019. In the wireless LAN system composed as above, 
the wireleSS Station transmits the announcement data accord 
ing to each of a plurality of connection methods while 
Successively Switching the connection method in turn. The 
announcement data is received by the wireless access point 
to which the same connection method (i.e. the connection 
method of the wireleSS Station at the point of the transmis 
Sion of the announcement data) has been set, and the 
wireless access point notifies the WireleSS Station that wire 
leSS connection by use of the same connection method as the 
received announcement data is possible, by transmitting the 
notification data. The wireless station which received the 
notification data Sets the connection method notified by the 
notification data (i.e. the connection method set to the 
wireless access point) to itself. By Setting the wireless 
Station to the same connection method as the wireleSS acceSS 
point as above, wireleSS connection between the wireleSS 
access point and the wireleSS Station becomes possible. 

0020. As above, in the wireless station, the connection 
method for the connection to the wireleSS access point is Set 
automatically by the method Setting System via the Switch 
ing of the connection method by the method Switching 
System and the transmission of the announcement data by 
the announcement transmission System. Therefore, the load 
on the user regarding the wireleSS LAN Settings can be 
lightened remarkably. 

0021 Only by letting the method setting system stop the 
Successive Switching of the connection method when the 
notification data is received, the wireleSS Station can Set the 
connection method at the point of the Stop of the connection 
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method Switching (that is, the connection method set to the 
wireless access point) to itself. 
0022. Incidentally, the “connection method” system a 
method of wireless connection which is specified by, for 
example, a wireless LAN standard (IEEE802.11b, -a, -g, 
etc.) employed for the wireless connection, a frequency 
range (the so-called “channel') employed in the wireless 
LAN standard, etc. 

0023. In the wireless station, the “announcement data” 
transmitted by the announcement transmission System is 
data for announcing the connection method Switched and Set 
by the method Switching System to devices around the 
wireleSS Station. In general, the announcement data is only 
required to contain parameters indicating the connection 
method. However, in the case where the wireleSS access 
point is configured to receive data according to the preset 
connection method only, the wireless access point can 
recognize at the point of the reception of the announcement 
data that the connection method announced by the 
announcement data is the same as the connection method 
preset to itself. Therefore, in this case, the announcement 
data does not have to contain the parameters indicating the 
connection method. 

0024. While the timing for the method switching system 
of the wireleSS Station to Start the Switching of the connec 
tion method is not particularly limited, the method Switching 
System may be configured to Start the Switching when an 
instruction from outside is received and/or when the wireless 
Station is started up. 
0025 By such composition, the setting of the connection 
method to the wireless station can be ordered explicitly from 
outside. Alternatively or optionally, the Setting of the con 
nection method to the wireleSS Station can by initiated 
Simply by Starting up the wireleSS Station. 

0026 Incidentally, the “instruction from outside' in this 
composition System, for example, a particular operation by 
the user to an operation unit of the wireleSS Station, data 
transmitted from a communication terminal which is con 
nected to the wireleSS Station to communicate data, etc. 

0027. In the wireless access point, the notification trans 
mission System is a System for transmitting the notification 
data to the wireleSS Station when the announcement data is 
received from the wireless station. The notification data is 
transmitted according to the preset connection method 
0028. The notification transmission system may be con 
figured to transmit a request reminder data, for reminding 
the wireleSS Station to request permission of the wireleSS 
access point for wireleSS connection, to the wireleSS Station 
as the notification data when the announcement data trans 
mitted according to the preset connection method is received 
and thereafter transmit an association reply, giving the 
wireleSS Station permission for the wireleSS connection, to 
the wireleSS Station when an association request as data for 
requesting the permission for the wireleSS connection is 
received from the wireleSS Station. 

0029. By such composition, the wireless connection 
between the wireleSS access point and the wireleSS Station 
can be realized via the exchange of the association request 
and the association reply, after the Setting of the connection 
method is made by the wireleSS Station. 
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0.030. While the notification transmission system can 
transmit the notification data when the announcement data is 
received regardless of the content of the announcement data, 
the notification transmission System may also be configured 
to transmit the notification data to wireleSS Stations trans 
mitting the announcement data Satisfying a prescribed con 
dition according to the preset connection method. 
0031. By such composition, the wireless access point is 
allowed to Set the connection method only to wireleSS 
Stations transmitting the announcement data Satisfying the 
prescribed condition, by transmitting the notification data. 

0032) While the content of the “prescribed condition” in 
this configuration is not particularly limited, since the wire 
leSS Station Switches the connection method repeatedly until 
it receives the notification data, "announcement data trans 
mitted twice or more” (via the repetition of the connection 
method Switching) maybe employed as the condition, for 
example. 

0.033 For this, the wireless access point may include 
announcement collection System which collects the 
announcement data transmitted according to the preset con 
nection method for a prescribed period of time, and after the 
collection of the announcement data by the announcement 
collection System is finished, the notification transmission 
System may transmit the notification data to a wireleSS 
Station transmitting announcement data according to the 
Same connection method as announcement data included in 
the collected announcement data. 

0034. By such composition, the wireless access point is 
allowed to Set the connection method only to wireleSS 
Stations Successively transmitting the announcement data 
twice or more, by transmitting the notification data. 
0035) Incidentally, the announcement collection system 
is a System for collecting the announcement data as men 
tioned above, which collects the announcement data 
received from wireleSS Stations for a prescribed period of 
time preparatory for the notification transmission System. 

0036) As the aforementioned “prescribed condition”, 
“(announcement data of) the highest reception level” may 
also be employed. 

0037 For this, the wireless access point may include 
announcement collection System which collects the 
announcement data transmitted according to the preset con 
nection method for a prescribed period of time, and the 
notification transmission System may transmit the notifica 
tion data to a wireleSS Station transmitting announcement 
data according to the same connection method as announce 
ment data having the highest reception level among the 
announcement data collected by the announcement collec 
tion System. 

0.038. By such composition, the wireless access point is 
allowed to Set the connection method to the wireleSS Station 
transmitting the announcement data of the highest reception 
level, by transmitting the notification data to the wireleSS 
Station. 

0.039 Such transmission of the notification data to the 
wireleSS Station transmitting the announcement data of the 
highest reception level is advantageous for preventing erro 
neous Setting of the connection method of the wireleSS 
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station to a false connection method different from the 
method for the connection to the correct wireless access 
point. 

0040. When the connection method (for the connection to 
the wireless access point) is set to the wireless station, if 
another wireleSS access point having the notification trans 
mission System also exists in the vicinity of the wireleSS 
Station (e.g. in an adjacent residence), notification data is 
sent also from the (other) wireless access point to the 
wireleSS Station and thus there is a possibility that a con 
nection method identical with the method set to the (other) 
wireleSS access point might be set to the wireleSS Station 
regardless of the users intention, depending on the timing of 
the reception of notification data. 

0041. However, since the connection method specified by 
the notification data of the highest reception level can be Set 
as the connection method for the connection to the wireleSS 
access point as mentioned above, the erroneous connection 
method Setting based on the notification data from other 
wireleSS access points can be avoided only by putting the 
wireleSS Station and the wireless access point Sufficiently in 
the vicinity of each other for gaining enough reception level 
during the radio communication. 

0042. Incidentally, the announcement collection system 
in this composition collects the announcement data received 
from wireleSS Stations for a prescribed period of time, as 
mentioned above. 

0043. The notification transmission system of the wire 
less acceSS point may also be configured to transmit the 
notification data to a wireleSS Station transmitting announce 
ment data that is Selected from the announcement data, 
transmitted according to the preset connection method, 
based on an instruction from outside. 

0044. By such composition, the wireless access point is 
allowed to Set the connection method only to the wireleSS 
Station that can transmit the announcement data Selected 
based on the instruction from outside, by transmitting the 
notification data to the wireleSS Station. 

004.5 The wireless access point may include announce 
ment collection System which collects the announcement 
data transmitted according to the: preset connection method 
for a prescribed period of time, and after the collection of the 
announcement data by the announcement collection System 
is finished, the notification transmission System may trans 
mit the notification data to a wireleSS Station transmitting 
announcement data according to the same connection 
method as announcement data that is Selected from the 
collected announcement data based on an instruction from 
outside. 

0046 By such composition, the wireless access point is 
allowed to Set the connection method only to the wireleSS 
Station that can transmit the announcement data Selected 
from the announcement data collected by the announcement 
collection System based on the instruction from outside, by 
transmitting the notification data to the wireleSS Station. 

0047 Incidentally, the announcement collection system 
in this composition collects the announcement data received 
from wireleSS Stations for a prescribed period of time, as 
mentioned above. 
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0.048. The announcement data collected by the announce 
ment collection System may be Stored in memory, etc. So that 
the connection method, for example, can be identified. In 
this case, the notification transmission System may be con 
figured to transmit the notification data to a wireleSS Station 
transmitting announcement data that is Selected from the 
collected announcement data based on the instruction from 
outside. 

0049. The “instruction from outside” in this configuration 
System, for example, a particular operation by the user to an 
operation unit of the wireleSS access point. For this, a 
configuration described below is possible. 

0050. That is, the wireless access point includes first user 
Selection System which lets a user Select one or more 
wireleSS Stations from the wireleSS Stations transmitting the 
announcement data collected by the announcement collec 
tion System, after the collection of the announcement data by 
the announcement collection System is finished, and the 
notification transmission System transmits the notification 
data to the one or more wireleSS Stations Selected by the user 
through the first user Selection System. 

0051. By such composition, the wireless access point is 
allowed to Set the connection method only to the one or more 
wireleSS Stations arbitrarily Selected by the user, by trans 
mitting the notification data. 
0.052 For using a particular operation by the user as the 
“instruction from outside', a configuration as follows is 
possible. 

0.053 That is, the announcement transmission system of 
the wireleSS Station transmits the announcement data asso 
ciating identification data for identifying the wireleSS Station 
with the announcement data. The announcement collection 
System of the wireleSS acceSS point collects the announce 
ment data together with the identification data associated 
with the announcement data. The wireleSS access point 
includes Second user Selection System which lets a user 
Select one or more pieces of the identification data from the 
identification data associated with the announcement data 
collected by the announcement collection System, after the 
collection of the announcement data by the announcement 
collection System is finished. The notification transmission 
System transmits the notification data to one or more wire 
less stations identified by the identification data selected by 
the user through the Second user Selection System. 

0.054 By such composition, the wireless access point is 
allowed to Set the connection method only to the one or more 
wireless stations identified by the identification data arbi 
trarily Selected by the user, by transmitting the notification 
data. 

0.055 The “instruction from outside' may also mean data 
transmitted from a communication terminal which is con 
nected to the wireleSS access point to communicate data. For 
this, a configuration described below is possible. 

0056 That is, the notification transmission system of the 
wireless access point is configured to determine the wireleSS 
station to which the notification data should be transmitted 
according to an instruction from a communication terminal 
which is connected to the wireless access point to commu 
nicate data. 
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0057 By such composition, the wireless access point is 
allowed to Set the connection method only to the wireleSS 
Station transmitting the announcement data that is Selected 
(from the announcement data collected by the announce 
ment collection System) based on the instruction from the 
communication terminal, by transmitting the notification 
data to the wireleSS Station. 

0058. In this composition, the communication of the 
instruction with the communication terminal can be realized 
by, for example, a configuration as follows. 
0059) That is, in a wireless LAN system, the wireless 
access point includes announcement collection System and 
listing transmission System. The announcement collection 
System collects the announcement data transmitted accord 
ing to the preset connection method for a prescribed period 
of time and thereby Stores data indicating correspondence 
between the collected announcement data and wireleSS Sta 
tions which transmitted the collected announcement data in 
a Storage unit. The listing transmission System transmits 
listing data, representing a list of wireleSS Stations whose 
correspondence has been Stored in the Storage unit by the 
announcement collection System, to the communication 
terminal when request data requesting the list of the wireleSS 
Stations is received from the communication terminal. After 
the listing data is transmitted to the communication terminal 
by the listing transmission System and Selection data, rep 
resenting one or more wireleSS Stations Selected at the 
communication terminal from the list represented by the 
listing data, is received from the communication terminal, 
the notification transmission System transmits the notifica 
tion data to a wireleSS Station when announcement data, 
transmitted according to the same connection method as 
announcement data corresponding to one of the wireleSS 
Stations represented by the Selection data, is received from 
the wireleSS Station. Meanwhile, the communication termi 
nal includes request transmission System, third user Selec 
tion System and Selection transmission System. The request 
transmission System transmits the request data to the wire 
less access point. The third user Selection System lets a user 
Select one or more wireleSS Stations from the list represented 
by the listing data when the listing data is received from the 
wireleSS access point after the request data is transmitted to 
the wireleSS access point by the request transmission System. 
The Selection transmission System transmits the Selection 
data, representing the one or more wireleSS Stations Selected 
by the user through the third user Selection System, to the 
wireleSS access point. 
0060. By such composition, the wireless access point is 
allowed to Set the connection method only to the wireleSS 
Stations arbitrarily Selected by the user of the communica 
tion terminal based on the correspondences collected by the 
announcement collection System, by transmitting the noti 
fication data. 

0061 Incidentally, the announcement collection system 
in this composition collects the announcement data received 
from wireleSS Stations for a prescribed period of time, as 
mentioned above. 

0062) The announcement data collected by the announce 
ment collection System may be Stored in memory, etc. So that 
the correspondence between the connection method and the 
Source of the announcement data, for example, can be 
identified. In this case, the listing transmission System may 
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be configured to transmit the listing data, representing a list 
of wireless stations which can be identified by the stored 
correspondences, to the communication terminal. 

0.063 Optionally, the announcement transmission system 
of the wireleSS Station transmits the announcement data 
asSociating identification data for identifying the wireleSS 
Station with the announcement data. The wireleSS acceSS 
point includes announcement collection System and listing 
transmission System. The announcement collection System 
collects the announcement data transmitted according to the 
preset connection method together with the identification 
data associated with the announcement data for a prescribed 
period of time and thereby Stores data indicating correspon 
dence between the identification data and wireleSS Stations 
which transmitted the collected announcement data in a 
Storage unit. The listing transmission System transmits list 
ing data, representing a list of identification data whose 
correspondence has been Stored in the Storage unit by the 
announcement collection System, to the communication 
terminal when request data requesting the list of the iden 
tification data is received from the communication terminal. 
After the listing data is transmitted to the communication 
terminal by the listing transmission System and Selection 
data, representing one or more pieces of the identification 
data Selected at the communication terminal from the list 
represented by the listing data, is received from the com 
munication terminal, the notification transmission System 
transmits the notification data to a wireleSS Station when 
announcement data, transmitted according to the same con 
nection method as announcement data corresponding to a 
piece of the identification data represented by the Selection 
data, is received from the wireless station. Meanwhile, the 
communication terminal includes request transmission SyS 
tem, fourth user Selection System and Selection transmission 
System. The request transmission System transmits the 
request data to the wireleSS access point. The fourth user 
Selection System lets a user Select one or more pieces of the 
identification data from the list represented by the listing 
data when the listing data is received from the wireleSS 
access point after the request data is transmitted to the 
wireless access point by the request transmission System. 
The Selection transmission System transmits the Selection 
data, representing the one or more pieces of identification 
data Selected by the user through the fourth user Selection 
System, to the wireless access point. 

0064. By such composition, the wireless access point is 
allowed to Set the connection method only to wireleSS 
Stations that can transmit the announcement data according 
to the same connection method as announcement data cor 
responding to the identification data arbitrarily Selected by 
the user of the communication terminal based on the corre 
spondences collected by the announcement collection SyS 
tem, by transmitting the notification data. 

0065 Incidentally, the announcement collection system 
in this composition collects the announcement data received 
from wireleSS Stations for a prescribed period of time, as 
mentioned above. 

0.066 The announcement data collected by the announce 
ment collection System may be Stored in memory, etc. So that 
the correspondence between the identification data and the 
connection method corresponding to the announcement data 
(or the announcement data itself), for example, can be 
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identified. In this case, the listing transmission System may 
be configured to transmit the listing data, representing a list 
of identification data which can be identified by the stored 
correspondences, to the communication terminal. 
0067. Each user selection system mentioned above is a 
System for letting the user make a Selection. For example, 
the user is informed through a display unit, printing unit, 
Speaker, etc. that a Selection should be made from options 
(wireless stations, identification data) by use of an operation 
unit, and the user makes a Selection from the options with the 
operation unit based on the information. 
0068 Among the wireless access point described above, 
those including the announcement collection System may be 
configured as follows. 
0069. That is, the announcement transmission system of 
the wireleSS Station transmits the announcement data asso 
ciating identification data for identifying the wireleSS Station 
with the announcement data. The announcement collection 
System of the wireleSS access point collects the announce 
ment data together with the identification data associated 
with the announcement data. The notification transmission 
System transmits the notification data only to wireleSS Sta 
tions transmitting announcement data associated with the 
Same identification data as announcement data already col 
lected by the announcement collection System. 
0070. By such composition, even if the wireless access 
point receives announcement data by the same connection 
method as announcement data which has already been 
collected by the announcement collection System, if the 
identification data accompanying the announcement data is 
not identical with identification data accompanying the 
already-collected announcement data, the transmission of 
the notification data and the Setting of the connection 
method are canceled. By this, a wireleSS Station trying to 
illicitly establish wireless connection with the wireless 
access point by forging announcement data collected by the 
wireleSS acceSS point and transmitting the announcement 
data can be prevented from the wireleSS connection. 
0071. The announcement collection system may be con 
figured Such that, after the collection of the announcement 
data by the announcement collection System is finished, the 
notification transmission System transmits the notification 
data to a wireleSS Station when announcement data, trans 
mitted according to the same connection method as 
announcement data included in the collected announcement 
data, is received from the wireleSS Station. 
0072 By such composition, the wireless access point can 
transmit the notification data when the announcement data is 
transmitted by the wireless station, that is, while the wireless 
Station is capable of transmitting/receiving data, by which 
the notification data transmitted by the wireleSS access point 
is received by the wireleSS Station Securely. 
0073. In the wireless LAN systems described above, even 
if the wireleSS Station is connected to the wireleSS access 
point by wireleSS connection, if the wireleSS acceSS point is 
configured to carry out data communication employing 
encryption, normal data communication is generally impos 
Sible without Similarly configuring the wireleSS Station to 
execute the data communication employing the encryption. 
0074 Therefore, for letting the wireless LAN system 
carry out data communication normally without the need of 
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operations by the user, the wireleSS access point may include 
encryption Switching System which Switches an encryption 
method employed for the data communication with each 
wireleSS Station. In cases where the wireleSS access point has 
been Set to a State for executing the data communication by 
encrypting data with a first encryption key after the trans 
mission of the notification data by the notification transmis 
Sion System, the encryption Switching System Switches the 
encryption method to a method executing the data commu 
nication without encryption only for data communication 
with each wireleSS Station to which the notification data has 
been transmitted. 

0075. By such composition, even if the wireless access 
point is configured to execute data communication employ 
ing encryption, normal data communication becomes poS 
Sible without configuring the wireleSS Station to execute the 
data communication employing the encryption. Therefore, 
the data communication between the wireleSS access point 
and the wireleSS Station can be realized maintaining the 
Security level of data communication of the wireleSS acceSS 
point with other wireleSS Stations or external networkS. 
0.076. As another configuration for letting the wireless 
LAN System carry out data communication normally with 
out the need of operations by the user, a configuration 
described below is also possible. 
0077. That is, the notification transmission system of the 
wireless access point is configured to transmit the notifica 
tion data attaching a second encryption key, which is dif 
ferent from a first encryption key being employed for 
encrypting the data communication by the wireleSS acceSS 
point, to the notification data. The wireleSS acceSS point 
includes encryption Switching System which, after the trans 
mission of the notification data by the method notification 
System, Switches an encryption method employed for data 
communication with each wireleSS Station to which the 
notification data has been transmitted, to a method executing 
the data communication by encrypting data with the Second 
encryption key. The wireleSS Station includes encryption 
Setting System which, after the reception of the notification 
data from the wireless access point Sets the wireleSS Station 
to execute the data communication with the WireleSS acceSS 
point by encrypting data with the Second encryption key 
attached to the notification data. 

0078 By such composition, the wireless access point 
Switches its encryption method to execute data communi 
cation with each wireleSS Station to which the notification 
data has been transmitted, to a method executing the data 
communication by encrypting data with the Second encryp 
tion key. Meanwhile, the wireless station which received the 
notification data Sets itself to execute the data communica 
tion with the wireleSS access point by encrypting data with 
the Second encryption key. By the Settings, normal data 
communication becomes possible between the wireleSS 
access point and the wireleSS Station by encrypting data with 
the Second encryption key. Therefore, the data communica 
tion between the wireleSS access point and the wireleSS 
Station can be realized Securing a certain Security level while 
maintaining the Security level of data communication of the 
wireless access point with other wireleSS Stations or external 
networks. 

0079. In order to increase the security level of the data 
communication between the wireless access point and the 
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wireleSS Station, a configuration described below can be 
employed, for example. That is, the wireleSS Station 
includes: encryption key acquisition System which acquires 
the first encryption key from the communication terminal 
via the wireless access point by the public key cryptosystem; 
and encryption alteration System which alterS Settings of the 
wireleSS Station So that data communication with the wire 
less access point will be executed employing the encryption 
with the first encryption key, by releasing the wireleSS 
connection with the wireleSS access point and reestablishing 
the wireleSS connection employing the encryption with the 
first encryption key when the first encryption key is acquired 
from the communication terminal by the encryption key 
acquisition System. The communication terminal includes 
encryption key transfer System which transferS the first 
encryption key to the wireleSS Station via the wireleSS access 
point by the public key cryptosystem. The encryption 
Switching System of the wireless access point does not 
execute the Switching of the encryption method after the 
wireleSS connection with the wireleSS Station is released. 

0080. By such composition, the data communication 
between the wireleSS access point and the wireleSS Station 
can be executed encrypting data with the first encryption key 
transferred from the communication terminal to the wireleSS 
Station. Therefore, the data communication between the 
wireleSS access point and the wireleSS Station can be realized 
with a Security level equivalent to that of data communica 
tion of the wireleSS access point with other wireleSS Stations 
or external networks. 

0081. Since the transfer of the first encryption key is 
conducted by System of the public key cryptosystem, the 
probability of leak of the first encryption key during the 
transmission to the wireleSS Station becomes low as a matter 
of course. 

0082 In this configuration, when the communication 
terminal transferS the first encryption key to the wireleSS 
Station, it is desirable that the communication terminal can 
confirm that the wireleSS Station is a correct wireleSS Station 
to which the first encryption key should be transferred. For 
this, a configuration described below is possible, for 
example. 

0083) Optionally, the encryption key transfer system of 
the communication terminal is configured to transfer an 
authentication message/signal to the wireleSS Station by the 
public key cryptosystem prior to the transfer of the first 
encryption key. The communication terminal includes con 
firmation operation System which lets a user who confirmed 
the authentication message/signal outputted by the wireleSS 
Station carry out a confirmation operation after the authen 
tication message/signal is transferred to the wireleSS Station 
by the encryption key transfer System. The encryption key 
transfer System is configured to transfer the first encryption 
key when the confirmation operation is carried out through 
the confirmation operation System. The encryption key 
acquisition System of the wireleSS Station is configured to 
acquire the authentication message/signal which is trans 
ferred from the communication terminal by the public key 
cryptosystem prior to the first encryption key. The wireleSS 
Station includes message/signal output System which outputs 
the authentication message/signal acquired by the encryp 
tion key acquisition System. The encryption key acquisition 
System acquires the first encryption key which is transferred 
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from the communication terminal after the confirmation 
operation to the communication terminal is carried out by 
the user confirming the authentication message/signal out 
putted by the message/signal output System. 

0084. By such composition, the user is allowed to con 
firm whether or not the wireleSS Station is a correct wireleSS 
Station that should receive the first encryption key from the 
communication terminal, by checking whether or not the 
authentication message is outputted by the wireleSS Station. 
After confirming the authentication message outputted by 
the wireleSS Station, the user executes the confirmation 
operation to the communication terminal, by which the 
transfer of the first encryption key from the communication 
terminal to the wireless station is enabled. 00861 Inciden 
tally, the above “authentication message' is a message for 
letting the user confirm a correct wireleSS Station to which 
the first encryption key should be transferred from the 
communication terminal. The content of the authentication 
message is outputted by the wireleSS Station for the confir 
mation by the user. It should be noted that the message may 
have a form of “signal'. 

0085. The message output system of the wireless station 
is a System for outputting the authentication message by use 
of a display unit, printing unit, Speaker, etc. 

0.086 AS explained above, the wireless access point is 
configured to execute the transmission of the notification 
data by the notification transmission System and thereby let 
the wireleSS Station Set its connection method, that is, to 
Support the Setting of the connection method at the wireleSS 
Station. However, the wireleSS access point may also be 
configured to execute the Support in a particular State only. 

0087. In a particular case, the wireless access point may 
include mode Switching System capable of Switching the 
operation mode of the wireleSS access point to either one 
Selected from a Support mode Supporting the Setting of the 
connection method of each wireleSS Station by executing the 
transmission of the notification data by the notification 
transmission System and a normal mode not Supporting the 
Setting of the connection method without executing the 
transmission of the notification data by the notification 
transmission System. 
0088. By such composition, the wireless access point 
Supports the Setting of the connection method at the wireleSS 
Station only when the operation mode of the wireleSS acceSS 
point has been Switched to the Support mode, therefore, 
accidental Setting of a connection method to a wireleSS 
Station by the wireleSS access point can be avoided. This 
System that the connection method can be set to a wireleSS 
Station at any time by letting the wireleSS Station Start the 
transmission of the announcement data with the operation 
mode of the wireleSS access point Switched to the Support 
mode. 

0089 While the trigger for the Switching of the operation 
mode by the mode Switching System in this configuration is 
not particularly limited, the mode Switching System may 
Switch the operation mode in response to an instruction from 
outside. 

0090. By such composition, the operation mode of the 
wireless access point can be Switched explicitly from out 
Side. 
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0091 Incidentally, the “instruction from outside' in this 
composition System, for example, a particular operation by 
the user to an operation unit of the wireleSS acceSS point, data 
transmitted from a communication terminal which is con 
nected to the wireleSS access point to communicate data, etc. 

0092. While the operation mode is Switched to the Sup 
port mode or the normal mode by each explicit instruction 
from outside in this composition, if the user forgets to return 
the operation mode from the Support mode to the normal 
mode, there is a possibility of the aforementioned accidental 
Setting of a connection method to a wireleSS Station by the 
wireleSS access point. 

0093 Optionally, the mode Switching system may switch 
the operation mode to the normal mode when a prescribed 
period of time has passed since the Switching of the opera 
tion mode to the Support mode. 

0094. By such composition, even if the user forgets to 
return the operation mode from the Support mode to the 
normal mode, the operation mode can automatically be 
returned to the normal mode when a prescribed period of 
time has passed. 

0095. Further optionally, the mode Switching system may 
also be configured to Switch the operation mode to the 
normal mode when the notification data has been transmitted 
by the reply notification transmission System for a pre 
Scribed number of times Since the Switching of the operation 
mode to the Support mode. 
0096. By such composition, even in the prescribed period 
after the Switching of the operation mode to the Support 
mode, the operation mode can be returned to the normal 
mode when the notification data has been transmitted by the 
reply notification transmission System for a prescribed num 
ber of times, that is, the Support for the Setting of the 
connection method can be provided to the prescribed num 
ber of wireless stations only. 

0097. Therefore, by setting the “prescribed number” 
depending on the number of wireleSS Stations to which the 
connection method should be set, accidental and needleSS 
Setting of a connection method to a wireleSS Station by the 
wireleSS access point can be avoided. 

0098. Further optionally, the wireless station may include 
content judgment System and non-Setting System. The con 
tent judgment System judges whether or not content of 
current Settings regarding the connection method for the 
wireleSS connection to the wireleSS access point requires 
new Setting of the connection method for the wireleSS 
connection to the wireleSS access point via the Switching by 
the method Switching System, the transmission of the 
announcement data by the announcement transmission Sys 
tem and the Setting by the method Setting System. The 
non-Setting System prevents the Switching by the method 
Switching System, the transmission of the announcement 
data by the announcement transmission System and the 
Setting by the method Setting System when the content 
judgment System judges that the content of the current 
Settings does not require the new Setting. 

0099. In the wireless LAN system configured as above, 
the wireleSS Station is allowed to Set the connection method 
for the wireless connection to the WireleSS access point only 
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when the content of the current Settings requires new Setting 
of the connection method for the wireleSS connection to the 
wireless access point. 
0100 Incidentally, the non-setting system in this compo 
Sition is a System for preventing the Switching by the method 
Switching System, the transmission of the announcement 
data by the announcement transmission System and the 
Setting by the method Setting System, and its composition for 
the prevention of the Setting is not limited particularly. For 
example, the non-Setting System may be configured to 
Suspend the operation of one or more of the System, discard 
data received from the wireleSS acceSS point, etc. 
0101 Still optionally, the wireless station includes con 
tent judgment System which judges whether or not content 
of current Settings regarding the connection method for the 
wireleSS connection to the wireleSS acceSS point requires 
new Setting of the connection method for the wireleSS 
connection to the wireleSS access point via the Switching by 
the method Switching System, the transmission of the 
announcement data by the announcement transmission SyS 
tem and the Setting by the method Setting System. The 
announcement transmission System is configured to transmit 
the announcement data in a State Specifying the result of the 
judgment by the content judgment System on the necessity 
of the new setting of the connection method. The notification 
transmission System of the wireleSS acceSS point transmits 
the notification data only when the announcement data 
received from the wireless Station is data capable of speci 
fying that the new Setting of the connection method is 
neceSSary. 

0102) In the wireless LAN system configured as above, 
the wireleSS access point is allowed to Set the connection 
method to the wireless station only when the content of the 
current Settings of the wireleSS Station requires new Setting 
of the connection method, by transmitting the notification 
data. 

0103 Incidentally, the cases where the “content of the 
current Settings requires new Setting of the connection 
method' judged by the content judgment System in the 
above composition include, for example, cases where the 
current Settings regarding the connection method is the 
initial Settings (factory shipment State), cases where part of 
Settings necessary for the wireleSS connection does not exist 
(unregistered), etc. 
0104. According to another aspect of the invention, there 
is provided a wireless LAN System in which data commu 
nication between a wireleSS Station whose connection 
method as a method for wireleSS connection can be set to one 
of a plurality of connection methods and a wireleSS acceSS 
point whose connection method has been preset to one of the 
connection methods is made possible by Setting the connec 
tion method of the wireless station to a method identical with 
the connection method of the wireleSS access point. 
0105 Specifically, the wireless access point includes 
reply request System and method notification System. The 
reply request System transmits reply request data, for 
requesting a reply, to the wireleSS Station according to each 
of the connection methods. The method notification System 
transmits notification data, for notifying the wireleSS Station 
of the connection method preset to the wireleSS acceSS point, 
to the wireleSS Station according to the same connection 
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method as reply data when the reply data as the reply to the 
reply request data is received after the transmission of the 
reply request data by the reply request System. Meanwhile, 
the wireleSS Station includes reply transmission System and 
method Setting System. The reply transmission System trans 
mits the reply data to the wireleSS access point when the 
request data transmitted from the wireleSS access point 
according to a connection method preset to the wireleSS 
Station is received. The method Setting System Sets the 
connection method of the wireless station for the wireless 
connection to the wireleSS access point to the connection 
method notified by the notification data when the notifica 
tion data transmitted according to the connection method 
preset to the wireleSS Station is received after the transmis 
Sion of the reply data by the reply transmission System. 
0106. In the wireless LAN system composed as above, 
the wireleSS access point transmits the reply request data to 
the wireleSS Station according to each of the connection 
methods. The reply request data is received by wireleSS 
Stations to which the same connection method has been Set, 
and the wireleSS Stations receiving the reply request data 
return reply data to the wireleSS acceSS point in response to 
the reply request data. Subsequently, the wireless access 
point which received the reply data notifies the wireleSS 
Stations of the connection method preset to the wireleSS 
access point itself by use of the notification data. Each 
wireleSS Station which received the notification Sets the 
connection method notified by the notification data (which is 
the same as the connection methodset to the wireless access 
point) to itself. The connection method of each wireless 
Station is Set to the connection method identical with that of 
the wireleSS access point as above, by which the wireleSS 
connection between the wireleSS access point and the wire 
leSS Station becomes possible. 
0107 AS above, in the wireless station, the connection 
method for the wireleSS connection to the wireleSS access 
point is Set automatically by the method Setting System via 
the reply by the reply transmission System. Therefore, the 
load on the user for the settings of the wireless LAN can be 
reduced dramatically. 
0.108 Incidentally, the “connection method” system a 
method of wireless connection which is specified by, for 
example, a wireless LAN standard (IEEE802.11b, -a, -g, 
etc.) employed for the wireless connection, a frequency 
range (the so-called “channel') employed in the wireless 
LAN standard, etc. 

0109. In the wireless access point described above, the 
method notification System is a System for transmitting the 
notification data to the wireleSS Station when the reply data 
is received from the wireleSS Station. The notification data is 
transmitted according to the same connection method as the 
received reply data (that is, the connection method set to the 
wireless station). 
0110. The method notification system may be configured 
to transmit a request reminder data, for reminding the 
wireleSS Station to request permission for wireleSS connec 
tion, to the wireleSS Station as the notification data, and 
thereafter transmit an association reply, giving the wireleSS 
Station permission for the wireleSS connection, to the wire 
leSS Station when an association request as data for request 
ing the permission for the wireleSS connection is received 
from the wireleSS Station. 
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0111. By such composition, the wireless connection 
between the wireleSS access point and the wireleSS Station 
can be realized via the exchange of the association request 
and the association reply, after the Setting of the connection 
method is made by the wireleSS Station. 
0112) In the wireless access point described above, the 
reply request System is a System for transmitting the reply 
request data according to each of the connection methods, 
and its composition for the transmission of the reply request 
data is not limited. 

0113 For example, in cases where the wireless access 
point includes method Switching System which Switches the 
connection method of the wireleSS access point to each of the 
connection methods in turn at preset time intervals and 
thereafter returns the connection method to the connection 
method preset to the wireleSS access point, the reply request 
data may be transmitted according to each connection 
method Switched and Set by the method Switching System on 
each Switching of the connection method by the method 
Switching System. In this case, the method notification 
System may transmit the notification data according to the 
connection method Set at the point of the reception of the 
reply data when the reply data is received between the 
transmission of the reply request data by the reply request 
System and the Switching of the connection method to the 
next connection method by the method Switching System. 
0114. By such composition., the wireless access point is 
allowed to transmit the reply request data according to each 
connection method by Switching the connection method in 
turn. The notification data can be transmitted according to 
the connection method Set to the wireleSS Station transmit 
ting the reply data, only by transmitting the notification data 
according to the connection method Set at the point of the 
transmission of the reply request data. 
0115) In this composition, while the timing for the 
method Switching System of the wireleSS access point to Start 
the Switching of the connection method is not particularly 
limited, the method Switching System may be configured to 
Start the Switching when an instruction from outside is 
received. 

0116. By such composition, the setting of the connection 
method to the wireless station can be ordered explicitly from 
outside. 

0117 Incidentally, the “instruction from outside” in this 
composition System, for example, a particular operation by 
the user to an operation unit of the wireleSS access point, data 
transmitted from a communication terminal which is con 
nected to the wireleSS access point to communicate data, etc. 
0118. The reply request system may also be configured to 
transmit the reply request data according to the connection 
method preset to the wireleSS acceSS point before the Switch 
ing of the connection method by the method Switching 
System is started. 
0119) By such composition, the wireless connection 
between the wireleSS access point and the wireleSS Station 
can be established immediately in cases where the wireleSS 
Station has initial Settings identical with the connection 
method preset to the wireleSS access point, by which need 
leSS Switching of the connection method by the wireleSS 
access point can be avoided. 

Jun. 16, 2005 

0120 In this composition, since the transmission of the 
reply request data according to the connection method preset 
to the wireleSS access point is carried out at the beginning, 
it is preferable that the method Switching System be config 
ured not to Switch the connection method to the preset 
connection method. 

0121. In the wireless station described above, the method 
Setting System is a System for Setting the connection method 
for the wireleSS connection to the wireless acceSS point, and 
its composition for the Setting of the connection method is 
not limited particularly. For example, in cases where the 
wireleSS Station includes notification collection System 
which collects the notification data transmitted according to 
the connection method preset to the wireleSS Station for a 
prescribed period of time, the method Setting System may be 
configured to Set a connection method notified by the 
notification data having the highest reception level among 
the notification data collected by the notification collection 
System as the connection method of the wireleSS Station for 
the wireleSS connection to the wireless access point, after the 
collection of the notification data by the notification collec 
tion System is finished. 
0122). By such composition, the connection method noti 
fied by the notification data having the highest reception 
level (among the notification data collected (received) dur 
ing the prescribed period) can be set as the connection 
method of the wireless station for the wireless connection to 
the wireless access point. 
0123 Incidentally, the notification collection system in 
this composition is a System for collecting the notification 
data. The notification data collected by the notification 
collection System may be Stored in memory, etc. So that the 
correspondence of the notification data with, for example, 
the Source (i.e. the wireless access point transmitting the 
notification data), the connection method and the reception 
level of the notification data can be specified. In this case, 
the method Setting System may be configured to Switch the 
connection method to a connection method corresponding to 
notification data of the highest reception level based on the 
Stored correspondences. 

0124 Such setting of the connection method (for the 
connection to the wireless access point) specified by the 
notification data having the highest reception level is advan 
tageous for preventing erroneous Setting of the connection 
method of the wireleSS Station to a false connection method 
different from the method for the connection to the correct 
wireleSS access point. 

0125 When the connection method (for the connection to 
the wireless access point) is set to the wireless station, if 
another wireless access point having the reply request Sys 
tem and the method notification System also exists in the 
vicinity of the wireless station (e.g. in an adjacent resi 
dence), notification data is sent also from the (other) wireless 
access point to the wireleSS Station and thus there is a 
possibility that a connection method identical with the 
method set to the (other) wireless access point might be set 
to the wireleSS Station regardless of the user's intention, 
depending on the timing of the reception of notification data. 

0.126 However, since the connection method specified by 
the notification data of the highest reception level can be Set 
as the connection method for the connection to the wireleSS 
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access point as mentioned above, the erroneous connection 
method Setting based on the notification data from other 
wireless access points can be avoided only by putting the 
wireleSS Station and the wireless access point Sufficiently in 
the vicinity of each other for gaining enough reception level 
during the radio communication. 
0127. While the method notification system of the wire 
less access point can transmit the notification data when the 
reply data is received regardless of the content of the reply 
data, the method notification System may also be configured 
to transmit the notification data to wireleSS Stations returning 
the reply data Satisfying a prescribed condition. 
0128 By such composition, the wireless access point is 
allowed to Set the connection method only to wireleSS 
Stations returning the reply data Satisfying the prescribed 
condition, by transmitting the notification data. 
0129. While the content of the “prescribed condition” in 
this configuration is not particularly limited, "(reply data of) 
the highest reception level” may be employed as the con 
dition, for example. 
0130 For this, the wireless access point may include 
reply collection System which collects the reply data for a 
prescribed period of time after the transmission of the reply 
request data by the reply request System is started, and the 
method notification System may transmit the notification 
data to a wireleSS Station returning reply data having the 
highest reception level among the reply data collected by the 
reply collection System, after the collection of the reply data 
by the reply collection System is finished. 
0131 By such composition, the wireless access point is 
allowed to Set the connection method only to the wireleSS 
Station returning the reply data having the highest reception 
level, by transmitting the notification data. 
0132) Therefore, erroneous transmission of the notifica 
tion data to a false wireless station (different from the 
wireless station to which the connection method should be 
Set) and erroneous connection method setting to the false 
wireleSS Station can be avoided only by putting the wireleSS 
Station and the wireleSS access point Sufficiently in the 
vicinity of each other for gaining enough reception level 
during the radio communication. 
0.133 Incidentally, the reply collection system in this 
composition is a System for collecting the reply data after the 
transmission of the reply request data is Started. The reply 
data collected by the reply collection System may be Stored 
in memory, etc. So that the correspondence of, for example, 
the Source (transmitter), the connection method and the 
reception level of the reply data can be specified. In this 
case, the method notification System may be configured to 
transmit the notification data according to a connection 
method corresponding to the highest reception level based 
on the Stored correspondences. 

0134) The method notification system of the wireless 
access point maybe configured to transmit the notification 
data to a wireleSS Station returning reply data that is Selected 
from all the reply data, returned after the transmission of the 
reply request data by the reply request System is Started, 
based on an instruction from outside. 

0135 By such composition, the wireless access point is 
allowed to Set the connection method only to the wireleSS 
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Station returning the reply data that is Selected based on the 
instruction from outside, by transmitting the notification 
data. 

0.136 The wireless access point may include reply col 
lection System which collects the reply data for a prescribed 
period of time after the transmission of the reply request data 
by the reply request System is started, and the method 
notification System may transmit the notification data to a 
wireleSS Station returning reply data that is Selected from all 
the reply data collected by the reply collection System based 
on an instruction from outside after the collection of the 
reply data by the reply collection System is finished. 

0.137 By such composition, the wireless access point is 
allowed to Set the connection method only to the wireleSS 
Station capable of returning the reply data that is Selected 
from all the reply data (collected during the prescribed 
period of time) based on the instruction from outside, by 
transmitting the notification data. 

0.138 Incidentally, the reply collection system in this 
composition collects the reply data for a prescribed period of 
time after the transmission of the reply request data is 
Started, as mentioned above. The reply data collected by the 
reply collection System may be Stored in memory, etc. So that 
the connection method and the Source of the reply data, for 
example, can be identified. In this case, the method notifi 
cation System transmits the notification data to the wireleSS 
Station returning reply data that is selected from all the 
collected reply data based on the instruction from outside. 

0.139. The “instruction from outside” in this composition 
System, for example, a particular operation by the user to an 
operation unit of the wireleSS access point. For this, a 
configuration described below is possible. 

0140 That is, the wireless access point may include first 
user Selection System which lets a user Select one or more 
wireleSS Stations from the WireleSS Stations returning the 
reply data collected by the reply collection System, after the 
collection of the reply data by the reply collection System is 
finished. The method notification system transmits the noti 
fication data to the one or more wireleSS Stations Selected by 
the user through the first user Selection System. 

0.141. By such composition, the wireless access point is 
allowed to Set the connection method only to the one or more 
wireleSS Stations arbitrarily Selected by the user, by trans 
mitting the notification data. 

0.142 For using a particular operation by the user as the 
"instruction from outside', a configuration as follows is 
possible. 

0.143 Namely, the reply transmission system of the wire 
leSS Station transmits the reply data associating identification 
data for identifying the wireleSS Station with the reply data. 
Meanwhile, the reply collection system of the wireless 
access point collects the reply data together with the iden 
tification data associated with the reply data. The wireleSS 
access point includes Second user Selection System which 
lets a user Select one or more pieces of the identification data 
from the identification data associated with the reply data 
collected by the reply collection System, after the collection 
of the reply data by the reply collection System is finished. 
The method notification System transmits the notification 
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data to one or more wireleSS Stations identified by the 
identification data Selected by the user through the Second 
user Selection System. 
0144. By such composition, the wireless access point is 
allowed to Set the connection method only to the one or more 
wireless stations identified by (associated with) the identi 
fication data arbitrarily Selected by the user, by transmitting 
the notification data. 

0145 Alternatively, the method notification system of the 
wireless access point is configured to determine the wireleSS 
station to which the notification data should be transmitted 
according to an instruction from a communication terminal 
which is connected to the wireless access point to commu 
nicate data. 

0146 By such composition, the wireless access point is 
allowed to Set the connection method only to the wireleSS 
Station returning the reply data that is selected (from the 
reply data collected during a prescribed period of time) 
based on the instruction from the communication terminal, 
by transmitting the notification data. 

0147 In this composition, the communication of the 
instruction with the communication terminal can be realized 
by, for example, a configuration as follows. 

0148 That is, the wireless access point may include reply 
collection System and listing transmission System. The reply 
collection System collects the reply data for a prescribed 
period of time after the transmission of the reply request data 
by the reply request System is started and thereby Stores data 
indicating correspondence between the collected reply data 
and wireleSS Stations which transmitted the collected reply 
data in a storage unit. The listing transmission System 
transmits listing data, representing a list of wireleSS Stations 
whose correspondence has been Stored in the Storage unit by 
the reply collection System, to the communication terminal 
when listing request data requesting the list of the wireleSS 
Stations is received from the communication terminal. After 
the listing data is transmitted to the communication terminal 
by the listing transmission System and Selection data, rep 
resenting one or more wireleSS Stations Selected at the 
communication terminal from the list represented by the 
listing data, is received from the communication terminal, 
the method notification System transmits the notification 
data to the one or more wireleSS Stations represented by the 
Selection data. The communication terminal includes listing 
request System, third user Selection System and Selection 
transmission System. The listing request System transmits 
the listing request data to the wireless access point. The third 
user Selection System lets a user Select one or more wireleSS 
Stations from the list represented by the listing data when the 
listing data is received from the wireless access point after 
the listing request data is transmitted to the wireleSS acceSS 
point by the listing request System. The Selection transmis 
Sion System transmits the Selection data, representing the 
one or more pieces of identification data Selected by the user 
through the third user Selection System, to the wireleSS 
acceSS point. 
0149. By such composition, the wireless access point is 
allowed to Set the connection method only to the wireleSS 
Stations arbitrarily Selected by the user of the communica 
tion terminal based on the correspondences collected by the 
reply collection System, by transmitting the notification data. 
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0150. The reply collection system in this configuration 
collects the reply data for a prescribed period of time after 
the transmission of the reply request data is started, as 
mentioned above. The reply data collected by the reply 
collection System may be Stored in memory, etc. So that the 
connection method and the Source of the reply data, for 
example, can be identified. In this case, the method notifi 
cation System transmits the notification data to the wireleSS 
Station returning reply data that is Selected from all the 
collected reply data based on the instruction from outside. 
0151 Optionally, the reply transmission system of the 
wireleSS Station may transmit the reply data associating 
identification data for identifying the wireleSS Station with 
the reply data. The wireleSS acceSS point includes reply 
collection System and listing transmission System. The reply 
collection System collects the reply data together with the 
identification data associated with the reply data for a 
prescribed period of time after the transmission of the reply 
request data by the reply request System is Started and 
thereby Stores data indicating correspondence between the 
identification data and wireleSS Stations which transmitted 
the collected reply data in a Storage unit. The listing trans 
mission System transmits listing data, representing a list of 
identification data whose correspondence has been Stored in 
the Storage unit by the reply collection System, to the 
communication terminal when listing request data request 
ing the list of the identification data is received from the 
communication terminal. After the listing data is transmitted 
to the communication terminal by the listing transmission 
System and Selection data, representing one or more pieces 
of the identification data Selected at the communication 
terminal from the list represented by the listing data, is 
received from the communication terminal, the method 
notification System transmits the notification data to one or 
more wireleSS Stations corresponding to the one or more 
pieces of identification data represented by the Selection 
data. The communication terminal includes listing request 
System, fourth user Selection System and Selection transmis 
Sion System. The listing request System transmits the listing 
request data to the wireleSS access point. The fourth user 
Selection System lets a user Select one or more pieces of the 
identification data from the list represented by the listing 
data when the listing data is received from the wireleSS 
access point after the listing request data is transmitted to the 
wireleSS acceSS point by the listing request System. The 
Selection transmission System transmits the Selection data, 
representing the one or more wireleSS Stations Selected by 
the user through the fourth user Selection System, to the 
wireleSS access point. 
0152 By such composition, the wireless access point is 
allowed to Set the connection method only to the wireleSS 
Stations corresponding to the one or more pieces of the 
identification data arbitrarily selected by the user of the 
communication terminal based on the correspondences col 
lected by the reply collection System, by transmitting the 
notification data. 

0153. The reply collection system in this configuration 
collects the reply data for a prescribed period of time after 
the transmission of the reply request data is started, as 
mentioned above. The reply data collected by the reply 
collection System may be Stored in memory, etc. So that the 
correspondence between the identification data and the 
connection method corresponding to the reply data (or the 
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reply data itself), for example, can be identified. In this case, 
the listing transmission System transmits listing data, repre 
Senting a list of identification data which can be identified by 
the Stored correspondences, to the communication terminal. 

0154 Each user selection system mentioned above is a 
System for letting the user make a Selection. For example, 
the user is informed through a display unit, printing unit, 
Speaker, etc. that a Selection should be made from options 
(wireless stations, identification data) by use of an operation 
unit, and the user makes a Selection from the options with the 
operation unit based on the information. 

O155 In the wireless LAN systems described above, even 
if the wireleSS Station is connected to the wireleSS acceSS 
point by wireleSS connection, if the wireleSS acceSS point is 
configured to carry out data communication employing 
encryption, normal data communication is generally impos 
Sible without Similarly configuring the wireleSS Station to 
execute the data communication employing the encryption. 

0156 Therefore, for letting the wireless LAN system 
carry out data communication normally without the need of 
operations by the user, the wireleSS access point may include 
encryption Switching System which Switches an encryption 
method employed for the data communication with each 
wireleSS Station. In cases where the wireleSS access point has 
been Set to a State for executing the data communication by 
encrypting data with a first encryption key after the trans 
mission of the notification data by the method notification 
System, the encryption Switching System Switches the 
encryption method to a method executing the data commu 
nication without encryption only for data communication 
with each wireleSS Station to which the notification data has 
been transmitted. 

O157 By such composition, even if the wireless access 
point is configured to execute data communication employ 
ing encryption, normal data communication becomes poS 
Sible without configuring the wireleSS Station to execute the 
data communication employing the encryption. Therefore, 
the data communication between the wireleSS access point 
and the wireleSS Station can be realized maintaining the 
Security level of data communication of the wireleSS acceSS 
point with other wireleSS Stations or external networkS. 
0158 As another configuration for letting the wireless 
LAN System carry out data communication normally with 
out the need of operations by the user, a configuration 
described below is also possible. 
0159 Optionally, the method notification system of the 
wireless acceSS point may be configured to transmit the 
notification data attaching a Second encryption key, which is 
different from a first encryption key being employed for 
encrypting the data communication by the wireleSS acceSS 
point, to the notification data. The wireleSS acceSS point 
includes encryption Switching System which, after the trans 
mission of the notification data by the method notification 
System, Switches an encryption method employed for data 
communication with each wireleSS Station to which the 
notification data has been transmitted, to a method executing 
the data communication by encrypting data with the Second 
encryption key. The wireleSS Station includes encryption 
Setting System which, after the reception of the notification 
data from the wireleSS acceSS point, Sets the wireleSS Station 
to execute the data communication with the WireleSS acceSS 
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point by encrypting data with the Second encryption key 
attached to the notification data. 

0.160) By such composition, the wireless access point 
Switches its encryption method to execute data communi 
cation with each wireleSS Station to which the notification 
data has been transmitted, to a method executing the data 
communication by encrypting data with the Second encryp 
tion key. Meanwhile, the wireless station which received the 
notification data Sets itself to execute the data communica 
tion with the wireleSS access point by encrypting data with 
the Second encryption key. By the Settings, normal data 
communication becomes possible between the wireleSS 
access point and the wireleSS Station by encrypting data with 
the Second encryption key. Therefore, the data communica 
tion between the wireleSS access point and the wireleSS 
Station can be realized Securing a certain Security level while 
maintaining the Security level of data communication of the 
wireleSS access point with other wireleSS Stations or external 
networks. 

0.161 While the configurations realize data communica 
tion between the wireleSS access point and the wireleSS 
Station even when the wireleSS access point is configured to 
execute data communication employing encryption, the 
Security level of the data communication between the wire 
less access point and the wireleSS Station is not Sufficiently 
high Since the configuration employs no encryption and the 
configuration may involve a possibility of a leak of the 
Second encryption key while it is transmitted from the 
wireless access point to the wireless Station. 
0162. In order to increase the security level of the data 
communication between the wireless access point and the 
wireleSS Station, a configuration can be employed, for 
example. In the wireless LAN system described below, the 
wireleSS Station includes: encryption key acquisition System 
which acquires the first encryption key from the communi 
cation terminal via the wireleSS access point by the public 
key cryptosystem; and encryption alteration System which 
alterS Settings of the wireleSS Station So that data communi 
cation with the wireleSS acceSS point will be executed 
employing the encryption with the first encryption key, by 
releasing the wireleSS connection with the wireleSS access 
point and reestablishing the wireleSS connection employing 
the encryption with the first encryption key when the first 
encryption key is acquired from the communication terminal 
by the encryption key acquisition System. The communica 
tion terminal includes encryption key transfer System which 
transferS the first encryption key to the wireleSS Station via 
the wireleSS acceSS point by the public key cryptosystem. 
The encryption Switching System of the wireleSS access 
point does not execute the Switching of the encryption 
method after the wireless connection with the wireless 
Station is released. 

0163. By such composition, the data communication 
between the wireleSS access point and the wireleSS Station 
can be executed encrypting data with the first encryption key 
transferred from the communication terminal to the wireleSS 
Station. Therefore, the data communication between the 
wireleSS access point and the wireleSS Station can be realized 
with a Security level equivalent to that of data communica 
tion of the wireleSS access point with other wireleSS Stations 
or external networks. 

0164. Since the transfer of the first encryption key is 
conducted by System of the public key cryptosystem, the 
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probability of leak of the first encryption key during the 
transmission to the wireleSS Station becomes low as a matter 
of course. 

0.165. In this configuration, when the communication 
terminal transferS the first encryption key to the wireleSS 
Station, it is desirable that the communication terminal can 
confirm that the wireleSS Station is a correct wireleSS Station 
to which the first encryption key should be transferred. For 
this, a configuration as follows is possible, for example. 

0166 In Some cases, the encryption key transfer System 
of the communication terminal may be configured to transfer 
an authentication message or Signal which indicates trans 
ferring of the first encryption key to the WireleSS Station by 
the public key cryptosystem, and the wireleSS Station may 
include a message/signal output System which outputs the 
authentication message or Signal acquired by the encryption 
key acquisition System. 

0167 That is, the encryption key transfer system of the 
communication terminal is configured to transfer an authen 
tication message/signal to the wireleSS Station by the public 
key cryptosystem prior to the transfer of the first encryption 
key. The communication terminal includes confirmation 
operation System which lets a user who confirmed the 
authentication message/signal outputted by the wireleSS Sta 
tion carry out a confirmation operation after the authentica 
tion message/signal is transferred to the WireleSS Station by 
the encryption key transfer System. The encryption key 
transfer System is configured to transfer the first encryption 
key when the confirmation operation is carried out through 
the confirmation operation System. The encryption key 
acquisition System of the wireleSS Station is configured to 
acquire the authentication message/signal which is trans 
ferred from the communication terminal by the public key 
cryptosystem prior to the first encryption key. The wireleSS 
Station includes message/signal output System which outputs 
the authentication message/signal acquired by the encryp 
tion key acquisition System. The encryption key acquisition 
System acquires the first encryption key which is transferred 
from the communication terminal after the confirmation 
operation to the communication terminal is carried out by 
the user confirming the authentication message/signal out 
putted by the message/signal output System. 

0168 By such composition, the user is allowed to con 
firm whether or not the wireleSS Station is a correct wireleSS 
Station that should receive the first encryption key from the 
communication terminal, by checking whether or not the 
authentication message is outputted by the wireleSS Station. 
After confirming the authentication message outputted by 
the wireleSS Station, the user executes the confirmation 
operation to the communication terminal, by which the 
transfer of the first encryption key from the communication 
terminal to the wireleSS Station is enabled. 

0169. Incidentally, the above “authentication message” is 
a message for letting the user confirm a correct wireleSS 
Station to which the first encryption key should be trans 
ferred from the communication terminal. The content of the 
authentication message is outputted by the wireleSS Station 
for the confirmation by the user. 
0170 The message output system of the wireless station 
is a System for outputting the authentication message by use 
of a display unit, printing unit, Speaker, etc. 
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0171 AS explained above, the wireless access point is 
configured to execute the transmission of the notification 
data by the method notification system and thereby let the 
wireleSS Station Set its connection method, that is, to Support 
the Setting of the connection method at the wireleSS Station. 
However, the wireleSS access point may also be configured 
to execute the Support in a particular State only. 
0172 Specifically, the wireless access point may include 
mode Switching System capable of Switching the operation 
mode of the WireleSS access point to either one Selected from 
a Support mode Supporting the Setting of the connection 
method of each wireleSS Station by executing the transmis 
sion of the notification data by the method notification 
System and a normal mode not Supporting the Setting of the 
connection method without executing the transmission of 
the notification data by the method notification System. 
0173 By such composition, the wireless access point 
Supports the Setting of the connection method at the wireleSS 
Station only when the operation mode of the WireleSS access 
point has been Switched to the Support mode, therefore, 
accidental Setting of a connection method to a wireleSS 
Station by the wireless access point can be avoided. This 
System that the connection method can be set to a wireleSS 
Station at any time by letting the wireleSS Station Start the 
transmission of the reply data with the operation mode of the 
wireleSS access point Switched to the Support mode. 
0.174. While the trigger for the Switching of the operation 
mode by the mode Switching System in this configuration is 
not particularly limited the mode Switching System may 
Switch the operation mode in response to an instruction from 
outside. 

0.175. By such composition, the operation mode of the 
wireleSS access point can be Switched explicitly from out 
Side. 

0176 Incidentally, the “instruction from outside' in this 
composition System, for example, a particular operation by 
the user to an operation unit of the wireleSS acceSS point, data 
transmitted from a communication terminal which is con 
nected to the wireleSS access point to communicate data, etc. 
0177. While the operation mode is Switched to the Sup 
port mode or the normal mode by each explicit instruction 
from outside in this composition, if the user forgets to return 
the operation mode from the Support mode to the normal 
mode, there is a possibility of the aforementioned accidental 
Setting of a connection method to a wireleSS Station by the 
wireleSS access point. 
0.178 Optionally, the mode Switching system may switch 
the operation mode to the normal mode when a prescribed 
period of time has passed since the Switching of the opera 
tion mode to the Support mode. 
0179. By such composition, even if the user forgets to 
return the operation mode from the Support mode to the 
normal mode, the operation mode can automatically be 
returned to the normal mode when a prescribed period of 
time has passed. 
0180. However, even with Such composition, there still 
exists a possibility of the accidental Setting of a connection 
method to a wireleSS Station by the wireleSS access point in 
the prescribed period after the Switching of the operation 
mode to the Support mode. 
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0181 Further optionally, the mode Switching system may 
also be configured to Switch the operation mode to the 
normal mode when the notification data has been transmitted 
by the method notification system for a prescribed number 
of times Since the Switching of the operation mode to the 
Support mode. 
0182. By such composition, even in the prescribed period 
after the Switching of the operation mode to the Support 
mode, the operation mode can be returned to the normal 
mode when the notification data has been transmitted by the 
method notification System for a prescribed number of 
times, that is, the Support for the Setting of the connection 
method can be provided to the prescribed number of wire 
leSS Stations only. 
0183 Therefore, by setting the “prescribed number” 
depending on the number of wireleSS Stations to which the 
connection method should be Set, accidental and needleSS 
Setting of a connection method to a wireleSS Station by the 
wireless access point can be avoided. 
0184. In a wireless LAN system, the wireless station may 
optionally include content judgment System and operation 
Suspension System. The content judgment System judges 
whether or not content of current Settings regarding the 
connection method for the wireleSS connection to the wire 
less acceSS point requires new Setting of the connection 
method for the wireleSS connection to the wireleSS acceSS 
point via the reply by the reply transmission System and the 
Setting by the method Setting System. The operation Suspen 
Sion System prevents the reply by the reply transmission 
System and/or the Setting by the method Setting System when 
the content judgment System judges that the content of the 
current Settings does not require the new Setting. 
0185. In the wireless LAN system configured as above, 
the wireleSS Station is allowed to Set the connection method 
for the wireleSS connection to the WireleSS access point only 
when the content of the current Settings requires new Setting 
of the connection method for the wireleSS connection to the 
wireless access point. 
0186 Incidentally, the operation suspension system in 
this composition is a System for preventing the reply by the 
reply transmission System and/or the Setting by the method 
Setting System, and its composition for the prevention of the 
operation (reply, Setting) is not limited particularly. For 
example, the operation Suspension System may be config 
ured to Suspend the reply operation of the reply transmission 
System and/or the Setting operation of the method Setting 
System. 
0187 Further optionally, the wireless station includes 
content judgment System which judges whether or not 
content of current Settings regarding the connection method 
for the wireleSS connection to the wireless acceSS point 
requires new Setting of the connection method for the 
wireleSS connection to the wireleSS access point via the reply 
by the reply transmission System and the Setting by the 
method Setting System. The reply transmission System is 
configured to transmit the reply data in a State specifying the 
result of the judgment by the content judgment System on the 
necessity of the new Setting of the connection method. The 
method notification System of the wireleSS access point 
transmits the notification data only when the reply data 
received from the wireleSS Station is data capable of Speci 
fying that the new Setting of the connection method is 
neceSSary. 
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0188 In the wireless LAN system configured as above, 
the wireleSS acceSS point is allowed to Set the connection 
method to the wireless station only when the content of the 
current Settings of the wireleSS Station requires new Setting 
of the connection method, by transmitting the notification 
data. 

0189 Incidentally, the cases where the “content of the 
current Settings requires new Setting of the connection 
method' judged by the content judgment System in the 
above composition include, for example, cases where the 
current Settings regarding the connection method is the 
initial Settings (factory shipment State), cases where part of 
Settings necessary for the wireleSS connection does not exist 
(unregistered), etc. 
0190. According to a further aspect of the invention, 
there is provided a wireless LAN system in which data 
communication between a wireleSS Station whose connec 
tion method as a method for wireleSS connection can be Set 
to one of a plurality of connection methods and a wireleSS 
access point whose connection method has been preset to 
one of the connection methods is made possible by Setting 
the connection method of the wireleSS Station to a method 
identical with the connection method of the wireleSS access 
point. 
0191 Specifically, the wireless access point includes 
announcement transmission System. The announcement 
transmission System transmits announcement data, for 
announcing that the connection method of the wireleSS 
access point has been Set to a particular one Selected from 
the connection methods, according to each of the connection 
methods. Meanwhile, the wireless station includes method 
Setting System. The method Setting System Sets the connec 
tion method of the wireleSS Station for the wireleSS connec 
tion to the wireless access point to the particular connection 
method announced by the announcement data when the 
announcement data transmitted according to a preset con 
nection method is received from the wireless access point. 
0.192 In the wireless LAN system composed as above, 
the wireleSS acceSS point transmits the announcement data 
according to each of the connection methods. The announce 
ment data is received by wireleSS Stations to which the same 
connection method has been Set, and the wireleSS Stations 
receiving the announcement data Set their connection meth 
ods to a connection method identical with the connection 
method announced by the announcement data, that is, to the 
particular connection method Set to the wireless acceSS 
point. The connection method of each wireleSS Station is Set 
to the connection method identical with that of the wireless 
access point as above, by which the wireleSS connection 
between the wireleSS access point and the wireleSS Station 
becomes possible. 
0193 As above, in the wireless station, the connection 
method for the wireleSS connection to the wireleSS access 
point is Set automatically by the method Setting System via 
the reception of the announcement data. Therefore, the load 
on the user for the settings of the wireless LAN can be 
reduced dramatically. 
0194 Incidentally, the “connection method” system a 
method of wireless connection which is specified by, for 
example, a wireless LAN standard (IEEE802.11b, -a, -g, 
etc.) employed for the wireless connection, a frequency 
range (the so-called “channel') employed in the wireless 
LAN standard, etc. 
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0.195 Optionally, the announcement transmission system 
of the wireless access point may transmit data for requesting 
a reply made according to the particular connection method, 
as the announcement data. The wireless access point 
includes connection permission System which establishes 
the wireleSS connection with the wireleSS Station by trans 
mitting a request reminder data for letting the wireleSS 
Station request permission for the wireleSS connection to the 
wireless acceSS point when reply data returned from the 
wireleSS Station according to the announcement data is 
received after the transmission of the announcement data is 
Started by the announcement transmission System and there 
after transmitting connection permission data indicating 
permission for the wireleSS connection to the wireless acceSS 
point when permission request data as data for requesting 
the permission for the wireleSS connection is received from 
the wireless station. Meanwhile, the wireless station 
includes: reply System which returns the reply data repre 
Senting the reply requested by the announcement data to the 
wireless access point according to the particular connection 
method announced by the announcement data when the 
announcement data is received from the wireleSS acceSS 
point; and connection establishment System which estab 
lishes the wireleSS connection with the wireleSS access point 
via the transmission of the permission request data and the 
reception of the connection permission data when the 
request reminder data transmitted by the wireleSS acceSS 
point is received after the reply System transmitted the reply 
data to the wireleSS access point. 
0196. By such composition, the wireless connection 
between the wireleSS access point and the wireleSS Station 
can be realized via the exchange of the permission request 
data and the connection permission data, after the Setting of 
the connection method is made by the wireleSS Station. 
0197). In the wireless access point described above, the 
announcement transmission System is a System for trans 
mitting the announcement data according to each of the 
connection methods, and its composition for the transmis 
Sion of the announcement data is not limited particularly. 
0198 For example, in cases where the wireless access 
point includes method Switching System which temporarily 
Switches the connection method of the wireleSS access point 
to each of the connection methods, the announcement data 
may be transmitted according to each connection method 
Switched and Set by the method Switching System during 
each period in which the connection method is temporarily 
Switched by the method Switching System to the connection 
method. 

0199. By such composition, the wireless access point is 
allowed to transmit the announcement data according to 
each connection method by temporarily Switching the con 
nection method. 

0200. In this composition, the length of the period in 
which the method Switching System Switches the connection 
method from the preset connection method should be as 
Short as possible, as long as time necessary for the trans 
mission of the announcement data can be Secured. During 
the period in which the connection method is changed from 
the preset connection method, the wireless access point 
generally can not carry out data communication which 
should be conducted according to the preset connection 
method. Therefore, the shortness of the period (in which the 
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connection method is changed) is advantageous for avoiding 
the inconvenience of the interruption of data communication 
which should be conducted according to the preset connec 
tion method. 

0201 In this composition, while the timing for the 
method Switching System of the wireleSS access point to Start 
the Switching of the connection method is not particularly 
limited, the method Switching System may be configured to 
Start the Switching when an instruction from outside is 
received. 

0202 By such composition, the setting of the connection 
method to the wireless station can be ordered explicitly from 
outside. 

0203 Incidentally, the “instruction from outside' in this 
composition System, for example, a particular operation by 
the user to an operation unit of the wireleSS acceSS point, data 
transmitted from a communication terminal which is con 
nected to the wireleSS access point to communicate data, etc. 
0204 Further optionally, the announcement transmission 
System may also be configured to transmit the announce 
ment data according to a preset connection method before 
the Switching of the connection method by the method 
Switching System is started. 
0205 By such composition, the wireless connection 
between the wireleSS access point and the wireleSS Station 
can be established immediately in cases where the wireleSS 
station has initial settings identical with the connection 
method preset to the wireleSS access point. 
0206. In this composition, since the transmission of the 
announcement data according to the preset connection 
method is carried out at the beginning, it is preferable that 
the method Switching System be configured not to Switch the 
connection method to the preset connection method. 
0207. In the wireless station described above, the method 
Setting System is a System for Setting the connection method 
for the wireleSS connection to the wireless acceSS point, and 
its composition for the Setting of the connection method is 
not limited particularly. For example, in cases where the 
wireleSS Station includes announcement collection System 
which collects the announcement data transmitted according 
to the preset connection method for a prescribed period of 
time, the method Setting System may be configured to Set a 
connection method announced by announcement data hav 
ing the highest reception level among the announcement 
data collected by the announcement collection System as the 
connection method of the wireless station for the wireless 
connection to the wireleSS access point, after the collection 
of the announcement data by the announcement collection 
System is finished. 
0208. By such composition, the connection method 
announced by the announcement data having the highest 
reception level (among the announcement data collected 
(received) during the prescribed period) can be set as the 
connection method of the wireless station for the wireless 
connection to the wireleSS acceSS point. 
0209 Incidentally, the announcement collection system 
in this composition is a System for collecting the announce 
ment data. The announcement date collected by the 
announcement collection System may be Stored in memory, 
etc. So that the correspondence of the announcement data 
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with, for example, the Source (i.e. the wireless access point 
transmitting the announcement data), the connection method 
and the reception level of the announcement data can be 
Specified. In this case, the method Setting System may be 
configured to Switch the connection method to a connection 
method corresponding to announcement data of the highest 
reception level based on the Stored correspondences. 
0210 Such setting of the connection method (for the 
connection to the wireless access point) specified by the 
announcement data having the highest reception level is 
advantageous for preventing erroneous Setting of the con 
nection method of the wireleSS Station to a false connection 
method different from the method for the connection to the 
correct wireleSS access point. 
0211 When the connection method (for the connection to 
the wireless access point) is set to the wireless station, if 
another wireless access point having the announcement 
transmission System also exists in the vicinity of the wireleSS 
Station (e.g. in an adjacent residence), announcement data is 
sent also from the (other) wireless access point to the 
wireleSS Station and thus there is a possibility that a con 
nection method identical with the method set to the (other) 
wireless access point might be set to the wireleSS Station 
regardless of the users intention, depending on the timing of 
the reception of announcement data. 
0212 However, since the connection method specified by 
the announcement data of the highest reception level can be 
Set as the connection method for the connection to the 
wireless acceSS point as mentioned above, the erroneous 
connection method Setting based on the announcement data 
from other wireleSS access points can be avoided only by 
putting the wireleSS Station and the wireleSS access point 
Sufficiently in the vicinity of each other for gaining enough 
reception level during the radio communication. 
0213 While the connection permission system of the 
wireless access point can transmit the request reminder data 
when the reply data is received regardless of the content of 
the reply data, the connection permission System may also 
be configured to transmit the request reminder data to 
wireleSS Stations returning the reply data Satisfying a pre 
Scribed condition. 

0214. By Such composition, the wireless access point is 
allowed to establish wireless connection only with wireless 
Stations returning the reply data Satisfying the prescribed 
condition, via the transmission of the request reminder data. 
0215. While the content of the “prescribed condition” in 
this configuration is not particularly limited, "(reply data of) 
the highest reception level” may be employed as the con 
dition, for example. 
0216) For this, the wireless access point may include 
reply collection System which collects the reply data for a 
prescribed period of time after the transmission of the 
announcement data by the announcement transmission SyS 
tem is started, and the connection permission System may 
transmit the request reminder data to a wireleSS Station 
returning reply data having the highest reception level 
among the reply data collected by the reply collection 
System, after the collection of the reply data by the reply 
collection System is finished. 
0217 By such composition, the wireless access point is 
allowed to establish wireless connection only with the 
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wireleSS Station returning the reply data of the highest 
reception level, via the transmission of the request reminder 
data. 

0218. Therefore, erroneous transmission of the request 
reminder data to a false wireless station (different from the 
wireless station with which wireless connection should be 
established) and erroneous establishment of the wireless 
connection with the false wireleSS Station can be avoided 
only by putting the wireleSS Station and the wireleSS access 
point Sufficiently in the vicinity of each other for gaining 
enough reception level during the radio communication. 
0219. Incidentally, the reply collection system in this 
composition is a System for collecting the reply data after the 
transmission of the announcement data is started. The reply 
data collected by the reply collection System may be Stored 
in memory, etc. So that the correspondence of, for example, 
the Source (transmitter), the connection method and the 
reception level of the reply data can be specified. In this 
case, the connection permission System may be configured 
to transmit the request reminder data according to a con 
nection method corresponding to the highest reception level 
based on the Stored correspondences. 
0220. The connection permission system of the wireless 
access point may be configured to transmit the request 
reminder data to a wireleSS Station returning reply data that 
is Selected from all the reply data, returned after the trans 
mission of the announcement data by the announcement 
transmission system is started, based on an instruction from 
outside. 

0221 By Such composition, the wireless access point is 
allowed to establish wireless connection only with the 
wireleSS Station returning the reply data that is Selected 
based on the instruction from outside, via the transmission 
of the request reminder data. 
0222. The wireless access point may include reply col 
lection System which collects the reply data for a prescribed 
period of time after the transmission of the announcement 
data by the announcement transmission System is Started, 
and the connection permission System may transmit the 
request reminder data to a wireleSS Station returning reply 
data that is selected from all the reply data collected by the 
reply collection System based on an instruction from outside 
after the collection of the reply data by the reply collection 
System is finished. 
0223). By such composition, the wireless access point is 
allowed to establish wireless connection only with the 
wireleSS Station capable of returning the reply data that is 
Selected from all the reply data (collected during the pre 
scribed period of time) based on the instruction from out 
Side, via the transmission of the request reminder data. 
0224) Incidentally, the reply collection system in this 
composition collects the reply data for a prescribed period of 
time after the transmission of the announcement data is 
Started, as mentioned above. The reply data collected by the 
reply collection System may be Stored in memory, etc. So that 
the connection method and the Source of the reply data, for 
example, can be identified. In this case, the connection 
permission System transmits the request reminder data to the 
wireleSS Station returning reply data that is Selected from all 
the collected reply data based on the instruction from 
outside. 
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0225. The “instruction from outside' in this composition 
System, for example, a particular operation by the user to an 
operation unit of the wireleSS access point. For this, a 
configuration described below is possible. 
0226. In a wireless LAN system, the wireless access 
point may include first user Selection System which lets a 
user Select one or more wireleSS Stations from the wireleSS 
Stations returning the reply data collected by the reply 
collection System, after the collection of the reply data by the 
reply collection System is finished. The connection permis 
Sion System transmits the request reminder data to the one or 
more wireleSS Stations Selected by the user through the first 
user Selection System. 
0227 By such composition, the wireless access point is 
allowed to establish wireless connection only with the one or 
more wireleSS Stations arbitrarily Selected by the user, via the 
transmission of the request reminder data. 
0228. For using a particular operation by the user as the 
“instruction from outside', a configuration described below 
is possible. 
0229. That is, the reply system of the wireless station 
transmits the reply data associating identification data, for 
identifying the wireleSS Station, with the reply data. Mean 
while, the reply collection System of the wireless acceSS 
point collects the reply data together with the identification 
data associated with the reply data. The wireleSS access point 
includes Second user Selection System which lets a user 
Select one or more pieces of the identification data from the 
identification data associated with the reply data collected by 
the reply collection System, after the collection of the reply 
data by the reply collection System is finished. The connec 
tion permission System transmits the request reminder data 
to one or more wireless stations identified by the identifi 
cation data Selected by the user through the Second user 
Selection System. 
0230 By such composition, the wireless access point is 
allowed to establish wireless connection only with the one or 
more wireless stations identified by (associated with) the 
identification data arbitrarily Selected by the user, via the 
transmission of the request reminder data. 
0231. The “instruction from outside” in the aforemen 
tioned configuration may also mean data transmitted from a 
communication terminal which is connected to the wireleSS 
access point to communicate data. For this, a configuration 
described below is possible. 
0232 That is, the connection permission system of the 
wireless access point is configured to determine the wireleSS 
Station to which the request reminder data should be trans 
mitted according to an instruction from a communication 
terminal which is connected to the wireleSS access point to 
communicate data. 

0233. By such composition, the wireless access point is 
allowed to establish wireless connection only with the 
wireleSS Station returning the reply data that is Selected 
(from the reply data collected during a prescribed period of 
time) based on the instruction from the communication 
terminal, via the transmission of the request reminder data. 
0234. In this composition, the communication of the 
instruction with the communication terminal can be realized 
by, for example, a configuration described below. 
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0235 That is, the wireless access point may include reply 
collection System and listing transmission System. The reply 
collection System collects the reply data for a prescribed 
period of time after the transmission of the announcement 
data by the announcement transmission System is Started and 
thereby Stores data indicating correspondence between the 
collected reply data and wireleSS Stations which transmitted 
the collected reply data in a Storage unit. The listing trans 
mission System transmits listing data, representing a list of 
wireleSS Stations whose correspondence has been Stored in 
the Storage unit by the reply collection System, to the 
communication terminal when listing request data request 
ing the list of the wireleSS Stations is received from the 
communication terminal. After the listing data is transmitted 
to the communication terminal by the listing transmission 
System and Selection data, representing one or more wireleSS 
Stations Selected at the communication terminal from the list 
represented by the listing data, is received from the com 
munication terminal, the connection permission System 
transmits the request reminder data to the one or more 
wireleSS Stations represented by the Selection data. The 
communication terminal includes listing request System, 
third user Selection System and Selection transmission Sys 
tem. The listing request System transmits the listing request 
data to the wireleSS acceSS point. The third user Selection 
System lets a user Select one or more wireleSS Stations from 
the list represented by the listing data when the listing data 
is received from the wireleSS access point after the listing 
request data is transmitted to the wireless access point by the 
listing request System. The Selection transmission System 
transmits the Selection data, representing the one or more 
wireleSS Stations Selected by the user through the third user 
Selection System, to the wireleSS acceSS point. 

0236. By such composition, the wireless access point is 
allowed to establish wireless connection only with the 
wireless stations arbitrarily selected by the user of the 
communication terminal based on the correspondences col 
lected by the reply collection System, via the transmission of 
the request reminder data. 
0237) The reply collection system in this configuration 
collects the reply data for a prescribed period of time after 
the transmission of the announcement data is started, as 
mentioned above. The reply data collected by the reply 
collection System may be Stored in memory, etc. So that the 
connection method and the Source of the reply data, for 
example, can be identified. In this case, the connection 
permission System transmits the request reminder data to the 
wireleSS Station returning reply data that is Selected from all 
the collected reply data based on the instruction from 
outside. 

0238. In the composition described above, the commu 
nication of the instruction with the communication terminal 
can also be realized by, for example, a configuration 
described below. 

0239 That is, the reply system of the wireless station 
transmits the reply data associating identification data, for 
identifying the wireleSS Station, with the reply data. The 
wireleSS access point includes reply collection System and 
listing transmission System. The reply collection System 
collects the reply data together with the identification data 
asSociated with the reply data for a prescribed period of time 
after the transmission of the announcement data by the 
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announcement transmission System is started and thereby 
Stores data indicating correspondence between the identifi 
cation data and wireleSS Stations which transmitted the 
collected reply data in a storage unit. The listing transmis 
Sion System transmits listing data, representing a list of 
identification data whose correspondence has been Stored in 
the Storage unit by the reply collection System, to the 
communication terminal when listing request data request 
ing the list of the identification data is received from the 
communication terminal. After the listing data is transmitted 
to the communication terminal by the listing transmission 
System and Selection data, representing one or more pieces 
of the identification data Selected at the communication 
terminal from the list represented by the listing data, is 
received from the communication terminal, the connection 
permission System transmits the request reminder data to 
one or more wireleSS Stations corresponding to the one or 
more pieces of identification data represented by the Selec 
tion data. The communication terminal includes listing 
request System, fourth user Selection System and Selection 
transmission System. The listing request System transmits 
the listing request data to the wireleSS access point. The 
fourth user Selection System lets a user Select one or more 
pieces of the identification data from the list represented by 
the listing data when the listing data is received from the 
wireless access point after the listing request data is trans 
mitted to the wireleSS acceSS point by the listing request 
System. The Selection transmission System transmits the 
Selection data, representing the one or more pieces of 
identification data selected by the user through the fourth 
user Selection System, to the wireleSS access point. 
0240. By such composition, the wireless access point is 
allowed to establish wireless connection only with the 
wireleSS Stations corresponding to the one or more pieces of 
the identification data arbitrarily selected by the user of the 
communication terminal based on the correspondences col 
lected by the reply collection System, via the transmission of 
the request reminder data. 
0241 The reply collection system in this configuration 
collects the reply data for a prescribed period of time after 
the transmission of the announcement data is started, as 
mentioned above. The reply data collected by the reply 
collection System may be Stored in memory, etc. So that the 
correspondence between the identification data and the 
connection method corresponding to the reply data (or the 
reply data itself), for example, can be identified. In this case, 
the listing transmission System transmits listing data, repre 
Senting a list of identification data which can be identified by 
the Stored correspondences, to the communication terminal. 
0242 Each user selection system mentioned above is a 
System for letting the user make a Selection. For example, 
the user is informed through a display unit, printing unit, 
Speaker, etc. that a Selection should be made from options 
(wireless stations, identification data) by use of an operation 
unit, and the user makes a Selection from the options with the 
operation unit based on the information. 
0243 In the wireless LAN systems described above, even 
if the wireleSS Station is connected to the wireleSS acceSS 
point by wireleSS connection, if the wireleSS acceSS point is 
configured to carry out data communication employing 
encryption, normal data communication is generally impos 
Sible without Similarly configuring the wireleSS Station to 
execute the data communication employing the encryption. 
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0244. Therefore, for letting the wireless LAN system 
carry out data communication normally without the need of 
operations by the user the wireless access point may include 
encryption Switching System which Switches an encryption 
method employed for the data communication with each 
wireleSS Station. In cases where the wireleSS access point has 
been Set to a State for executing the data communication by 
encrypting data with a first encryption key after the trans 
mission of the request reminder data by the connection 
permission System, the encryption Switching System 
Switches the encryption method to a method executing the 
data communication without encryption only for data com 
munication with each wireleSS Station to which the request 
reminder data has been transmitted. 

0245. By such composition, even if the wireless access 
point is configured to execute data communication employ 
ing encryption, normal data communication becomes pos 
Sible without configuring the wireleSS Station to execute the 
data communication employing the encryption. Therefore, 
the data communication between the wireleSS access point 
and the wireleSS Station can be realized maintaining the 
Security level of data communication of the wireleSS acceSS 
point with other wireleSS Stations or external networkS. 
0246. As another configuration for letting the wireless 
LAN System carry out data communication normally with 
out the need of operations by the user, a configuration 
described below is also possible. 

0247 That is, the connection permission system of the 
wireleSS access point is configured to transmit the request 
reminder data attaching a Second encryption key, which is 
different from a first encryption key being employed for 
encrypting the data communication by the wireleSS access 
point, to the request reminder data. The WireleSS access point 
includes encryption Switching System which, after the trans 
mission of the request reminder data by the connection 
permission System, Switches an encryption method 
employed for data communication with each wireleSS Station 
to which the request reminder data has been transmitted, to 
a method executing the data communication by encrypting 
data with the Second encryption key. The wireleSS Station 
includes encryption Setting System which, after the reception 
of the request reminder data from the wireleSS access point, 
Sets the wireleSS Station to execute the data communication 
with the wireleSS access point by encrypting data with the 
Second encryption key attached to the request reminder data. 

0248. By such composition, the wireless access point 
Switches its encryption method to execute data communi 
cation with each wireleSS Station to which the request 
reminder data has been transmitted, to a method executing 
the data communication by encrypting data with the Second 
encryption key. Meanwhile, the wireleSS Station which 
received the request reminder data Sets itself to execute the 
data communication with the wireleSS acceSS point by 
encrypting data with the Second encryption key. By the 
Settings, normal data communication becomes possible 
between the wireleSS acceSS point and the wireleSS Station by 
encrypting data with the Second encryption key. Therefore, 
the data communication between the wireleSS access point 
and the wireleSS Station can be realized Securing a certain 
Security level while maintaining the Security level of data 
communication of the wireleSS acceSS point with other 
wireleSS Stations or external networkS. 



US 2005/O130647 A1 

0249. In order to increase the security level of the data 
communication between the wireless access point and the 
wireleSS Station, a configuration described below can be 
employed, for example. That is, the wireleSS Station 
includes: encryption key acquisition System which acquires 
the first encryption key from the communication terminal 
via the wireless access point by the public key cryptosystem; 
and encryption alteration System which alterS Settings of the 
wireleSS Station So that data communication with the wire 
less access point will be executed employing the encryption 
with the first encryption key, by releasing the wireleSS 
connection with the wireleSS access point and reestablishing 
the wireleSS connection employing the encryption with the 
first encryption key when the first encryption key is acquired 
from the communication terminal by the encryption key 
acquisition System. The communication terminal includes 
encryption key transfer System which transferS the first 
encryption key to the wireleSS Station via the wireleSS acceSS 
point by the public key cryptosystem. The encryption 
Switching System of the wireleSS access point does not 
execute the Switching of the encryption method after the 
wireleSS connection with the wireleSS Station is released. 

0250) By such composition, the data communication 
between the wireleSS access point and the wireleSS Station 
can be executed encrypting data with the first encryption key 
transferred from the communication terminal to the wireleSS 
Station. Therefore, the data communication between the 
wireless access point and the wireleSS Station can be realized 
with a security level equivalent to that of data communica 
tion of the wireleSS access point with other wireleSS Stations 
or external networks. 

0251 Since the transfer of the first encryption key is 
conducted by System of the public key cryptosystem, the 
probability of leak of the first encryption key during the 
transmission to the wireleSS Station becomes low as a matter 
of course. 

0252) In this configuration, when the communication 
terminal transferS the first encryption key to the wireleSS 
Station, it is desirable that the communication terminal can 
confirm that the wireleSS Station is a correct wireleSS Station 
to which the first encryption key should be transferred. For 
this, a configuration described below is possible, for 
example. 

0253) That is, the encryption key transfer system of the 
communication terminal is configured to transfer an authen 
tication message to the wireleSS Station by the public key 
cryptosystem prior to the transfer of the first encryption key. 
The communication terminal includes confirmation opera 
tion System which lets a user who confirmed the authenti 
cation message outputted by the wireleSS Station carry out a 
confirmation operation after the authentication message is 
transferred to the wireleSS Station by the encryption key 
transfer System. The encryption key transfer System is 
configured to transfer the first encryption key when the 
confirmation operation is carried out through the confirma 
tion operation System. The encryption key acquisition SyS 
tem of the wireleSS Station is configured to acquire the 
authentication message which is transferred from the com 
munication terminal by the public key cryptosystem prior to 
the first encryption key. The wireleSS Station includes mes 
Sage output System which outputs the authentication mes 
Sage acquired by the encryption key acquisition System. The 
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encryption key acquisition System acquires the first encryp 
tion key which is transferred from the communication 
terminal after the confirmation operation to the communi 
cation terminal is carried out by the user confirming the 
authentication message outputted by the message output 
System. 

0254. By such composition, the user is allowed to con 
firm whether or not the wireleSS Station is a correct wireleSS 
Station that should receive the first encryption key from the 
communication terminal, by checking whether or not the 
authentication message is outputted by the wireleSS Station. 
After confirming the authentication message outputted by 
the wireleSS Station, the user executes the confirmation 
operation to the communication terminal, by which the 
transfer of the first encryption key from the communication 
terminal to the wireleSS Station is enabled. 

0255 Incidentally, the above “authentication message” is 
a message for letting the user confirm a correct wireleSS 
Station to which the first encryption key should be trans 
ferred from the communication terminal. The content of the 
authentication message is outputted by the wireleSS Station 
for the confirmation by the user. 
0256 The message output system of the wireless station 
may be a System for outputting the authentication message 
by use of a display unit, printing unit, Speaker, etc. 
0257 AS explained above, the wireless access point is 
configured to execute the transmission of the announcement 
data by the announcement transmission System and thereby 
let the wireleSS Station Set its connection method, that is, to 
Support the Setting of the connection method at the wireleSS 
Station. However, the wireleSS acceSS point may also be 
configured to execute the Support in a particular State only. 
0258 Specifically, the wireless access point may include 
mode Switching System capable of Switching the operation 
mode of the WireleSS access point to either one Selected from 
a Support mode Supporting the Setting of the connection 
method of each wireleSS Station by executing the transmis 
Sion of the announcement data by the announcement trans 
mission System and a normal mode not Supporting the 
Setting of the connection method without executing the 
transmission of the announcement data by the announce 
ment transmission System. 
0259 By such composition, the wireless access point 
Supports the Setting of the connection method at the wireleSS 
Station only when the operation mode of the WireleSS access 
point has been Switched to the Support mode, therefore, 
accidental Setting of a connection method to a wireleSS 
Station by the wireless access point can be avoided. This 
System that the connection method can be set to a wireleSS 
Station at any time by letting the wireleSS Station Start the 
reception of the announcement data with the operation mode 
of the wireleSS acceSS point Switched to the Support mode. 
0260 While the trigger for the Switching of the operation 
mode by the mode Switching System in this configuration is 
not particularly limited, the mode Switching System may 
Switch the operation mode in response to an instruction from 
outside. 

0261. By such composition, the operation mode of the 
wireleSS access point can be Switched explicitly from out 
Side. 
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0262 Incidentally, the “instruction from outside' in this 
composition System, for example, a particular operation by 
the user to an operation unit of the wireleSS access point, data 
transmitted from a communication terminal which is con 
nected to the wireleSS access point to communicate data, etc. 
0263. While the operation mode is Switched to the Sup 
port mode or the normal mode by each explicit instruction 
from outside in this composition, if the user forgets to return 
the operation mode from the Support mode to the normal 
mode, there is a possibility of the aforementioned accidental 
Setting of a connection method to a wireleSS Station by the 
wireless access point. 
0264. Optionally, the mode Switching system may switch 
the operation mode to the normal mode when a prescribed 
period of time has passed since the Switching of the opera 
tion mode to the Support mode. 
0265. By such composition, even if the user forgets to 
return the operation mode from the Support mode to the 
normal mode, the operation mode can automatically be 
returned to the normal mode when a prescribed period of 
time has passed. 
0266) However, even with Such composition, there still 
exists a possibility of the accidental Setting of a connection 
method to a wireleSS Station by the wireleSS access point in 
the prescribed period after the Switching of the operation 
mode to the Support mode. 
0267 Further optionally, the mode Switching system may 
also be configured to Switch the operation mode to the 
normal mode when the announcement data has been trans 
mitted by the announcement transmission System for a 
prescribed number of times Since the Switching of the 
operation mode to the Support mode. 

0268. By such composition, even in the prescribed period 
after the Switching of the operation mode to the Support 
mode, the operation mode can be returned to the normal 
mode when the announcement data has been transmitted by 
the announcement transmission System for a prescribed 
number of times. 

0269 Still optionally, the wireless station may include 
content judgment System and operation Suspension System. 
The content judgment System judges whether or not content 
of current Settings regarding the connection method for the 
wireleSS connection to the wireleSS acceSS point requires 
new Setting of the connection method for the wireleSS 
connection to the wireleSS access point via the Setting by the 
method Setting System. The operation Suspension System 
prevents the Setting by the method Setting System when the 
content judgment System judges that the content of the 
current Settings does not require the new Setting. 

0270. In the wireless LAN system configured as above, 
the wireleSS Station is allowed to Set the connection method 
for the wireleSS connection to the WireleSS access point only 
when the content of the current Settings requires new Setting 
of the connection method for the wireleSS connection to the 
wireless access point. 
0271 Incidentally, the operation suspension system in 
this composition is a System for preventing the Setting by the 
method Setting System, and its composition for the preven 
tion of the Setting is not limited particularly. For example, 
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the operation Suspension System may be configured to 
Suspend the Setting operation of the method Setting System. 

0272 According to a further aspect of the invention, 
there is provided a communication terminal which functions 
as the wireleSS Station for any one of the configurations of 
the wireless LAN system described above. 
0273 According to another aspect of the invention, there 
is provided a communication terminal which functions as 
the wireless access point for any one of the configurations of 
the 

0274. Optionally, there is provided a program for 
instructing a computer System to execute processes neces 
Sary for functioning as any one of the configurations 
described above. 

0275 Incidentally, each communication program 
described above is a program composed of a sequence of 
instructions Suitable for being processed by the computer 
System, for letting the computer System execute the function 
of each of the wireleSS Station, the wireleSS access point and 
the communication terminal. The program is Supplied to a 
wireleSS acceSS point, wireleSS Station or communication 
terminal (hereinafter referred to as a “communication ter 
minal, etc.), a computer System, or a user of each device via 
a record medium (FD, CD-ROM, memory card, etc.) or a 
communication network (the Internet, etc.). As the computer 
System for executing the program, a computer System built 
in a communication terminal, etc., a computer System con 
nected with a communication terminal, etc. Via a wireleSS/ 
wired communication path to communicate data, etc. can be 
employed. 

0276 The present invention also relates to functions 
equivalent to the functions explained above in relation to a 
wireleSS LAN System, a communication terminal and a 
computer System achieving Such a System/device. The 
present invention also relates to a computer program com 
prising program code means for realizing all or part of the 
functions equivalent to those explained above. Such pro 
gram code means may be Stored on a computer-readable 
medium or distributed through a network and is executed by 
a computer when all or part of the functions is to be realized. 

BRIEF DESCRIPTION OF THE 
ACCOMPANYING DRAWINGS 

0277 FIG. 1 is a schematic diagram showing a network 
configuration. 

0278 FIG. 2 is a flowchart showing the procedure of a 
connection method Settling process in a first embodiment. 
0279 FIG. 3 is a sequence chart showing communication 
of data between an acceSS point and a printer in the first 
embodiment. 

0280 FIG. 4 is a flowchart showing the procedure of a 
connection method instruction proceSS in the first embodi 
ment. 

0281 FIG. 5 is a flowchart showing the procedure of a 
connection method instruction process in a Second embodi 
ment. 

0282 FIG. 6 is a table showing data structure of a data 
table. 
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0283 FIG. 7 is a flowchart showing the procedure of a 
connection method instruction proceSS in a third embodi 
ment. 

0284 FIG. 8 is a flowchart showing the procedure of a 
connection method instruction proceSS in a fourth embodi 
ment. 

0285 FIG. 9 is a sequence chart showing communication 
of data between the access point and the printer in the fourth 
embodiment. 

0286 FIG. 10 is a flowchart showing the procedure of a 
Setting instruction process in the fourth embodiment. 
0287 FIG. 11 is a schematic diagram showing a state in 
which contents of listing data are displayed. 
0288 FIG. 12 is a flowchart (No. 2) showing the proce 
dure of a Setting instruction proceSS in the fourth embodi 
ment. 

0289 FIG. 13 is a flowchart showing the procedure of a 
connection method instruction process in the fourth embodi 
ment. 

0290 FIG. 14 is a flowchart showing the procedure of a 
connection method instruction process in a fifth embodi 
ment. 

0291 FIG. 15 is a flowchart showing the procedure of a 
connection method Settling process in the fifth embodiment. 
0292 FIG. 16 is a sequence chart showing communica 
tion of data between the access point and the printer in the 
fifth embodiment. 

0293 FIG. 17 is a flowchart showing the procedure of an 
encryption key acquisition proceSS in the fifth embodiment. 
0294 FIG. 18 is a flowchart showing the procedure of a 
Setting instruction process in the fifth embodiment. 
0295 FIG. 19 is a flowchart showing the procedure of a 
Setting instruction process in the fifth embodiment. 
0296 FIG. 20 is a flowchart showing the procedure of a 
connection method Settling process in a modified embodi 
ment. 

0297 FIG. 21 is a flowchart showing the procedure of a 
Setting instruction process in the modified embodiment. 
0298 FIG. 22 is a flowchart showing the procedure of a 
Setting instruction process in the modified embodiment. 
0299 FIG. 23 is a flowchart (No. 1) showing the proce 
dure of a connection method instruction process in a sixth 
embodiment. 

0300 FIG. 24 is a sequence chart showing communica 
tion of data between an access point and a printer in the Sixth 
embodiment. 

0301 FIG. 25 is a flowchart showing the procedure of a 
connection method Setting process in the Sixth embodiment. 
0302 FIG. 26 is a flowchart (No. 2) showing the proce 
dure of a connection method instruction proceSS in the Sixth 
embodiment. 

0303 FIG. 27 is a flowchart showing the procedure of a 
connection method Setting proceSS in a Seventh embodiment. 
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0304 FIG. 28 is a flowchart showing the procedure of a 
connection method instruction proceSS in a eighth embodi 
ment. 

0305 FIG. 29 is a flowchart showing the procedure of a 
connection method instruction proceSS in a ninth embodi 
ment. 

0306 FIG. 30 is a flowchart showing the procedure of a 
connection method instruction proceSS in a tenth embodi 
ment. 

0307 FIG. 31 is a sequence chart showing communica 
tion of data between the access point and the printer in the 
tenth embodiment. 

0308 FIG. 32 is a flowchart showing the procedure of a 
Setting instruction process in the tenth embodiment. 

0309 FIG.33 is a schematic diagram showing a state in 
which contents of listing data are displayed. 

0310 FIG. 34 is a flowchart (No. 2) showing the proce 
dure of a Setting instruction process in the tenth embodi 
ment. 

0311 FIG. 35 is a flowchart (No. 2) showing the proce 
dure of a connection method instruction process in the tenth 
embodiment. 

0312 FIG. 36 is a flowchart showing the procedure of a 
connection method instruction process in a eleventh embodi 
ment. 

0313 FIG. 37 is a flowchart showing the procedure of a 
connection method Setting process in the eleventh embodi 
ment. 

0314 FIG. 38 is a sequence chart showing communica 
tion of data between the access point and the printer in the 
eleventh embodiment. 

0315 FIG.39 is a flowchart showing the procedure of an 
encryption key acquisition process in the eleventh embodi 
ment. 

0316 FIG. 40 is a flowchart showing the procedure of a 
Setting instruction process in the eleventh embodiment. 
0317 FIG. 41 is a flowchart showing the procedure of an 
encryption Switching proceSS in the eleventh embodiment. 

0318 FIG. 42 is a flowchart showing the procedure of a 
connection method Setting proceSS in a modified embodi 
ment. 

0319 FIG. 43 is a flowchart showing the procedure of a 
connection method instruction proceSS in the modified 
embodiment. 

0320 FIG. 44 is a flowchart (No. 1) showing the proce 
dure of a connection method instruction process in a twelfth 
embodiment. 

0321 FIG. 45 is a sequence chart showing communica 
tion of data between an access point and a printer in the 
twelfth embodiment. 

0322 FIG. 46 is a flowchart showing the procedure of a 
connection method Setting process in the twelfth embodi 
ment. 
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0323 FIG. 47 is a flowchart (No. 2) showing the proce 
dure of a connection method instruction process in the 
twelfth embodiment. 

0324 FIG. 48 is a flowchart showing the procedure of a 
connection method Setting process in a thirteenth embodi 
ment. 

0325 FIG. 49 is a flowchart showing the procedure of a 
connection method instruction process in a fourteenth 
embodiment. 

0326 FIG. 50 is a flowchart showing the procedure of a 
connection method instruction process in a fifteenth embodi 
ment. 

0327 FIG. 51 is a flowchart showing the procedure of a 
connection method instruction process in a Sixteenth 
embodiment. 

0328 FIG. 52 is a sequence chart showing communica 
tion of data between the access point and the printer in the 
sixteenth embodiment. 

0329 FIG. 53 is a flowchart showing the procedure of a 
Setting instruction process in the Sixteenth embodiment. 

0330 FIG. 54 is a schematic diagram showing a state in 
which contents of listing data are displayed. 

0331 FIG.55 is a flowchart (No. 2) showing the proce 
dure of a setting instruction process in the sixteenth embodi 
ment. 

0332 FIG. 56 is a flowchart (No. 2) showing the proce 
dure of a connection method instruction process in the 
sixteenth embodiment. 

0333 FIG. 57 is a flowchart showing the procedure of a 
connection method instruction proceSS in a Seventeenth 
embodiment. 

0334 FIG. 58 is a flowchart showing the procedure of a 
connection method Setting process in the Seventeenth 
embodiment. 

0335 FIG. 59 is a sequence chart showing communica 
tion of data between the access point and the printer in the 
Seventeenth embodiment. 

0336 FIG. 60 is a flowchart showing the procedure of an 
encryption key acquisition process in the Sixth embodiment. 

0337 FIG. 61 is a flowchart showing the procedure of a 
Setting instruction process in the Seventeenth embodiment. 
0338 FIG. 62 is a flowchart showing the procedure of an 
encryption Switching proceSS in the Seventeenth embodi 
ment. 

0339 FIG. 63 is a flowchart showing the procedure of a 
connection method Setting proceSS in a modified embodi 
ment. 

0340 FIG. 64 is a flowchart showing the procedure of a 
connection method instruction process in the modified 
embodiment. 

0341 FIG. 65 is a flowchart showing the procedure of a 
connection method Setting proceSS in the modified embodi 
ment. 
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0342 FIG. 66 is a flowchart showing the procedure of a 
connection method instruction proceSS in the modified 
embodiment. 

DETAILED DESCRIPTION OF THE 
EMBODIMENTS 

0343. In the following, embodiments and modifications 
of a wireleSS LAN System including a plurality of network 
devices (hereinafter simply referred to as “devices”) con 
nected by a LAN will be described. 

Embodiment 1 

0344 FIG. 1 shows an exemplary configuration of a 
wireleSS LAN System according to the present invention. It 
should be noted that a hardware configuration of the wireleSS 
LAN System is common among the embodiments and modi 
fications described hereinafter, the wireless LAN system 
will be described once as a System according to the first 
embodiment. 

0345 The wireless LAN system shown in FIG. 1 is 
composed of an access point 10, a network printer 20 
(hereinafter simply referred to as a “printer”), etc. 
0346) The access point 10, which is a wireless access 
point for relaying data communication between devices (or 
external networks) connected by cables 100 and data com 
munication between wireless stations, includes a CPU 11, a 
RON 12, a RAM 13, a network controller 14, a wireless 
LAN controller 15, an operation panel 16, a display panel 
17, etc. 
0347 The CPU 11 of the access point 10 controls the 
overall operation of the access point 10 by Sending instruc 
tions to the components according to a procedure Stored in 
the ROM 12, while recording the results of processes in the 
RAM 13. 

0348. The ROM 12 is a nonvolatile memory which is 
readable and rewritable, having Storage areas for Storing the 
SSID (Service Set IDentifier, or ESSID (Extended SSID)) 
to be used when the access point 10 itself communicates 
with a wireleSS Station, parameters indicating the method of 
wireless connection (hereinafter referred to as “the connec 
tion method”), etc. Incidentally, the “connection method” is 
specified by a wireless LAN standard selected from 1st 
through i-th wireless LAN standards (IEEE802.11a, 
IEEE802.11b and IEEE802.11g, for example) and a channel 
Selected from a plurality of channels uSable in the wireleSS 
LAN standard, by which the method employed by the 
wireleSS access point for realizing wireleSS connection with 
wireleSS Stations is defined. 

0349 The network controller 14 is an interface for real 
izing data communication with other devices Such as a PC 
30 (or external networks) that are connected to the access 
point 10 via the cable 100. 
0350. The wireless LAN controller 15 is an interface for 
realizing the communication according to the wireleSS LAN 
standard based on the parameters stored in the ROM 12. The 
wireless LAN controller 15 realizes the communication 
function as the WireleSS access point by establishing a 
connection with a wireleSS Station according to the connec 
tion method Specified by the “parameters indicating the 
connection method” 
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0351. In the access point 10 composed as above, after the 
“SSID' and the “parameters indicating the connection 
method” are stored in the ROM 12, wireless stations making 
access to the access point 10 by an SSID identical with the 
SSID stored in the ROM 12 and by the aforementioned 
connection method are permitted the communication by 
radio. 

0352) Incidentally, in the access point 10, the “SSID" and 
the “parameters indicating the connection method” are gen 
erated and stored in the ROM 12 when data regarding the 
Settings are communicated with another device by radio or 
by wire and the Settings are made indirectly by the device 
(remote Setup). In this embodiment, it is assumed that 
parameters indicating a connection method Specified by a 
"2nd channel” of a "1st wireless LAN standard” have been 
stored (set) in the ROM 12 by the remote setup as the 
"parameters indicating the connection method”. 
0353. The printer 20, which is a device having the 
function of a wireless station, is provided with a CPU 21, a 
ROM 22, a RAM 23, a wireless LAN controller 24, a PC 
interface unit (PC I/P) 25, an operation panel 26, a display 
panel 27, a print engine 28, etc. 
0354) The CPU 21 of the printer 20 controls the overall 
operation of the printer 20 by Sending instructions to the 
components according to a procedure Stored in the ROM 22, 
while recording the results of processes in the RAM 23. 
0355 The ROM 22 is a nonvolatile memory which is 
readable and rewritable, having Storage areas for Storing the 
SSID to be used when the printer 20 as a wireless station 
communicates with the wireless access point, the parameters 
indicating the connection method, etc. 
0356. The wireless LAN controller 24 is an interface for 
realizing the communication according to the wireleSS LAN 
standard based on the parameters stored in the ROM 22 
similarly to the wireless LAN controller 15 of the access 
point 10, the wireless LAN controller 24 realizes the com 
munication function as a wireleSS Station by establishing a 
connection with the wireleSS access point according to the 
connection method specified by the “parameters indicating 
the connection method”. 

0357 The PC interface unit 25 is an interface for con 
necting the printer 20 to a PC via a communication cable, by 
which data communication between the printer 20 and the 
PC is enabled. 

0358 In the printer 20 composed as above, after the 
“SSID' and the “parameters indicating the connection 
method” are stored in the ROM 22, data communication 
using the SSID becomes possible via a wireleSS connection 
according to the connection method. Incidentally, in the 
printer 20, the “SSID' and the “parameters indicating the 
connection method” are generated and Stored (set) in the 
ROM 22 in a connection method settling process (FIG. 2) 
which will be explained below. 
0359 <Connection Method Settling Process by Printer 
20> 

0360. In the following, the connection method settling 
process which is conducted by the CPU 21 of the printer 20 
will be described referring to FIG. 2. The connection 
method Settling process is started when an operation for 
turning on power, restarting (resetting), initialization 
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(returning the settings of the printer 20 to the factory 
Shipment State and restarting), etc. is received by the opera 
tion panel 26. 
0361 First, whether the printer 20 is in the factory 
shipment state or not is checked (S100). In this step, the 
printer 20 is judged to be in its factory shipment State if no 
"parameters indicating the connection method” are Stored in 
the ROM 22. 

0362) If the printer 20 is not in the factory shipment state 
(S100: NO), the connection method settling process is 
ended. If in the factory shipment state (S100: YES), a 
variable M is initialized (S100). In this step, a value “1” is 
set in the variable M (1->M). Incidentally, a character “m” 
in the following description System the value Set in the 
variable M. 

0363 Subsequently, a variable N is initialized (S120). In 
this step, a value “1” is set in the variable N (1->N). A 
character “n” in the following description System the value 
set in the variable N. 

0364 Subsequently, the method of wireless connection to 
the wireless access point (hereinafter referred to as “con 
nection method”) is Switched to a connection method imple 
mented by the n-th channel of the m-th wireless LAN 
standard (S130). In this step, the connection method 
employed by the wireless LAN controller 24 for the wireless 
connection to the access point 10 is Switched by Storing the 
parameters (for implementing a communication function by 
the connection method specified by the n-th channel of the 
m-th wireless LAN standard) in a storage area of the RAM 
23 for the “parameters indicating the connection method” 
and letting the wireless LAN controller 24 control the 
connection method according to the memory content of the 
RAM 23. By this, the connection method will be controlled 
according to the memory content of the RAM 23 until next 
Switching (for controlling the connection method according 
to the memory content of the ROM22) is done in a posterior 
step (S301). Incidentally, when the storage area for the 
"parameters indicating the connection method” already 
holds parameters, the parameters are overwritten with the 
new parameters. 

0365 Subsequently, announcement data, for announcing 
(or advertising) the connection method Switched in the Step 
S130 to devices around the printer 20, is generated and 
transmitted (S140). In this step, frame data (management 
frame) in which a Subtype (indicating that the data is 
announcement data) is set in the header and a device name 
and a device ID for identifying the device (MAC address in 
this embodiment) are stored in the data body is generated as 
the "announcement data”, and the frame data is broadcast 
(transmitted using a broadcast address as the destination) by 
a connection method based on the n-th channel of the m-th 
wireless LAN standard (see “ANNOUNCEMENT 11”- 
“ANNOUNCEMENT 3” in FIG. 3). In a connection 
method instruction process (FIG. 4) which will be described 
later, the acceSS point 10 which received the announcement 
data returns request reminder data (see “REQUEST 
REMINDER” in FIG. 3) if (the content of) the announce 
ment data has already been registered, otherwise (if the 
announcement data has not been registered yet) registers the 
announcement data without returning the request reminder 
data (see “ANNOUNCEMENT 12” in FIG.3). Incidentally, 
the “request reminder data” is frame data which is used by 
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the access point 10 for reminding the wireleSS Station 
(printer 20) to send a request for permission for wireless 
connection (association request) to the access point 10. In 
the request reminder data, the SSID which is used by the 
access point 10 for data communication with the wireleSS 
Stations is Stored. 

0366) Subsequently, a timer is started (S150). The timer 
started in this step will be used for checking whether or not 
the request reminder data is returned within a preset time 
limit. 

0367 Subsequently, whether or not a timeout has 
occurred Since the transmission of the announcement data is 
checked (S160). In this step, the timeout is judged to have 
occurred if the timer started in the step S150 has counted a 
preset length of time (250 msec in this embodiment). 
0368). If the timeout has not occurred (S160: NO), 
whether the request reminder data has been received from 
the access point 10 or not is checked (S170). If the request 
reminder data has not been received yet (S170: NO), the 
process returns to the step S160. 
0369. After repeating the steps S160 and S170, if the 
timeout Since the transmission of the announcement data 
occurs (S160: YES), the timer started in the step S150 is 
stopped and reset (S180) and the variable N is incremented 
by 1 (n+1->N) (S190). 
0370. Subsequently, whether the transmission of the 
announcement data has been finished by use of all the 
channels of the m-th wireless LAN standard or not is 
checked (S200). Since the number of usable channels is 
Specified and fixed in each wireleSS LAN Standard, the 
transmission of the announcement data by all the channels is 
judged to have finished in the step S200 if the value n of the 
variable N has become larger than the number () of usable 
channels of the m-th wireless LAN standard (ndj). 
0371) If the transmission of the announcement data by all 
the channels of the m-th wireless LAN standard has not been 
finished (S200: NO), the process returns to the step S130. 
Thereafter, the sequence from the step S130 to the step S200 
is repeated and thereby the transmission of the announce 
ment data is Successively carried out by use of each channel 
of the m-th wireless LAN standard (see “ANNOUNCE 
MENT 11”-"ANNOUNCEMENT 1j” in FIG. 3) 
0372. After repeating the sequence from the step S130 to 
the step S200, if the transmission of the announcement data 
by all the channels of the m-th wireless LAN standard has 
been finished (S200. YES), the variable M is incremented by 
1 (m+1->M) (S210). 
0373) Subsequently, whether the transmission of the 
announcement data has been finished by use of all the 
wireless LAN standards or not is checked (S220). In this 
Step, the transmission of the announcement data by all 
wireless LAN standards is judged to have finished if the 
value m of the variable M has become larger than the 
number (i) of wireless LAN standards that can be used by 
the wireless LAN controller 24 for realizing communication 
(m>i). 
0374. If the transmission of the announcement data by all 
the wireless LAN standards has not been finished (S220: 
NO), the process returns to the step S120. 
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0375. Thereafter, the transmission of the announcement 
data by use of the next wireless LAN standard is carried out 
by the sequence from the step S120 (see “ANNOUNCE 
MENT 21"-"ANNOUNCEMENT 2j” in FIG.3). By repeat 
ing the sequence from the step S120 to the step S220, the 
transmission of the announcement data is Successively car 
ried out by use of all the wireless LAN standards (see 
“REQUEST 11”-“REQUEST i” in FIG. 3). 
0376. After repeating the sequence from the step S120 to 
the step S220, if the transmission of the announcement data 
by all the wireless LAN standards has been finished (S220: 
YES), the process returns to the step S110. 
0377 During the repetition of the sequence from the step 
S120 to the step S220, if the request reminder data is 
received (S170: YES), the timer started in the step S150 is 
stopped and reset (S230) and the SSID specified by the 
request reminder data is stored in the RAM 23 as the SSID 
to be used for the data communication with the wireless 
access point (S240). By the storage of the SSID in this step, 
the printer 20 becomes capable of realizing data communi 
cation with a wireless access point (access point 10) that can 
establish communication by an SSID identical with the 
Stored SSID. 

0378 Subsequently, an association request for requesting 
permission for wireleSS connection is transmitted to the 
access point 10 (S250). The “association request” is frame 
data (management frame) which is used for requesting 
permission for wireless connection to the access point 10. In 
the step S250, the SSID stored in the RAM 23 in the step 
S240 is stored in the association request and transmitted (see 
“ASSOCIATION REQUEST" in FIG. 3). In the header of 
the association request, the device ID (MAC address) of the 
printer 20 is stored. From the access point 10 which received 
the association request, an association reply, as frame data 
(management frame) indicating the permission for the wire 
less connection to the access point 10, is returned (see 
“ASSOCIATION REPLY” in FIG. 3). 
0379 Subsequently, another timer is started (S260). The 
timer started in this step will be used for checking whether 
or not the association reply is returned within a preset time 
limit. 

0380 Subsequently, whether or not a timeout has 
occurred Since the transmission of the association request is 
checked (S270). In this step, the timeout is judged to have 
occurred if the timer started in the step S260 has counted a 
preset length of time (250 msec in this embodiment). 
0381) If the timeout has not occurred (S270: NO), 
whether the association reply has been received from the 
access point 10 or not is checked (S280). If the association 
reply has not been received yet (S280: NO), the process 
returns to the step S270. 
0382. After repeating the steps S270 and S280, if the 
timeout Since the transmission of the association request 
occurs (S270: YES), the timer started in the step S260 is 
stopped and reset (S290) and the process returns to the step 
S110. 

0383 Meanwhile, if the association reply is received in 
the step S280 (S280: YES), the timer started in the step S260 
is stopped and reset (S300), the parameters and the SSID 
stored in the storage area of the RAM 23 for the “parameters 
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indicating the connection method” in the step S130 are 
stored in (copied to) the ROM 22 so that the connection 
method will be controlled by the memory content of the 
ROM 22 (S301), and the connection method settling process 
is ended. 

0384 At the point when the connection method settling 
proceSS is ended, the Switching of the connection method by 
the step S130 is stopped, by which the connection method at 
the point when the Switching is stopped (m-th wireless LAN 
Standard, n-th channel) is settled (determined) as the con 
nection method for the wireleSS connection to the wireleSS 
acceSS point. 
0385) <Connection Method Instruction Process by 
Access Point 10> 

0386. In the following, a connection method instruction 
process which is conducted by the CPU 11 of the access 
point 10 will be described referring to FIG. 4. The connec 
tion method instruction proceSS is started when an instruct 
ing operation for Switching the operation mode of the acceSS 
point 10 into a “Support modem” (for Supporting the setting 
of the connection method of the wireless station) is made by 
the user to the operation panel 16 (e.g. pressing a particular 
button). Incidentally, the Support mode is an operation mode 
which is enabled only in the connection method instruction 
process. When the connection method instruction proceSS is 
ended, the operation mode of the access point 10 is returned 
from the support mode to “normal mode”. 
0387 First, a timer is started (S310). The timer started in 
this step will be used for checking whether or not the 
announcement data is transmitted from the printer 20 (Step 
S140 of FIG. 2) within a preset time limit after the afore 
mentioned instructing operation. Therefore, the user Sets the 
connection method (for the wireless connection to the access 
point 10) to the printer 20 by letting the printer 20 start the 
aforementioned connection method settling process (FIG.2) 
after letting the acceSS point 10 Start this connection method 
instruction process (see “INSTRUCTING OPERATION” to 
the access point 10 and “ACTIVATION” to the printer 20 in 
FIG. 3). 
0388 Subsequently, whether or not a timeout has 
occurred since the Start of the connection method instruction 
process is checked (S320). In this step, the timeout is judged 
to have occurred if the timer started in the step S310 has 
counted a preset length of time (15 Sec in this embodiment). 
0389). If the timeout has not occurred (S320: NO), 
whether data has been received from the printer 20 or not is 
checked (S330). If no data has been received yet (S330: 
NO), the process returns to the step S320. Incidentally, the 
access point 10 can not receive and recognize data as normal 
data if the data has not been transmitted according to the 
connection method set to the access point 10 itself (i.e. the 
connection method specified by the parameters Stored in the 
ROM 12). Therefore, in the step S330, whether data trans 
mitted according to the connection method Set to the acceSS 
point 10 itself (“ANNOUNCEMENT 12” in FIG. 3 in this 
embodiment) has been received or not is checked. 
0390 Meanwhile, if data is received from the printer 20 
in the step S330 (S330: YES) D whether the received data 
is the announcement data or not is checked (S340). The 
“announcement data” is the data which is transmitted by the 
printer 20 in the step S140 of FIG. 2. 
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0391) If the received data is the announcement data 
(S340: YES), whether the announcement data has already 
been registered or not is checked (S350). In the connection 
method instruction process, the device name Specified by the 
announcement data is registered in the following step (see 
“REGISTRATION” in FIG. 3), therefore, the announce 
ment data is judged in the step S350 to have already been 
registered if the device name Specified by the received 
announcement data has already been registered. Inciden 
tally, the announcement data that is judged by the step S350 
to have already been registered is announcement data that is 
received for the Second time since the Start of the connection 
method instruction process (see “ANNOUNCEMENT 12” 
in FIG. 3). 
0392) If the announcement data has not been registered 
yet (S350: NO), the device name and the device ID specified 
by the announcement data are registered (e.g. registration 
with a data table) by Storing them in a-particular storage area 
of the RAM 13 (S360). 
0393 Meanwhile, if the announcement data has already 
been registered (S350: YES), the request reminder data (for 
requesting the transmission of the association request) is 
transmitted to the printer 20 which transmitted the 
announcement data (S370). In this step, the “request 
reminder data” as frame data for requesting the transmission 
of the association request, containing the “SSID' stored in 
the ROM 12, is generated and transmitted to the printer 20 
(see “REQUEST REMINDER" in FIG. 3). The request 
reminder data is the data which is received by the printer 20 
in the step S170 of FIG. 2. After the reception of the request 
reminder data, the printer 20 transmits not the announce 
ment data but the association request (see “ASSOCIATION 
REQUEST" in FIG. 3). 
0394. After finishing the step S360 or S.370, the process 
returns to the step S320. 
0395. If the received data is not the announcement data in 
the step S340 (S340: No), whether the received data is the 
association request or not is checked (S380). The “associa 
tion request' is the data which is transmitted by the printer 
20 in the step S250 of FIG. 2. 
0396 If the received data is the association request in the 
step S380 (S380: YES), the association reply (indicating the 
permission for the wireleSS connection to the access point 
10) is transmitted to the printer 20 which transmitted the 
association request (S400) and the process returns to the Step 
S320. The association reply is the data which is received by 
the printer 20 in the step S280 of FIG. 2 (see “ASSOCIA 
TION REPLY” in FIG.3). In the printer 20, the connection 
method at the point of the reception of the association reply 
is Set as the connection method for the wireleSS connection 
to the access point 10. 
0397. In this embodiment, although detailed explanation 
is omitted, before the exchange of the association request 
and association reply, an authentication request and an 
authentication reply are exchanged between the printer 20 
and the access point 10 (similarly to ordinary wireless 
connection procedures) after the request reminder data from 
the access point 10 is received by the printer 20 (see. 
“AUTHENTICATION REQUEST-“AUTHENTICATION 
REPLY” in FIG.3). Incidentally, since the first embodiment 
does not employ encryption for data communication, the 
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eXchange of the authentication request/reply is done as open 
authentication (authentication without encryption). 
0398. Meanwhile, if the received data is not the associa 
tion request in the step S380 (S380: NO), a process depend 
ing on the type of the received data (other process) is carried 
out (S410) and the process returns to the step S320. 
0399. After repeating the sequence from the step S320 to 
the step S410 as above, if the timeout has occurred in the 
step S320 (S320: YES), the timer started in the step S310 is 
stopped and reset (S420) and the connection method instruc 
tion proceSS is ended. AS above, the operation mode of the 
access point 10 is returned from the Support mode to the 
normal mode with the end of the connection method instruc 
tion process. 
0400. In the wireless LAN system composed as above, 
the printer 20 transmits the announcement data according to 
each of a plurality of connection methods while Successively 
Switching the connection method in turn (see 
“ANNOUNCEMENT 11”-"ANNOUNCEMENT 3” in 
FIG. 3). The announcement data is received by an access 
point 10 whose connection method has been set to the 
connection method of the printer 20 at the point of the 
transmission of the announcement data (see "ANNOUNCE 
MENT 12” in FIG. 3), and the access point 10 notifies the 
printer 20 that wireless connection by use of the same 
connection method as the received announcement data is 
possible, by transmitting the request reminder data (see 
“REQUEST REMINDER” in FIG.3). The printer 20 which 
received the request reminder data Sets the connection 
method notified by the request reminder data (i.e. the 
connection method set to the access point 10) to itself. By 
Setting the printer 20 to the same connection method as the 
access point 10 as above, wireleSS connection between the 
access point 10 and the printer 20 becomes possible. 
04.01 AS above, in the printer 20, the connection method 
for the connection to the access point 10 is Set automatically 
via the Switching of the connection method and the trans 
mission of the announcement data. Therefore, the load on 
the user regarding the wireleSS LAN Settings can be light 
ened remarkably. 

0402. The printer 20 successively switches the connec 
tion method in turn at preset time interval counted by the 
timer (steps S110-S220 in FIG. 2) and stops the connection 
method Switching after the request reminder data is received. 
Only by Stopping the Successive Switching of the connection 
method as above, the printer 20 can Set the connection 
method at the point of the Stop of the connection method 
Switching (that is, the connection method set to the access 
point 10) to itself. 
0403. The setting of the connection method to the printer 
20 can be made (the connection method settling process 
(FIG. 2)) by explicitly ordering from outside by activating 
the printer 20. 

04.04. When the connection method has been set to the 
printer 20, the wireless connection between the printer 20 
and the access point 10 can be realized immediately by the 
eXchange of the association request and the association 
reply. 

0405. In the connection method instruction process (FIG. 
4), the access point 10 can set the connection method to a 
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wireless Station (printer 20) Successively transmitting the 
announcement data twice according to the same connection 
method, by transmitting the request reminder data to the 
wireless station (see “REQUEST REMINDER" in FIG.3). 
0406. The operation mode of the access point 10 is 
returned from the Support mode to the normal mode when 
the connection method instruction process (FIG. 4) is ended 
when a prescribed time period has passed since the Switch 
ing of the operation mode to the Support mode. Therefore, 
the operation mode can be returned from the Support mode 
to the normal mode automatically without the need of an 
operation by the user for returning the operation mode to the 
normal mode, by which accidental Setting of a connection 
method to a wireleSS Station caused by the access point 10 
left in the Support mode can be prevented. 
04.07 Meanwhile, the printer 20 is capable of setting its 
connection method for the wireleSS connection to the access 
point 10 only when the printer 20 is in the factory shipment 
state (step S100 in FIG. 2). 
0408. The access point 10 collects (registers) the 
announcement data in the steps S340-S360 of FIG. 4, and 
when announcement data transmitted from a wireleSS Station 
according to the Same connection method as the collected 
announcement data is received, transmits the request 
reminder data to the wireless station (step S370). Therefore, 
the access point 10 can transmit the request reminder data 
when the announcement data is transmitted by the wireleSS 
station, that is, while the wireless station is capable of 
transmitting/receiving data, by which the request reminder 
data transmitted by the access point 10 is received by the 
wireleSS Station Securely. 

Modification of Embodiment 1 

04.09 The first embodiment can also be implemented 
with part of its composition altered to other composition as 
shown below. Incidentally, the composition shown below is 
also applicable to Similar parts of other embodiments. 
0410 For example, while the process from the step S110 
is executed only when the printer 20 is in its factory 
shipment state (S100 of FIG. 3), it is also possible to 
configure the printer 20 to execute the process from the Step 
S110 even if it is not in the factory shipment state, in cases 
where the Setting of the connection method is necessary (e.g. 
when part of the “parameters indicating the connection 
method” stored in the ROM 22 is lacking). 
0411 While the association request and association reply 
are exchanged after the exchange of the authentication 
request and authentication reply in the above embodiment, 
it is also possible to omit the authentication request/reply 
and carry out the exchange of the association request/reply 
only. 

0412. In the above embodiment, the access point 10 can 
receive data by the preset connection method only. At the 
point of the reception of the announcement data, the acceSS 
point 10 recognizes that the connection method announced 
by the announcement data is the Same as the connection 
method which has been set to the access point 10 itself. 
Therefore, the “announcement data” transmitted by the 
printer 20 does not contain parameters indicating the con 
nection method. However, Such parameters may also be 
Stored in the announcement data. 
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0413 While the setting of the connection method to the 
printer 20 is ordered and started by the activation of the 
printer 20 in the above embodiment, the order can also be 
issued by, for example, a particular operation through the 
operation panel 26 (see “ORDER” in FIG. 3). The order 
may also be issued by data which is Sent from another 
communication terminal which is connected with the printer 
20 to communicate data. 

0414. While the operation mode of the access point 10 is 
Switched by the instructing operation in the above embodi 
ment, the access point 10 may also be configured to Switch 
its operation mode when instructed by data which is sent 
from another communication terminal connected with the 
access point 10 to communicate data. 

0415 While the access point 10 in the above embodiment 
is configured to transmit the request reminder data repeat 
edly until the timeout occurs in the connection method 
instruction process (by the return from the step S370 to the 
step S320), the access point 10 may also be configured to 
end the connection method instruction process (specifically, 
advance to the step S420) after the transmission of the 
request reminder data. In this case, even in the prescribed 
time period after the Switching of the operation mode to the 
Support mode, the operation mode can be returned to the 
normal mode when the request reminder data is transmitted 
once. Therefore, the Support for the Setting of the connection 
method can be provided only to the same number of wireless 
stations as the number of transmission (1) of the request 
reminder data. In this configuration, the access point 10 may 
count the number of transmission of the request reminder 
data and advance to the step S420 when the count has 
reached a prescribed number. In this case, the access point 
10 may transmit the request reminder data and Switch its 
operation mode to the normal mode immediately after the 
reception of announcement data from a wireleSS Station, 
without carrying out the registration of the announcement 
data. 

0416) While the printer 20 in the above embodiment 
checks whether its in the factory shipment state or not (S100 
in FIG. 2) just after starting the connection method Settling 
proceSS and then executes the process from the Step S110, 
the timing of the check on the factory shipment State is not 
limited to the point just after the Start of the connection 
method Settling process. For example, the check may be 
executed between the steps S240 and S250. 
0417. While special-purpose frame data are employed as 
the "announcement data” and the “request reminder data' in 
the above embodiment, data of known type specified in the 
wireleSS LAN Standards may also be employed as the 
“announcement data” and the “request reminder data”. Pos 
Sible data include the probe request and probe reply. How 
ever, when the probe request and probe reply are employed, 
the printer 20 might respond to a probe reply from a wireleSS 
access point other than the acceSS point 10 and establish 
wireless connection without distinction, by which the estab 
lishment of the wireless connection with the access point 10 
might become difficult. Such a state is not desirable for 
ensuring network Security. Therefore, it is desirable to 
configure the access point 10 to transmit a probe reply 
containing parameters explicitly indicating that the Setting of 
the printer 20 will be made as the “request reminder data” 
when a probe request transmitted as the "announcement 
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data' is received, and configure the printer 20 to make the 
Setting only when the probe reply (containing the parameters 
explicitly indicating that the Setting will be made) is 
received as the “request reminder data'. 

Embodiment 2 

0418. A wireless LAN system in accordance with a 
Second embodiment of the present invention is composed 
similarly to the system of the first embodiment except for 
Some Steps executed by the access point 10, therefore, only 
the point of difference will be explained below. 
0419 <Connection Method Instruction Process by 
Access Point 10> 

0420. In the following, a connection method instruction 
process which is conducted by the CPU 11 of the access 
point 10 will be described referring to FIG. 6. The connec 
tion method instruction process is configured by replacing 
part (sequence from the step S350) of the connection method 
instruction process in the first embodiment (FIG. 4) with the 
following procedure. In the following explanation, Steps 
identical with those of the first embodiment will be referred 
to with the same Step Nos. and detailed explanation thereof 
is omitted for brevity. 
0421) If the announcement data has not been registered 
yet in the step S350 (S350: NO), parameters specified by the 
announcement data are registered (e.g. registration with a 
data table) by storing them in a particular storage area of the 
RAM 13 (S352). The step S352 is similar to the step S360 
in FIG. 4; however, not only the device name and the device 
ID but also the reception level (radio field intensity) when 
the announcement data was received are registered in the 
step S352 associating them with one another. FIG. 5 shows 
an example of a data table with which the parameters 
Specified by the announcement data are registered. 
0422. After finishing the step S352, or if the announce 
ment data has already been registered in the step S350 
(S350: YES), the process returns to the step S320. 
0423 Incidentally, at the point when the step S340 is 
executed, the access point 10 transmits no request reminder 
data and receives no association request. Therefore, if the 
received data is not the announcement data in the step S340 
(S340: NO), the access point 10 returns to the step S320 after 
carrying out the aforementioned “other process” (S410). 
0424. After repeating the steps S320-S410, if the timeout 
has occurred in the step S320 (S320: YES), the timer started 
in the step S310 is stopped and reset (S420). 
0425 Subsequently, whether or not the registration of 
parameters has been carried out in the step S352 is checked 
(S510). In this step, the registration of parameters in the step 
S352 is judged to have been carried out if data written by the 
step S352 have been stored in the particular storage area of 
the RAM 13. 

0426 If the parameter registration has not been carried 
out (S510: NO), the connection method instruction process 
is ended. Meanwhile, if the parameter registration has been 
carried out (S510: YES), another timer is started (S520). The 
timer, Started in this Step will be used for checking whether 
or not the announcement data is transmitted again from the 
printer 20 within a preset time limit after the registration of 
the announcement data. 
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0427 Subsequently, whether or not a timeout has 
occurred Since the registration of the announcement data is 
checked (S530). In this step, the timeout is judged to have 
occurred if the timer which was started in the step S520 has 
counted a preset length of time (15 Sec in this embodiment). 
0428) If the timeout has not occurred (S530: NO), 
whether data has been received from the printer 20 or not is 
checked (S540). If no data has been received (S540: NO), 
the process returns to the step S530. 
0429) If data has been received from the printer 20 (S540: 
YES), whether or not the received data is the announcement 
data or not is checked (S550). This step is a step similar to 
the step S340 of FIG. 4. 
0430) If the received data is the announcement data 
(S550: YES), whether the announcement data has already 
been registered or not is checked (S560). This step is a step 
similar to the step S350 of FIG. 4. 
0431) If the announcement data has not been registered 
yet (S560: NO), the process returns to the step S530. 
0432 Meanwhile, if the announcement data has already 
been registered (S560: YES), whether the reception level in 
the parameters which have been registered regarding the 
announcement data is the highest reception level among all 
the parameters or not is checked (S570). 
0433) If the reception level is not the highest (S570: NO), 
the process returns to the step S530. If the reception level is 
the highest (S570: YES), the request reminder data is 
transmitted (S370) and the process returns to the step S530. 
0434) In the step S550, if the received data is not the 
announcement data (S550: NO), whether the received data 
is the association request or not is checked (S380). 
0435. If the received data is the association request 
(S380: YES), the association reply (indicating the permis 
Sion for the wireless connection to the access point 10) is 
transmitted to the printer 20 which transmitted the associa 
tion request (S400) and the process returns to the step S530. 
0436 Meanwhile, if the received data is not the associa 
tion request (S380: NO), the aforementioned “other process” 
depending on the type of the received data is carried out 
similarly to the step S410 (S580) and the process returns to 
the step S530. 
0437. After repeating the sequence from the step 8530, if 
the timeout has occurred in the step S530 (S530: YES), the 
timer started in the step S520 is stopped and reset (S590) and 
the connection method instruction proceSS is ended. 
0438. In the wireless LAN system composed as above, 
the following effects can be achieved in addition to the 
effects attained by the first embodiment. 
0439. The access point 10 is capable of setting the 
connection method to the wireleSS Station transmitting the 
announcement data of the highest reception level by trans 
mitting the request reminder data to the wireleSS Station 
(steps S570 and S370 in FIG. 6). 

Modification of Embodiment 2 

0440 The second embodiment can also be implemented 
with part of its composition altered to other composition as 
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shown below. Incidentally, the composition shown below is 
also applicable to Similar parts of other embodiments. 
0441 For example, while the step S570 judges whether 
or not the reception level in the parameters registered 
regarding the received announcement data is the highest 
reception level among all the parameters, the step S570 may 
also be configured to judge whether or not the device ID in 
the parameters registered regarding the received announce 
ment data is identical with the device ID at the point of the 
reception of the announcement data in the step S540. In this 
case, even when the Same announcement data as the regis 
tered announcement data is received, the acceSS point 10 
cancels the transmission of the request reminder data and the 
setting of the connection method if the device ID specified 
by the received announcement data is not identical with the 
device ID on the previous registration of the announcement 
data. By this, a wireleSS Station trying to illicitly establish 
wireleSS connection with the access point 10 by forging 
announcement data registered with the access point 10 and 
transmitting the announcement data can be prevented from 
the wireleSS connection. 

Embodiment 3 

0442. A wireless LAN system in accordance with a third 
embodiment of the present invention is composed similarly 
to the System of the Second embodiment except for Some 
StepS eXecuted by the access point 10, therefore, only the 
point of difference will be explained below. 
0443) <Connection Method Instruction Process by 
Access Point 10> 

0444. In the following, a connection method instruction 
process which is conducted by the CPU 11 of the access 
point 10 will be described referring to FIG. 7. The connec 
tion method instruction process is configured by adding 
steps S512 and S514 (explained below) after the step S510 
of the connection method instruction process of the Second 
embodiment (FIG. 6) and replacing the step S570 with a 
step S562 (explained below), therefore, only the procedure 
different from the second embodiment will be described in 
detail. 

0445. If the parameter registration has been carried out in 
the step S510 (S510: YES), the user is notified of each 
device name represented by the parameter registered for 
each announcement data (S512). In this step, the notification 
is executed by displaying a list of device names represented 
by the registered parameters on the display panel 17. After 
the list is displayed on the display panel 17, the user can 
carry out a Selection operation, for Selecting one or more 
device names from the list, through the operation panel 16. 
0446. The selection operation is waited for until it is 
made by the user (S514: NO). 
0447. When the selection operation is made (S514: YES), 
the process advances to the step S520. Incidentally, to each 
parameter corresponding to each device name Selected by 
the Selection operation, a Selection flag indicating the Selec 
tion by the selection operation is set (initial value “0” is 
turned into “1”). 
0448. In the step S560, if the received announcement data 
has already been registered (S560. YES), whether the selec 
tion flag has been Set to the parameter which has been 
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registered regarding the announcement data or not is 
checked (S.562) instead of executing the step S570. 
0449) If the selection flag has been set (S562: YES), the 
process advances to the step S370, otherwise (S.562: NO), 
the process returns to the step S530. 
0450. In the wireless LAN system composed as above, 
the following effects can be achieved in addition to the 
effects attained by the second embodiment. 
0451. The access point 10 is capable of setting the 
connection method only to the wireless station(s) (e.g. 
printer 20) having the device name arbitrarily selected by the 
user, by transmitting the request reminder data (see Steps 
S512, S514 and S562 in FIG. 7). 

Modification of Embodiment 3 

0452. The third embodiment can also be implemented 
with part of its composition altered to other composition as 
shown below. Incidentally, the composition shown below is 
also applicable to Similar parts of other embodiments. 
0453 For example, while the selection operation in the 
steps S512 and S514 of FIG. 7 is carried out by the user 
based on device names, the Selection operation may also be 
conducted based on-device IDS instead of the device names. 
In this case, the connection method can be set only to 
wireless station(s) having the device ID(s) arbitrarily 
Selected by the user. 

Embodiment 4 

0454. A wireless LAN system in accordance with a fourth 
embodiment of the present invention is composed similarly 
to the system of the third embodiment. The fourth embodi 
ment is configured So that the notification of device names 
and the selection operation (steps S512 and S514) carried 
out by the access point 10 in the third embodiment can be 
executed by a commonly used computer System 30 (here 
inafter referred to as a “PC 30”) which is connected to the 
access point 10 to communicate data via a cable 100. 
0455 <Connection Method Instruction Process by 
Access Point 10> 

0456. In the following, a connection method instruction 
process which is conducted by the CPU 11 of the access 
point 10 will be described referring to FIG.8. The connec 
tion method instruction process is configured by replacing 
the steps S512 and S514 of the connection method instruc 
tion process of the third embodiment (FIG. 7) with steps 
S516 and S518 which will be explained below, therefore, 
only the procedure different from the third embodiment will 
be described in detail. The connection method instruction 
proceSS is Started after Start instruction data is received from 
the PC 30 (see “START INSTRUCTION” in FIG. 9). 
0457. If the parameter registration has been carried out in 
the step S510 (S510: YES), listing data, representing the list 
of the device names Specified by the registered parameters, 
is generated and transmitted to the PC 30 (the device which 
transmitted the start instruction data) (S516). The PC 30 
which received the listing data (see “LISTING DATA” in 
FIG.9) displays the list represented by the listing data on its 
display, by which the user is informed of the device names. 
Thereafter, when the Selection operation (for Selecting one 
or more device names from the device names on the list) is 
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made by the user, Selection data which can Specify the 
Selected device name(s) is transmitted to the access point 10 
(see "SELECTION DATA” in FIG. 9). 
0458. After the transmission of the listing data in the step 
S516, reception of the selection data is waited for (S518: 
NO). When the selection data is received (S518: YES), the 
process advances to the step S520. Incidentally, in the step 
S370 executed later, the transmission of the request 
reminder data to wireleSS Stations is carried out according to 
parameters (SSID, connection method) associated with the 
device name(s) specified by the Selection data received in 
the step S518. 
0459 <Setting Instruction Process by PC 30> 
0460. In the following, a setting instruction process 
which is conducted by the PC 30 will be described referring 
to FIG. 10. The setting instruction process is executed 
according to a program installed in the PC 30. 
0461) First, the start instruction data is transmitted to the 
access point 10 (S610). The access point 10 which received 
the Start instruction data Starts the aforementioned connec 
tion method instruction process of FIG. 8 (see "START 
INSTRUCTION” in FIG. 9) and transmits the aforemen 
tioned listing data after a while. 
0462. The listing data from the access point 10 is waited 
for until it is received (S620: NO). 
0463) When the listing data is received (S620: YES), the 
content of the listing data is displayed on the display of the 
PC 30 (S630). After the list of device names represented by 
the listing data is displayed (see FIG. 11), the user can make 
the Selection operation (for Selecting one or more device 
names) by use of a keyboard, mouse, etc. 
0464) The selection operation is waited for until it is 
made by the user (S640: NO). When the selection operation 
is made (S640: YES), the selection data which can specify 
the device name(s) selected by the Selection operation is 
generated and transmitted to the access point 10 (S650). 
0465. In the wireless LAN system composed as above, 
the following effects can be achieved in addition to the 
effects attained by the third embodiment. 
0466. The access point 10 is capable of setting the 
connection method only to the wireless station(s) (e.g. 
printer 20) having the device name(s) specified by the 
selection data received from the PC 30 (i.e. the device 
name(s) arbitrarily Selected by the user from the registered 
device names) by transmitting the request reminder data to 
the wireless station(s) (see steps S516, S518 and S562 of 
FIG. 8). 

Modification of Embodiment 4 

0467. The fourth embodiment can also be implemented 
with part of its composition altered to other composition as 
shown below. Incidentally, the composition shown below is 
also applicable to Similar parts of other embodiments. 
0468 For example, while the access point 10 generates 
the listing data which represents the list of device names in 
the steps S516 and S518 of FIG. 8, the access point 10 may 
also be configured to generate and transmit listing data that 
represents a list of device IDs and thereby let the user of the 
PC 30 carry out the selection operation based on the device 
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IDS instead of the device names. In this case, the connection 
method can be set only to the wireless station(s) having the 
device ID arbitrarily selected by the user of the PC 30 by 
transmitting the request reminder data to the wireleSS Sta 
tion(s). 
0469 While the access point 10 registers (collects) the 
parameters for a prescribed time period and thereafter trans 
mits the listing data generated based on the collected param 
eters in the above embodiment, the access point 10 may also 
be configured to generate and the transmit the listing data at 
the point when a request for transmission is received from 
the PC 30 (see “LISTING REQUEST" in FIG. 9). For this 
configuration, a step for waiting for an operation requesting 
the listing data (step S612) is added between the steps S610 
and S620 of FIG. 10 and a step for requesting (the trans 
mission of) the listing data in response to the above opera 
tion (step S614) is added after the step S612 as shown in 
FIG. 12, and a step for waiting for the request from the PC 
30 (step S515) is added between the steps S510 and S516 of 
FIG. 8 as shown in FIG. 13, for example. Also in this 
configuration, the Selection operation may also be carried 
out based on the device IDs instead of the device names, 
Similarly to the configuration mentioned above. 

0470. It is also possible in the above embodiment to 
configure the access point 10 to notify the PC 30 that the 
connection method has been set (or will be set) to the 
wireleSS Station after the access point 10 has transmitted the 
request reminder data to the wireless station (printer 20). For 
this configuration, a step for transmitting Setting notification 
data (for the notification of the execution of the Setting) to 
the PC 30 (S402) is added after the step S400 of FIG. 8 as 
shown in FIG. 13, and a step for waiting for the setting 
notification data (S652) and a step for notifying the user that 
the connection method has been Set to the wireleSS Station in 
response to the reception of the Setting notification data 
(S654) are added after the step S650 of FIG. 10 as shown 
in FIG. 12, for example. 

Embodiment 5 

0471. In the embodiments described above, even if the 
printer 20 is connected to the access point 10 by wireless 
connection, if the access point 10 is configured to carry out 
data communication employing encryption, normal data 
communication is generally impossible without Similarly 
configuring the printer 20 to execute the data communica 
tion employing the encryption. Therefore, the wireleSS LAN 
System of this embodiment is designed for letting the 
wireless LAN systems of the above described embodiments 
carry out data communication normally without the need of 
operations by the user. 
0472. First, if a “parameter regarding security” is stored 
in the ROM 12, the access point 10 starts executing com 
munication with Security measures based on the parameter. 
AS the “parameter regarding Security', an encryption key for 
carrying out the communication in an encrypted State (e.g. 
WEP (wired Equivalent Privacy) key in this embodiment) 
can be employed for example. If an encryption key has been 
stored in the ROM 12, the access point 10 (CPU 11) carries 
out the communication with the wireleSS Station by encrypt 
ing data with the encryption key. Incidentally, the encryption 
key is generated and stored in the ROM 12 by the afore 
mentioned remote Setup. 
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0473 Meanwhile, if a “parameter regarding security” is 
stored in the ROM 22, the printer 20 starts executing 
communication with Security measures based on the param 
eter. AS the “parameter regarding Security, an encryption 
key can be employed similarly to the case of the access point 
10. If an encryption key has been stored in the ROM 22, the 
printer 20 (CPU21) carries out the communication with the 
wireleSS access point by encrypting data with the encryption 
key. 

0474 <Connection Method Instruction Process by 
Access Point 10> 

0475. In the following, a connection method instruction 
process which is conducted by the CPU 11 of the access 
point 10 will be described referring to FIG. 14. The con 
nection method instruction proceSS is configured by adding 
a step S372 (explained below) after the step S370 of the 
connection method instruction process of the fourth embodi 
ment (FIG. 8) and adding steps S592, S594 and S596 
(explained below) after the step S590, therefore, only the 
procedure different from the fourth embodiment will be 
described in detail. 

0476. In the step S370 in this embodiment, an encryption 
key that is different from the ordinary encryption key Stored 
in the ROM 12 (hereinafter referred to as a “tentative 
encryption key) is generated randomly, and a request 
reminder data to which the tentative encryption key is 
attached is transmitted. 

0477 Before returning to the step S530 after transmitting 
the request reminder data in the step S370, the device name 
and the device ID of the wireless station to which the request 
reminder data was transmitted are registered with a reminder 
list associating them with the tentative encryption key 
attached to the request reminder data in the step S370 
(S372). The “reminder list” is a data table which is generated 
in the RAM 13 for the registration of the data. 
0478 After finishing the step S590, the release of wire 
leSS connection with any one of the wireleSS Stations regis 
tered with the reminder list in the step S372 is waited for 
(S592: NO). When the wireless connection is released 
(S592: YES), the information registered with the reminder 
list regarding the wireleSS Station corresponding to the 
released wireless connection is deleted (S594). 
0479. After finishing the step S594, whether there exists 
registered information remaining in the reminder list or not 
is checked (S596). If there remains registered information 
(S596: YES), the process returns to the step S592. The 
judgment is repeated and when the reminder list is empty 
(S596: NO), the connection method instruction process is 
ended. 

0480 <Connection Method Settling Process by Printer 
20> 

0481. In the following, a connection method setting pro 
cess which is conducted by the CPU 21 of the printer 20 will 
be described referring to FIG. 15. The connection method 
Settling proceSS is configured by adding the following pro 
cedure to the connection method Settling process of the 
previous embodiments (FIG. 2). In the following explana 
tion, Steps identical with those of the previous embodiments 
will be referred to with the same step Nos. and detailed 
explanation thereof is omitted for brevity. 
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0482. After receiving the request reminder data in the 
step S170, the SSID specified by the request reminder data 
is stored in the ROM 22 and the tentative encryption key is 
stored in a storage area of the RAM 23 for the “parameter 
regarding security” (S174). Thereafter, by Switching the 
connection method in the Step S224, data communication 
with the wireless access point (access point 10) is carried out 
by encrypting data with the tentative encryption key Stored 
in the Storage area for the “parameter regarding Security. 
0483. After finishing the step S301, the encryption key of 
the access point 10 is acquired (S700). The step S700 is a 
Step for acquiring the encryption key of the access point 10 
from the PC 30 by system of the public key cryptosystem 
(see “ENCRYPTION KEY (ENCRYPTED BY RANDOM 
NUMBER)” in FIG. 16). Details of the step S700 will be 
explained later in an explanation of an encryption key 
acquisition process (FIG. 17). 
0484. If the encryption key is acquired successfully in the 
step S700 (S302: YES), the encryption key is stored in the 
ROM 22 (S304). In this step, in addition to the storage of the 
encryption key in the ROM 22, deletion of the tentative. 
encryption key from the RAM 23 is executed. 
0485 Subsequently, the wireless connection with the 
access point 10 is released (S306). In this step, the wireless 
connection with the access point 10 is released by transmit 
ting an authentication release message to the access point 10 
(see “AUTHENTICATION RELEASE" in FIG. 16). 
0486 Subsequently, the wireless connection with the 
access point 10 is reestablished (S308). In this step, the 
wireleSS connection is reestablished by exchanging the 
authentication request/reply with the access point 10 Simi 
larly to the aforementioned procedure. After the wireleSS 
connection is established by this Step, data communication 
is executed by encrypting data with the encryption key 
stored in the ROM 22 in the step S304. 
0487. After the step S308, or if the encryption key has not 
been acquired in the step S302 (S302: NO), the connection 
method Settling proceSS is ended. 
0488 <Encryption Key Acquisition Process by Printer 
20> 

0489. In the following, an encryption key acquisition 
process which is conducted by the CPU 21 of the printer 20 
will be described referring to FIG. 17. The encryption key 
acquisition process is the details of the step S700 of FIG. 15. 
0490 First, a public key and a private key used for the 
public key cryptosystem as a pair are generated (S710). 
0491 Subsequently, the public key generated in the step 
S710 is transmitted to the PC 30 (S720). In this step, data of 
the public key is transmitted to the PC 30 as a prescribed 
device. The PC 30 which received the public key encrypts a 
random number (which is generated randomly) by the public 
key and transmits the encrypted random number to the 
printer 20. The PC 30 further transmits prescribed print data 
(representing a prescribed message image) encrypted by the 
random number to the printer 20. 
0492. The printer 20 receives the encrypted random num 
ber from the PC 30 (S730), receives the encrypted print data 
from the PC 30 (S740), decrypts the message image (rep 
resented by the print data received in the step S740) by the 
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public key generated in the step S710, and lets the print 
engine 28 print the message image (S750). The message 
image printed in this step contains a message for letting the 
user confirm that the random number received in the Step 
S730 was transmitted by the PC 30 certainly to the printer 
20 itself. The user who confirmed the fact conducts a 
confirmation operation (which will be described later in an 
explanation of a setting instruction process (FIG. 18)) by 
use of the PC 30. After the confirmation operation, the 
encryption key encrypted in the step S730 will be transmit 
ted from the PC 30 to the printer 20. 
0493 A timer is started (S760) and whether the encryp 
tion key has been received or not is checked (S770). If the 
encryption key has been received (5770: YES), the timer 
which was started in the step S760 is stopped and reset 
(S780) and the encryption key acquisition process is ended. 
0494. On the other hand, if the encryption key has not 
been received (S770: NO), whether a timeout has occurred 
or not is checked (S790). In this step, the timeout is judged 
to have occurred if the timer started in the step S760 has 
counted a preset length of time (30 Sec in this embodiment). 
0495. If the timeout has not occurred (S790: NO), the 
process returns to the step S770. If the timeout has occurred 
(S790: YES), the process advances to the step S780. by 
which the encryption key acquisition process is ended 
without acquiring the encryption key. 
0496) <Setting Instruction Process by PC 30> 
0497. In the following, a setting instruction process 
which is conducted by the PC 30 will be described referring 
to FIG. 18. The setting instruction process is executed 
according to a program installed in the PC 30. The setting 
instruction process is configured by adding the following 
procedure after the step S650 of the setting instruction 
process of previous embodiments (FIG. 10). In the follow 
ing explanation, Steps identical with those of the previous 
embodiments will be referred to with the same step Nos. and 
detailed explanation thereof is omitted for brevity. 
0498. After the step S650 is finished, the public key 
transmitted from the printer 20 is waited for until it is 
received (S810: NO). The public key is the data which is 
transmitted by the printer 20 in the step S720 of FIG. 17. 
0499. When the public key is received (S810: YES), a 
random number (generated randomly) is encrypted by the 
public key and the encrypted random number is transmitted 
to the printer 20. The encrypted random number is the data 
which is received by the printer 20 in the step S770 of FIG. 
17. 

0500 Subsequently, the print data representing the mes 
Sage image is encrypted by the random nubmer received in 
the step S810 and the encrypted print data is transmitted to 
the printer 20 (S830). The encrypted print data is the data 
which is received by the printer 20 in the step S740 of FIG. 
17. The printer 20 which received the print data prints the 
message image, and the user conducts the confirmation 
operation to the PC 30 after the message image is printed 
out, as mentioned above. The confirmation operation is done 
by pressing a particular key/button, pressing keyS/buttons in 
a particular order, etc. 
0501) The confirmation operation is waited for until it is 
done by the user (S840: NO). 
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0502. When the confirmation operation is conducted 
(S840: YES), the encryption key is encrypted by the random 
number generated in the step S820 and the encrypted 
encryption key is transmitted to the printer 20 (S850). The 
encrypted encryption key is the data which is received by the 
printer 20 in the step S770 of FIG. 17. Incidentally, the 
encryption key is data which has previously been Stored in 
memory, etc. 

0503. After finishing the step S850, the setting instruction 
proceSS is ended. 
0504) <Encryption Switching Process by Access Point 
10> 

0505) The access point 10 is configured to execute an 
encryption Switching process when the time of data com 
munication (transmission/reception of data) with a wireless 
Station has come since its activation. In the following, the 
encryption Switching process will be described referring to 
FIG. 19. 

0506 First, whether the wireless station (to carry out data 
communication with) is a wireless station having a device 
name or device ID registered with the reminder list of the 
RAM 13 or not is checked (S910). 
0507) If the wireless station is one having a device name 
or device ID registered with the reminder list (S910: YES), 
data communication is carried out by encrypting data with a 
tentative encryption key corresponding to the device name 
or device ID (S920). 
0508. On the other hand, if the wireless station is one 
having no device name nor device ID registered with the 
reminder list (S910: NO), ordinary data communication is 
carried out by encrypting data with the encryption key 
(S930). 
0509. After finishing the steps S920 or S930 as above, the 
encryption Switching process is ended. 
0510. In the wireless LAN system composed as above, 
the following effects can be achieved in addition to the 
effects attained by the previous embodiments. 

0511 For a wireless station to which the request reminder 
data has been transmitted, the access point 10 Switches its 
encryption method So as to execute data communication 
encrypting data with the tentative encryption key (see S910 
in FIG. 19). Meanwhile, the printer 20 which received the 
request reminder data Sets its encryption method So as to 
execute the data communication with the access point 10 
encrypting data with the tentative encryption key (see S224 
in FIG. 15). By the procedure, normal data communication 
between the access point 10 and the printer 20 encrypting 
data with the tentative encryption key becomes possible, by 
which the data communication between the acceSS point 10 
and the printer 20 can be realized ensuring a certain Security 
level while maintaining the Security level of data commu 
nication of the access point 10 with external networks. 
0512 Subsequently, if the printer 20 successfully 
acquires the encryption key by the encryption key acquisi 
tion process (FIG. 17), the printer 20 reestablishes the 
wireless connection with the access point 10 (see steps S306 
and S308 in FIG. 15), by which the data communication 
between the access point 10 and the printer 20 will thereafter 
be carried out by encrypting data with the encryption key 
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transferred from the PC 30 to the printer 20. In the access 
point 10, the parameters regarding the wireleSS Station 
corresponding to the released wireleSS connection are 
deleted from the reminder list at this point (see step S594 in 
FIG. 14), by which the encryption method of the access 
point 10 is returned So as to execute the data communication 
with the printer 20 encrypting data with the encryption key. 
Therefore, the data communication between the access point 
10 and the printer 20 can be realized with a security level 
equivalent to that of data communication of the access point 
10 with other wireless stations or external networks. 

0513. Since the transfer of the encryption key from the 
PC30 to the printer 20 is conducted by system of the public 
key cryptosystem, the probability of leak of the encryption 
key during the transmission to the printer 20 becomes low as 
a matter of course. 

0514 Further, the printer 20 prints the message image 
represented by the print data transferred from the PC 30 
prior to the encryption key (see step S750 in FIG. 17). Thus, 
the user is allowed to confirm whether or not the printer 20 
is a correct wireleSS Station that should receive the encryp 
tion key from the PC 30, by checking whether or not the 
message image is printed by the printer 20. After confirming 
the message image, the user executes the confirmation 
operation to the PC 30 (see step S840 in FIG. 18), by which 
the transfer of the encryption key from the PC 30 to the 
printer 20 is enabled. 

0515 Modifications 
0516. While the present invention has been described 
with reference to the above particular illustrative embodi 
ments, the present invention is not to be restricted by those 
embodiments but can also be implemented in various con 
figurations. 

0517 For example, while a printer 20 is employed in the 
above embodiments as the wireleSS Station of the present 
invention, any type of device capable of operating as a 
wireleSS Station can be employed as the wireleSS Station of 
the present invention. 

0518 While the PC30 is connected to the access point 10 
via the cable 100 in the above embodiments, the PC 30 may 
also be connected to the access point 10 by wireleSS con 
nection in cases where the PC 30 has the wireless station 
function. 

0519 While all the sequence containing the transmission 
of the announcement data is not executed by the printer 20 
in the above embodiments when the printer 20 is judged not 
to be in the factory shipment state (see step S100 in FIGS. 
2 and 15), it is also possible to let the printer 20 transmit the 
announcement data in a State allowing the judgment on the 
factory Shipment State and let the acceSS point 10 cancel the 
registration regarding the announcement data or the trans 
mission of the request reminder data. 
0520 For this, in the printer 20, the step S100 is executed 
after the step S130 as show in FIG. 20, for example. If 
“YES” in the step S100, announcement data, in which an 
“Unconfigured device” flag is set (set to “1”), is transmitted 
(S142). If “NO” in the step S100, announcement data, in 
which the “unconfigured device” flag is not set (set to “0”), 
is transmitted (S944) and the process advances to the step 
S150. 
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0521. Meanwhile, in the access point 10, the following 
procedure may be added to the processes of FIGS. 4, 6, 7, 
8, 13 and 14. For example, as shown in FIG. 21, after the 
step S340, if the “Unconfigured device” flag in the received 
announcement data indicates that the wireleSS Station 
(printer 20) is in its factory shipment state (S342: YES), the 
process advances to the step S350, otherwise (S342: NO) the 
process returns to the step S320. Or as shown in FIG. 22, 
after the step S550, if the “Unconfigured device' flag in the 
received announcement data indicates that the wireleSS 
station is in the factory shipment state (S552: YES), the 
process advances to the step S560, otherwise (S552: NO) the 
process returns to the step S530. 
0522. By such a configuration, the access point 10 is 
allowed to set the connection method (by carrying out the 
registration based on the announcement data and the trans 
mission of the request-reminder data) only when the wire 
leSS Station is in its factory Shipment State. 
0523) While the printer 20 in the above embodiment 
Switches its connection method in numerical order Starting 
from the 1st channel of the 1st wireless LAN standard, the 
order of the channel Switching is not particularly limited. For 
example, a proper order for avoiding radio wave interference 
in the same wireleSS LAN Standard may also be employed. 
0524) Specifically, the channels may be divided into a 
plurality of groups (e.g. a high frequency group and a low 
frequency group) and the channel Switching may be done in 
turn like from a j-th channel (i: arbitrary number) of a group 
to a j-th channel of the next group and So forth, Successively 
for all the channels of each group. In this case, Switching to 
a channel of the same group (Switching to a close frequency 
band) does not occur and thereby the radio wave interfer 
ence can be avoided. 

0525 Similarly, the channel Switching may also be done 
in turn at intervals of a preset channel number k (e.g. at 
intervals of 5 channels) starting from the 1st channel, 
repeating the Sequence Starting from the 2nd channel and So 
forth to a Sequence Starting from the k-th channel. In this 
case, the radio wave interference can be avoided Securely by 
Setting the interval Sufficiently wide So as to eliminate the 
radio wave interference. 

0526 In the above-described fifth embodiment, by print 
ing a message (image) transmitted from the PC 30, the user 
can confirm that the printer 20 is the correct wireless station 
that is to receive the encryption key from the PC 30. This can 
be modified Such that a preliminary Stored image corre 
sponding to the signal transmitted from the PC 30 may be 
printed. Alternatively, corresponding to the received signal, 
a message may be displayed on the display panel 27, LEDS 
(not shown) may be lit, predetermined Sound (e.g., voice 
message) may be output from the Speaker. Further alterna 
tively, instead of printing the image, temperature of a 
component may be increased or Smoke is discharged. 

Embodiment 6 

0527. A wireless LAN system in accordance with a sixth 
embodiment will be described hereinafter. It should be noted 
that a hardware configuration of the wireleSS LAN System 
according to the Sixth embodiment is Similar to that shown 
in FIG. 1 and the description there of is omitted for the 
brevity. 
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0528) <Connection Method Instruction Process by 
Access Point 10> 

0529. In the following, a connection method instruction 
process which is conducted by the CPU 11 of the access 
point 10 will be described referring to FIG. 23. The con 
nection method instruction proceSS is started when an 
instructing operation for Switching the operation mode of the 
access point 10 into a “Support mode” (for Supporting the 
Setting of the connection method of the wireless Station) is 
made by the user to the operation panel 16 (e.g. pressing a 
particular button). Incidentally, the Support mode is an 
operation mode which is enabled only in the connection 
method instruction process. When the connection method 
instruction proceSS is ended, the operation mode of the 
access point 10 is returned from the Support mode to 
“normal mode'. 

0530 First, a variable M is initialized (S1110). In this 
step, a value “1” is set in the variable M (1->M). Inciden 
tally, a character"m” in the following description System the 
value set in the variable M. 

0531) Subsequently, a variable N is initialized (S1120). In 
this step, a value “1” is set in the variable N (1->N). A 
character “n” in the following description System the value 
set in the variable N. 

0532. Subsequently, the method of wireless connection to 
the wireless Station (hereinafter referred to as “connection 
method”) is Switched to a connection method implemented 
by the n-th channel of the m-th wireless LAN standard 
(S1130). In this step, the connection method employed by 
the wireless LAN controller 15 is switched by storing the 
parameters (for implementing a communication function by 
the connection method specified by the n-th channel of the 
m-th wireless LAN standard) in a storage area of the RAM 
13 for the “parameters indicating the connection method” 
and letting the wireless LAN controller 15 control the 
connection method according to the memory content of the 
RAM 13. By this, the connection method will be controlled 
according to the memory content of the RAM 13 until next 
Switching (for controlling the connection method according 
to the memory content of the ROM 12) is done in a posterior 
step (S1250). Incidentally, when the storage area for the 
"parameters indicating the connection method” already 
holds parameters, the parameters are overwritten with the 
new parameters. 

0533. Subsequently, a probe request is broadcast (trans 
mitted using a broadcast address as the destination) (S1140). 
The “probe request” is well-known frame data which is 
transmitted by the wireleSS access point for inquiring 
whether there exists a wireleSS Station located nearby the 
wireleSS access point. In this embodiment, the probe request 
is transmitted for the purpose of Supporting the Setting of the 
connection method of wireless stations (see “REQUEST 
11 *-*REQUEST3” in FIG. 24). From the printer 20 which 
received the probe request, a probe reply is returned in the 
connection method setting process (FIG. 25) which will be 
explained later (see “REPLY” in FIG. 24). 
0534) Subsequently, a timer is started (S1150). The timer 
started in this step will be used for checking whether or not 
the probe reply is returned within a preset time limit from a 
wireless station (printer 20) that should support the wireless 
connection Setting. 
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0535 Subsequently, whether the probe reply has been 
returned from a wireless station or not is checked (S1160). 
0536. If no probe reply has been returned (S1160: NO), 
whether or not a timeout has occurred Since the transmission 
(broadcast) of the probe request is checked (S1170). In this 
Step, the timeout is judged to have occurred if the timer 
which was started in the step S1150 has counted a preset 
length of time (250 msec in this embodiment). 
0537) If the timeout has not occurred (S1170: NO), the 
process returns to the step S1160. If the timeout has occurred 
(S1170: YES), the timer started in the step S1150 is stopped 
and reset (S1180) and the variable N is incremented by 1 
(n+1->N) (S1190). 
0538 Subsequently, whether the transmission of the 
probe request has been finished by use of all the channels of 
the m-th wireless LAN standard or not is checked (S1200). 
Since the number of usable channels is specified and fixed 
in each wireleSS LAN Standard, the transmission of the probe 
request by all the channels is judged to have finished in the 
step S1200 if the value n of the variable N has become larger 
than the number () of usable channels of the m-th wireless 
LAN standard (ndi) 
0539. If the transmission of the probe request by all the 
channels of the m-th wireleSS LA Standard has not been 
finished (S1200: NO), the process returns to the step S1130. 
Thereafter, the sequence from the step S130 to the step 
S1200 is repeated and thereby the transmission of the probe 
request is Successively carried out by use of each channel of 
the m-th wireless LAN standard (see “REQUEST 11”- 
“REQUEST 1j” in FIG. 24). 
0540. After repeating the sequence from the step S1130 
to the step S1200, if the transmission of the probe request by 
all the channels of the m-th wireless LAN standard has been 
finished (S1200: YES), the variable M is incremented by 1 
(m+1->M) (S1210) 
0541. Subsequently, whether the transmission of the 
probe request has been finished by use of all the wireless 
LAN standards or not is checked (S1220). In this step, the 
transmission of the probe request by all wireless LAN 
standards is judged to have finished if the value m of the 
variable M has become larger than the number (i) of wireless 
LAN standards that can be used by the wireless LAN 
controller 15 for realizing communication (mai). 
0542. If the transmission of the probe request by all the 
wireless LAN standards has not been finished (S1220: NO), 
the process returns to the step S120. 
0543. Thereafter, the transmission of the probe request by 
use of the next wireless LAN standard is carried out by the 
Sequence from the Step S1120. By repeating the Sequence 
from the step S1120 to the step S1220, the transmission of 
the probe request is Successively carried out by use of all the 
wireless LAN standards (see “REQUEST 11” -“REQUEST 
3” in FIG. 24). 
0544. After repeating the sequence from the step S120 to 
the step S1220, if the transmission of the probe request by 
all the wireless LAN standards has been finished (S1220: 
YES), the process returns to the step S1110. 
0545 During the repetition of the sequence from the step 
S1120 to the step S1220, if the probe reply is returned from 
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a wireless station (S1160: YES), the timer started in the step 
S1150 is stopped and reset (S1230) and a request reminder 
data is transmitted to the wireleSS Station that returned the 
probe reply (S1240). The “request reminder data” is frame 
data which is used for reminding the wireless station (printer 
20) to send a request for permission for wireless connection 
(association request) to the access point 10. The request 
reminder data contains the SSID used by the access point 10 
for data communication with the wireleSS Stations and the 
parameters indicating the connection method (the 2nd chan 
nel of the 1st wireless LAN standard) previously set to the 
access point 10. The printer 20 which received the request 
reminder data transmits the association request to the acceSS 
point 10 according to the same connection method as that of 
the access point 10 in the connection method Setting process 
(FIG. 25) which will be explained later. 
0546) Subsequently, the connection method is returned to 
the initial settings (S1250). In this step, the “parameters 
indicating the connection method” stored in the RAM 13 are 
deleted and thereafter data communication is carried out 
based on the "parameters indicating the connection method” 
stored in the ROM 12. The parameters stored in the ROM 12 
are those that have been preset to the access point 10 as the 
initial Settings. Thus, the connection method of the access 
point 10 is returned to the initial settings. Thereafter, the 
access point 10 executes data communication according to 
the initial settings until it returns to the step S1110. 
0547 Subsequently, another timer is started (S1260). The 
timer started in this step will be used for checking whether 
or not the association request is returned from the wireleSS 
station (printer 20) within a preset time limit. 
0548 Subsequently, whether the association request has 
been received from the wireleSS Station or not is checked 
(S1270). 
0549. If the association request has not been received 
(S1270: NO). whether or not a timeout has occurred since 
the transmission of the request reminder data is checked 
(S1280). In this step, the timeout is judged to have occurred 
if the timer started in the step S1260 has counted a preset 
length of time (250 msec in this embodiment). 
0550 If the timeout has not occurred (S1280: NO), the 
process returns to the step S1270. If the timeout has occurred 
(S1280: YES), the timer started in the step S1260 is stopped 
and reset (S1290) and the process returns to the step S1110. 
0551. In the step S1270, if the association request has 
been received (S1270: YES), the timer is stopped and reset 
similarly to the step S1290 (S1300), and an association reply 
(permitting the wireless connection to the access point 10) is 
transmitted to the printer 20 that returned the association 
request (S1310). 
0552. As described above, the wireless connection 
between the access point 10 and the printer 20 is established 
by the exchange of the association request and association 
reply. 

0553. In this embodiment, although detailed explanation 
is omitted, before the exchange of the association request 
and association reply, an authentication request and an 
authentication reply are exchanged between the printer 20 
and the access point 10 (similarly to ordinary wireless 
connection procedures) after the request reminder data from 
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the access point 10 is received by the printer 20 (see 
“AUTHENTICATION REQUEST-“AUTHENTICATION 
REPLY” in FIG. 24). Incidentally, since the first embodi 
ment does not employ encryption for data communication, 
the exchange of the authentication request/reply is done as 
open authentication (authentication without encryption). 
0554) <Connection Method Setting Process by Printer 
20> 

0555. In the following, the connection method setting 
process which is conducted by the CPU 21 of the printer 20 
will be described referring to FIG. 25. The connection 
method Setting proceSS is started when the printer 20 is 
activated. 

0556 First, whether the printer 20 itself is in the factory 
shipment state or not is checked (S1410). In this step, the 
printer 20 is judged to be in its factory shipment State if no 
"parameters indicating the connection method” are Stored in 
the ROM 22. 

0557) If in the factory shipment state (S1410: YES), the 
initial settings are made (S1420). In this step, the initial 
Settings are made by Storing parameters that have been 
preset as the "parameters indicating the connection method” 
in the ROM 22. In this embodiment, parameters indicating 
a connection method specified by the 2nd channel of the 3rd 
wireless LAN standard are stored in the ROM 22 as the 
"parameters indicating the connection method”. 

0558 Subsequently, a timer is started (S1430). The timer 
started in this step will be used for checking whether or not 
data is transmitted from a wireless access point (that should 
Set the connection method) within a preset time limit. In this 
embodiment, the "wireless access point that should set the 
connection method’ system the access point 10, and the 
“data' system data that is transmitted by the access point 10 
in the aforementioned connection method instruction pro 
cess (FIG. 23). Therefore, the usersets the connection 
method (for the connection to the access point 10) to the 
printer 20 by activating the printer 20 (i.e. starting this 
connection method setting process) after letting the access 
point 10 start the aforementioned connection method 
instruction process (FIG. 23) (see “INSTRUCTING 
OPERATION” to the access point 10 and “ACTIVATION” 
to the printer 20 in FIG. 24). 
0559 Subsequently, whether a probe request has been 
received from a wireleSS access point or not is checked 
(S1440). The “probe request” is well-known frame data 
(MAC frame) which is transmitted by the wireless access 
point for inquiring whether there exists a wireleSS Station 
located nearby the wireleSS acceSS point, that is, data trans 
mitted (broadcast) from the access point 10 in the step S1140 
of FIG. 23. Specifically, in the step S1440, whether a probe 
request according to the connection method that has been Set 
to the printer 20 itself (i.e. the connection method that has 
been set as the initial Settings) has been received or not is 
checked (see “REQUEST 11” -“REQUEST3” in FIG. 24). 
0560) If a probe request has been received (S1440: YES), 
a probe reply is returned (S1450). The probe reply is the data 
which is received by the access point 10 in the step S160 of 
FIG. 23 (see “REPLY” in FIG. 24). 
0561. After finishing the step S1450, or if no probe 
request has been received (S1440: NO), whether a request 
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reminder data has been received from the wireleSS acceSS 
point or not is checked (S1460). The request reminder data 
is the data which is transmitted by the access point 10 (which 
received the probe reply transmitted in the step S1450) in the 
step S1240 of FIG. 23. 
0562) If no request reminder data has been received 
(S1460: NO), whether or not a timeout has occurred regard 
ing the data reception from the wireleSS access point is 
checked (S1470). In this step, the timeout is judged to have 
occurred if the timer started in the step S1430 has counted 
a preset length of time (30 sec in this embodiment). 
0563) If the timeout has not occurred (S1470: NO), the 
process returns to the step S1440. 
0564) After repeating the sequence from the step S1440 
to the step S1470, if the timeout has occurred (S1470: YES), 
the timer started in the step S1430 is stopped and reset 
(S1480), error notification is executed (S1490), and the 
connection method Setting proceSS is ended. In the Step 
S1490, the user is notified of an error by an error message 
(indicating, for example, that there exists no wireless access 
point functioning normally around the printer 20) displayed 
on the display panel 27. 
0565 During the repetition of the sequence from the step 
S1440 to the step S1470, if a request reminder data is 
received (S1460: YES), the timer started in the step S1430 
is stopped and reset (S1500). 
0566 Subsequently, the connection method for the con 
nection to the wireleSS access point is Set based on the 
request reminder data received in the step S1460 (S1510). In 
this step, the connection method for the connection to the 
wireless access point is set by storing the “SSID' and the 
"parameters indicating the connection method' Stored in the 
request reminder data in the ROM 22. By the above process, 
the printer 20 starts executing data communication accord 
ing to the SSID and the connection method, by which data 
communication with the access point 10 becomes possible. 
0567. After finishing the step S1510, or if the printer 20 
is not in the factory shipment State in the aforementioned 
step S1410 (S1410: NO), an association request for request 
ing permission for wireleSS connection is transmitted to the 
access point 10 (S1520). The “association request” is frame 
data (management frame) for requesting wireless connection 
permission (permission for wireless connection) from the 
access point 10. In the step S1520, the SSID which was 
stored in the ROM 22 in the step S1510 is stored in the 
association request and transmitted (see "ASSOCIATION 
REQUEST" in FIG. 24). Incidentally, in the header (header 
information) of the association request, the device ID of the 
printer 20 (MAC address) is set (stored). From the access 
point 10 which received the association request, an associa 
tion reply, as frame data (management frame) indicating the 
permission for the wireleSS connection to the access point 
10, is returned (see “ASSOCIATION REPLY” in FIG. 24). 
0568 Subsequently, another timer is started (S1530). The 
timer started in this step will be used for checking whether 
or not the association reply is returned within a preset time 
limit. 

0569. Subsequently, whether or not a timeout has 
occurred Since the transmission of the association request is 
checked (S1540). In this step, the timeout is judged to have 
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occurred if the timer started in the step S530 has counted a 
preset length of time (250 msec in this embodiment). 
0570) If the timeout has not occurred (S1540: NO), 
whether the association reply has been received from the 
access point 10 or not is checked (S1550). If the association 
reply has not been received (S1550: NO), the process returns 
to the step S1540. 
0571. Thereafter, the steps S540 and S550 are repeated 
and if the timeout (since the transmission of the association 
request) has occurred (S1540: YES), the timer started in the 
step S1530 is stopped and reset (1S570), and the process 
returns to the step S1420. 
0572. On the other hand, if the association reply has been 
received in the step S1550 (S1550: YES), the timer started 
in the step S1530 is stopped and reset (S1590), and the 
connection method Setting process is ended. 
0573. In the wireless LAN system composed as above, 
the access point 10 transmits the probe request to the 
wireless stations (including the printer 20) according to each 
of a plurality of connection methods (see “REQUEST" in 
FIG. 24). The probe request is received by the printer 20 to 
which the same connection method has been set (see 
“REQUEST" in FIG. 24), and the printer 20 returns the 
probe reply to the access point 10 in response to the probe 
request (see “REPLY” in FIG. 24). Subsequently, the access 
point 10 which received the probe reply notifies the printer 
20 of the connection method (which has been set to the 
access point 10 itself) by use of the request reminder data 
(see “REQUEST REMINDER" in FIG.24). The printer 20 
which received the notification Sets the connection method 
notified by the request reminder data (which is the same as 
the connection method set to the access point 10) to itself. 
By Setting the printer 20 to the same connection method as 
the access point 10 as above, wireleSS connection between 
the access point 10 and the printer 20 becomes possible. 

0574 AS above, in the printer 20, the connection method 
for the connection to the access point 10 is Set automatically 
via the transmission of the probe reply and the reception of 
the request reminder data (S450-S510 in FIG. 25). There 
fore, the load on the user regarding the wireleSS LAN 
Settings can be lightened remarkably. 

0575. After the connection method has been set to the 
printer 20, the wireleSS connection between the access point 
10 and the printer 20 can be established immediately via the 
eXchange of the association request/reply. 

0576. The access point 10 transmits the probe requests 
while Successively Switching the connection method in turn 
at prescribed time intervals (S1110-S1220 in FIG. 23), and 
if a probe reply is received in a period before the Switching 
to the next connection method (S1160), transmits the request 
reminder data according to the connection method at the 
point of the reception of the probe reply (S1240). 
0577 As above, the access point 10 can transmit the 
probe requests according to each connection method while 
Successively Switching the connection method in turn. The 
access point 10 can set the connection method (which has 
been preset to the access point 10 itself) to the printer 20 
only by transmitting the request reminder data according to 
the connection method at the point of the reception of the 
probe reply. 
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0578. The starting of the connection method instruction 
process (FIG. 23) by the access point 10 can be ordered 
explicitly from outside by the instructing operation. Simi 
larly, Starting of the connection method Setting process 
(FIG. 25) by the printer 20 can be ordered explicitly from 
outside by activating the printer 20. 
0579. The setting of the connection method to the printer 
20 can be executed only when the printer 20 is in its factory 
shipment state (S1410 of FIG. 25). 

Modification of Embodiment 6 

0580. The six embodiment can also be implemented with 
part of its composition altered to other composition as 
shown below. Incidentally, the composition shown below is 
also applicable to Similar parts of other embodiments. 
0581 For example, while the process from the step 
S1420 is executed only when the printer 20 is in its factory 
shipment state (S1410 of FIG. 25) in the above embodi 
ment, it is also possible to configure the printer 20 to execute 
the process from the step S1420 even if it is not in the factory 
Shipment State, in cases where the Setting of the connection 
method is necessary (e.g. when part of the “parameters 
indicating the connection method” stored in the ROM 22 is 
lacking). While the step S1410 judges that the printer 20 is 
in the factory shipment State if no "parameters indicating the 
connection method” are stored in the ROM 22, it is also 
possible to Set a specific flag at the Stage of factory shipment 
and use the flag for indicating the factory Shipment State. In 
this case, the printer 20 is judged to be in the factory 
Shipment State if the flag is still Set. The flag is reset when 
the “parameters indicating the connection method’ are 
Stored in the ROM 22. 

0582 While the association request and association reply 
are exchanged after the exchange of the authentication 
request and authentication reply in the above embodiment, 
it is also possible to omit the authentication request/reply 
and carry out the exchange of the association request/reply 
only. 

0583. While the setting of the connection method to the 
printer 20 is ordered and started by the activation of the 
printer 20 in the above embodiment, the order can also be 
issued by, for example, a particular operation through the 
operation panel 26 (see “ORDER” in FIG. 24). 
0584) While the operation mode of the access point 10 is 
Switched by the instructing operation in the above embodi 
ment, the access point 10 may also be configured to Switch 
its operation mode when instructed by data which is sent 
from another device capable of communicating with the 
printer 20. 

0585 While the printer 20 in the above embodiment 
checks whether its in the factory shipment State or not 
(S1410 in FIG.25) just after starting the connection method 
Setting proceSS and then executes the proceSS from the Step 
S1420, the timing of the check on the factory shipment state 
is not limited to the point just after the Start of the connection 
method setting process. Before the step S1440, before the 
step S1510, etc. are also possible. 
0586 While the access point 10 in the above embodiment 
transmits a probe request as data for Supporting the Setting 
of the connection method of the wireleSS Stations, data other 
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than the probe request can also be employed as long as the 
Same purpose can be achieved. 
0587 While the access point 10 in the above embodiment 
Switches its connection method in numerical order Starting 
from the 1st channel of the 1st wireless LAN standard, the 
order of the channel Switching is not particularly limited. For 
example, a proper order for avoiding radio wave interference 
in the same wireleSS LAN Standard may also be employed. 
0588 Specifically, the channels may be divided into a 
plurality of groups (e.g. a high frequency group and a low 
frequency group) and the channel Switching may be done in 
turn like from a j-th channel (: arbitrary number) of a group 
to a j-th channel of the next group and So forth, Successively 
for all the channels of each group. In this case, Switching to 
a channel of the same group (Switching to a close frequency 
band) does not occur and thereby the radio wave interfer 
ence can be avoided. 

0589 Similarly, the channel Switching may also be done 
in turn at intervals of a preset channel number k (e.g. at 
intervals of 5 channels) starting from the 1st channel, 
repeating the Sequence Starting from the 2nd channel and So 
forth to a Sequence Starting from the k-th channel. In this 
case, the radio wave interference can be avoided Securely by 
Setting the interval Sufficiently wide So as to eliminate the 
radio wave interference. 

0590. It is also possible to let the access point 10 first 
conduct the process from the step S1140 with the connection 
method preset to itself and then repeat the same process by 
use of each connection method in numerical order Starting 
from the 1st channel of the 1st wireless LAN standard. FIG. 
26 shows an example of Such a process flow, in which Steps 
S1101-S1105 equivalent to the steps S1140-S1180 of FIG. 
23 are added before the step S1110 of FIG. 23. If a probe 
reply to the probe request transmitted according to the preset 
connection method is received (S1103: YES), the process 
advances to the step S1230. On the other hand, if a timeout 
occurs without receiving the probe reply (S1104: YES), the 
timer is stopped and reset (S1105) and the process advances 
to the step S1110. Preferably, a judgment step may also be 
provided between the steps S1190 and S1200, by which the 
process advances to the step S1200 only when the connec 
tion method after incrementing the variable N by 1 is not 
identical with the initial Settings, and otherwise (when the 
connection method after the increment is identical with the 
initial settings) the process returns to the step S1190. 
0591. By such composition, the wireless connection 
between the access point 10 and the printer 20 can be 
established immediately in cases where the printer 20 has 
the initial Settings identical with the connection method 
preset to the access point 10, by which needleSS Switching of 
the connection method by the access point 10 can be 
avoided. 

0592) While the access point 10 returns to the step S1110 
when the judgment in the step S1220 of FIG. 23 is “YES” 
in the above embodiment, the access point 10 may also end 
the connection method instruction process (FIG. 23) via a 
step (S1221) for returning its connection method to the 
initial settings when the judgment is “YES', as shown in 
FIG. 26. 

Embodiment 7 

0593. A wireless LAN system in accordance with a 
Seventh embodiment of the present invention is composed 
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similarly to the system of the sixth embodiment except for 
Some Steps executed by the printer 20, therefore, only 
different portions will be explained below. 

0594) <Connection Method Setting Process by Printer 
20> 

0595. In the following, the connection method setting 
process which is conducted by the CPU 21 of the printer 20 
will be described referring to FIG. 27. The connection 
method setting process of FIG. 27 is configured by adding 
a step S482 (explained below) between the steps S1480 and 
S1490 of the connection method setting process in the first 
embodiment (FIG. 25) and replacing the step S1500 of the 
process with steps S1462 and S1464 (explained below), 
therefore, only the procedure different from the first embodi 
ment will be described in detail. In the following explana 
tion, steps identical with those of the sixth embodiment will 
be referred to with the same step Nos. and detailed expla 
nation thereof is omitted for brevity. 

0596) If a request reminder data has been received from 
the access point 10 in the step S1460 (S1460: YES), whether 
the request reminder data has already been registered or not 
is checked (S1462). In this connection method setting pro 
ceSS, parameterS Specified by the request reminder data are 
registered in a posterior Step. Therefore, in the Step S1462, 
the received request reminder data is judged to have already 
been registered if the parameterS Specified by the request 
reminder data have already been registered. 

0597. If the request reminder data has not been registered 
yet (S1462: NO), the parameters specified by the request 
reminder data are registered, by Storing the parameters in a 
parameter storage area of the RAM 23 (S1464). In this 
embodiment, the acceSS point 10 is configured to transmit a 
request reminder data containing not only the SSID but also 
parameters indicating the device ID of the access point 10, 
the connection method preset to the access point 10, etc. in 
the step S1240 of FIG. 23. In the step S1464, the parameters 
are registered together with a value indicating the reception 
level (radio field intensity) when the request reminder data 
was received, associating them with one another. The data 
structure is similar to that shown in FIG. 6, with which the 
parameterS Specified by the request reminder data are reg 
istered. 

0598. After finishing the step S1464, or if the request 
reminder data has already been registered in the step S1462 
(S1462: YES), the process advances to the step S1470 
similarly to the case of “NO” of the step S1460. 

0599. After finishing the steps S1470 and S1480, whether 
or not the registration of parameters has been carried out in 
the step S1464 is checked (S1482). In this step, the regis 
tration of parameters in the step S1464 is judged to have 
been carried out if data (data table) indicating the parameters 
have been Stored in the parameter Storage area of the RAM 
23. 

0600 If the parameter registration has been carried out 
(S1482: YES) the process advances to the step S1510, 
otherwise (S1482: NO) the process advances to step S1490. 
0601. In the step S1510, from the “parameters indicating 
the connection method” registered in the step S1464, a set of 
"parameters indicating the connection method” correspond 
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ing to the highest reception level is Selected and Stored in the 
ROM 22, by which the connection method is set. 
0602. In the wireless LAN system composed as above, 
the following effects can be achieved in addition to the 
effects attained by the first embodiment. 
0603 The printer 20 is capable of setting a connection 
method specified by the request reminder data having the 
highest reception level among the request reminder data 
collected (registered) in a preset time period (S1464 in FIG. 
27) as its connection method for the connection to the 
wireless access point (S510 in FIG. 27). 
0604 Such setting of the connection method (for the 
connection to the wireless access point) specified by the 
request reminder data having the highest reception level is 
advantageous for preventing erroneous Setting of the con 
nection method of the printer 20 to a false connection 
method different from the method for the connection to the 
correct wireleSS access point. 
0605 If another wireless access point similar to the 
access point 10 (wireless access point) of the present inven 
tion also exists in the vicinity of the printer 20 (e.g. in an 
adjacent residence) when the connection method (for the 
connection to the wireless access point) is set to the printer 
20, request reminder data is sent also from the (other) 
wireless access point and thus there is a possibility that a 
connection method identical with the method set to the 
(other) wireless access point might be set to the printer 20 
regardless of the users intention, depending on the timing of 
the reception of request reminder data. 

0606. However, since the second embodiment enables 
the Setting of the connection method (for the connection to 
the wireless access point) that is specified by the request 
reminder data having the highest reception level as above, 
the erroneous connection method Setting based on the 
request reminder data from other wireleSS acceSS points can 
be avoided only by putting the printer 20 and the acceSS 
point 10 Sufficiently in the vicinity of each other for gaining 
enough reception level during the radio communication. 

Embodiment 8 

0607. A wireless LAN system in accordance with a third 
embodiment of the present invention is composed similarly 
to the System of the first embodiment except for Some Steps 
executed by the access point 10, therefore, only the point of 
difference will be explained below. 
0608) <Connection Method Instruction Process by 
Access Point 10> 

0609. In the following, a connection method instruction 
process which is conducted by the CPU 11 of the access 
point 10 will be described referring to FIG. 28. The con 
nection method instruction process is configured by replac 
ing the step S1230 of the connection method instruction 
process of the sixth embodiment (FIG. 23) with a step 
S1162 which will be explained below and adding a step 
S1222 explained below) after the step S1220, therefore, only 
the procedure different from the sixth embodiment will be 
described in detail. In the following explanation, Steps 
identical with those of the sixth embodiment will be referred 
to with the same Step NoS. and detailed explanation thereof 
is omitted for brevity. 
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0610) If a probe reply has been received in the step S1160 
(S1160: YES), parameters specified by the probe reply are 
registered by Storing them in a parameter Storage area of the 
RAM 13 (S1162). In this embodiment, the printer 20 returns 
the probe reply which contains the SSID and the device ID 
in the step S1450 of FIG. 25. In the step S1162, the SSID 
and the device ID are registered together with parameters 
indicating the connection method and the reception level at 
the point when the probe reply was received in the Step. 
S1160, associating them with one another. 
0611. After finishing the step S162, the process advances 
to the step S1170, similarly to the case of “NO” in the step 
S1160. 

0612. After the steps S1170-S1220, if the judgment in the 
step S1220 is “YES', whether or not the registration of 
parameters has been carried out in the Step S1162 is checked 
(S1222). In this step, the registration of parameters in the 
step S1162 is judged to have been carried out if data 
indicating the parameters have been Stored in the parameter 
storage area of the RAM 13. 
0613) If the parameter registration has been carried out in 
the step S1222 (S1222: YES), the process returns not to the 
step S1110 but to step S1240. In the step S1240, the request 
reminder data is transmitted to a single wireleSS Station only, 
according to the SSID and the connection method corre 
sponding to (associated with) the highest reception level that 
are Selected from the parameters registered in the Step 
S1162. 

0.614. On the other hand, if the parameter registration has 
not been carried out in the step S1222 (S1222: NO), the 
connection method instruction process is ended. 
0615. In the wireless LAN system composed as above, 
the following effects can be achieved in addition to the 
effects attained by the first embodiment. 
0616) The access point 10 is capable of setting the 
connection method to the wireleSS Station returning the 
probe reply of the highest reception level by transmitting the 
request reminder data to the wireleSS Station. 
0.617 Therefore, erroneous transmission of the request 
reminder data to a different wireless station (different from 
the wireless station (printer 20) to which the connection 
method should be set) and the Setting of the connection 
method to the different wireless station can be avoided only 
by putting the access point 10 and the printer 20 sufficiently 
in the vicinity of each other for gaining enough reception 
level during the radio communication Similarly to the Sev 
enth embodiment. 

Modification of Embodiment 8 

0618. The eighth embodiment can also be implemented 
with part of its composition altered to other composition as 
shown below. Incidentally, the composition shown below is 
also applicable to Similar parts of other embodiments. 
0619. While the access point 10 transmits the request 
reminder data to the wireleSS Station returning the probe 
reply of the highest reception level in the step S1240 of FIG. 
28, the access point 10 may also be configured to transmit 
the request reminder data to any wireleSS Stations returning 
the probe reply of a reception level higher than a threshold 
level in the step S1240. 
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Embodiment 9 

0620. A wireless LAN system in accordance with a ninth 
embodiment of the present invention is composed similarly 
to the System of the Sixth embodiment except for Some Steps 
executed by the access point 10, therefore, only the point of 
difference will be explained below. 

0621 <Connection Method Instruction Process by 
Access Point 10> 

0622. In the following, a connection method instruction 
process which is conducted by the CPU 11 of the access 
point 10 will be described referring to FIG. 29. The con 
nection method instruction process is configured by adding 
steps S1224 and S1226 (explained below) after the step 
S1222 of the connection method instruction process of the 
eighth embodiment (FIG. 28), therefore, only the procedure 
different from the sixth embodiment will be described in 
detail. In the following explanation, Steps identical with 
those of the eighth embodiment will be referred to with the 
Same Step Nos. and detailed explanation thereof is omitted 
for brevity. 

0623. In this embodiment, the printer 20 returns the probe 
reply which contains the SSID, a device name and the device 
ID in the step S1450 of FIG. 25. In the step S1162 of the 
connection method instruction process of this embodiment, 
the SSID, the device name and the device ID are registered 
together with parameters indicating the connection method 
and the reception level at the point when the probe reply was 
received in the step S1160, associating them with one 
another. 

0624. Afterward, if the parameter registration has been 
carried out in the step S1222 (S1222: YES), a device name 
list containing the parameters registered in the Step S162 is 
displayed on the display panel 17 in order to inform-the user 
of the device names. After the list is displayed on the display 
panel 17, the user can make a Selection of a device name 
from the device names on the list (Selection operation) 
through the operation panel 16. 

0625. The selection operation is waited for until it is 
made by the user (S1226: NO). 
0626. When the selection operation is made (S1226: 
YES), the process advances to the step S240. Incidentally, to 
the parameter corresponding to the device name Selected by 
the Selection operation, a Selection flag indicating the Selec 
tion by the selection operation is set (initial value “0” is 
turned into “1”). 
0627. In the step S1240, the request reminder data is 
transmitted to the Selected wireleSS Station, according to the 
parameters (SSID and connection method) to which the 
Selection flag has been Set (i.e. parameters selected from the 
parameters registered in the step S1162). 
0628. In the wireless LAN system composed as above, 
the following effects can be achieved in addition to the 
effects attained by the third embodiment. 
0629. The access point 10 is capable of setting the 
connection method only to the wireleSS Station having the 
device name that is arbitrarily Selected by the user (e.g. 
printer 20) by transmitting the request reminder data to the 
wireless station (steps S1224, S1226 and S1240 in FIG. 29). 
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Modification of Embodiment 9 

0630. The ninth embodiment can also be implemented 
with part of its composition altered to other composition as 
shown below. Incidentally, the composition shown below is 
also applicable to Similar parts of other embodiments. 
0631 While the selection operation by the user in the 
steps S1224 and S1226 of FIG. 29 is carried out based on 
the device names, the Selection operation may also be 
carried out based on the device IDs instead of the device 
names. In this case, the connection method can be set to the 
wireless station having the device ID arbitrarily selected by 
the user by transmitting the request reminder data to the 
wireleSS Station only. 

Embodiment 10 

0632 A wireless LAN system in accordance with a tenth 
embodiment of the present invention is composed similarly 
to the system of the ninth embodiment. The tenth embodi 
ment is configured So that the notification of device names 
and the Selection operation (carried out by the access point 
10 in the fourth embodiment) can be executed by a com 
monly used computer system 30 (hereinafter referred to as 
a “PC 30”) which is connected to the access point 10 to 
communicate data via a cable 100 (see FIG. 1). 
0633 <Connection Method Instruction Process by 
Access Point 10> 

0634. In the following, a connection method instruction 
process which is conducted by the CPU 11 of the access 
point 10 will be described referring to FIG. 30. The con 
nection method instruction process is configured by replac 
ing the steps S1224 and S1226 of the connection method 
instruction process of the fourth embodiment (FIG. 29) with 
steps S1228 and S1229 which will be explained below, 
therefore, only the procedure different from the fourth 
embodiment will be described in detail. The connection 
method instruction process is started after Start instruction 
data is received from the PC 30 (see “START INSTRUC 
TION” in FIG. 31). 
0635. If the parameter registration has been carried out in 
the step S1222 (S1222: YES), listing data, representing the 
list of the device names Specified by the registered param 
eters, is generated and transmitted to the PC 30 (the device 
which transmitted the start instruction data) (S1228). The PC 
30 which received the listing data (see “LISTING DATA” in 
FIG. 31) displays the list represented by the listing data on 
its display, by which the user is informed of the device 
names. Thereafter, when the Selection operation (for Select 
ing a device name from the device names on the list) is made 
by the user, Selection data which can specify the Selected 
device name is generated and transmitted to the access point 
10 (see "SELECTION DATA” in FIG. 31). 
0636. After the transmission of the listing data in the step 
S1228, reception of the selection data is waited for (S1229: 
NO). When the selection data is received (S1229: YES), the 
process advances to step S1240. 
0637. In the step S1240, the request reminder data is 
transmitted to the Selected wireleSS Station according to the 
parameters (SSID and connection method) corresponding to 
(associated with) the device name specified by the Selection 
data received in the step S1229. 
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0638) <Setting Instruction Process by PC 30> 
0639. In the following, a setting instruction process 
which is conducted by the PC 30 will be described referring 
to FIG. 32. The setting instruction process is executed 
according to a program installed in the PC 30. 

0640 First, the start instruction data is transmitted to the 
access point 10 (S1610). The access point 10 which received 
the Start instruction data Starts the aforementioned connec 
tion method instruction process of FIG. 30 (see “START 
INSTRUCTION” in FIG. 31) and transmits the aforemen 
tioned listing data after a while. 
0641. The listing data from the access point 10 is waited 
for until it is received (S1620: NO). 
0642) When the listing data is received (S1620: YES), the 
content of the listing data is displayed on the display of the 
PC30 (S1630). After the list of device names represented by 
the listing data is displayed (see FIG.33), the user can make 
the Selection operation (for Selecting a device name) by use 
of a keyboard, mouse, etc. 
0643. The selection operation is waited for until it is 
made by the user (S1640: NO). When the selection operation 
is made (S1640: YES), the selection data which can specify 
the device name Selected by the Selection operation is 
generated and transmitted to the access point 10 (S1650). 
The access point 10 which received the selection data (see 
“SELECTION DATA” in FIG. 31) transmits the request 
reminder data to the wireleSS Station having the device name 
specified by the selection data (see “REQUEST 
REMINDER” in FIG. 31). 
0644. In the wireless LAN system composed as above, 
the following effects can be achieved in addition to the 
effects attained by the ninth embodiment. 
0645. The access point 10 is capable of setting the 
connection method only to the wireless Station (e.g. printer 
20) having the device name that is specified by the selection 
data received from the PC 30 (i.e. the device name that is 
arbitrarily selected by the user from the device names which 
have been registered based on the probe replies) by trans 
mitting the request reminder data to the wireleSS Station. 

Modification of Embodiment 10 

0646 The tenth embodiment can also be implemented 
with part of its composition altered to other composition as 
shown below. Incidentally, the composition shown below is 
also applicable to Similar parts of other embodiments. 
0647 For example, while the access point 10 generates 
the listing data which represents the list of device names in 
the step S1228 of FIG. 30, the access point 10 may also be 
configured to generate and transmit listing data that repre 
sents a list of device IDs, let the user of the PC 30 carry out 
the selection operation based on the device IDs instead of the 
device names, and transmit the request reminder data to the 
Selected wireless station according to the parameters (SSID 
and connection method) corresponding to (associated with) 
the selected device ID in the step S1240. In this case, the 
connection method can be set only to the wireleSS Station 
having the device ID arbitrarily selected by the user of the 
PC 30 by transmitting the request reminder data to the 
wireleSS Station. 

40 
Jun. 16, 2005 

0648 While the access point 10 registers (collects) the 
parameters for a prescribed time period and thereafter trans 
mits the listing data generated based on the collected param 
eters in the above embodiment, the access point 10 may also 
be configured to generate and the transmit the listing data at 
the point when a request for transmission is received from 
the PC30 (see “LISTING REQUEST" in FIG.31). For this 
configuration, a step for waiting for an operation requesting 
the listing data (step S1612) is added between the steps 
S1610 and S1620 of FIG. 32 and a step for requesting (the 
transmission of) the listing data in response to the above 
operation (step S1614) is added after the step S1612 as 
shown in FIG.34, and a step for waiting for the request from 
the PC 30 (step S1223) is added between the steps S1222 
and 51228 of FIG. 30 as shown in FIG. 35, for example. 
Also in this configuration, the Selection operation may also 
be carried out based on the device IDs instead of the device 
names, Similarly to the configuration mentioned above. 

0649. It is also possible in the above embodiment to 
configure the access point 10 to notify the PC 30 that the 
connection method has been set (or will be set) to the 
wireleSS Station after the access point 10 has transmitted the 
request reminder data to the wireless station (printer 20). For 
this configuration, a step for transmitting Setting notification 
data (for the notification of the execution of the Setting) to 
the PC 30 (S1312) is added after the step S1310 of FIG.30 
as shown in FIG. 35, and a step for waiting for the setting 
notification data (S1652) and a step for notifying the user 
that the connection method has been set to the wireless 
Station in response to the reception of the Setting notification 
data (S1654) are added after the step S1650 of FIG. 32 as 
shown in FIG. 34, for example. 

Embodiment 11 

0.650. In the embodiments described above, even if the 
printer 20 is connected to the access point 10 by wireless 
connection, if the access point 10 is configured to carry out 
data communication employing encryption, normal data 
communication is generally impossible without Similarly 
configuring the printer 20 to execute the data communica 
tion employing the encryption. Therefore, the wireleSS LAN 
System of this embodiment is designed for letting the 
wireless LAN system of the above tenth embodiment carry 
out data communication normally without the need of opera 
tions by the user. 
0651 First, if a “parameter regarding security” is stored 
in the ROM 12, the access point 10 starts executing com 
munication with Security measures based on the parameter. 
AS the “parameter regarding Security', an encryption key for 
carrying out the communication in an encrypted State. (e.g. 
WEP (Wired Equivalent Privacy) key in this embodiment) 
can be employed for example. If an encryption key has been 
stored in the ROM 12, the access point 10 (CPU 11) carries 
out the communication with the wireleSS Station by encrypt 
ing data with the encryption key. Incidentally, the encryption 
key is generated and stored in the ROM 12 by the afore 
mentioned remote Setup. 
0652 Meanwhile, if a “parameter regarding security” is 
stored in the ROM 22, the printer 20 starts executing 
communication with Security measures based on the param 
eter. AS the “parameter regarding Security, an encryption 
key can be employed similarly to the case of the access point 
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10. If an encryption key has been stored in the ROM 22, the 
printer 20 (CPU21) carries out the communication with the 
wireless access point by encrypting data with the encryption 
key. 

0653) <Connection Method Instruction Process by 
Access Point 10> 

0654) In the following, a connection method instruction 
process which is conducted by the CPU 11 of the access 
point 10 will be described referring to FIG. 36. The con 
nection method instruction process is configured by adding 
steps S1314, S1316 and S1318 (explained below) after the 
step S310 of the connection method instruction process of 
the fifth embodiment (FIG. 30), therefore, only the proce 
dure different from the fifth embodiment will be described in 
detail. 

0655. In the step S1240 in this embodiment, an encryp 
tion key that is different from the ordinary encryption key 
stored in the ROM 12 (hereinafter referred to as a “tentative 
encryption key) is generated randomly, and a request 
reminder data to which the tentative encryption key is 
attached is transmitted to the WireleSS Station. 

0656. After finishing the sequence to the step S1310 after 
transmitting the request reminder data in the step S1240, the 
device name and the device ID of the wireless station (to 
which the request reminder data was transmitted in the Step 
S1240) are registered with a reminder list associating them 
with the tentative encryption key attached to the request 
reminder data in the step S1240 (S1314). The “reminder list” 
is a data table which is generated in the RAM 13 for the 
registration of the data. 
0657 The release of the wireless connection with the 
wireleSS Station registered with the reminder list in the Step 
S1314 is waited for (S1316: NO). When the wireless con 
nection is released (S1316. YES), the information registered 
with the reminder list is deleted (S1318) and the connection 
method instruction proceSS is ended. 
0658) <Connection Method Settling Process by Printer 
20> 

0659. In the following, a “connection method settling 
process” which is conducted by the CPU 21 of the printer 20 
will be described referring to FIG. 37. The connection 
method Settling process is a process configured by adding a 
sequence explained below after the step S580 of the con 
nection method Setting process of the fifth embodiment 
(FIG. 27). In the following explanation, steps identical with 
those of the fifth embodiment will be referred to with the 
Same Step Nos. and detailed explanation thereof is omitted 
for brevity. 

0660 First, after receiving the request reminder data in 
the step S1460, the SSID specified by the request reminder 
data is stored in the ROM 22 and the tentative encryption 
key is stored in a storage area of the RAM 23 for the 
“parameter regarding security” in the step S1464. Thereaf 
ter, the connection method is set in the step S1510, by which 
the data communication with the wireleSS access point 
(access point 10) is carried out by encrypting data with the 
tentative encryption key Stored in the Storage area for the 
"parameter regarding Security'. 
0661. After finishing the step S1580, the encryption key 
of the access point 10 is acquired (S1700). The step S1700 

Jun. 16, 2005 

is a Step for acquiring the encryption key of the access point 
10 from the PC 30 by means of the public key cryptosystem 
(see “ENCRYPTION KEY (ENCRYPTED BY RANDOM 
NUMBER)” in FIG.38). Details of the step S1700 will be 
explained later in an explanation of an encryption key 
acquisition process (FIG. 39). 
0662) If the encryption key is acquired successfully in the 
step S1700 (S1592: YES), the encryption key is stored in the 
ROM 22 (S1584). In this step, in addition to the storage of 
the encryption key in the ROM 22, deletion of the tentative 
encryption key from the RAM 23 is executed. 
0663 Subsequently, the wireless connection with the 
access point 10 is released (S1586). In this step, the wireless 
connection with the access point 10 is released by transmit 
ting an authentication release message to the access point 10 
(see “AUTHENTICATION RELEASE" in FIG. 38). 
0664 Subsequently, the wireless connection with the 
access point 10 is reestablished (S1588). In this step, the 
wireleSS connection is reestablished by exchanging the 
authentication request/reply with the access point 10 Simi 
larly to the aforementioned procedure. Incidentally, the 
eXchange of the authentication request/reply in this Step is 
carried out by means of shared key authentication (based on 
encryption) using the encryption key transferred to the 
printer 20. After the wireless connection is established by 
this Step, data communication is executed by encrypting data 
with the encryption key rewritten in the step S1584. 
0665 After the step S5188, or if the encryption key has 
not been acquired in the step S1582 (S1582: NO), the 
connection method Settling process is ended. 
0.666 <Encryption Key Acquisition Process by Printer 
20> 

0667. In the following, an encryption key acquisition 
process which is conducted by the CPU 21 of the printer 20 
will be described referring to FIG. 39. The encryption key 
acquisition process is the details of the step S1700 of FIG. 
37. 

0668 First, a public key and a private key used for the 
public key cryptosystem as a pair are generated (S1710). 
0669 Subsequently, the public key generated in the step. 
S1710 is transmitted to the PC 30 (S1720). In this step, data 
of the public key is transmitted to the PC 30 as a prescribed 
device. The PC 30 which received the public key encrypts a 
random number (which is generated randomly) by the public 
key and transmits the encrypted random number to the 
printer 20. The PC 30 further transmits prescribed print data 
(representing a prescribed message image) encrypted by the 
random number to the printer 20 (see “RANDOM NUM 
BER (ENCRYPTED BY PUBLIC KEY)" and “PRINT 
DATA (ENCRYPTED BY RANDOM NUMBER)” in FIG. 
38). 
0670 The printer 20 receives the encrypted random num 
ber from the PC 30 (S1730), receives the encrypted print 
data from the PC 30 (S1740), decrypts the message image 
(represented by the print data received in the step S1740) by 
the public key generated in the step S710, and lets the print 
engine 28 print the message image (S1750). The message 
image printed in this step contains a message for letting the 
user confirm that the random number received in the Step 
S730 was transmitted by the PC 30 certainly to the printer 
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20 itself. The user who confirmed the fact conducts a 
confirmation operation (which will be described later in an 
explanation of a setting instruction process (FIG. 40)) by 
use of the PC 30. After the confirmation operation, the 
encryption key encrypted in the step S1770 will be trans 
mitted from the PC 30 to the printer 20. 
0671) A timer is started (S1760) and whether the encryp 
tion key has been received or not is checked (S1770). If the 
encryption key has been received (S1770: YES), the timer 
which was started in the step S1760 is stopped and reset 
(S1780) and the encryption key acquisition process is ended. 
0672. On the other hand, if the encryption key has not 
been received (S1770: NO), whether a timeout has occurred 
or not is checked (S1790). In this step, the timeout is judged 
to have occurred if the timer started in the step S1760 has 
counted a preset length of time (30 Sec in this embodiment). 
0673) If the timeout has not occurred (S1790: NO), the 
process returns to the step S1770. If the timeout has occurred 
(S1790: YES), the process advances to the step S1780. by 
which the encryption key acquisition proceSS is ended 
without acquiring the encryption key. 
0674) <Setting Instruction Process by PC 30> 
0675. In the following, a setting instruction process 
which is conducted by the PC 30 will be described referring 
to FIG. 40. The setting instruction process is executed 
according to a program installed in the PC 30. The setting 
instruction process is configured by adding the following 
procedure after the step S1650 of the setting instruction 
process of the tenth embodiment (FIG. 32) In the following 
explanation, StepS identical with those of the tenth embodi 
ment will be referred to with the same step Nos. and detailed 
explanation thereof is omitted for brevity. 
0676 After the step S1650 is finished, the public key 
transmitted from the printer 20 is waited for until it is 
received (S1810: No). The public key is the data which is 
transmitted by the printer 20 in the step S1720 of FIG. 39. 
0677. When the public key is received (S1810: YES), a 
random number (generated randomly) is encrypted by the 
public key and the encrypted random number is transmitted 
to the printer 20. The encrypted random number is the data 
which is received by the printer 20 in the step S1730 of FIG. 
39. 

0678. Subsequently, the print data representing the mes 
Sage image is encrypted by the random number received in 
the step S1810 and the encrypted print data is transmitted to 
the printer 20 (S1830). The encrypted print data is the data 
which is received by the printer 20 in the step S1740 of FIG. 
39. The printer 20 which received the print data prints the 
message image, and the user conducts the confirmation 
operation to the PC 30 after the message image is printed 
out, as mentioned above. The confirmation operation is done 
by pressing a particular key/button, pressing keyS/buttons in 
a particular order, etc. 

0679 The confirmation operation is waited for until it is 
done by the user (S1840: NO). 
0680 When the confirmation operation is conducted 
(S1840: YES), the encryption key is encrypted by the 
random number generated in the step S1820 and the 
encrypted encryption key is transmitted to the printer 20 
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(S1850). The encrypted encryption key is the data which is 
received by the printer 20 in the step S1770 of FIG. 39. 
Incidentally, the encryption key is data which has previously 
been Stored in memory, etc. 
0681. After finishing the step S850, the setting instruction 
process is ended. 
0682 <Encryption Switching Process by Access Point 
10> 

0.683. The access point 10 is configured to execute an 
encryption Switching process when the time of data com 
munication (transmission/reception of data) with a wireless 
Station has come since its activation. In the following, the 
encryption Switching proceSS will be described referring to 
FIG. 41. 

0684 First, whether the wireless station (to carry out data 
communication with) is a wireless Station having a device 
name or device ID registered with the reminder list of the 
RAM 13 or not is checked (S1910). 
0685. If the wireless station is one having a device name 
or device ID registered with the reminder list (S1910: YES), 
data communication is carried out by encrypting data with a 
tentative encryption key corresponding to the device name 
or device ID (S1920). 
0686. On the other hand, if the wireless station is one 
having no device name nor device ID registered with the 
reminder list (S1910: NO), ordinary data communication is 
carried out by encrypting data with the encryption key 
(S1930). 
0687. After finishing the steps S1920 or S1930 as above, 
the encryption Switching process is ended. 

0688. In the wireless LAN system composed as above, 
the following effects can be achieved in addition to the 
effects attained by the previous embodiments. 
0689 For a wireless station to which the request reminder 
data has been transmitted, the access point 10 Switches its 
encryption method So as to execute data communication 
encrypting data with the tentative encryption key (S1910 in 
FIG. 41). Meanwhile, the printer 20 which received the 
request reminder data Sets its encryption method So as to 
execute the data communication with the access point 10 
encrypting data with the tentative encryption key (S1510 in 
FIG. 37). By the procedure, normal data communication 
between the access point 10 and the printer 20 encrypting 
data with the tentative encryption key becomes possible, by 
which the data communication between the acceSS point 10 
and the printer 20 can be realized ensuring a certain Security 
level while maintaining the Security level of data commu 
nication of the access point 10 with external networks. 
0690. Subsequently, if the printer 20 successfully 
acquires the encryption key by the encryption key acquisi 
tion process (FIG. 39), the printer 20 reestablishes the 
wireless connection with the access point 10 (see Steps 
S1586 and S1588 in FIG. 37), by which the data commu 
nication between the access point 10 and the printer 20 will 
thereafter be carried out by encrypting data with the encryp 
tion key transferred from the PC 30 to the printer 20. In the 
access point 10, the information registered with the reminder 
list is deleted at this point (see step S1318 in FIG. 36), by 
which the encryption method of the access point 10 is 
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returned So as to execute the data communication with the 
printer 20 encrypting data with the encryption key. There 
fore, the data communication between the access point 10 
and the printer 20 can be realized with a security level 
equivalent to that of data communication of the access point 
10 with other wireless stations or external networks. 

0691 Since the transfer of the encryption key from the 
PC 30 to the printer 20 is conducted by means of the public 
key cryptosystem, the probability of leak of the encryption 
key during the transmission to the printer 20 becomes low as 
a matter of course. 

0692 Further, the printer 20 prints the message image 
represented by the print data transferred from the PC 30 
prior to the encryption key (see step S1750 in FIG. 39). 
Thus, the user is allowed to confirm whether or not the 
printer 20 is a correct wireless station that should receive the 
encryption key from the PC 30, by checking whether or not 
the message image is printed by the printer 20. After 
confirming the message image, the user executes the con 
firmation operation to the PC 30 (see step S1840 in FIG. 
40), by which the transfer of the encryption key from the PC 
30 to the printer 20 is enabled. 
0693 Modifications 
0694. While the present invention has been described 
with reference to the above particular illustrative embodi 
ments, the present invention is not to be restricted by those 
embodiments but can also be implemented in various con 
figurations. 
0695 For example, while a printer 20 is employed in the 
above embodiments as the wireleSS Station of the present 
invention, any type of device capable of operating as a 
wireleSS Station can be employed as the wireleSS Station of 
the present invention. 
0696 While the PC30 is connected to the access point 10 
via the cable 100 in the above embodiments, the PC 30 may 
also be connected to the access point 10 by wireleSS con 
nection in cases where the PC 30 has the wireless station 
function. 

0697 While all the sequence containing the transmission 
of the probe reply is not executed by the printer 20 in the 
above embodiments when the printer 20 is judged not to be 
in the factory shipment state (see step S1410 in FIGS. 25, 
27 and 37), it is also possible to let the printer 20 transmit 
the probe reply in a State allowing the judgment on the 
factory Shipment State and let the acceSS point 10 cancel the 
registration regarding the probe reply or the transmission of 
the request reminder data. 
0698. For this, in the printer 20, the step S1410 is 
executed after the step S1440 as show in FIG. 42, for 
example. If “YES” in the step S1410, a probe reply, in which 
an “Unconfigured device” flag is set (set to “1”), is trans 
mitted (S1412). If “NO” in the step S1410, an ordinary 
probe reply, in which the “Unconfigured device” flag is not 
set (set to “0”), is transmitted (S1450) and the process 
advances to the step S1460. 
0699 Meanwhile, in the access point 10, the following 
procedure is executed after the step S1160 or the step S1220 
(S1222) of FIGS. 23, 26, 28, 29, 30, 35 and 36. For 
example, as shown in FIG. 43, after the step S1160, if the 
“Unconfigured device' flag in the received probe reply 
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indicates that the wireless station (printer 20) is in its factory 
shipment state (S1161: YES), the process advances to the 
step S1230 (S1162), otherwise (S1161: NO) the process 
advances to the step S1170. In the case where the judgment 
in the step S1220 (S1222) is “YES", if the “Unconfigured 
device' flag in the received probe reply indicates that the 
wireless station is in its factory shipment state (S1224: 
YES), the process advances to the step S1240, otherwise 
(S1224: NO) the connection method instruction process is 
ended. 

0700. By such a configuration, the access point 10 is 
allowed to set the connection method (by carrying out the 
registration regarding the probe reply and the transmission 
of the request reminder data) only when the wireless Station 
is in its factory shipment State. 

Embodiment 12 

0701. A wireless LAN system in accordance with a 
twelfth embodiment will be described hereinafter. It should 
be noted that a hardware configuration of the wireless LAN 
System according to the Sixth embodiment is similar to that 
shown in FIG. 1 and the description there of is omitted for 
the brevity. 
0702 <Connection Method Instruction Process by 
Access Point 10> 

0703. In the following, a connection method instruction 
process which is conducted by the CPU 11 of the access 
point 10 will be described referring to FIG. 44. The con 
nection method instruction proceSS is started when an 
instructing operation for Switching the operation mode of the 
access point 10 into a “Support mode” (for Supporting the 
Setting of the connection method of the wireless Station) is 
made by the user to the operation panel 16 (e.g. pressing a 
particular button). Incidentally, the Support mode is an 
operation mode which is enabled only in the connection 
method instruction process. When the connection method 
instruction proceSS is ended, the operation mode of the 
access point 10 is returned from the Support mode to 
“normal mode'. 

0704 First, a variable 1M is initialized (S2110). In this 
step, a value “1” is set in the variable M (1->M). Inciden 
tally, a character"m” in the following description System the 
value set in the variable M. 

0705 Subsequently, a variable N is initialized (S2120). In 
this step, a value “1” is set in the variable N (1->N). A 
character “n” in the following description System the value 
set in the variable N. 

0706) Subsequently, the method of wireless connection to 
the wireless Station (hereinafter referred to as “connection 
method”) is Switched to a connection method implemented 
by the n-th channel of the m-th wireless LAN standard 
(S2130). In this step, the connection method employed by 
the wireless LAN controller 15 is switched by storing the 
parameters (for implementing a communication function by 
the connection method specified by the n-th channel of the 
m-th wireless LAN standard) in a storage area of the RAM 
13 for the parameters indicating the connection method” and 
letting the wireless LAN controller 15 control the connec 
tion method according to the memory content of the RAM 
13. By this, the connection method will be controlled 
according to the memory content of the RAM 13 until next 
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Switching (for controlling the connection method according 
to the memory content of the ROM 12) is done in a posterior 
step (S2150). Incidentally, when the storage area for the 
"parameters indicating the connection method” already 
holds parameters, the parameters are overwritten with the 
new parameters. 

0707 Subsequently, a probe request is broadcast (trans 
mitted using a broadcast address as the destination) (S2140). 
The “probe request” is well-known frame data which is 
transmitted by the wireleSS access point for inquiring 
whether there exists a wireleSS Station located nearby the 
wireless access point. In this embodiment, the probe request 
is transmitted for the purpose of Supporting the Setting of the 
connection method of wireless stations (see “REQUEST 
11 *-*REQUEST3” in FIG. 45). The probe request contains 
the SSID used by the access point 10 for data communica 
tion with the wireleSS Stations and the parameters indicating 
the connection method (the 2nd channel of the 1st wireless 
LAN standard) previously set to the access point 10. From 
the printer 20 which received the probe request, a probe 
reply is returned according to the same connection method 
as that of the access point 10 in the connection method 
setting process (FIG. 46) which will be explained later (see 
“REPLY” in FIG. 45). 
0708 Subsequently, the connection method is returned to 
the initial settings (S2150). In this step, the “parameters 
indicating the connection method” stored in the RAM 13 are 
deleted and thereafter data communication is carried out 
based on the "parameters indicating the connection method” 
stored in the ROM 12. The parameters stored in the ROM 12 
are those that have been preset to the access point 10 as the 
initial Settings. Thus, the connection method of the acceSS 
point 10 is returned to the initial settings. 

0709 Subsequently, a timer is started (S2160). The timer 
started in this step will be used for checking whether or not 
the probe reply is returned within a preset time limit from a 
wireless station (printer 20) that should support the wireless 
connection Setting. 

0710) Subsequently, whether the probe reply has been 
returned from a wireless station or not is checked (S2170). 
0711) If no probe reply has been returned (S2170: NO), 
whether or not a timeout has occurred Since the transmission 
(broadcast) of the probe request is checked (S2180). In this 
Step, the timeout is judged to have occurred if the timer 
which was started in the step S2160 has counted a preset 
length of time (250 msec in this embodiment). 
0712) If the timeout has not occurred (S2180: NO), the 
process returns to the step S170. If the timeout has occurred 
(S2180: YES), the timer started in the step S2160 is stopped 
and reset (S2190) and the variable N is incremented by 1 
(n+1->N) (S2200). 
0713 Subsequently, whether the transmission of the 
probe request has been finished by use of all the channels of 
the m-th wireless LAN standard or not is checked (S2210). 
Since the number of usable channels is specified and fixed 
in each wireleSS LAN Standard, the transmission of the probe 
request by all the channels is judged to have finished in the 
step S210 if the value n of the variable N has become larger 
than the number () of usable channels of the m-th wireless 
LAN standard (ndj). 
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0714 If the transmission of the probe request by all the 
channels of the m-th wireless LAN standard has not been 
finished (S2210: NO), the process returns to the step S2130. 
Thereafter, the sequence from the step S130 to the step 
S2210 is repeated and thereby the transmission of the probe 
request is Successively carried out by use of each channel of 
the m-th wireless LAN standard (see “REQUEST 11-"RE 
QUEST 1j” in FIG. 45). 
0715. After repeating the sequence from the step S2130 
to the step S2210, if the transmission of the probe request by 
all the channels of the m-th wireless LAN standard has been 
finished (S2210: YES), the variable M is incremented by 1 
(m+1->M) (S2220). 
0716) Subsequently, whether the transmission of the 
probe request has been finished by use of all the wireless 
LAN standards or not is checked (S2230). In this step, the 
transmission of the probe request by all wireless LAN 
standards is judged to have finished if the value m of the 
variable N has become larger than the number (i) of wireless 
LAN standards that can be used by the wireless LAN 
controller 15 for realizing communication (mai). 
0717) If the transmission of the probe request by all the 
wireless LAN standards has not been finished (S2230: NO), 
the process returns to the step S2120. 
0718 Thereafter, the transmission of the probe request by 
use of the next wireless LAN standard is carried out by the 
Sequence from the step S2120. By repeating the sequence 
from the step S120 to the step S2230, the transmission of the 
probe request is Successively carried out by use of all the 
wireless LAN standards (see “REQUEST 11”-“REQUEST 
3” in FIG. 45). 
0719. After repeating the sequence from the step S2120 
to the step S2230, if the transmission of the probe request by 
all the wireless LAN standards has been finished (S2230: 
YES), the process returns to the step S2110. 
0720. During the repetition of the sequence from the step 
S2120 to the step S2230, if the probe reply is returned from 
a wireless station (S2170: YES), the timer started in the step 
S2160 is stopped and reset (S2240) and a request reminder 
data is transmitted to the wireleSS Station that returned the 
probe reply (S2250). The “request reminder data” is frame 
data which is used for reminding the wireless station (printer 
20) to send a request for permission for wireless connection 
(association request) to the access point 10. The printer 20 
which received the request reminder data transmits the 
asSociation request to the access point 10 in the connection 
method setting process (FIG. 36) which will be explained 
later. 

0721) Subsequently, another timer is started (S2260). The 
timer started in this step will be used for checking whether 
or not the association request is returned from the wireleSS 
station (printer 20) within a preset time limit. 
0722. Subsequently, whether the association request has 
been received from the wireleSS Station or not is checked 
(S2270). 
0723 If the association request has not been received 
(S2270: NO), whether or not a timeout has occurred since 
the transmission of the request reminder data is checked 
(S2280). In this step, the timeout is judged to have occurred 
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if the timer started in the step S2260 has counted a preset 
length of time (250 msec in this embodiment). 
0724) If the timeout has not occurred (S2280: NO), the 
process returns to the step S270. If the timeout has occurred 
(S2280: YES), the timer started in the step S2260 is stopped 
and reset (S2290) and the process returns to the step S2110. 
0725. In the step S2270, if the association request has 
been received (S2270: YES), the timer is stopped and reset 
similarly to the step S2290 (S2300), and an association reply 
(permitting the wireless connection to the access point 10) is 
transmitted to the printer 20 that returned the association 
request (S2310). 
0726. As described above, the wireless connection 
between the access point 10 and the printer 20 is established 
by the exchange of the association request and association 
reply. 
0727. In this embodiment, although detailed explanation 
is omitted, before the exchange of the association request 
and association reply, an authentication request and an 
authentication reply are exchanged between the printer 20 
and the access point 10 (similarly to ordinary wireless 
connection procedures) after the request reminder data from 
the access point 10 is received by the printer 20 (see 
“AUTHENTICATION REQUEST-“AUTHENTICATION 
REPLY” in FIG. 45). Incidentally, since the first embodi 
ment does not employ encryption for data communication, 
the exchange of the authentication request/reply is done as 
open authentication (authentication without encryption). 
0728) <Connection Method Setting Process by Printer 
20> 

0729. In the following, the connection method setting 
process which is conducted by; the CPU 21 of the printer 20 
will be described referring to FIG. 46. The connection 
method Setting proceSS is started when the printer 20 is 
activated. 

0730 First, whether the printer 20 itself is in the factory 
shipment state or not is checked (S2410). In this step, the 
printer 20 is judged to be in its factory shipment State if no 
"parameters indicating the connection methods are Stored in 
the ROM 22. 

0731) If in the factory shipment state (S2410: YES), the 
initial settings are made (S2420). In this step, the initial 
Settings are made by Storing parameters that have been 
preset as the "parameters indicating the connection method” 
in the ROM 22. In this embodiment, parameters indicating 
a connection method specified by the 2nd channel of the 3rd 
wireless LAN standard are stored in the ROM 22 as the 
"parameters indicating the connection method”. 
0732) Subsequently, a timer is started (S2430). The timer 
started in this step will be used for checking whether or not 
data is transmitted from a wireless access point (that should 
Set the connection method) within a preset time limit. In this 
embodiment, the "wireless access point that should set the 
connection method’ system the access point 10, and the 
“data” means data that is transmitted by the access point 10 
in the aforementioned connection method instruction pro 
cess (FIG. 44). Therefore, the user sets the connection 
method (for the connection to the access point 10) to the 
printer 20 by activating the printer 20 (i.e. starting this 
connection method setting process) after letting the access 
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point 10 start the aforementioned connection method 
instruction process (FIG. 44) (see “INSTRUCTING 
OPERATION” to the access point 10 and “ACTIVATION” 
to the printer 20 in FIG. 45). 
0733 Subsequently, whether a probe request has been 
received from a wireless acceSS point or not is checked 
(S2440). The “probe request” is well-known frame data 
(MAC frame) which is transmitted by the wireless access 
point for inquiring whether there exists a wireleSS Station 
located nearby the wireleSS acceSS point, that is, data trans 
mitted (broadcast) from the access point 10 in the step S2140 
of FIG. 44. Specifically, in the step S2440, whether a probe 
request according to the connection method that has been Set 
to the printer 20 itself (i.e. the connection method that has 
been set as the initial Settings) has been received or not is 
checked (see “REQUEST 11-“REQUEST 3” in FIG. 45). 
0734) If a probe request has been received (S2440: YES), 
the connection method for the connection to the wireleSS 
access point is set based on the probe request (S2450). In this 
Step, the connection method for the connection to the 
wireless access point is set by storing the “SSID' and the 
"parameters indicating the connection method' Stored in the 
probe request in the ROM 22. By the above process, the 
printer 20 becomes capable of the wireless connection with 
the access point 10 and the data communication using the 
SSID. 

0735. Subsequently, a probe reply is returned according 
to the connection method set in the step S2450 (S2460). The 
probe reply is the data which is received by the access point 
10 in the step S2170 of FIG. 44 (see “REPLY” in FIG. 45). 
0736. After finishing the step S2460, or if no probe 
request has been received (S2440: NO), whether a request 
reminder data has been received from the wireleSS acceSS 
point or not is checked (S2470). The request reminder data 
is the data which is transmitted by the access point 10 (which 
received the probe reply transmitted in the step S2460) in the 
step S2250 of FIG. 44. 
0737. If no request reminder data has been received 
(S2470: NO), whether or not a timeout has occurred regard 
ing the data reception from the wireleSS access point is 
checked (S2480). In this step, the timeout is judged to have 
occurred if the timer started in the step S2430 has counted 
a preset length of time (30 sec in this embodiment). 
0738). If the timeout has not occurred (S2480: NO), the 
process returns to the step S2440. 
0739. After repeating the sequence from the step S2440 
to the step S2480, if the timeout has occurred (S2480: YES), 
the timer started in the step S2430 is stopped and reset 
(S2490), error notification is executed (S2500), and the 
connection method Setting proceSS is ended. In the Step 
S2500, the user is notified of an error by an error message 
(indicating, for example, that there exists no wireless access 
point functioning normally around the printer 20) displayed 
on the display panel 49. 
0740. During the repetition of the sequence from the step 
S2440 to the step S2480, if a request reminder data is 
received (S2470: YES), the timer started in the step S2430 
is stopped and reset (S2510). 
0741. After finishing the step S2510, or if the printer 20 
is not in the factory shipment State in the aforementioned 


























































