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(57) ABSTRACT 

Techniques for creating and processing electronic forms that 
include at least one field that is configured to accept multi 
media information as input. Techniques are provided for cre 
ating an electronic form comprising at least one field that is 
configured to accept multimedia information. Techniques are 
provided for specifying and associating a set of constraints (or 
predicates) with fields of a multimedia form, including speci 
fying and associating one or more constraints with fields 
configured to accept multimedia information. Techniques for 
validating the electronic form based upon the constraints, if 
any, associated with the fields of the form. Various actions 
may be performed depending upon the results of the valida 
tion. 
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TECHNIQUES FOR VALIDATING 
MULTIMEDIA FORMS 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

0001. The present Application is a Divisional Application 
of U.S. patent application Ser. No. 1 1/060,888, filed Feb. 18, 
2005, the disclosure of which is incorporated by reference 
herein in its entirety for all purposes. 

BACKGROUND OF THE INVENTION 

0002 The present application relates to processing of 
forms, and more particularly to techniques for processing 
electronic forms having at least one field that is configured to 
accept multimedia information as input. 
0003 Forms are a common aspect of business and civic 

life. People fill out forms for a wide array of purposes. With 
the widespread use of computers, an increasing number of 
forms are now provided in electronic form and filled in using 
a computer. An electronic form may comprise a list of fields, 
each field configured to accept information of a particular 
type or value. Indeed, a rich array of Software is presently 
available for constructing electronic forms. Such software 
allows a form creator to specify the list offields to be included 
in a form. The form creator may also specify the type of 
information and/or a range of allowed values accepted by the 
form fields. For example, for a name field configured to 
accept information identifying the name of a person, the form 
creator may specify that the information input in the name 
field must be text information. As another example, for an age 
field configured to accept information identifying the age of a 
person, the form creator may specify that the information 
input in the name field must be of numeric type. 
0004 Various applications are also presently available for 
validating or checking electronic forms. Validation involves 
checking if the requisite information has been entered in the 
electronic form, checking the type of information entered in 
the fields of the electronic form, checking value ranges of the 
entered information, or even testing that a value entered in a 
field is unique within a certain database. A form is generally 
considered validated when all the requirements and condi 
tions associated with the form or fields of the form are satis 
fied. 
0005. In most conventional forms, the fields are generally 
configured to accept text, numeric, or date information and 
validation is performed on these types of information. How 
ever, electronic forms in the future are likely to include fields 
that are configured to accept other types of information 
besides text, numeric, or date information. For example, elec 
tronic forms may comprise fields that are configured to accept 
as input multimedia information Such as audio information, 
Video information, or image format data. Techniques are 
desired for facilitating creation and validation of Such multi 
media forms. 

BRIEF SUMMARY OF THE INVENTION 

0006 Embodiments of the present invention provide tech 
niques for creating and processing electronic forms that 
include at least one field that is configured to accept multi 
media information as input. Techniques are provided for cre 
ating an electronic form comprising at least one field that is 
configured to accept multimedia information. Techniques are 
provided for specifying and associating a set of constraints (or 
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predicates) with fields of a multimedia form, including speci 
fying and associating one or more constraints with fields 
configured to accept multimedia information. Techniques are 
provided for validating the electronic form based upon the 
constraints, if any, associated with the fields of the form. 
Various actions may be performed depending upon the results 
of the validation. 

0007 According to an embodiment of the present inven 
tion, techniques are provided for facilitating creation of an 
electronic form that comprises a first field that is configured to 
accept multimedia information as input, wherein the multi 
media information comprises at least one of an image, audio 
information, or video information. Information is received 
identifying a set of constraints to be associated with the first 
field, wherein the set of constraints is used to validate infor 
mation entered in the first field. The set of constraints is 
associated with the first field. 

0008 According to an embodiment of the present inven 
tion, information is received for combining constraints in a set 
of constraints associated with a first field of a form. Informa 
tion may be received identifying one or more actions to be 
performed when the information entered in the first field is 
Successfully validated based upon the set of constraints. 
Information may be received identifying one or more actions 
to be performed when the information entered in the first field 
is not successfully validated based upon the set of constraints. 
0009. According to an embodiment of the present inven 
tion, techniques are provided for creating an electronic form. 
An electronic form is created using a computer system, the 
electronic form comprising a first field that is configured to 
accept multimedia information as input, wherein the multi 
media information comprises at least one of an image, audio 
information, or video information. A set of constraints to be 
associated with the first field and to be used for validating 
information entered in the first field is specified. One or more 
relationships for combining the constraints in the set of con 
straints to be associated with the first field may also be speci 
fied. One or more actions to be performed when the informa 
tion entered in the first field is successfully validated or nor 
successfully validated may be specified. 
0010. According to an embodiment of the present inven 
tion, techniques are provided for validating an electronic 
form comprising a set of one or more fields. Input information 
entered in a first field from the set of fields is determined, 
wherein the input information comprises at least one of an 
image, audio information, or video information. A set of one 
or more constraints associated with the first field is deter 
mined. For each constraint from the set of constraints, a 
determination is made if the input information entered in the 
first field satisfies the constraint. 

0011. According to an embodiment of the present inven 
tion, a determination is made if a combination of the con 
straints in the set of constraints determined for the first field is 
satisfied by the input information entered in the first field. 
0012. According to an embodiment of the present inven 
tion, the first field is marked as acceptable if the combination 
of the constraints in the set of constraints is satisfied by the 
information entered in the first field, and marked as unaccept 
able if the combination of the constraints in the set of con 
straints is not satisfied by the input information entered in the 
first field. 

0013. According to an embodiment of the present inven 
tion, the first field is indicated as successfully validated if the 
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input information entered in the first field satisfies each con 
straint in the set of constraints. 
0014. According to an embodiment of the present inven 

tion, techniques are provided for validating an electronic 
form comprising a set of fields. For each field in the set fields, 
input information entered in the field is determined, wherein 
the input information entered in at least one field from the set 
of fields comprises at least one of image information, audio 
information, or video information. For each field in the set of 
fields, a set of one or more constraints associated with the field 
is determined. For each field in the set of fields, a determina 
tion is made if the input information entered in the field 
satisfies the set of constraints associated with the field. 
0015. According to an embodiment of the present inven 

tion, the electronic form is indicated as Successfully validated 
if, for each field in the set of fields, the input information 
entered in the field satisfies the set of constraints determined 
for the field, and indicated as not successfully validated if, for 
at least one field in the set of fields, the input information 
entered in the at least one field does not satisfy the set of 
constraints determined for the at least one field. 
0016. The foregoing, together with other features, 
embodiments, and advantages of the present invention, will 
become more apparent when referring to the following speci 
fication, claims, and accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0017 FIG. 1 depicts a simplified electronic multimedia 
form according to an embodiment of the present invention; 
0018 FIG. 2 is a simplified block diagram of a system for 
creating and validating multimedia forms according to an 
embodiment of the present invention; 
0019 FIG.3 is a simplified high-level flowchart depicting 
a method of associating constraints with fields of a multime 
dia electronic form according to an embodiment of the 
present invention; 
0020 FIG. 4 is a simplified block diagram of modules that 
may be used to facilitate creation of multimedia electronic 
forms according to an embodiment of the present invention; 
0021 FIG. 5 is a simplified high-level flowchart depicting 
a method of validating a field on an electronic form according 
to an embodiment of the present invention; 
0022 FIG. 6 is a simplified block diagram of modules that 
may be used to validate electronic multimedia forms accord 
ing to an embodiment of the present invention; and 
0023 FIG. 7 is a simplified block diagram of a computer 
system that may be used to practice an embodiment of the 
present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

0024. In the following description, for the purposes of 
explanation, specific details are set forth in order to provide a 
thorough understanding of the invention. However, it will be 
apparent that the invention may be practiced without these 
specific details. 
0025 Embodiments of the present invention provide tech 
niques for creating and processing electronic forms that 
include at least one field that is configured to accept multi 
media information as input. Techniques are provided for cre 
ating an electronic form comprising at least one field that is 
configured to accept multimedia information. Techniques are 
provided for specifying and associating a set of constraints (or 
predicates) with fields of a multimedia form, including speci 
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fying and associating one or more constraints with fields 
configured to accept multimedia information. The electronic 
form is then Validated based upon the constraints, if any, 
associated with the fields of the form. Various actions may be 
performed depending upon the results of the validation. 
0026. An electronic form is intended to refer to an elec 
tronic entity (e.g., an electronic document) comprising one or 
more fields (or elements), each field configured to accept 
information. A field of an electronic form may be configured 
to accept input of a particular type. The type of information 
for a field generally depends on the context and nature of the 
information expected to be entered in the field. For example, 
a field for receiving age information may be configured to 
receive numeric information as input, a field for receiving 
address information may be configured to receive text infor 
mation as input, and the like. 
0027. A multimedia form refers to an electronic form 
comprising at least one field that is configured to accept 
multimedia information (or a multimedia object) as input. A 
multimedia form may comprise a mix of fields configured to 
accept multimedia information and fields that are configured 
to accept text, date, numeric information, or other informa 
tion as input. 
0028. Multimedia information refers to any one of or a 
combination of video information (including animation 
information), audio information, images information (e.g., 
photo images, slides, whiteboard images), and other like 
types of information. There are many other forms of media 
which can be included under multimedia information, for 
example, time based sensor Samples Such as telemetry data, 
seismic data, other types of sensor measurement. Examples 
of multimedia information or objects include a video record 
ing of a television broadcast (that may comprise audio, video, 
and possibly close-captioned (CC) text information), an 
audio clip Such as a song, a digital photograph, a scanned 
image, etc. The multimedia information may be present in 
various formats including various MPEG formats (e.g., 
MPEG1, MPEG2, MPEG 3, MPEG4, MPEG 7, etc.), MP3 
format, Synchronized Multimedia Integration Language 
(SMIL) format, HTML+TIME format, WMF (Windows 
Media Format), RM (Real Media) format, Quicktime format, 
Shockwave format, various image formats (e.g., JPEG, etc.), 
various streaming media formats, formats being developed 
by the engineering community, proprietary and customized 
formats, and others. 
0029 FIG. 1 depicts a simplified electronic multimedia 
form 100 according to an embodiment of the present inven 
tion. Form 100 is used for submitting a “Traffic Accident and 
Insurance Report'. This form may be filled out by an insur 
ance adjuster to report an accident. Form 100 comprises an 
Accident Details' section for entering information about the 
accident and a “Driver Information' section for entering 
information about the driver involved in the accident. 

0030 The "Accident Details' section comprises several 
fields for entering information related to the accident. These 
fields include a field 102 for receiving information indicating 
the date when the accident occurred, a field 104 for receiving 
information specifying the time of the accident, a field 106 for 
receiving information identifying the location of the accident, 
a field 108 for receiving textual information describing the 
accident, a field 110 for receiving audio information (or an 
audio object) describing the accident, a field 112 for receiving 
video information (or a video object) of the scene of the 
accident, and a field 114 for receiving images or photos of the 
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car(s) involved in the accident. Fields 110, 112, and 114 are 
fields that are configured to receive multimedia information 
as input. For example, an insurance adjuster may orally dic 
tate a description of the accident scene using a voice recorder 
and the recorded audio object may then be input in field 110. 
The adjuster may use a video recording device such as a video 
recorder to record the accident scene and the video recording 
may be input in field 112. The adjuster may also take photos 
using a camera and the digitized photos may be input in field 
114. Fields 102, 104,106, and 108 are fields that are config 
ured to receive text information, numeric information, or date 
information as input. 
0031. The "Driver Information section of electronic mul 
timedia form 100 comprises several fields for entering infor 
mation related to the driver involved in the accident. These 
fields include a field 120 for receiving informationidentifying 
the name of the driver, a field 122 for receiving information 
identifying the license number of the driver, a field 124 for 
receiving information identifying the date of birth of the 
driver, a field 126 for receiving information specifying the 
address of the driver, a field 128 for receiving a photo of the 
driver, and a field 130 for receiving an interview of the driver 
conducted by the insurance adjuster. Fields 128 and 130 are 
accordingly fields that are configured to receive multimedia 
information as input. Field 130 may be configured to receive 
Various types of multimedia information including audio 
information and video information. Fields 120, 122, 124, and 
128 are fields that are configured to receive text information, 
numeric information, or date information as input. 
0032 Form 100 also provides a field 132 where the insur 
ance adjuster can digitally sign the form after it has been 
filled. A field 134 for receiving information identifying the 
insurance adjuster and a field 136 for receiving information 
identifying the date when the insurance adjuster filled the 
form are also provided. 
0033. After the insurance adjuster has filled the form, 
he/she may select “Submit” button 138 to submit the elec 
tronic form for processing. Before the electronic form is 
Submitted for processing, the form may be validated. As part 
of the validation, checks may be performed to determine if all 
the requisite information has been entered in the form, to 
determine if the information entered in the fields of the elec 
tronic form satisfies constraints, if any, associated with the 
fields of the form. For example, for field 114, validation may 
be performed to determine is the photo entered onfield 114 by 
the adjuster satisfies the constraints, if any, associated with 
field 114. One or more actions may be performed depending 
upon the results of the validation. The actions to be performed 
may be configured for the form, for a field in the form, or even 
for specific constraints. For example, if the information 
entered in a particular field fails to satisfy the constraints 
associated with the field, then a message may be output to the 
form filler to re-input information for that field or to check or 
confirm the information input in that field. A reason for the 
validation failure may also be output. If the form is success 
fully validated, then the validated form may be forwarded to 
other systems or applications for further processing. Informa 
tion indicating that the form has been validated may be stored 
along with the electronic form itself 
0034 Validation may be performed interactively as the 
form fields are being filled. In the interactive mode, some kind 
of validation may be executed immediately upon filling of a 
field and the result of the validation may be output to the form 
filler, thereby allowing the form filler to receive immediate 

Apr. 8, 2010 

feedback on error conditions. Validation may also be per 
formed on a batch basis when groups of fields or all fields 
have been filled. For example, as described above, validation 
may be performed on fields of a form when a user selects the 
“Submit button. 

0035 FIG. 2 is a simplified block diagram of a system 100 
for creating and validating multimedia forms according to an 
embodiment of the present invention. FIG. 2 is merely illus 
trative of an embodiment incorporating the present invention 
and does not limit the scope of the invention as recited in the 
claims. One of ordinary skill in the art would recognize other 
Variations, modifications, and alternatives. 
10036) As depicted in FIG. 2, a form designer 202 may use 
a form creation system 204 to design electronic forms, includ 
ing multimedia electronic multimedia forms 212. A new mul 
timedia electronic form may be created from scratch or may 
be created using existing forms 206 or form templates 208. 
Form creation system 204 enables form designer 202 to 
specify the fields to be included in the multimedia electronic 
form and the type of information that the fields are configured 
to receive as input. As part of the electronic form creation 
process, a set of constraints may be specified for one or more 
fields of the form, including constraints for fields configured 
to accept multimedia information as input. The constraints 
are used for validating the form. Form creation system 204 
may have access to a list of constraints 210 from which the 
form designer can pick and chose a set of constraints for fields 
of the electronic multimedia form being created. A list of 
available constraints may be presented to the form designer 
who can then select the constraints to be associated with the 
fields of the form. 

0037. One or more constraints may be associated with a 
field of the form, including a field configured to accept mul 
timedia information as input. A constraint for a field may be 
related to some aspect or characteristic of the information that 
the field is configured to accept. If multiple constraints are 
specified for a field, then information identifying the manner 
in which the constraints are to be combined for the field may 
also be specified. According to an embodiment of the present 
invention, the manner in which constraints for a field are to be 
combined may be specified, for example by form designer 
202. In one embodiment, Boolean operators may be specified 
for combining the constraints. The Boolean operators form a 
Boolean expression comprising the constraints. For example, 
if constraints C1 and C2 are specified for a field of an elec 
tronic form, the constraints may be combined as (C1 AND 
C2), indicating that both constraints C1 and C2 have to be 
satisfied in order for successful validation of the information 
input in the field. Other Boolean or logical operators (e.g., 
OR, NOT, NAND, NOR) may also be used to specify rela 
tionships between constraints for a field. The AND operator 
may be used as the default combination operator between 
constraints for a field when no specific combination is iden 
tified by the form designer and multiple constraints have been 
defined for the field. In this manner, a syntactic method is 
provided for expressing and combining constraints for a field 
of a multimedia electronic form. The constraints are used for 
validating the fields of the form. 
0038. In some embodiments, form creation system 204 
may be used for associating constraints with preconfigured 
electronic forms. For example, an electronic form may be 
provided that may have been created using form creation 
system 204 or some other system. 
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0039. A form designer may then associate one or more 
constraints with the fields of the preconfigured electronic 
form using form creation system 204. 
0040. A form designer may also specify specific actions to 
be performed when validation succeeds or fails. The actions 
may be specified for the form as a whole or may be specified 
on a per-field basis. For example, for a particular field, the 
form designer may specify actions, if any, to be performed 
when validation for the field fails and actions, if any, to be 
performed when validation for the field is successful. Actions 
may also be specified on a per constraint basis. For example, 
one or more actions to be performed when a particular con 
straint is satisfied, or alternatively not satisfied, may be speci 
fied for a constraint. 

0041 Based upon information received from form 
designer 202, form creation system 204 is configured to cre 
ate an electronic multimedia form 212 along with associated 
constraints. Multimedia electronic form 212 is then available 
to be used. Electronic form 212 may be output to a user 
wanting to use the form via system 214. System 214 may any 
system or device that enables a user (form filler 216) to access 
or view electronic form 212 and also enables a user to input 
information into the fields of electronic form 212. Examples 
of system 214 include a desktop computer, a laptop, a PDA, a 
mobile communication device Such as a cellular phone, a 
kiosk, a multi-function device, and the like. Form filler 216 
may enter information into the fields of form 212 using sys 
tem 214. 

0042. According to an embodiment of the present inven 
tion, after information has been entered in form 212 by form 
filler 216, the electronic form along with the information 
input by form filler 216 is communicated to a validation 
system 218. Validation system 218 is configured to run vali 
dation checks on the information entered by the form filler 
based upon constraints specified for the form. The validation 
may be performed on the whole electronic form, for example, 
when the form filler Selects “Submit button 138 shown in 
FIG. 1. The validation may also be performed on a per-field 
basis when the user enters information in a field. For example, 
validation for a field may be performed when the user inputs 
information in the field and then hits the <Enter key. Vali 
dation for a field may also be performed when the user inputs 
information in the field and then moves the cursor out of the 
field (e.g., upon hitting the <TAB> key to go from one field to 
the next). 
0043 Validation system 218 may initiate one or more 
actions based upon the results of the validation. For example, 
if the information entered in a particular field fails to satisfy 
the constraints associated with the field, then validation sys 
tem 218 may generate an error message that may be output to 
form filler 216 using system 214. The error message may 
identify the reason for the validation failure, may request the 
form filler to re-enter information for that field, ask the form 
filler to check the entered information, and the like. Messages 
indicating validation Success may also optionally be gener 
ated by validation system 218 and output to form filler 216 
using system 214. Other actions may also be performed or 
initiated by validation system 218 based upon the results of 
the validation. For example, if the form is successfully vali 
dated, then validation system 218 may mark the electronic 
form as validated and communicate the electronic form to 
other systems or applications for further processing. 
0044 As indicated above, form creation system 204 
enables form designer to associate constraints with fields of 
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an electronic form. FIG.3 is a simplified high-level flowchart 
300 depicting a method of associating constraints with fields 
of a multimedia electronic form according to an embodiment 
of the present invention. The method depicted in FIG.3 may 
be performed by software code modules or instructions 
executed by a processor, hardware modules, or combinations 
thereof Flowchart 300 depicted in FIG.3 is merely illustrative 
of an embodiment of the present invention and is not intended 
to limit the scope of the present invention. Other variations, 
modifications, and alternatives are also within the scope of the 
present invention. The method depicted in FIG. 3 may be 
adapted to work with different implementation constraints. 
0045. As depicted in FIG.3, information is received iden 
tifying an electronic multimedia form (step 302). A list of 
fields specified for the electronic multimedia form is then 
determined (step 304). The list of fields may include at least 
one field that is configured to accept multimedia information. 
The list of fields determined in 304 may be output, for 
example to the form designer (step 306). Information is 
received indicating selection of a particular field from the list 
of fields (step 308). A list of constraints that are available for 
the selected field are then determined (step 310). The list of 
constraints may be determined based upon the type of infor 
mation that the selected field is configured to accept. For 
example, a first list of constraints may be determined if the 
selected field is configured to accept audio information, a 
second list of constraints (which may potentially be different 
from the first list) may be determined if the selected field is 
configured to accept video information, and so on. Accord 
ingly, if the type of information that the selected field is 
configured to accept has been set then that information is used 
to determine the list of available constraints. If the type of 
information has not been set for the selected field, then all the 
available constraints (including constraints that enable a user 
to set the type of information for a field) may be included in 
the list of constraints determined in 310. 
0046. The list of constraints determined in 310 is then 
output to the form designer (step 312). Information is 
received identifying one or more constraints that the form 
designer wants to associate with the selected field (step 314). 
For example, let us assume that the selected field is field 114 
of form 100 depicted in FIG. 1, and the form designer wants 
to ensure that image input in field 114 is of sufficiently high 
resolution for use in court, that the image must be sharp, and 
include images of certain parts of the car. The form designer 
might specify the following four constraints for the field: 
0047 C1: Image must have at least 5 million pixels 
0048 C2: Image aspect ratio is more than 1.5:1 
0049) C3: Image has a “blur” rating below a threshold “K” 
0050 C4: Image has a car in an appropriate orientation. 
0051. The constraints may also specify whether informa 
tion must be entered in the selected field (i.e., the field is a 
“required field). A constraint specified for a field configured 
to receive multimedia information may be dependent in the 
value of an entry in another field on the electronic form. The 
another field may be a field configured to accept multimedia 
information or non-multimedia information. A constraint 
specified for a non-multimedia information field may be 
dependent in the value of an entry in another field (which may 
be a multimedia information field or a non-multimedia infor 
mation field) on the electronic form. 
0052. If multiple constraints have been specified, as 
defined for field 112, then information identifying the manner 
in which the constraints are to be combined (or relationships 
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between the constraints) may also be received in 314. In one 
embodiment, Boolean operators may be used for combining 
the constraints. For example, if constraints C1 and C2 are 
specified for a field of an electronic form, the constraints may 
be combined as (C1 AND C2), indicating that both con 
straints C1 and C2 have to be satisfied in order for successful 
validation of the information input in the field. Other Boolean 
or logical operators (e.g., OR, NOT, NAND, NOR) may also 
be used to specify relationships between constraints for a 
field. The Boolean AND operator may be used as the default 
combination operator if no specific combination operator is 
specified. 
0053 As described above, form designer may also specify 
specific actions to be performed when validation Succeeds or 
fails. The actions may be specified for the form as a whole or 
may be specified, on a per-field basis, or even for individual 
constraints. Accordingly, information may optionally be 
received specifying one or more actions to be performed 
when validation for the selected field fails and/or succeeds 
(step 316). In alternative embodiments, the actions logic may 
be programmed into the system or device (such as validation 
system 218 depicted in FIG. 1) that is configured to respond 
to validation Success or failure. One class of actions may 
involve setting the value of one of the fields based on the result 
of a constraint evaluation. For example, a checkbox field 
labeled “Items Valid’ might be marked when all the fields of 
a multimedia form have acceptable values. 
0054 The constraints (including combination informa 
tion) and the actions (if any) specified by the form designer 
are then associated with the selected field (step 318). The 
constraints information and the actions information may be 
stored as part of the electronic form. 
0055 FIG. 4 is a simplified block diagram of modules that 
may be used to facilitate creation of multimedia electronic 
forms according to an embodiment of the present invention. 
The modules depicted in FIG. 4 may be implemented in 
Software (code modules or instructions) or hardware or com 
binations thereof. Further, the modules depicted in FIG. 4 
depict just one embodiment of the present invention and are 
not intended to limit the scope of the present invention as 
recited in the claims. 

0056. A user interface module 402 is provided for output 
ting information related to creation of electronic forms and 
for receiving input that is used for electronic forms creations. 
For example, user interface 402 enables a form designer to 
interact with the form creation system. The inputs may be 
provided using input devices such as a mouse, a keyboard, a 
pointer, etc. The inputs provided by form designer may 
include information identifying fields for a form, constraints 
to be associated with the fields, actions to be performed when 
validation succeeds or fails, and the like. Form builder mod 
ule 404 is configured to perform processing for creating an 
electronic form 212. Form builder module 404 has access to 
form templates 208 and existing electronic forms 206 that 
may be used to build new forms. Form builder module 404 
works in co-operation with constraints editor module 406 and 
actions editor module 408 for building multimedia electronic 
forms. 

0057 Constraints editor module 406 enables a form 
designer to specify constraints for fields of an electronic form 
and to specify combination relationships between multiple 
constraints for a field. The constraints are then associated 
with the particular field. Constraints editor module 406 has 
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access to constraints information 406 that may identify the 
various constraints that are available. 

0.058 Actions editor module 408 enables a form designer 
to specify specific actions to be performed when validation 
for a field is successful or not successful. The actions may be 
specified for the electronic form as a whole, for individual 
fields of an electronic form, or for individual constraints. 
Actions editor module 408 may have access to actions infor 
mation 410 that identifies the various actions available for 
selection by a form designer. The form designer may also 
specify other customized actions. 
0059. As described above, one or more constraints may be 
associated with fields of an electronic form. The constraints 
are then used to validate the fields. The type of constraints 
associated with a field may depend upon the type of informa 
tion that the field is configured to accept. For example, con 
straints associated with fields that are configured to accept 
multimedia information may be based upon or related to 
attributes or characteristics of the multimedia information. 
For example, for a field configured to accept an image as 
input, the constraints specified for the field may relate to the 
attributes of an image. Examples of constraints that may be 
specified for a field configured to accept an image may 
include constraints related to image attributes Such as image 
size, image shape, image color depth (or bit depth), motion 
blur, blur measure or focus for the image (to infer whether an 
image is sufficiently focused), overall image brightness, 
image contrast, image resolution (e.g., a constraint related to 
the number of pixels in the image), image aspect ratio, image 
contents, whether the image is unique against an existing 
database, whether the image is sharply focused, whether the 
image comprises metadata tags or lack thereof, image reso 
lution, image color model (e.g., CYMK, RGB, etc.), image 
color range, whether the image contains detectable elements 
(examples of detectable elements include faces, automobiles, 
flowers, etc.), whether the image contains Steganographic 
data, constraints based upon identification information 
related to the device (e.g., a camera) used to capture the 
image, constraints related to a date associated with the image 
(e.g., the date may represent the date when the image was 
captured), constraints related a time associated with the 
image (e.g., the time may indicate when the image was cap 
tured), constraints based upon GPS locations associated with 
the image, image format (e.g., JPG vs. J2k), whether the 
image is a multi-page (i.e., 'n' pages) image, and other con 
straints related to image attributes. For example, a field might 
allow entry of only images which have been created with an 
approved model of a camera, and the Make and Model entries 
of EXIF tags, as specified by the Japan Electronics and Infor 
mation technology Industries Association, may be checked to 
validate the images). Steganographic data or information 
refers to information hidden within the content of an image by 
Subtly manipulating image sample values in a known way. A 
standard example is to include a black and white image within 
a color image, by manipulating the least significant color bit 
of the image. By removing all color information except for the 
least significant bit, the black and white image can be recov 
ered, and yet the full color image remains almost indistin 
guishable from the original to the unaided human eye. Stega 
nographic techniques are often used for inclusion of 
copyright information as a watermark within commercial 
images. 
0060 Constraints may also be specified for video infor 
mation. Constraints associated with a field configured to 
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receive video information may be related to attributes or 
characteristics of video information. For example, one could 
set a constraint that every frame (or a particular frame, or a 
particular series of frames) of the video must meet a set of 
constraints specified for still images. A constraint may also be 
specified requiring the video information entered in a field to 
be of a certain temporal length, or a certain frame rate. 
Examples of constraints that may be specified for a field 
configured to accept video information as input may include 
constraints related to or associated with: temporal character 
istics of the video information (e.g., constraints related to 
Video length), one or more frames of the video (image con 
straints may be specified for the frames), video quality, Sound 
quality of the video (discussed below with respect to con 
straints for audio information), video metadata tags, MPEG 
related structure elements present in the video (e.g., presence 
of MPEG-7 structure elements), closed caption information, 
scene detection, and other constraints related to video infor 
mation attributes. Video quality constraints may relate to 
constraints associated with frames (expressible as one frame, 
every frames, a set of frames, at least “n” frames, at least one, 
at most 'n', mean, median, mode, number of scene transi 
tions present within the video, number of individual faces 
recognized over time, or other content based constraints) of 
the video information. 

0061 Constraints may also be specified for audio infor 
mation. Constraints associated with a field configured to 
receive audio information may be related to attributes or 
characteristics of audio information. For example, one could 
specify constraints related to temporal and/or sampling rates 
associated with the audio information. Constraints for meta 
data information may also be specified. Examples of con 
straints that may be specified for a field configured to accept 
audio information as input may include constraints related to 
temporal characteristics of the audio information, sampling 
rate associated with the audio information, constraints asso 
ciated with metadata for the audio information, tags (e.g., 
MP3 tags) associated with the audio information, a speaker of 
the audio information (speech recognition), side channel 
information, audio Volume, characteristics of the audio signal 
(e.g., audio noise), Variability of the audio, frequency histo 
gram associated with the audio information, audio finger 
print, etc. Different types of constraints may also be specified 
for other types of information. 
0062. As previously indicated, validation may be per 
formed for the whole electronic form (e.g., when the form 
filler submits the electronic form) or may also be performed 
on a per-field basis. FIG. 5 is a simplified high-level flowchart 
500 depicting a method of validating a field on an electronic 
form according to an embodiment of the present invention. 
The method depicted in FIG.5 may be performed by software 
code modules or instructions executed by a processor, hard 
ware modules, or combinations thereof Flowchart 500 
depicted in FIG. 5 is merely illustrative of an embodiment of 
the present invention and is not intended to limit the scope of 
the present invention. Other variations, modifications, and 
alternatives are also within the scope of the present invention. 
The method depicted in FIG.5 may be adapted to work with 
different implementation constraints. 
0063 As depicted in FIG. 5, processing is initiated upon 
receiving a signal to validate a field of an electronic multime 
dia form (step 502). According to the teachings of the present 
invention, the field to be validated may be configured to 
accept multimedia information. A list of constraints associ 
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ated with or specified for the field is then determined (step 
504). A constraint is then selected from the list of constraints 
determined in 504 (step 506). 
0064 Processing is then performed to determine if the 
selected constraint is satisfied for the selected field (step 508). 
As part of 508, the information entered in the selected field is 
determined and processed to determine if is satisfies the con 
straint. For example, the information entered in the selected 
field may be a multimedia object (e.g., an image, a video 
recording, etc.) and the multimedia object is processed to 
determine if it satisfies the selected constraint. If it is deter 
mined in 508 that the constraint is satisfied (or met), then the 
constraint is marked as satisfied (step 510). A check is then 
made to see if there are any more unprocessed (i.e., not 
previously evaluated) constraints associated with the field in 
the list of constraints determined in 504 (step 512). If at least 
one unprocessed constraint exists, then the next unprocessed 
constraint is selected from the list of constraints determined 
in 504 (step 514) and processing continues with step 508. If it 
is determined in 508 that the constraint is not satisfied or met, 
then the constraint is marked as not satisfied (step 516) and 
processing continues with step 512. 
0065. After all the constraints associated with the field 
have been evaluated or processed, a determination is made if 
the field satisfies the combination of the constraints specified 
for the field (step 518). As described above, the constraints 
may be combined using Boolean operators to form a Boolean 
expression of constraints. Accordingly in 518, a result for the 
Boolean combination of the constraints (or Boolean expres 
sion) is evaluated and checked to see whether it evaluates to a 
TRUE indicating that the field and its input information 
passed the constraints combination or evaluates to a FALSE 
indicating that the field and its input information did not pass 
the constraints combination. For example, if the combination 
is specified as (C1 AND C2), then the combination evaluates 
to TRUE only if both constraints C1 and C2 are deemed 
satisfied. If the combination is specified as (C1 ORC2), then 
the combination evaluates to TRUE if either constraints C1 or 
C2 are satisfied. A default AND Boolean operator may be 
used for evaluating the combination if no specific operator 
has been specified. 
0066. If it is determined in 518 that the field and its input 
information passes the combination of the constraints, then 
the field is marked as validated and acceptable (step 520). One 
or more actions may optionally be performed in response to 
the successful validation (step 522). These actions may 
include for example storing the information entered in the 
field to a database, outputting information to the form filler, 
etc. Responsive actions may be configured specific to a field. 
Actions may even be configured specific to a constraint, i.e., 
the action is performed when the constraint is satisfied or 
alternatively not satisfied. The actions may be configured by 
the form designer, form processing flow controller, or some 
other user or process that is responsible for processing the 
electronic form. 

0067. If it is determined in 518 that the field and its input 
information does not pass or satisfy the combination of the 
constraints, then the field is marked as invalid or unacceptable 
(step 524). One or more actions may also be optionally per 
formed in response to the unsuccessful validation of the field 
(step 526). These actions may include for example, outputting 
an error message to the form filler requesting the form filler to 
reenter or recheck information entered in the field, logging an 
error message, etc. As described above, the actions to be 
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performed may be configured for the field or even for a 
constraint, i.e., the action is performed when the constraint is 
satisfied or alternatively not satisfied. 
0068 Information specifying combination of constraints 
may not be specified in some embodiments of the present 
invention. For example, in one embodiment of the present 
invention, a field may be considered successfully validated if 
the information entered in the field satisfies all the constraints 
associated with the field. A field may be considered to fail 
validation if the information entered in the field does not 
satisfy all the constraints associated with the field. 
0069. The processing depicted in FIG.5 may be repeated 
for each field of an electronic multimedia. For example, when 
a form filler fills in information in the various fields of an 
electronic form and then “submits’ the electronic form, a list 
of all fields in the electronic form may be determined and the 
processing depicted in FIG.5 may be performed for each field 
of the electronic form, including fields configured to accept 
multimedia information as input. In one embodiment, the 
electronic form may be marked as invalid or unacceptable if 
any one of the fields of the electronic form is not successfully 
validated, else the electronic form is marked as validated or 
acceptable. The validation information may be stored as part 
of the electronic form. One or more actions may also be 
performed based upon the success or failure of the electronic 
form validation process. As previously indicated, the actions 
may be configured specific to a field or specific to a constraint. 
The actions may be configured by the form designer, form 
processing flow controller, or some other user or process that 
is responsible for processing the electronic form. Actions 
performed upon Successful validation may include for 
example, Submitting the electronic form along with its input 
data to another process or application for further processing, 
storing the information entered in the fields of the electronic 
form in a database, and the like. Actions performed upon 
Successful validation may include for example, outputting an 
error message to the form filler requesting the form filler to 
reenter or recheck information entered in the field, logging an 
error message, etc. 
0070 FIG. 6 is a simplified block diagram of modules that 
may be used to validate electronic multimedia forms accord 
ing to an embodiment of the present invention. The modules 
depicted in FIG. 6 may be implemented in software (code 
modules or instructions) or hardware or combinations 
thereof. Further, the modules depicted in FIG. 6 depict just 
one embodiment of the present invention and are not intended 
to limit the scope of the present invention as recited in the 
claims. 

0071. Form processor module 602 is configured to receive 
an electronic form or a field of an electronic multimedia form 
for validation. Form processor module 602 is configured to 
perform the validation processing in conjunction with valid 
ity tester module 602. For a given electronic form, form 
processor module 602 is configured to determine a list of 
fields of the electronic multimedia form and information, if 
any, entered in the fields. Each field is then validated by 
validity tester module 604. 
0072 For each field to be validated, validity tester module 
604 is configured to access or determine constraints 608 
specified for the field. In one embodiment, the constraints 
may be stored as part of the form to be validated. Validity 
tester module 604 may use one or more plug-in modules 606 
to perform processing to determine if the field and its entered 
information satisfies the constraints associated with the field. 
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Each plug-in module may be configured to perform process 
ing to check a particular constraint. For example, a plug-in 
module may be configured to perform contrast and blur 
related checks. Plug-ins may also be configured to perform 
evaluate constraints specified for a particular type of infor 
mation. For example, plug-ins may be provided for perform 
ing constraints processing for multimedia information. A first 
plug-in may be provided to check validity of audio informa 
tion, a second plug-in may be provided for checking video 
information, and so on. The use of plug-ins enhances the 
flexibility of the validity processing. New types of constraint 
checks can be easily accommodated by providing plug-ins to 
run the checks. Likewise, validity checking can be performed 
for various types of information by providing plug-ins for 
performing the corresponding processing. It should however 
be apparent that plug-ins are not required for the present 
invention as recited in the claims. Other techniques may also 
be used to perform the validity checking 
0073 Action module 610 is configured to perform actions. 
These actions may be performed responsive to Success or 
failure of the validation processing. Actions to be performed 
may be specified for the electronic form being validated. 
Actions may also be specified for particular fields of the 
electronic form. Actions may also be specified for specific 
constraints associated with fields of an electronic form. The 
actions to be performed may be specified by the form 
designer, the form processing flow controller, or some other 
user or process that is responsible for processing the elec 
tronic form. 
0074 FIG. 7 is a simplified block diagram of a computer 
system 700 that may be used to practice an embodiment of the 
present invention. As shown in FIG. 7, computer system 700 
includes a processor 702 that communicates with a number of 
peripheral devices via a bus subsystem 704. These peripheral 
devices may include a storage Subsystem 706, comprising a 
memory subsystem 708 and a file storage subsystem 710, user 
interface input devices 712, user interface output devices 714, 
and a network interface subsystem 716. 
0075 Bus subsystem 704 provides a mechanism for let 
ting the various components and Subsystems of computer 
system 700 communicate with each other as intended. 
Although bus subsystem 704 is shown schematically as a 
single bus, alternative embodiments of the bus Subsystem 
may utilize multiple busses. 
0076 Network interface subsystem 716 provides an inter 
face to other computer systems, and networks, and devices. 
Network interface subsystem 716 serves as an interface for 
receiving data from and transmitting data to other systems 
from computer system 700. 
0077 User interface input devices 712 may include a key 
board, pointing devices such as a mouse, trackball, touchpad, 
or graphics tablet, a scanner, a barcode scanner, a touchscreen 
incorporated into the display, audio input devices such as 
Voice recognition systems, microphones, and other types of 
input devices. In general, use of the term “input device' is 
intended to include all possible types of devices and mecha 
nisms for inputting information to computer system 700. 
0078 User interface output devices 714 may include a 
display Subsystem, a printer, a fax machine, or non-visual 
displays such as audio output devices, etc. The display Sub 
system may be a cathode ray tube (CRT), a flat-panel device 
Such as a liquid crystal display (LCD), or a projection device. 
In general, use of the term “output device' is intended to 
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include all possible types of devices and mechanisms for 
outputting information from computer system 700. 
0079 Storage subsystem 706 may be configured to store 
the basic programming and data constructs that provide the 
functionality of the present invention. Software (code mod 
ules or instructions) that provides the functionality of the 
present invention may be stored in storage subsystem 706. 
These software modules or instructions may be executed by 
processor(s) 702. Storage subsystem 706 may also provide a 
repository for storing data used in accordance with the 
present invention. Storage Subsystem 706 may comprise 
memory subsystem 708 and file/disk storage subsystem 710. 
0080 Memory subsystem 708 may include a number of 
memories including a main random access memory (RAM) 
718 for storage of instructions and data during program 
execution and a read only memory (ROM) 720 in which fixed 
instructions are stored. File storage subsystem 710 provides 
persistent (non-volatile) storage for program and data files, 
and may include a hard disk drive, a floppy disk drive along 
with associated removable media, a Compact Disk Read Only 
Memory (CD-ROM) drive, a DVD, an optical drive, remov 
able media cartridges, and other like storage media. 
0081 Computer system 700 can be of various types 
including a personal computer, a portable computer, a work 
station, a network computer, a mainframe, a kiosk, or any 
other data processing system. Due to the ever-changing 
nature of computers and networks, the description of com 
puter system 700 depicted in FIG. 7 is intended only as a 
specific example for purposes of illustrating the preferred 
embodiment of the computer system. Many other configura 
tions having more or fewer components than the system 
depicted in FIG. 7 are possible. 
0082 Although specific embodiments of the invention 
have been described, various modifications, alterations, alter 
native constructions, and equivalents are also encompassed 
within the scope of the invention. The described invention is 
not restricted to operation within certain specific data pro 
cessing environments, but is free to operate within a plurality 
of data processing environments. Additionally, although the 
present invention has been described using a particular series 
of transactions and steps, it should be apparent to those skilled 
in the art that the scope of the present invention is not limited 
to the described series of transactions and steps. 
0083. Further, while the present invention has been 
described using a particular combination of hardware and 
software, it should be recognized that other combinations of 
hardware and software are also within the scope of the present 
invention. The present invention may be implemented only in 
hardware, or only in Software, or using combinations thereof. 
0084. The specification and drawings are, accordingly, to 
be regarded in an illustrative rather than a restrictive sense. It 
will, however, be evident that additions, subtractions, dele 
tions, and other modifications and changes may be made 
thereunto without departing from the broader spirit and scope 
of the invention as set forth in the claims. 
What is claimed is: 
1. A method performed by a computer system of facilitat 

ing creation of an electronic form that comprises a first field 
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that is configured to accept multimedia information as input, 
wherein the multimedia information comprises at least one of 
an image, audio information, or video information, the 
method comprising: 

receiving information identifying a set of constraints to be 
associated with the first field, wherein the set of con 
straints is used to validate information entered in the first 
field; and 

associating the set of constraints with the first field. 
2. The method of claim 1 further comprising: 
receiving information for combining the constraints in the 

set of constraints associated with the first field. 
3. The method of claim 1 further comprising receiving 

information identifying one or more actions to be performed 
when the information entered in the first field is successfully 
validated based upon the set of constraints. 

4. The method of claim 1 further comprising receiving 
information identifying one or more actions to be performed 
when the information entered in the first field is not success 
fully validated based upon the set of constraints. 

5. A method of creating an electronic form, the method 
comprising: 

creating an electronic form using a computer system, the 
electronic form comprising a first field that is configured 
to accept multimedia information as input, wherein the 
multimedia information comprises at least one of an 
image, audio information, or video information; 

specifying, using the computer system, a set of constraints 
to be associated with the first field and to be used for 
validating information entered in the first field; and 

specifying, using the computer system, one or more rela 
tionships for combining the constraints in the set of 
constraints to be associated with the first field. 

6. The method of claim 5 further comprising: 
specifying, using the computer system, one or more actions 

to be performed when the information entered in the first 
field is successfully validated. 

7. The method of claim 5 further comprising: 
specifying, using the computer system, one or more actions 

to be performed when the information entered in the first 
field is not successfully validated. 

8. A system configured to facilitate creation of an elec 
tronic form that comprises a first field that is configured to 
accept multimedia information as input, wherein the multi 
media information comprises at least one of an image, audio 
information, or video information, the system comprising: 

a processor; and 
a memory, the memory storing a plurality of instructions 

which when executed by the processor cause the proces 
SOr to: 

receive information identifying a set of constraints to be 
associated with the first field, wherein the set of con 
straints is used to validate information entered in the 
first field; and 

associate the set of constraints with the first field. 

c c c c c 


