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(57) Abstract

The present invention is a system for implementing electronic pay-

ment with a tamper resistant microprocessor card (230). The micropro-
cessor card (230) generates joint signatures under a joint digital signature
scheme which derives its secret signature key from secret values (240, 250)
contributes by different parties such as user, bank and service provider of
electronic commerce. The joint signature is used to certify (260) the pay-
ment among other information. It follows that no one party has complete
knowledge of the secret signature keys (240, 250) of the other parties;
therefore, the use of joint digital signature in conjuction with micropro-
cessor card (230) provides unprecedented security. The present invention
also defines a protocol including payment, deposit, withdrawal and account
opening (200} in providing added protection against potential security at-
tacks. Above all, the protocol also supports off-line payment transactions,
thus allowing transaction to be conducted scalably and economically over

various forms of electronic networks, including unsecured ones.
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MICROPROCESSOR CARD PAYMENT SYSTEM

FIELD OF THE INVENTION

The present invention relates to the field to a system for making payment
electronically. In particular, the present invention pertains to a system for
conducting electronic commerce efficiently and securely using a temper

resistant microprocessor card.

BACKGROUND OF THE INVENTION

It is well known in commerce to settle payment for goods and services with
cash, cheques, credit cards and debit cards. With the advent of digital
technology and increasing popularity of digital communications, there is an
increasing need for new and secure means of electronic payment systems.
Security is the overriding concern in electronic payment because it relies
exclusively on transmission of digital information - a form which is easily

duplicated or forged than its physical counterpart.

Many prior art methods meeting the security requirement of electronic
payment are on-line payment systems. Examples are S. Dukach, "SNPP: a
simple network payment protocol", Proceeding of the Computer Security
Applications Conference, pp. 173-179, San Antonio, TX., Nov. 1992,
Mastercard and Visa, “Secure Electronic Transaction”, Feb. 1996; G.
Medvinsky and B.C. Neuman, “NetCash: A design for practical electronic
currency on the Internet", Proceedings of the ACM Conference on Computer
and Communications Security, Nov. 1994; and K.R. O'Toole, "The Internet
billing server transaction protocol alternatives”, Carnegie Mellon University
Information Networking Institute, INI TR 1994-1, Apr. 1994). Online financial

clearing process is not only expensive, but also bandwidth limiting as it
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prevents the system from scaling up to handle large number of payment
transactions. Such methods are also prone to total system failure because of

server breakdown.

A few off-line electronic payment systems were also proposed. Exemplary of
such systems are D. Chaum, A. Fiat, and M. Naor, "Untraceable electronic
cash", Advances in Cryptology -- Proceedings of Crypto '88, pp. 319-327,
LNCS 403, Springer-Verlag, 1988; and S.A. Brands, "Off-line cash transfer by
smart cards”, CWI Technical Report CS-R9455, 1994. In general, the
proposed off-line prior art systems introduced significant implementation

complexity to address the issue of payment privacy.
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OBJECT OF THE INVENTION
It is an object of the present invention to implement a system of electronic

payment securely and efficiently.

It is another object of the present invention to implement a system of
electronic payment scalably without experiencing bottleneck and technical

difficulty under prior art systems.

It is yet another object of the present invention to implement a system of

electronic payment over a wide range of payment modes.

SUMMARY OF THE INVENTION

The present invention is a system for implementing electronic payment with a
tamper resistant microprocessor card. The microprocessor card generates
joint digital signatures under a joint digital signature scheme which derives:-its
secret signature key from secret values contributed by different parties such
as user, bank and card manufacturer. The joint signature is used to certify the
payment among other information. It follows that no one party has complete
knowledge of the secret signature keys of the other parties; therefore, the use
of joint digital signature in conjunction with a microprocessor card provides
unprecedented security. The present invention also defines a protocol
including payment, deposit, withdrawal and account opening in providing
added protection against potential security attacks. Above all, the protocol
also supports off-line payment transactions, thus allowing transaction to be
conducted scalably and economically over various forms of electronic

networks, including unsecured ones.
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates three basic transactions in an electronic payment system.

FIG. 2 depicts an account opening transaction between a bank and a user.

FIG. 3 depicts an account opening transaction between a bank and a service

provider (denoted by SP).

FIG. 4 shows a flowchart of the interaction between the user and the bank
under the microprocessor card (denoted by MC) account opening protocol of

the present invention.

FIG. 5 shows a set of possible data entries in the bank's database
representing a microprocessor card account with the bank after the bank

issues the new card to the user.

FIG. 6 illustrates a set of possible entry records in a user's microprocessor

card after the user initialises it.

FIG. 7 is a protocol for a microprocessor card to generate a PAYMENT-CERT

using the joint digital signature scheme of the present invention.

FIG. 8 shows a flowchart of the interaction between the user and the service

provider under the payment protocol of the present invention.

FIG. 9 shows a flowcharnt of the interaction between the service provider and

the bank under the deposit protocol of the present invention.
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FIG. 10 shows the flowchart of the interaction between the user and the bank

under the withdrawal protocol of the present invention.
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DESCRIPTION OF THE EMBODIMENT OF THE INVENTION

A system for conducting electronic payment using a tamper resistant
microprocessor card is described herein. In the following description,
numerous specific details are set forth such as logical structures of digital
information and program steps, etc. in order to provide a thorough
understanding of the present invention. It will be obvious to one skilled in the
art that the present invention may be practiced without these specific details.
In other instances, well-known parts such as those involved with the
generation of public key and private key, and generation and verification of

digital signature are not shown in order not to obscure the present invention.

Notation and Nomenclature

The detailed description with respect to conducting electronic payment using
a tamper resistant microprocessor card is presented partially in terms of
algorithm and symbolic representation upon operation on data bits with the
computer or microprocessor card memory. These algorithmic descriptions
and representations are the means used by those skilled in the art of
electronic payment to most effectively convey the substance of their works to

others skilled in the art.

An algorithm is here, and generally, conceived to be a self-consistent
sequence of steps leading to a desired result. These steps are those require
physical manipulation of physical quantities. Usually, though not necessarily,
these quantities take the form of electrical or magnetic signals capable of
being stored, transferred, combined, and otherwise manipulated. In this
case, the physical quantities are voltage or current signals which correspond
to the digital objects/information being distributed. It proves convenient at

times, principally for reason of common usage, to refer to these signals as
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bits, values, elements, symbols, characters, terms, numbers or the like. It
should be borne in mind, however, that all of these and similar terms are to
be associated with the appropriate physical quantities and are merely

convenient labels applied to these quantities.

Furthermore, the manipulations performed are often referred to in terms such
as adding or comparing, which are commonly associated with the mental
operations performed by a human operator. No such capability of a human
operator is necessary, or desirable. In most cases, in any of the operations
described herein which form part of the present invention; the operations are
machine operations. Useful machines for performing the operations of the
present invention include general purpose digital computers or similar
devices such as digital signal processors. In all cases, it should be borne in
mind that there is a distinction between the method operation in operating a
computer and the method of computation itself. The present invention relates
to method steps for conducting electronic payment with a tamper resistant

microprocessor card.

The present invention also relates to an apparatus for performing these
operations. This apparatus may be specially constructed for the required
purpose or it may comprise a general purpose computer as selectively
activated or reconfigured by a computer program stores in the computer. The
algorithms presented herein are not inherently related to any particular
computer or other apparatus. In particular, various general purpose
machines may be used with programs written in accordance with the
teachings herein, or it may prove more convenient to construct specialised

apparatus such as Smart Card terminal to perform the required method steps.
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The required structure for a variety of these machines would appear from the

description given below.

GENERAL SYSTEM CONFIGURATION

FIG. 1 shows a general model of an electronic payment system. Here, there
are at least three different parties that are involved in various possible
transactions with each other. A bank 10 refers to an agent responsible for
issuing microprocessor card for electronic payment. The bank 10 may also
be at least one clearing house which acts on behalf of a plurality of banks in
clearing electronic payments. A user 20 using the microprocessor card
issued by the bank 10 represents a payer who engages in electronic
payment with a service provider 30 or a payee. A transaction 40 between the
user 20 and the service provider 30 for payment invoives, but not limited to, a
microprocessor card and a card reader with a link to a terminal used by the
service provider 30. The card reader can either be the property of the service
provider 30 or the user 20. The link can be a dedicated physical cable, a
telephone line, a wireless link, or through other electronic networks like the
internet. A transaction 50 between the service provider 30 and the bank 10
for deposit involves, but not limited to, a terminal used by the service provider
with a link to computer used by the bank. Similarly, this link can be any type
of electronic connection. The transaction 60 between the bank 10 and the
user 20 for withdrawal involves, but not limited to, a microprocessor card and
a card reader linked to the bank computer. The card reader can be attached
to a bank terminal or it can belong to some third party or the user. Similarly,
the link between the card reader and the bank computer can be any type of
electronic connection. In actual transactions, it should be understood by one
skilled in the art that the bank 10 or the service provider 30 is usually

represented by, but not limited to, a fully automated machine, a computer
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process, or a terminal. Furthermore, a user 20 can be any type of purchasing
agent like a computer system routine or an organisation representing many

people.

Before a payment transaction occurs, the user 20 obtains a microprocessor
card from the bank 10. FIG. 2 shows symbolically a transaction 70 for
opening an electronic payment account. Transaction 70 involves, but not
limited to, a new microprocessor card and a trusted bank terminal with at
least one card reader. It is unnecessary for the user 20 to be present and his
role is taken by a proxy who can be a trusted third party or the bank 20 itself.
Here, the microprocessor card is transferred or sold to the user 20 after

transaction 70.

It also follows that before the bank 10 accepts deposit of payments by the
microprocessor card, the service provider 30 opens an electronic deposit
account with the bank 10. FIG. 3 illustrates symbolically a transaction 80 for
opening an electronic deposit account. The transaction 80 involves, but not
limited to, a new microprocessor card and a trusted bank terminal with a card

reader.

The microprocessor card referred to above can be any form of secure
microprocessor devices including but not limited to Smart Card, PCMCIA
card, or specialised computing devices. Likewise, the card reader mentioned
briefly before can be any form of devices including but not limited to Smart
Card reader and PCMCIA card reader. The link between the microprocessor
card and the card reader can be any type of digital signal transmission link
including but not limited to physical electrical contacts, wireless

communication, and infra-red link. It should be understood by one skilied in
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the art that the insertion of a microprocessor card into the card reader may
therefore be any form of linkage between a card and a card reader including
but not limited to physical insertion of card and position the card close to the
card reader. Similarly, a PIN-number for a microprocessor card can be a
short number, a number computed from an end-user's biometrics information,
or any other numbers. The activation can also be substituted by any other

means of enabling or unlocking the access to the microprocessor card.

This invention describes methods of executing electronic payment using a
tamper resistant microprocessor card. By tamper resistant microprocessor
card, the present invention refers to a microprocessor card which repels most
but not all forms of security attack. Tamper resistant microprocessor card
contrasts with its tamper proof counterpart. As shall be disclosed further
below, the unique combination of public keys and digital signature achieves
enhanced security without relying on tamper proof microprocessor card. This

is one of the key features of the present invention.

With respect to the implementation of a tamper resistant microprocessor card,
some of these steps are realised as special purpose software running on
general purpose computers. It should be understood by one skilled in the art
that each of the service provider, bank and user can simultaneously engage
in multiple transactions with other parties. It is also clear that there may be
multiple banks, multiple microprocessor cards, and multiple different
transaction protocols that serve different electronic payment requirements.
For the rest of the presentation of the embodiment of this invention, the
description will elaborate on a simplified model of one bank, one service

provider, and one user.



10

15

20

25

WO 98/25220 PCT/SG97/00065

11

PREFERRED EMBODIMENT OF THE PRESENT INVENTION

Referring again to FIG. 1, the transactions 40, 50, and 60 between the parties
of electronic commerce are transmission of electronic information protected
by digital identification. In the preferred embodiment of the present invention,
identification is implemented by using a combination of hash function, digital
signature and public key certificate. For further references on hash function,
digital signature and public key certificate, please refer to W. Stallings,
“Network and Internetwork Security -- Principles and Practice", IEEE Press,
Prentice Hall, Englewood Cliffs, New Jersey, 1995; and C. Kaufman, R.
Perlman, and M. Spencier, "Network Security -- Private Communication in a

Public World", PTR Prentice Hall, Englewood Cliffs, New Jersey, 1995.

In the present invention, a public key certificate CARD-CERT is embedded in
each microprocessor card to certify its authenticity. The details of how the
CARD-CERT is generated and its data structure are elaborated further below
in connection with the process flow as illustrated in FIGS. 4 - 6. Each time the
user 20 uses the microprocessor card to conduct a transaction, a different
payment transaction certificate PAYMENT-CERT is issued by the
microprocessor card. The CARD-CERT and PAYMENT-CERT are not
necessarily generated with the same digital signature scheme nor with the

same security strength.

More importantly, PAYMENT-CERT incorporates a notion called joint digital
signature. A joint digital signature is created by a signature scheme that
derives its joint public and private keys from multiple (in this embodiment two)
public and private key pairs. In the preferred embodiment of the present
invention, the different key pairs are contributed by the bank 10 and the user

20. The purpose of using joint digital signature in conjunction with a
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microprocessor card is to prevent any single party in electronic commerce
except the microprocessor card itself from knowing the private key of the joint
digital signature scheme. As such, any party receiving the PAYMENT-CERT
is assured that the payment is generated by the microprocessor card on
behalf of the user. Besides generating the PAYMENT-CERT, the present
invention also allows the service provider 30 to identify and authenticate
itself. As shall be elaborated further below, the overall security of electronic
payment is enhanced by having a microprocessor card generate joint digital

signature.

SETUP PROCEDURE

Opening a user account

Prior to engaging in any electronic payment, the user 20 registers itself with
the bank 10 to obtain a microprocessor card as depicted in FIG. 2. FIG. 4
illustrates the account opening process. in step 200, the user 20 requests
from the bank 10 for a microprocessor card by, for example, supplying its
identification information, a bank account from where cash or electronic
equivalent thereof can be transferred to a new microprocessor card account,
and the initial cash value of the microprocessor card. The bank 10 verifies
user's information in step 210 and issues the user 20 a new microprocessor
card in step 230. The bank 10 may optionally provide the user 20 with the
hardware and software necessary for the user to perform some of the
electronic payment transactions over various electronics networks.

Referring again to FIG. 4, the user 20 in step 240 selects its PIN-number and
a public/private key pair denoted by Py and Sy. The private key Sy should
only be known to the microprocessor card and possibly the user. Some
methods in which the secrecy of key Sy can be maintained are: 1) using a

trusted bank terminal, a list of appropriate random keys is presented to the
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user for selection. After storing the user's selected private key into the
microprocessor card, the bank terminal discards the values permanently; 2)
the microprocessor card comes with a random private key generation routine,
and the bank's terminal relies on this routine to create the key Sy and the
corresponding public key Py; 3) since the user needs not know the value of

key Su, a random private key can be stored in the card during the card's

manufacturing process.

Following the user's customisation process in step 240, the bank 10 in step
250 selects a different public/private key pair denoted by P¢ and Sc and an
optional master key for the microprocessor card. Next, in step 260 the bank
10 then uses its own private key Sg to create a public key certificate of the
joint public key of P¢, Py and some other information denoted by certg (inter,
info, Pc, Py). A public key certificate in the present invention contains a
digital signature of the data items it certified. The certificate is hereafter
referred to as the CARD-CERT. The CARD-CERT contains a data item inter
that indicates the validity interval of the certificate. Another information data
item info that identifies the bank and the microprocessor card. The info also
contains other relevant information like the currency unit of the
microprocessor card and any constraint placed on the use of the cettificate,
for example, that the CARD-CERT can be used only to make telephone calis.
Note that the identity of the bank is useful for electronic payment when there
are multiple electronic payment systems provided by different banks or even

by one single bank.

In step 270 of FIG. 4 the bank transfers an appropriate amount of electronic
cash from the user's bank account to the user's new microprocessor card

account. The new microprocessor card account is represented by a
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database record with the bank and illustrated in FIG. 5. The C_balance entry
of the database record is initialised accordingly. Finally, in step 280, the bank
signals the completion of the user's microprocessor card account opening

process and prompts the user to collect the new microprocessor card.

FIG. 6 shows a possible set of data entries which are stored in the
microprocessor card after the bank and the user initialise and customise it.
Referring again to both FIGS. 5 and 6, the card# represents a number unique
for each microprocessor card; the bank identifies the microprocessor card
with this entry. The user record entry in FIG. 5 identifies the user and its bank
account from where electronic cash can be transferred to its microprocessor
card account. In this same entry the bank records other important information

about the user.

Again in FIGS. 5 and 6 the initial value of the entry C_balance is identical.
This entry in the user's microprocessor card account as shown in FIG. 5 is
adjusted by an appropriate value (plus any optional service fee) when the
bank 10 approves an electronic payment or withdrawal. FIG. 5 illustrates a
possible entry record in a user's microprocessor card account after the bank
and the user initialise it. While only record 1 is explicitly shown, a
microprocessor card can have multiple CARD-CERT in its lifetime, and new

records are added to the microprocessor card account to reflect this change.

In FIGS. 5 and 6 the sequence numbers seq# and ser# are non-repeating
numbers that are used to generate PAYMENT-CERT and permit the user to
participate in various other transactions. As will be shown further below, the

bank and service provider rely on such sequence numbers to prevent various
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well-known security attacks on the public key certificate and digital signature

scheme, such as the replay attack.

Opening a service provider account

The service provider 30 needs to register itself with the bank 10 before it can
process any electronic payment from the user 20. The registration procedure
is depicted in FIG. 3 The account opening process is substantially the same
as that of the user opening a microprocessor card account with the bank as

described in FIG. 4. The only differences are:

1. The account type is designated as a deposit account in step
200 instead of a microprocessor card account;
2. The service provider's bank account information in step 210

will be used for deposit instead of withdrawal,

3. The entry card# in FIGS. 5 and 6 is known as S_id to allow the
service provider to communicate with the user and the bank;

4. The entry C_balance has no value and step 270 in FIG. 4 is
omitted as service provider's microprocessor card account with
the bank is used for authenticating the service provider; and

5. The service provider has the necessary software and hardware
to accept from the user electronic payments and to deposit them
with the bank.

TRANSACTION PROTOCOL OF THE PRESENT INVENTION

1. The Payment Protocol

FIG. 8 is a flowchart of the interaction between the user and the service
provider under the payment protocol of the present invention. After
registering with the bank, the user uses its microprocessor card to engage in
an electronic payment with a service provider. The service provider is
assumed to have registered with the bank so that the service provider has at

least the following information: 1) the bank's public key and related signature
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information; and 2) a unique value S_id that identifies the service provider
with the user and the bank. For a service provider linked to different
electronic payment systems offered by different banks, it will have one distinct

set of values for each system.

When the user 10 makes a purchase with its microprocessor card, it
approaches a service provider 30, either physically or through an electronic
network. The user presents its microprocessor card to either the service
provider's terminal or the user's own personal computing device coupled to
an electronic network as shown in step 400 in FIG. 8. Next in step 410 the
service provider reads the CARD-CERT within the microprocessor card and
verifies its validity in step 420. The verification in step 420 includes, but not
limited to, checking the bank's signature on the CARD-CERT, possible
blacklisting of the CARD-CERT, and the time validity specified in the value

inter .

Again in FIG. 8 the service provider presents the user in step 440 with a
payment specification (denoted by spec) to confirm. The specification
includes, but not limited to, time, date and amount of the payment, and the
identity of the service provider. The amount should be converted to the
microprocessor card's currency unit if that is not the default unit. Should the
transaction be carried over insecure transmission channel or devices,
additional information specifying the full details of the purchase and delivery
may also be included and probably in a compressed form. If further security
is needed, the service provider will have to digitally sign the payment
specification. Receiving the payment specification, the user in step 450
enters its PIN number to approve the payment. In step 470 the approval of

the payment is send to the microprocessor card. Next, in step 480, the
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microprocessor card performs validity checks. If the microprocessor card has
been locked due to possible errors including, but not limited to, consecutive
entry of incorrect PIN numbers (the microprocessor card adjusts an error
counter value whenever an incorrect PIN number is entered as in step 490),
then the transaction is terminated in step 500. Otherwise, the microprocessor
card checks additionally in step 510 for, but not limited to, cash balance, and
any authenticated information. If successful, the microprocessor card
generates in step 530 the PAYMENT-CERT using the joint digital signature
on the payment specification. After receiving the PAYMENT-CERT from the
microprocessor card, the service provider verifies in step 540 the joint digital
signature and other possible anomalies such as duplicate PAYMENT-CERT. |
The service provider confirms the payment in step 570 if the verification is

successful.

Optionally, the service provider 30 performs a random on-line electronic
clearance with the bank 10 or a clearing house for additional security. Such
clearance may be a requirement if the payment amount exceeds certain

predetermined approved value.

FIG. 7 shows the protocol of a microprocessor card in generating a
PAYMENT-CERT. It shows that a PAYMENT-CERT is a joint digital signature
generated by the joint private keys represented by S¢, Sy. The information
being signed includes the payment specification spec and an increasing
sequence number ser#. The payment specification can incorporate
additional information. The ser# is a non-repeating number used to
distinguish every payment under a specific CARD-CERT or a specific service

provider and needs not be an increasing value.
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The preferred embodiment of the present invention illustrates a practical
implementation of generating the PAYMENT-CERT using a joint digital
signature based on the Schnorr signature scheme. For information on the
Schnorr signature scheme, please refer to C.P. Schnorr, "Efficient Signature
Generation by Smart Card", Journal of Cryptology, pp. 161-174, Vol. 4, No. 3,
1991. The bank chooses two prime numbers Q and P such that Q divides P
- 1. The bank also chooses a number g such that g is a generator of order
Q. The numbers P, Q, and g are public information and are made known to
the public in an authenticated manner. Then the public/private key pair Py
and Sy selected by the user in step 240 of FIG. 4 are such that Sy = a
random number less than Q, and Py =g -SU mod P. The public/private
key pair Pc and S¢ selected by the bank in step 250 of FIG. 4 are S¢ = a
random number less than Q, and Pc =g SCmod P. Then the joint private
key of the user's microprocessor card is (Sy + Sc¢) mod Q and the
corresponding joint public key is (PyPc) mod P. The PAYMENT-CERT in

FIG. 7 can be created by the microprocessor card as follows:

Generate a random number w which is less than Q

N -

Compute a = g ¥ mod P
Compute b = h (ser#, spec, a), where h is a one-way hash
function

w

4, Compute r =(b(S¢ + Sy) + w)mod Q
5. Create PAYMENT-CERT = {ser#, spec, b, r}

To verify the PAYMENT-CERT, all that one has to do is to verify that
b= h(ser#, spec, g’ (PcPy mod P)b mod P).
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2. The Deposit Protocol

At the end of a business day or other appropriate interval, the service
provider conducts a deposit transaction with the bank as illustrated in FIG. 9.
The data item that the service provider sends to the bank is the same
information that it received from a microprocessor card - the CARD-CERT and
the PAYMENT-CERT. Overall, the service provider makes a deposit with the
following steps:
1. Connects to the bank's deposit computer as in step 600;
2. Sends the service provider's identity to the bank as in step 610;
3. Sends all payments (CARD-CERT and PAYMENT-CERT) in one
single transfer as in step 640;
4. Receives an optional receipt from the bank in step following
step 640; and
5. receives the status and/or error information for each payment

deposit in step 710.

In the case of multiple electronic payment systems offered by different banks,
the service provider can sort the payments it receives accordingly and
contacts different banks appropriately. Where there are multiple PAYMENT-
CERTs under the same CARD-CERT, the service provider can combine these
payments for efficient transmission. It is also possible for a clearing house to
process the service providers' deposits before it re-transmits to various
issuing banks. In this way, the clearing house can reduce the total
communication costs for deposit. With respect to verification, the clearing
house can help the banks by performing the front end tasks of checking the
certificates and thus alleviate the computation required of the banks'

computers. Therefore, the transaction protocols of the present invention
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facilitate the set up of multiple clearing houses to scale up the present

invention on electronic payment system.

With reference to the service provider's actions described in the preceding
two paragraphs, the bank verifies the information it receives from the service
provider in step 620 of FIG. 9. As mentioned briefly above, the service"
provider identifies itself with a bank by using a unique S_id value which is
incorporated in the service provider's microprocessor card or terminal. If the
bank's verification is successful, then the service provider continues to
transmit the electronic payments it wishes to deposit with the bank in step
640. At this juncture, the bank transmits optionally a receipt, for example a

check sum value, to confirm the transmission is error free.

Again in FIG. 9, an iteration process steps 650 - 700 follows next. For every
electronic payment the bank receives, it checks if the associated CARD-CERT
is valid in step 660. Such verification comprises checking the CARD-CERT's
signature, validity period, and cross referencing against a list of blacklisted
CARD-CERTSs and the user's microprocessor card account. The bank rejects
the electronic payment if any of such checks fails, and take the appropriate
action for such failure. Otherwise, it continues in step 670 to check if the
associated PAYMENT-CERT is valid. This step involves checking its
signature, its data and time validity, its S_id information against the current
depositing service provider, its embedded sequence number ser# against
that of the user's or service provider's microprocessor card account with the
bank, and the payment amount against C_balance in the user's
microprocessor card account. Note that a double deposit of PAYMENT-CERT
will be detected during the check of ser# against that in the user's or service

provider's microprocessor card account. |f the preceding checks fail, then the
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particular payment will be rejected and the bank should be alerted of
possible security breach, if any, accordingly. Otherwise, the bank proceeds
in step 690 to transfer the amount specified in the PAYMENT-CERT from the
user's microproce.ssor card account to the service provider's deposit account,
It will also update the user's or service provider's microprocessor card
account on the new payment to prevent double deposit in the future. In step
700, the iteration process is repeated for the remaining PAYMENT-CERTs.
After all payments have been processed by the bank, the bank sends a
summary of status of the deposit session to the service provider in step 710
and ends the transaction in step 720. The bank may also transmit a status
report and error report to the service provider immediately after the checks in

steps 660 and 670 for each payment deposit.

To improve the communication security of the deposit protocol, all messages
between the service provider and the bank should be protected by using
freshness identifier, such as time stamp and sequence number, and integrity
check value, such as digital signature, to protect against active attacks like

replay, modification and insertion.

3. The Withdrawal Protocol

When the user 20 tops up the cash value in its microprocessor card, it
approaches the bank 10 for a withdrawal transaction. Withdrawal takes one
of several forms: 1) through a bank teller by completing a transfer form, 2) via

a bank terminal; or 3) from the user's computer with a link to the bank's

computer.

FIG. 10 is a flowchart of the withdrawal protocol. Authentication between the

bank 10 and the user 20 is realised with digital signature. Alternate means
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includes secret keyed one-way hash value based on non-repeating contents.
The latter can be used because the tamper resistant nature of a
microprocessor card resolves many potential disputes. Furthermore,
verifying one-way hash value is computationally economical than verifying
digital signature. The contents comprise secret values and non-repéating

numbers shared between the bank 10 and the user 20.

Again in FIG. 10, the user begins the withdrawal process in step 800 by
inserting its microprocessor card into the appropriate bank terminal. It should
be understood by one skilled in the art that withdrawal is executable through
an electronic network. The bank computer in step 810 reads the
microprocessor card's CARD-CERT before verifying its validity in step 820. If
successful, the user in step 840 is prompted to enter its PIN number, the
withdrawal amount, and request for a withdrawal transaction. The
information in step 840 is sent to the microprocessor card and validity of the
PIN number checked in step 850. If again successful, the microprocessor
card in step 870 computes an authenticated withdrawal request and sends it
to the bank. The request contains preferably non-repeating information, i.e.,
non-repeating value of seg# to foil or identify replay attack. The
authenticated withdrawal request optionally contains the microprocessor
card's card#, C_balance , and the specified withdrawal amount. As
described above, the request contains either a digital signature or a secret
keyed hash value for authentication. After receiving the request, the bank in
step 880 checks the validity of the request. The check includes verifying the
authentication data included in the request, and comparing the respective
cash balances in the microprocessor card and the user's microprocessor
card account. If successful, the bank in step 900 adjusts the user's

microprocessor card account to reflect the transaction and in step 910 sends
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an authenticated acknowledgment to the microprocessor card. This
authentication should be based on different contents to foil possibly replay
attack. The microprocessor card checks to confirm that correct transaction
has been carried out by the bank. The microprocessor card then adjusts its
internal state in step 920 to reflect the successful conclusion of the withdrawal
process. The bank proceeds in step 930 to print out a transaction record and

ends the withdrawal process in step 940.

In step 910 of FIG. 10, an optional renewal of the CARD-CERT of the
microprocessor card may be performed. This is done generally for the
purpose of increasing the security of the system as well as helping to
optimise various bookkeeping processes in the electronic payment system.
Some of the conditions for such renewal may depend on values like the
remaining validity period of the current CARD-CERT. As a special case, the
user may request for a zero value renewal. This is useful if the user just

wants to renew its microprocessor card CARD-CERT.

ALTERNATE EMBODIMENTS OF THE INVENTION

While the preferred embodiment of the present invention above describes an
essentially debiting system based on the smart card platform, the setup and
protocol of the present invention are suitable for a secured off-line credit card
payment system. Below are modifications to the description of the preferred

embodiment to accomplish such an extension.

Opening a uséar account

The opening of a user account is identical to that of the preferred embodiment
for an electronic cash payment. The only differences are that C_balance is

now used as a credit limit that the bank sets for the microprocessor card, and
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no cash value is transferred to the user's microprocessor card account as

shown in step 270 in FIG. 4 during the account opening process.

Opening a service provider account

The opening of a service provider account with respect to a credit card
payment is substantially the same as the steps described in the preferred
embodiment of the present invention which covers an electronic cash
payment system. As one can see, one of the advantages of the present
invention is the simple and uniform setup and protocol for the service

provider with respect to various forms of electronic payment.

1. The Payment Protocol

The off-line payment protocol for a credit card payment is the same as that for
an electronic cash payment described above. However, on-line account
checking with the bank or clearing house is recommended as a policy

because of the increased risk of credit card payment.

2. The Deposit Protocol

The deposit protocol for off-line credit card payment is substantially the same
as that for off-line debit card payment. One major change to the previously
described deposit protocol is the manner in the bank's transfer of funds from
the user's microprocessor card account. For each valid PAYMENT-CERT, the
bank does not transfer the payment amount directly from the user's
microprocessor card account to the service provider's account as in step 690
of FIG. 9. Instead, the payment amount subtracting any appropriate fees is
deducted from the bank's own account and such transfer may be delayed

according to the on-going credit card clearing policy.
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3. The Withdrawal Protocol

The withdrawal protocol of an off-line electronic cash payment is adaptable
for a settlement protocol of a credit card payment. This settlement protocol is
substantially the same as the withdrawal protocol as shown in FIG. 10. The
differences are that the bank's ability to impose a maximum top-up amount in
step 840 in line with the bank's credit limit for that user, and that interests are

chargeable for each credit transaction and late payment.

One can appreciate that the protocol of the present invention does not conflict
with existing credit card payment systems. In fact, the present invention
complements existing financial practices. An example is the extension of the
withdrawal protocol to accommodate a variety forms of settling credit card
payments, whether be it cheques or electronic fund transfer. The bank is able
to reconcile such settlements and adjust the value of the entry C_balance
accordingly. Furthermore, an optional on-line withdrawal protocol can.be
embedded into the payment protocol where the service provider or its
terminal executes transparently if the value of C-balance is insufficient to
cover payment amount. In such instances, no transfer of funds occurs but the
bank can update the value C_balance in the user's microprocessor card via
the service provider or its terminal as soon as the user settles its credit card
payment by other means. As such, the user's credit information is updated

efficiently without requiring additional hardware and software overhead.

The third embodiment of the present invention describes a secure electronic
cheque payment system. Here, the difference between an electronic cash
payment and an electronic cheque is akin to the difference between cash and

cheque. Description below highlights changes to the setup procedure and
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protocol relating to the description of the preferred embodiment for electronic

cash payment.

Opening a_user account

A user opens an electronic cheque account in substantially the same way as
the account opening procedure for electronic cash payment. The significant
changes are the omission of the C_balance entry and the absence of any
cash transfer to the user's microprocessor card account in step 270 of FIG. 4.

C_balance may optionally represent the number of cheques issued.

Opening a service provider account

The step a service provider takes to open an electronic cheque account is

substantially the same as that for electronic cash.

1. The Payment Protocol

The off-line payment protocol for electronic cheque is substantially the same
as that for electronic cash. The only difference is that no verification of
payment amount in PAYMENT-CERT with a preset spending limit is
necessary but a decrement of the C_balance , if present, limits the number of

cheques issuable.

2. The Deposit Protocol

The deposit protocol for executing electronic cheque in this embodiment of
the present invention is substantially the same as that for electronic cash in
the preferred embodiment. The only difference is that for each valid
PAYMENT-CERT the bank transfer the payment amount directly from the
user's bank account, instead of its microprocessor card account, to the

service provider's account. It is possible to have insufficient fund in the user's
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bank account and therefore electronic cheque may bounce just as any

ordinary cheque.

3. The Withdrawal Protocol

The present invention does not envisage the need for a withdrawal protocol

for executing electronic cheque in this embodiment of the present invention.

While the present invention has been described particularly with reference to
FIGS. 1 to 10 with emphasis on a system for conducting electronic payment
using a tamper resistant microprocessor card, it should be understood that
the figures are for illustration only and should not be taken as a limitation on
the invention. In addition, it is clear that the method and apparatus of the
present invention have utility in many applications where secure electronic
transmission and verification of information are required. It is contemplated
that many changes and modifications may be made by one of ordinary skill in
the art without departing from the spirit and the scope of the invention as

described.
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CLAIMS

1. A method for one party to verify information signed by another
party over a communication link, said method comprising the steps of:

(a) selecting for each said parties at least one pair of public and
private keys under a first predetermined digital signature scheme;

(b)  creating a joint digital signature by combining said pair of public
keys and private keys respectively under a second predetermined digital
signature scheme; said joint digital signature incorporating at least one joint
public key and at least one joint private key;

(c)  transmitting information securely by signing the information with
said joint private keys; and

(d)  verifying the validity of said joint digital signature by verifying the
signature with said joint public keys,

whereby information signed with said joint digital signature scheme
minimises unauthorised signature generation and modification thereto

without knowledge of said joint private keys.

2. The verification method as defined in claim 1 wherein said
communication link comprises an interface between a microprocessor card

and an interface for reading said card.

3. The verification method as defined in claim 1 wherein said

communication link comprises at least one computer network.

4. The verification method as defined in claim 1 wherein said first
predetermined digital signature scheme is the same as said second

predetermined digital signature scheme.
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5. The verification method as defined in claim 1 wherein said first
predetermined digital signature scheme is different from said second

predetermined digital signature scheme.

6. The verification method as defined in claim 1 wherein said
combination of public and private key comprising mathematical operation, the

result of said combination further creating a joint public and private key pair.

7. The verification method as defined in claim 1 wherein a third
predetermined portion of each said selected key is omitted if such omission is

retrievable from the remaining portion of said selected keys.

8. The verification method as defined in claim 6 wherein said
combination of public and private keys comprises additional keys selected by

said parties.

9. In a system for executing electronic payment with at least one
tamper resistant microprocessor card, said system including at least one
bank, at least one user, and at least one service provider, a method for
creating secure signature for said card comprising the steps of:

(a) selecting for each said bank and said user at least one pair of
public and private keys under a first predetermined digital signature scheme;

(b)  creating a joint digital signature scheme for said card by
combining said pair of public keys and private keys respectively under a
second predetermined digital signature scheme; said joint digital signature

scheme having at least one joint public key and at least one joint private key;
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(c) embedding said pair of private keys in said microprocessor card
such that neither bank, service provider nor user knows said pair of private
keys;

(d)  transmitting payment information with said card by signing
payment information with said joint private keys; and

(e) checking the validity of said payment information by verifying
said joint digital signature with said joint public keys,

whereby payment information signed with said joint digital signature
scheme minimises unauthorised generation and modification thereto without

knowledge of said joint private keys.

10.  The joint digital signature method as defined in claim 9 wherein

said card establishes communication link with either said service provider or

- said bank, said communication link further comprising an interface between

said card and an interface for reading said card.

11. The joint digital signature method as defined in claim 10

wherein said communication link comprises at least one computer network.

12. The joint digital signature method as defined in claim 9 wherein
said first predetermined digital signature scheme is the same as said second

predetermined digital signature scheme.

13. The joint digital signature method as defined in claim 9 wherein
said first predetermined digital signature scheme is different from said second

predetermined digital signature scheme.
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14.  The joint digital signature method as defined in claim 9 wherein
said combination of public and private key comprising mathematical
operation, the result of said combination further creating a joint public and

private key pair.

15. The joint digital signature method as defined in claim 9 wherein
a third predetermined portion of each said selected key is omitted if such

omission is retrievable from the remaining portion of said selected keys.

16. The joint digital signature method as defined in claim 15
wherein said combination of public and private keys comprises additional

keys selected by other parties.

17. The joint digital signature method as defined in claim 9 wherein
said pair of public and private keys selected by said user is created in part by

said bank.

18. The joint digital signature method as defined in claim 9 wherein
said pair of public and private keys selected by said user is created in whole

by said bank.

19. The joint digital signature method as defined in claim 9 wherein
said pair of public and private keys selected by said user is created in part by

said card manufacturer.

20. The joint digital signature method as defined in claim 9 wherein
said pair of public and private keys selected by said user is created in whole

by said card manufacturer.
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21. The joint digital signature method as defined in claim 9 wherein
said pair of public and private keys selected by said user is created in part by

a random value generator program embedded in said card.

22. The joint digital signature method as defined in claim 9 wherein
said pair of public and private keys selected by said user is created in whole

by a random value generator program embedded in said card.

23. The joint digital signature method as defined in claim 9 wherein
said pair of public and private keys selected by said user is created in part by

a trusted third party.

24. The joint digital signature method as defined in claim 9 wherein
said pair of public and private keys selected by said user is created in whole

by a trusted third party.

25. In a system for executing electronic payment with at least one
tamper resistant microprocessor card, said system including at least one
bank, at least one user, and at least one service provider, a method for
opening a microprocessor card account and securing said microprocessor
card comprising the steps of:

(a)  selecting by said bank for said microprocessor card at least one
pair of public and private key P¢ and S¢ under a first predetermined digital
signature scheme;

(b)  selecting by said user for said microprocessor card at least one

pair of public and private key Py and Sy under a second predetermined

digital signature scheme;
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(c)  combing the two said pairs of public and private keys to create a
joint signature scheme under a third predetermined digital signature scheme,
said joint signature scheme incorporating at least one joint public key and
one joint private key.

(d)  generating a certificate for said microprocessor card for
certifying the validity of said card and the said joint public keys, said card
certificate being signed by a digital signature for said card using the bank’s
private key under a fourth predetermined digital signature scheme;

() embedding in said microprocessor card said card certificate
such that access thereto is restricted, said microprocessor card having at
least one body, said body including identification field for identifying uniquely
said microprocessor card, private key fields for storing the said joint private
keys, and information field for storing said card certificate;

) storing with said bank at least one data entry for each said
microprocessor card account, said entry comprising at least one entry body,
said entry body including identification field for identifying uniquely each said
microprocessor card account, and information field for storing corresponding
card certificate;

(g) initialising said microprocessor card account and said
microprocessor card with an initial transfer value, said value representing
electronic cash; and

(h)  issuing to said user said microprocessor card,

whereby verification of electronic payment generated by said

microprocessor card is assured with said joint digital signature of said card.

26. In a system for executing electronic payment with at least one
tamper resistant microprocessor card, said system including at least one user

and at least one service provider, a method for enhancing the security ot
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each electronic payment generated by said microprocessor card comprising
the steps of:

(a)  checking the validity of the microprocessor card certificate by
verifying the certificate signature;

(b)  extracting the joint public keys from the microprocessor card
certificate;

(c) agreeing by said service provider and said user to a payment
specification grouping, said grouping containing at least said service
provider’s identity and payment amount;

(d) creating a joint digital signature for said grouping of payment
specifications using the joint private keys embedded in the microprocessor
card under a predetermined digital signature scheme and resulting in a
payment certificate

(e) transmitting payment certificate by said microprocessor card;
and

(f) checking the validity of said payment cettificate by verifying
said joint digital signature with said joint public key,

whereby electronic payment generated by said microprocessor card is
secured as long as none of the parties knows the joint private keys

embedded in said microprocessor card.

27. The method for enhancing the security of each electronic
payment generated by said microprocessor card as in claim 26 wherein said

joint digital signature is based on partial grouping of payment specification.

28. In a system for executing electronic payment with at least one
tamper resistant microprocessor card, said system including at least one user

and at least one service provider, a method adopted for implementing off-line
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and secured electronic payment generated by said microprocessor card
comprising the steps of:

(a) verifying by said service provider the validity of said
microprocessor card,

(b)  generating by said microprocessor card a payment certificate,
said payment certificate being created as a joint digital signature under a
predetermined digital signature scheme for said grouping of payment
specifications using the joint private keys embedded in the microprocessor
card ; and

(c)  grouping said payment specifications, said card certificate and
said payment certificate,

whereby electronic payment generated by said microprocessor card is
secured and processable in an off-line manner as long as none of the parties

knows the joint private keys embedded in said microprocessor card.

29. In a system for executing electronic payment with at least one
tamper resistant microprocessor card, said system including at least one user
and at least one service provider, a method for implementing off-line and
secured electronic payment generated by said microprocessor card
comprising the steps of:

(a) verifying by said service provider the validity of said
microprocessor card;

(b)  agreeing by said service provider and said user to a payment
specification;

(c)  activating by said user said microprocessor card for payment
transaction;

(d)  generating by said microprocessor card a payment certificate,

said payment certificate being created as a joint digital signature under a
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predetermined digital signature scheme for said grouping of payment
specifications using the joint private keys embedded in the microprocessor
card ; and

(e)  grouping said payment specifications, said card certificate and
said payment cettificate,

whereby electronic payment generated by said microprocessor card is
secured and processable in an off-line manner as long as none of the parties

knows the joint private keys embedded in said microprocessor card.

30. In a system for executing electronic payment with at least one
tamper resistant microprocessor card, said system including at least one user
and at least one service provider, a method for implementing secure
electronic deposit generated by said microprocessor card comprising the
steps of:

(a)  establishing by said service provider communication link with
said bank;

(b)  identifying by said service provider with said bank;

(c)  collecting grouping of payment specifications and transmitting
the same to said bank;

(d)  verifying by said bank the validity of each depositing electronic
payment, said bank adjusts the accounting information of said user and said
service provider within said bank’s record ; and

(e) updating said service provider by said bank with accounting
and status information,

whereby deposit information generated by said service provider is

secured.
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31. The method for implementing off-line and secured electronic
deposit generated by said microprocessor card as in claim 30 wherein said
bank comprises a clearing house for performing part of all of steps (a) to (d)

before transmitting said deposit information to said bank.

32. In a system for executing electronic payment with at least one
tamper resistant microprocessor card, said system including at least one user
and at least one service provider, a method adopted for implementing
secured withdrawal information generated by said microprocessor card
comprising the steps of:

(a)  verifying by said bank of the validity of said microprocessor
card;

(b)  generating by said microprocessor card a withdrawai request;

(c)  verifying by said bank said withdrawal request, said bank further
adjusting the account information of said user within said bank's records; and

(d) instructing by said bank corresponding adjustment of said
user's account information in said microprocessor card,

whereby withdrawal information generated by said microprocessor

card is secured.

33. In a system for executing electronic payment with at least one
tamper resistant microprocessor card, said system including at least one user
and at least one service provider, a method for implementing secure
withdrawal information generated by said microprocessor card comprising
the steps of:

(a)  verifying by said bank of the validity of said microprocessor

card;
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(b)  activating by said user said microprocessor card for withdrawal
transaction;

(c) generating by said microprocessor card a withdrawal request;

(d)  verifying by said bank said withdrawal request, said bank further
adjusting the account information of said user within said bank's records; and

(e) instructing by said bank corresponding adjustment of said
user's account information in said microprocessor card,

whereby withdrawal information generated by said microprocessor

card is secured.

34. The method for implementing secured electronic withdrawal
generated by said microprocessor card as in claims 32 or 33 wherein said

withdrawal request comprises a digital authentication.

35. The method for implementing secured electronic withdrawal
generated by said microprocessor card as in claims 32 or 33 wherein said

withdrawal request comprises a digital signature.

36. In a system for executing electronic payment with at least one
tamper resistant microprocessor card, said system including at least one
user, at least one bank and at least one service provider, a method for
implementing off-line and secured electronic cash generated by said
microprocessor card comprising the steps of:

(a)  selecting by said bank for said microprocessor card at least one

pair of public and private key P¢ and S¢ under a first predetermined digital

signature scheme,;



11
12
13
14
15
16
17

18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35

WO 98/25220 PCT/SG97/00065
39

(b)  selecting by said user for said microprocessor card at least one
pair of public and private key Py and Sy under a second predetermined
digital signature scheme,

(c) combing the two said pairs of public and private keys to create a
joint signature scheme under a third predetermined digital signature scheme,
said joint signature scheme having at least one joint public key and one joint
private key.

(d) generating a certificate for said microprocessor card for
certifying the validity of said card and the said joint public keys, said card
certificate being signed by a private key of the said bank under a fourth
predetermined digital signature scheme;

(e) embedding in said microprocessor card said card certificate
such that access thereto is restricted, said microprocessor card having at
least one body, said body including identification field for identifying uniquely
said microprocessor card, private key fields for storing the said joint private
keys, and information field for storing said card certificate;

® storing with said bank at least one data entry for each said
microprocessor card account, said entry comprising at least one entry body,
said entry body including identification field for identifying uniquely each said
microprocessor card account, and information field for storing corresponding
card certificate;

(g) initialising said microprocessor card account and said
microprocessor card with an initial transfer value, said value representing
electronic cash;

(h)  issuing to said user said microprocessor card;

(1) verifying by said service provider the validity of said

microprocessor card;
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() agreeing by said service provider and said user to a payment
specification;

(k) activating by said user said microprocessor card for payment
transaction;

(h generating by said microprocessor card a payment certificate,
said payment certificate being created as a joint digital signature under the
third predetermined digital signature scheme for said grouping of payment
specifications using the joint private keys embedded in the microprocessor
card,

(m) grouping said payment specifications, said card certificate and
said payment certificate;

(n)  establishing by said service provider communication link with
said bank;

(o) identifying by said service provider with said bank;

(p)  collecting grouping of payment specifications and payment
certificates transmitting the same to said bank;

(q)  verifying by said bank the validity of each depositing electronic
payment, said bank adjusting the accounting information of said user and
said service provider within said bank’s record,

(r) updating said service provider by said bank with accounting
and status information;

(s)  verifying by said bank of the validity of said microprocessor
card;

t) generating by said microprocessor card a withdrawal request;

(u)  verifying by said bank said withdrawal request, said bank further
adjusting the account information of said user within said bank's records; and

(v) instructing by said bank corresponding adjustment of said

user's account information in said microprocessor card,
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whereby electronic cash payment generated by said microprocessor
card is secured and processable in an off-line manner as long as none of the

parties knows the joint private keys embedded in said microprocessor card.

37. In a system for executing electronic payment with at least one
tamper resistant microprocessor card, said system including at least one
user, at least one bank and at least one service provider, a method for
implementing off-line and secured electronic credit payment generated by
said microprocessor card comprising the steps of:

(a) selecting by said bank for said microprocessor card t at least
one pair of public and private key P¢ and S under a first predetermined
digital signature scheme;

(b)  selecting by said user for said microprocessor card at least one
pair of public and private key Py and Sy under a second predetermined
digital signature scheme;

(c) combing the two said pairs of public and private keys to create a
joint signature scheme under a third predetermined digital signature scheme,
said joint signature scheme having at least one joint public key and one joint
private key.

(d) generating a certificate for said microprocessor card for
certifying the validity of said card and the said joint public keys, said card
certificate being signed using said bank’s private key under a fourth
predetermined digital signature scheme;

(e) embedding in said microprocessor card said card certificate
such that access thereto is restricted, said microprocessor card having at
least one body, said body including identification field for identifying uniquely
said microprocessor card, private key fields for storing the said joint private

keys , and information field for storing said card certificate;
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(f) storing with said bank at least one data entry for each said
microprocessor card account, said entry comprising at least one entry body,
said entry body including identification field for identifying uniquely each said
microprocessor card account, and information field for storing corresponding
card certificate;

(g) initialising said microprocessor card account and said
microprocessor card with an initial credit value, said value representing
electronic credit limit;

(h)  issuing to said user said microprocessor card;

(i) verifying by said service provider the validity of said
microprocessor card;

)] agreeing by said service provider and said user to a payment
specification;

(k)  activating by said user said microprocessor card for payment
transaction;

() generating by said microprocessor card a payment certificate,
said payment certificate being created as a joint digital signature under the
third predetermined digital signature scheme for said grouping of payment
specifications using the joint private keys embedded in the microprocessor
card ;

(m) grouping said payment specifications, said card certificate and
said payment certificate;

(n)  verifying by said bank the validity of each depositing electronic
payment, said bank adjusting the accounting information of said user and
said service provider within said bank’s record,

(0) updating said service provider by said bank with accounting

and status information;



52
53
54
55
56
57
58
59
60
61
62

it A © > R & ; S —N O R \ V]

10
11
12
13
14
15
16
17

WO 98/25220 PCT/SG97/00065

43

(p)  verifying by said bank of the validity of said microprocessor
card,

(g)  generating by said microprocessor card a withdrawal request;

(r) verifying by said bank said withdrawal request, said bank further
adjusting the account information of said user within said bank's records; and

(s) instructing by said bank corresponding adjustment of said
user's account information in said microprocessor card,

whereby electronic credit payment generated by said microprocessor
card is secured and processable in an off-line manner as long as none of the

parties knows the joint private keys embedded in said microprocessor card.

38. In a system for executing electronic payment with at least one
tamper resistant microprocessor card, said system including at least one
user, at least one bank and at least one service provider, a method for
implementing off-line and secured electronic cheque generated by said
microprocessor card comprising the steps of:

(@)  selecting by said bank for said microprocessor card at least one
pair of public and private key P¢ and S¢ under a first predetermined digital
signature scheme;

(b)  selecting by said user for said microprocessor card at least one

pair of public and private key P, and Sy, under a second predetermined

.digital signature scheme;

(c)  combing the two said pairs of public and private keys to create a
joint signature scheme under a third predetermined digital signature scheme,
said joint signature scheme having at least one joint public key and one joint
private key.

(d) generating a certificate for said microprocessor card for

certifying the validity of said card and the said joint public keys, said card
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certificate being signed using said bank’s private key under a fourth
predetermined digital signature scheme;

() embedding in said microprocessor card said card certificate
such that access thereto is restricted, said microprocessor card having at
least one body, said body including identification field for identifying uniquely
said microprocessor card, private key fields for storing the said joint private
keys , and information field for storing said card certificate;

(f) storing with said bank at least one data entry for each said
microprocessor card account, said entry comprising at least one entry body,
said entry body including identification field for identifying uniquely each said
microprocessor card account, and information field for storing corresponding
card certificate;

(g) initialising said microprocessor card account and said
microprocessor card with an initial counter value, said value representing the
number of checks issuable;

(h)  issuing to said user said microprocessor card,

() verifying by said service provider the validity of said
microprocessor card;

1) agreeing by said service provider and said user to a payment
specification;

(k)  activating by said user said microprocessor card for payment
transaction;

(h generating by said microprocessor card a payment certificate,
said payment certificate being created as a joint digital signature under the
third predetermined digital signature scheme for said grouping of payment
specifications using the joint private keys embedded in the microprocessor

card ;
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(m) grouping said payment specifications, said card certificate and
said payment certificate;

(n)  establishing by said service provider communication link with
said bank;

(o) identifying by said service provider with said bank;

(p)  collecting grouping of payment specifications and transmitting
the same to said bank;

(q)  verifying by said bank the validity of each depositing electronic
payment, said bank adjusting the accounting information of said user and
said service provider within said bank’s record; and

(r) updating said service provider by said bank with accounting
and status information,

whereby electronic cheque payment generated by said
microprocessor card is secured and processable in an off-line manner as
long as none of the parties knows the joint private keys embedded in said

microprocessor card.



WO 98/25220 PCT/SG97/00065

1/7
—— 10
BANK 60
50
Deposit ithdrawal
20
30 N Payment A
SP/MC N USERMC
40
Figure 1
70
. / o
BANK USER/MC
Figure 2

80

‘0 — / 30
BANK \ SPMC

Figure 3




WO 98/25220 PCT/SG97/00065

- 200

USER requests to open /
an MC account with BANK

........................... l 210 220
. The BANK checks if /— /
. USER'’s identity and _NQ__.( Torminate J

‘account information is ok?:

230

h

The BANK issue a newly
initialized MC to USER

240
USER customizes the new)/
MC with a PIN number
and Py, Sy

250
The BANK customizes the}/
new MC with a master key
and P¢, Sc

The BANK issues to the /'
MC a card certificate for
the joint public key Py, Pc

The BANK transfers some}/ . /‘ 280

electronic cash from

USER’s bank account to 1 End J

its MC account

Figure 4



WO 98/25220

PCT/SG97/00065

3/7

card# the card number

user record user’s identity and information

Record 1 certg(inter, info, Pc, Py), C_balance, seq#,
serit

Figure 5

card# the card number

master key the master key used by the bank to access
the card

PIN PIN-number to activate transaction

Sc secret key known by the card and the bank

Su secret key known by the card and possibly
the user

C balance the cash balance held by the card

CARD-CERT | the card certificate

seq# sequence number of withdrawal

ser# serial number of cash payment for current
certificate

Figure 6




WO 98/25220

a/7

CARD-CERT

PIN, spec

g

amount less then

C _balance ?

increase ser# by 1

deduct amount from
C_balance

generate PAYMENT-
CERT = certc(seri#, spec),
where C ={S¢, Su}

PAYMENT-CERT

Figure 7

PCT/SG97/00065

SP, USER

SP checks CARD-CERT
valid?

SP displays payment
specification spec = {time,
date, amount, S_id}

USER enters PIN to confirm
spec



WO 98/25220

USER inserts MC into
card reader

PCT/SG97/00065

57

— 400

/

410

SP reads CARD-CERT &

/o

PIN error value from MC

420
......................................................... 430
SP checks if CARD- CERT: /
.................... 'Sva“d?“_ML'l Terminate)
I YES 440
SP displays payment spec /‘
to user
450 460
""""" P -
confirm? "ND"’| Terminatcﬂ
| ves 470
Payment spec and PIN /-
send to MC 480 490

‘MC checks if error value |s.
wnthm limit & PIN is ok?

MC increases
error value if

—‘( TerminatEJ

.

1 YES 510 necessary
AddltlonalMCchecksok’7 ———“( TerminateV
[ YES
MC generates PAYMENT-| — 530
CERT and send to SP /_
550
540 / 560
“§B chacks if BAYMENT: /o [ SP arints an [
. CERTisok? error receipt —{Termlnath
| vES 570
SP prints a payment |7 580
receipt —( End J/_—

Figure 8



WO 98/25220

6/7

| SPconta

SP transmits identity &
requests deposit

cts BANK 1

—

i tof

PCT/SG97/00065

600

610
630

")

620

-

Close connectio

......................... Ok" and terminate
| YES
SP transmits list of CARD- / 640
CERTs & PAYMENT-
CERTs
650
BANK retrievesone V
CARD-CERT
660
§'"éA’NK"&h’é’cﬁké"i’f’ 'éAﬁb’-""/No—
. CERTisok? . 680
T lves
. BANK checks if No | Alert BANK of
correspondmg PAYMENT- possible security
: _..CERTisok?  _  .: breach
1 YES
BANK transfers payment /' 690
amount & updates
USER'’s MC account
YES "éAN’K'EHéé’ks 'if'é'r'{y"r'ﬁafé" 700
- certificates
l NO /— 710 /— 720
BANK sends status of lose connectio

deposit and possible error
messages to SP

Qb —ul

and End

Figure 9




WO 98/25220

m7

USER inserts MC into
BANK terminal

BANK terminal reads
CARD-CERT

.......................... Lo

| BANK checks if CARD-
CERT is ok?

Lo

USER enters PIN &
withdrawal amount

YES

MC sends withdrawal
request to BANK

N b

: BANK checks if request is
‘ ok?

" NO

BANK transfers requested
fund

BANK sends confirmation
to MC

MC adjusts its stored
value

Bank terminal prints a
transaction record

800

810

820

830

-

Terminate )

860

o~

Terminate ]

890
/,

Terminate J

940

PCT/SG97/00065



INTERNATIONAL SEARCH REPORT

International Application No.
PCT/SG 97/00065

A. CLASSIFICATION OF SUBJECT MATTER

Int CI°: GOG6F 17/60, HO4L 9/32

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

PUBLIC () KEY, PRIVATE () KEY, DIGITAL () SIGN:

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

P.X (see whole document)

Y (see whole document)

WO, 97/37461 (HEWLETT-PACKARD COMPANY) 9 October 1997

US, 5144665 (TAKARAGI ET AL.) 1 September 1992

1-38

1-38

Further documents are listed in the
continuation of Box C

See patent family annex

* Special categories of cited documents:

"A" document defining the general state of the art which is
not considered to be of particular relevance

"E" earlier document but published on or after the
international filing date
"L document which may throw doubts on priority claim(s)

or which is cited to establish the publication date of
another citation or other special reason (as specified)

"o document referring to an oral disclosure, use,
exhibition or other means
"p* document published prior to the international filing

date but later than the priority date claimed

"T"

IIXH

IiYII

II&II

later document published after the international filing date or
priority date and not in conflict with the application but cited to
understand the principle or theory underlying the invention
document of particular relevance; the claimed invention cannot
be considered novel or cannot be considered to involve an
inventive step when the document is taken alone

document of particular relevance; the claimed invention cannot
be considered to involve an inventive step when the document is
combined with one or more other such documents, such
combination being obvious to a person skilled in the art
document member of the same patent family

Date of the actual completion of the international search

30 March 1998

Date of mailing of the international search report

03 APR 1998

Name and mailing address of the ISA/AU
AUSTRALIAN PATENT OFFICE

PO BOX 200

WODEN ACT 2606

AUSTRALIA

Facsimile No.: (02) 6285 3929

Authorized officer

J.W. THOMSON
Telephone No.: (02) 6283 6283

Form PCT/ISA/210 (second sheet) (July 1992) copcas




INTERNATIONAL SEARCH REPORT

International Application No.

PCT/SG 97/00065
C (Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT
Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to
claim No.
EP 0539727 INTERNATIONAL BUSINESS SCHEMES CORPORATION)
31 October 1991
Y (see whole document) 1-38
Y Roy Bright “SMART CARDS” published 1988 by Ellis Horwood Limited see Chapter 6 1-38

Form PCT/ISA/210 (continuation of second sheet) (July 1992) copcas




INTERNATIONAL SEARCH REPORT International Application No.
Information on patent family members PCT/SG 97/00065

This Annex lists the known "A" publication level patent family members relating to the patent documents cited
in the above-mentioned international search report. The Australian Patent Office is in no way liable for these
particulars which are merely given for the purpose of information.

Patent Document Cited in Search Patent Family Member
Report
Us 5144665 JP 3243035
EP 0539727 CA 2071771 JP 5216410 JP 8016827

Us 5265164

END OF ANNEX

Form PCT/ISA/210 (extra sheet) (July 1992) copcas




	BIBLIOGRAPHY
	DESCRIPTION
	CLAIMS
	DRAWINGS
	SEARCH_REPORT

