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(57) Abstract: According to an example aspect of the
present invention, there is provided an apparatus compris-
ing a memory configure to store feature data characteriz-
ing a signature gesture, at least one processing core con-
figured to determine whether a set of sensor data corres-
ponds to the feature data, the determination being based,
at least partly, on a reliability threshold, and wherein the at
least one processing core is configured to select the reliab-
ility threshold at least partly in dependence of at least one
ancillary authentication mechanism, wherein the at least
one processing core is configured to select the reliability
threshold as less strict responsive to the at least one ancil -
lary authentication mechanism being applicable.
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BEHAVIOURAL BIOMETRIC AUTHENTICATION

FIELD

[0001] The present invention relates to the field of behavioural and/or biometric
authentication, such as, for example, authentication based on acceleration sensor and/or

gyroscope data from characteristic movements of an individual.

BACKGROUND

[0002] Authenticating a user or client may take a number of forms, depending on the
circumstances. A bank may request a client to present a passport before offering services,
and subsequently the bank may rely on authentication methods derived from the initial
authentication, where a passport was presented. For example, when providing online
service, the bank may request the client to enter a one-time numeric code from one-time
pad authentication response material provided to the client when she was present in the
bank. The online transaction may further be authenticated and secured by use of a secured
communication protocol, such as HTTPS, for example. HTTPS uses cryptographic

certificates to authenticate at least the server side, and in variants, also the client side.

[0003] In legal documents, a handwritten signature is often used as an authentication
method. In some jurisdictions, a signature transmitted over telefax is also considered
legally valid. Credit card transactions, previously authenticated by handwritten signature,
are now authenticated using a two-factor authentication method wherein the client presents
a credit card with a cryptographic chip, and then enters a secret numerical code to cause
the transaction to proceed. Such a two-factor authentication is seen as more secure than a
handwritten signature, in part since the reverse side of a credit card often has a genuine

handwritten signature a thief can emulate.

[0004] Biometric authentication is used in machine-readable passports. For example,
a passport may be furnished with a machine-readable image of the passport holder’s face
and/or fingerprints, which may be compared in a passport control point against a freshly
obtained machine-readable image of a person’s face and/or fingerprints, who presents the

passport as her own.
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[0005] Biometric information is more difficult, although not impossible, to copy in a
bid to fraudulently compromise an authentication process. For example, while a pin code
of a credit card may be surreptitiously observed when the client uses the card, her
fingerprints are more difficult to obtain, and replicating her iris pattern is more difficult
still. Behavioural biometric authentication may be even more difficult to replicate than
certain forms of physical biometric authentication, such as fingerprints. Moreover, if
compromised, a behavioural gesture could be replaced by another one, whereas a physical

biometric would become useless.

SUMMARY OF THE INVENTION

[0006] The invention is defined by the features of the independent claims. Some

specific embodiments are defined in the dependent claims.

[0007] According to a first aspect of the present invention, there is provided an
apparatus comprising a memory configure to store feature data characterizing a signature
gesture, at least one processing core configured to determine whether a set of sensor data
corresponds to the feature data, the determination being based, at least partly, on a
reliability threshold, and wherein the at least one processing core is configured to select the
reliability threshold at least partly in dependence of at least one ancillary authentication
mechanism, wherein the at least one processing core is configured to select the reliability
threshold as less strict responsive to the at least one ancillary authentication mechanism

being applicable.

[0008] Various embodiments of the first aspect may comprise at least one feature

from the following bulleted list:

e the at least one processing core is configured to modify the feature data using the
set of sensor data responsive to a determination the set corresponds to the feature
data in accordance with the less strict reliability threshold

e the at least one ancillary authentication mechanism comprises that a continuous

flow of data has been obtained since a reliable past event
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e the continuous flow of data is a continuous flow of biometric data concerning a
user and the reliable past event comprises a pairing of a wrist-wearable device with
a data sink device
e the biometric data concerning the user comprises at least one of the following: a
heart rate, a skin temperature and a galvanic skin response
e the continuous flow of data comprises a flow of sensor data, and the reliable past
event comprises a pairing of a wrist-wearable device with a data sink device
e the apparatus is configured to obtain positive training data and negative training
data, and to derive the feature data characterizing the signature based at least partly
on the positive training data and negative training data
e the positive training data comprises acceleration sensor data characterizing a
plurality of repetitions of the signature gesture and the negative training data
comprises acceleration sensor data characterizing a plurality of gestures that do not
comprise performing the signature gesture
e the at least one processing core is configured to determine whether the set of sensor
data corresponds to the feature data by using at least one of a linear regression
classifier, a support vector machine and a neural network
e the feature data comprises acceleration sensor data and angular velocity sensor data
e at lecast one of the acceleration sensor data comprises three axis acceleration sensor
data and the angular velocity sensor data comprises three axis angular velocity
sensor data
e the at least one processing core is configured to, in connection with the deriving of
the feature data characterizing the signature, obtain derived sensor data describing
trends in the positive training data
[0009] According to a second aspect of the present invention, there is provided a
method comprising storing feature data characterizing a signature gesture, determining
whether a set of sensor data corresponds to the feature data, the determination being based,
at least partly, on a reliability threshold, and selecting the reliability threshold at least
partly in dependence of at least one ancillary authentication mechanism, wherein a less
strict reliability threshold is selected responsive to the at least one ancillary authentication

mechanism being applicable.

[0010] Various embodiments of the second aspect may comprise at least one feature

from the following bulleted list:
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e modifying the feature data using the set of sensor data responsive to a
determination the set corresponds to the feature data in accordance with the less
strict reliability threshold

e the at least one ancillary authentication mechanism comprises that a continuous
flow of data has been obtained since a reliable past event

e the continuous flow of data is a continuous flow of biometric data concerning a
user and the reliable past event comprises a pairing of a wrist-wearable device with
a data sink device

e the biometric data concerning the user comprises at least one of the following: a
heart rate, a skin temperature and a galvanic skin response

e the continuous flow of data comprises a flow of sensor data, and the reliable past
event comprises a pairing of a wrist-wearable device with a data sink device

e obtaining positive training data and negative training data, and deriving the feature
data characterizing the signature gesture based at least partly on the positive
training data and negative training data

e the positive training data comprises acceleration sensor data characterizing a
plurality of repetitions of the signature gesture and the negative training data
comprises acceleration sensor data characterizing a plurality of gestures that do not
comprise performing the signature gesture

e determining whether the set of sensor data corresponds to the feature data by using
at least one of a linear regression classifier, a support vector machine and a neural
network

e the feature data comprises acceleration sensor data and angular velocity sensor data

e at lecast one of the acceleration sensor data comprises three axis acceleration sensor
data and the angular velocity sensor data comprises three axis angular velocity
sensor data

e in connection with the deriving of the feature data characterizing the signature,
obtaining derived sensor data describing trends in the positive training data.

[0011] According to a third aspect of the present invention, there is provided an
apparatus comprising means for storing feature data characterizing a signature gesture,
means for determining whether a set of sensor data corresponds to the feature data, the
determination being based, at least partly, on a reliability threshold, and means for

selecting the reliability threshold at least partly in dependence of at least one ancillary
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authentication mechanism, wherein a less strict reliability threshold is selected responsive

to the at least one ancillary authentication mechanism being applicable.

[0012] According to a fourth aspect of the present invention, there is provided a non-
transitory computer readable medium having stored thercon a set of computer readable
instructions that, when executed by at least one processor, cause an apparatus to at least
store feature data characterizing a signature gesture, determine whether a set of sensor data
corresponds to the feature data, the determination being based, at least partly, on a
reliability threshold, and select the reliability threshold at least partly in dependence of at
least one ancillary authentication mechanism, wherein a less strict reliability threshold is

selected responsive to the at least one ancillary authentication mechanism being applicable.

[0013] According to a fifth aspect of the present invention, there is provided a
computer program configured to cause a method in accordance with the second aspect to

be performed.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] FIGURE 1 illustrates an example system in accordance with at least some

embodiments of the present invention;

[0015] FIGURE 2 illustrates an example system in accordance with at least some

embodiments of the present invention;

[0016] FIGURE 3 illustrates an example apparatus capable of supporting at least

some embodiments of the present invention;

[0017] FIGURE 4 illustrates signalling in accordance with at least some

embodiments of the present invention, and

[0018] FIGURE 5 is a flow graph of a method in accordance with at least some

embodiments of the present invention.

EMBODIMENTS
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[0019] By sclecting a reliability threshold for a determination whether a gesture
corresponds to a correct signature gesture, confidence in gesture based authentication may
be enhanced while simultancously enabling use of the gesture based authentication for
actual transactions. The reliability threshold may be selected in dependence of ancillary
authentication mechanisms, such that when at least one ancillary authentication mechanism
is present, a reliability threshold for the gesture-based authentication is less strict than
when no ancillary authentication mechanism is available. In other words, when
authentication is based solely on gesture based authentication, a higher level of confidence
the gesture is correct is required. The higher level of confidence may increase a rate of
false negative results, necessitating the user to repeat the gesture. A signature gesture may
comprise a gesture corresponding to writing the user’s signature, or it may be a more
general signature gesture the user has chosen to use in a gesture based authentication

Proccess.

[0020] FIGURE 1 illustrates an example system in accordance with at least some
embodiments of the present invention. FIGURE 1 illustrates a system in accordance with at
least some embodiments of the present invention. The system comprises device 110, which
may comprise, for example, a smart watch, digital watch, activity bracelet, smart ring or
another kind of suitable device. Device 110 may comprises at least one of an acceleration
sensor and an angular velocity sensor. Such an acceleration sensor may be configured to
measure acceleration along three orthogonal axes. Such an angular velocity sensor may be
configured to measure angular velocity along three orthogonal angles, for example. In
general, device 110 may be wrist-wearable or finger-wearable. An angular velocity sensor
may comprise a gyro sensor, for example. Accelerometers may be based on piezoelectric,

piezoresistive or capacitive technology, for example.

[0021] When worn by a user on a hand that is used to sign, that is, perform a
signature gesture, the sensor arrangement comprised in device 110 may obtain sensor data
characterizing the gesture of signing. The gesture may be performed on a surface, akin to
signing on paper, or the gesture may be performed in the air. In general, the sensor data
obtained, by sensors in device 110, during the gesture may be referred to as a set of sensor
data. The set may comprise acceleration sensor data and/or angular velocity sensor data.
The acceleration sensor data may comprise three separate sequences of sensor data values,

cach sequence corresponding to a distinct axis. Likewise, angular velocity sensor data may
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comprise three separate sequences, each sequence corresponding to a distinct base angle,

the base angles being orthogonal to each other.

[0022] Device 110 may be communicatively coupled with a communications
network. For example, in FIGURE 1 device 110 is coupled, via wireless link 112, with
base station 120. Base station 120 may comprise a cellular or non-cellular base station,
wherein a non-cellular base station may be referred to as an access point. Examples of
cellular technologies include wideband code division multiple access, WCDMA, and long
term evolution, LTE, while examples of non-cellular technologies include wireless local
arca network, WLAN, and worldwide interoperability for microwave access, WiMAX.
Base station 120 may be coupled with network node 130 via connection 123. Connection
123 may be a wire-line connection, for example. Network node 130 may comprise, for
example, a controller or gateway device. Network node 130 may interface, via connection
134, with network 140, which may comprise, for example, the Internet or a corporate
network. Network 140 may be coupled with further networks via connection 141. In some
embodiments, device 110 is not configured to couple with base station 120. Network 140
may comprise cloud-based servers, for example cloud servers that participate in
transactions that are authenticated by gestures. Cloud servers may be arranged to back-up

data, such as reference feature data, used in gesture-based authentication.

[0023] Device 110 may be configured to receive, from satellite constellation 150,
satellite positioning information via satellite link 151. The satellite constellation may
comprise, for example the global positioning system, GPS, or Galileo constellation.
Satellite constellation 150 may comprise more than one satellite, although only one
satellite is illustrated in FIGURE 1 for the same of clarity. Likewise, receiving the
positioning information over satellite link 151 may comprise receiving data from more
than one satellite. In some embodiments, a timing signal is received from satellite

constellation 150 alternatively or additionally to positioning information.

[0024] In embodiments where device 110 is not enabled to receive data from a
satellite constellation, device 110 may obtain positioning and/or timing information by
interacting with a network in which base station 120 is comprised. For example, cellular
networks may employ various ways to position a device, such as trilateration,
multilateration or positioning based on an identity of a base station with which attachment

is possible. Likewise a non-cellular base station, or access point, may know its own
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location and provide it to device 110, enabling device 110 to position itself within

communication range of this access point.

[0025] Device 110 may be configured to obtain a current time from satellite
constellation 150, base station 120 or by requesting it from a user, for example. Once
device 110 has the current time and an estimate of its location, device 110 may consult a
look-up table, for example, to determine how much time is remaining to sunset, and/or
sunrise. Device 110 may comprise further sensors, enabled to determine, for example from
skin temperature, skin galvanic response or from heart rate, whether device 110 has been

worn in an uninterrupted fashion.

[0026] FIGURE 2 illustrates a system in accordance with at least some embodiments
of the present invention. Like numbering denotes like structure as in FIGURE 1. FIGURE

2 embodiments comprise an auxiliary device 110x.

[0027] Device 110 may be communicatively coupled, for example communicatively
paired, with an auxiliary device 110x. The communicative coupling, or pairing, is
illustrated in FIGURE 2 as interface 111, which may be wireless, as illustrated, or wire-
line, depending on the embodiment. Interface 111 may comprise a Bluetooth interface, for
example. Auxiliary device 110x may comprise a smartphone, tablet computer or other
computing device, for example. Auxiliary device 110x may comprise a device that the
owner of device 110 uses to consume media, communicate or interact with applications.
Auxiliary device 110x may be furnished with a larger display screen than device 110,
which may make auxiliary device 110x preferable to the user when a complex interaction
with an application is needed, as a larger screen enables a more detailed rendering of
interaction options. Auxiliary device 110x may store feature data usable in determining if a
gesture-based authentication is to be accepted or refused, for example. In some

embodiments, such as those illustrated in FIGURE 1, auxiliary device 110x is absent.

[0028] In some embodiments, where auxiliary device 110x is present, device 110
may be configured to use connectivity capability of auxiliary device 110x. For example,
device 110 may access a network via auxiliary device 110x. In these embodiments, device
110 need not be furnished with connectivity toward base station 120, for example, since
device 110 may access network resources via interface 111 and a connection auxiliary
device 110x has with base station 120. Such a connection is illustrated in FIGURE 2 as

connection 112x. For example, device 110 may comprise a smart watch and auxiliary
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device 110x may comprise a smartphone, which may have connectivity to cellular and/or
non-cellular data networks. Likewise, in some embodiments device 110 may receive
satellite positioning information, or positioning information derived therefrom, via
auxiliary device 110x where device 110 lacks a satellite positioning receiver of its own. A
satellite connection of auxiliary device 151x is illustrated in FIGURE 2 as connection

151X.

[0029] In some embodiments, device 110 may have some connectivity and be
configured to use both that and connectivity provided by auxiliary device 110x. For
example, device 110 may comprise a satellite receiver enabling device 110 to obtain
satellite positioning information directly from satellite constellation 150. Device 110 may

then obtain network connectivity to base station 120 via auxiliary device 110x.

[0030] To enable using sensors of device 110 in a gesture based authentication
scheme, feature data characterising an authentic signature gesture may first be established.
The feature data may comprise a set of reference sequences of sensor data values,
corresponding to sensor data that device 110 is capable of generating during a gesture, so
that freshly generated sensor data can be compared to the feature data to determine,

whether the gesture corresponds to an authentic signature gesture.

[0031] The feature data may comprise, alternatively or additionally to reference
sequences of sensor data, features derived from reference sequences of sensor data, which
features characterize the reference sequence data. Such data may be referred to as derived
sensor data. For example, first and/or second order derivatives may be obtained from the
reference sequences, turning points may be identified when angular velocities or
accelerations turn from positive to negative or vice versa, and/or timing characteristics of
the reference sequences of sensor data may be obtained. In general, the feature data
therefore comprises data that enables a determination as to what extent a freshly obtained
set of sensor data corresponds to reference sensor data of genuine signature gestures. In
other words, the feature data may comprise sensor data in unprocessed form, in processed

form or a combination of the two.

[0032] In establishing the feature data, a user may initially be prompted to perform a
number of repetitions of the correct, authentic signature gesture. For example, three, five,
seven or ten repetitions may be recorded by sensors of device 110. Sensor data obtained

during these repetitions may be referred to as positive training data, as the genuine
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signature gesture is comprised therein. Additionally the user may be prompted to gesture in
a way that does not comprise the signature gesture, again, repeatedly. Sensor data obtained
during these gestures may be referred to as negative training data, as the genuine signature

gesture is absent therein.

[0033] The feature data may be determined based on the positive training data, and,
optionally, the negative training data as well. Where the negative training data is not used
in establishing the feature data, it of course need not be collected either. The negative
training data may be useful in establishing the feature data, since the user may have
characteristic motion features that are present in both the genuine signature gesture and
other gestures the user makes. For example, arm length, muscle tone and rhythm may be
typical of the user in general, and affect characteristics of his gestures. In general, where it
can be established a gesture is not even made by the correct user, it is trivial to conclude it
cannot be the authentic signature gesture. The negative training data, like the positive
training data, may comprise or be derived from acceleration and/or angular velocity sensor
data obtained by device 110. One example of negative training data is a case where the
user secks to protect the authentication from specific people around him. For example, a
parent may ask his child to perform a signature gesture, providing instructions on how it
should be performed. Sensor data characterizing this gesture can be employed, in some

embodiments, to help guard the authentication against unauthorized access.

[0034] Once the feature data is established, matching of a freshly generated set of
sensor data against the feature data may be performed, for example in device 110 or in
auxiliary device 110x. Alternatively, the matching may be performed in a cloud server that
18 in possession of, or has access to, the feature data. When the matching is performed in a
cloud server, the set of sensor data may be provided to the server in a request, and the
server may be arranged to provide a result of the matching as a response. The request may
comprise an identifier of a node, where the result should be transmitted to. The request
may be encrypted. The matching comprises determining, whether the set of sensor data
corresponds to the feature data, that is, whether the gesture now performed is the correct
signature gesture. The matching may be based on at least one of a linear regression
classifier, a support vector machine, SVM, and a neural network, for example. A result of
the matching may comprise a determined probability the fresh set of sensor data is from a
genuine signature gesture. Where the set of sensor data very closely matches the feature

data, the probability may be high, and where there are differences between the set of sensor
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data and the feature data, the probability may be lower. The larger the differences are, the
lower is the probability.

[0035] A decision whether to accept the fresh gesture as authentic may depend on a
reliability threshold. For example, it may be required that the determined probability the
set of sensor data is from a genuine signature has to be at least 0,9 or 0,95 for the gesture to
be accepted as authentic. Therefore, to perform a gesture-based authentication, a user may
perform the signature gesture, during which time device 110 captures a set of sensor data,
which set of sensor data is then compared against the feature data, established prior, to
derive a probability the two are consistent. The derived probability is then compared to the

reliability threshold to decide, whether to accept the gesture authentication or to reject it.

[0036] The reliability threshold to be used in the authentication process may be
selected in dependence of at least one ancillary authentication method. In detail, where an
ancillary authentication method can be at least partly relied on, a less strict reliability
threshold can be employed in the gesture recognition, as the compound authentication
consisting of the gesture and the at least one ancillary authentication method nonetheless
will satisfy also a stricter reliability threshold. In other words, when an ancillary
authentication method is applicable, the gesture-based authentication method is used

together with the ancillary authentication method.

[0037] For example, an ancillary authentication method may be present where a user
has paired device 110 with an ancillary device 110x, and the pairing has not been broken.
This may be the case, for example, where the user has caused device 110 to interact with
ancillary device 110x in the morning, and then he has worn device 110, and kept ancillary
device 110x with him, such that the pairing has remained unbroken. The pairing may rely
on the Bluetooth protocol, for example. Auxiliary device 110x may act as a data sink
device in the sense that device 110 transmits sensor data it obtains from sensors to
auxiliary device 110x. The pairing may require entry of a pin code, or it may rely on a

previously established trust relationship between device 110 and auxiliary device 110x.

[0038] Another example is a case, where the use has interacted with device 110, for
example in a way that has required entry of a pin code, and/or a pairing, and device 110
has been worn continuously since then. For example, when device 110 has been able to
measure a continuous biometric data stream, it may be determined device 110 has been

worn continuously and consequently by the legitimate user. Therefore, an ancillary
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authentication method is in place, since a degree of confidence can thereby be established
the user is the legitimate user. Heart rate, galvanic skin response and skin temperature are
examples of biometric information usable in determining device 110 has been continuously

worn. In general, a continuous flow of data may be obtained since a reliable past event.

[0039] In some embodiments, biometric data is used as an ancillary authentication
method in a sense, that presence of biometric data matching the user is used as a trigger to
make the reliability threshold less strict. On the other hand, biometric data not matching
the user may in these embodiments make the reliability threshold more strict. For example,
the user may have a characteristic heart rate when at rest. In case a heart rate consistent
with the characteristic heart rate is present, the less strict reliability threshold may be used,
but where a heart rate inconsistent with the characteristic heart rate is present, the more
strict reliability threshold may be used. For example, where the characteristic heart rate is
70 beats per minute, a reading of 95 beats per minute could be considered inconsistent with
the characteristic heart rate. A combination of at least two biometric datapoints could

provide a more characterizing effect than a single biometric datapoint.

[0040] One example of an ancillary authentication method is a method wherein it is
verified, whether device 110 has been continually worn and a pairing of device 110 to
auxiliary device 110x has been continually present since a reliable past event, such as a
password or pin entry or a pairing. The verification device 110 has been continually worn

may be based on biometric sensor data, as described above.

[0041] Where the reliability threshold is made less strict based on an ancillary
authentication method, the reliability threshold may be once more made more strict in case
the ancillary authentication method is no longer usable. For example, where a discontinuity
or anomaly is detected in pairing data, or biometric data, the ancillary authentication
method may be considered no longer present, as it is possible the user has taken device 110
off, for example in case he is robbed and device 110 is stolen. In this case, the threshold
should return to the stricter level as the additional confidence provided by the ancillary

authentication method is no longer present.

[0042] When a gesture is accepted in the presence of an ancillary authentication
method, the gesture may be considered as a further element of positive training data, and
used to refine the feature data, to render the gesture-based authentication method more

reliable and usable. In detail, as the quantity of training data used in establishing the
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feature data increases, the rate of false negatives and false positives decreases. Here a false
negative may comprise a gesture that is a genuine signature gesture, but which nonetheless
is rejected in the gesture authentication process. A false positive is here a gesture that is
accepted despite it not being a genuine signature gesture. This has the advantage that the
user may start using the gesture based authentication mechanism after initially entering a
reduced quantity of training data, compared to a case where the reliability threshold were
always kept at a strict level and ancillary authentication methods were not employed. Also,
the proportion of gestures in the beginning, when the feature data is not yet entirely
complete, in the false negative class can reduce, as the threshold is less strict. Examples of

a less strict threshold are 0,6 and 0,7.

[0043] FIGURE 3 illustrates an example apparatus capable of supporting at least
some embodiments of the present invention. Illustrated is device 300, which may
comprise, for example, a device such as device 110 or auxiliary device 110x of FIGURE 1
or FIGURE 2. Comprised in device 300 is processor 310, which may comprise, for
example, a single- or multi-core processor wherein a single-core processor comprises one
processing core and a multi-core processor comprises more than one processing core.
Processor 310 may comprise more than one processor. A processing core may comprise,
for example, a Cortex-A8 processing core manufactured by ARM Holdings or a
Steamroller processing core produced by Advanced Micro Devices Corporation. Processor
310 may comprise at least one Qualcomm Snapdragon and/or Intel Atom processor.
Processor 310 may comprise at least one application-specific integrated circuit, ASIC.
Processor 310 may comprise at least one field-programmable gate array, FPGA. Processor
310 may be means for performing method steps in device 300. Processor 310 may be

configured, at least in part by computer instructions, to perform actions.

[0044] Device 300 may comprise memory 320. Memory 320 may comprise random-
access memory and/or permanent memory. Memory 320 may comprise at least one RAM
chip. Memory 320 may comprise solid-state, magnetic, optical and/or holographic
memory, for example. Memory 320 may be at least in part accessible to processor 310.
Memory 320 may be at least in part comprised in processor 310. Memory 320 may be
means for storing information. Memory 320 may comprise computer instructions that
processor 310 is configured to execute. When computer instructions configured to cause
processor 310 to perform certain actions are stored in memory 320, and device 300 overall

is configured to run under the direction of processor 310 using computer instructions from
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memory 320, processor 310 and/or its at least one processing core may be considered to be
configured to perform said certain actions. Memory 320 may be at least in part comprised
in processor 310. Memory 320 may be at least in part external to device 300 but accessible

to device 300.

[0045] Device 300 may comprise a transmitter 330. Device 300 may comprise a
receiver 340. Transmitter 330 and receiver 340 may be configured to transmit and receive,
respectively, information in accordance with at least one cellular or non-cellular standard.
Transmitter 330 may comprise more than one transmitter. Receiver 340 may comprise
more than one receiver. Transmitter 330 and/or receiver 340 may be configured to operate
in accordance with global system for mobile communication, GSM, wideband code
division multiple access, WCDMA, long term evolution, LTE, IS-95, wireless local area
network, WLAN, Ethernet and/or worldwide interoperability for microwave access,

WiMAX, standards, for example.

[0046] Device 300 may comprise a near-field communication, NFC, transceiver 350.
NFC transceiver 350 may support at least one NFC technology, such as NFC, Bluetooth,

Wibree or similar technologies.

[0047] Device 300 may comprise user interface, UI, 360. UI 360 may comprise at
least one of a display, a keyboard, a touchscreen, a vibrator arranged to signal to a user by
causing device 300 to vibrate, a speaker and a microphone. A user may be able to operate
device 300 via Ul 360, for example to cause pairings to occur, to enter pin codes and/or to

participate in gesture based authentication.

[0048] Device 300 may comprise or be arranged to accept a user identity module
370. User identity module 370 may comprise, for example, a subscriber identity module,
SIM, card installable in device 300. A user identity module 370 may comprise information
identifying a subscription of a user of device 300. A user identity module 370 may
comprise cryptographic information usable to verify the identity of a user of device 300
and/or to facilitate encryption of communicated information and billing of the user of

device 300 for communication effected via device 300.

[0049] Processor 310 may be furnished with a transmitter arranged to output
information from processor 310, via electrical leads internal to device 300, to other devices

comprised in device 300. Such a transmitter may comprise a serial bus transmitter arranged



10

15

20

25

30

WO 2017/144768 PCT/FI12016/050124

15

to, for example, output information via at least one electrical lead to memory 320 for
storage therein. Alternatively to a serial bus, the transmitter may comprise a parallel bus
transmitter. Likewise processor 310 may comprise a receiver arranged to receive
information in processor 310, via electrical leads internal to device 300, from other devices
comprised in device 300. Such a receiver may comprise a serial bus receiver arranged to,
for example, receive information via at least one electrical lead from receiver 340 for
processing in processor 310. Alternatively to a serial bus, the receiver may comprise a

parallel bus receiver.

[0050] Device 300 may comprise further devices not illustrated in FIGURE 3. For
example, where device 300 comprises a smartphone, it may comprise at least one digital
camera. Some devices 300 may comprise a back-facing camera and a front-facing camera,
wherein the back-facing camera may be intended for digital photography and the front-
facing camera for video telephony. Device 300 may comprise a fingerprint sensor arranged
to authenticate, at least in part, a user of device 300. In some embodiments, device 300
lacks at least one device described above. For example, some devices 300 may lack a NFC

transceiver 350 and/or user identity module 370.

[0051] Processor 310, memory 320, transmitter 330, receiver 340, NFC transceiver
350, UI 360 and/or user identity module 370 may be interconnected by electrical leads
internal to device 300 in a multitude of different ways. For example, each of the
aforementioned devices may be separately connected to a master bus internal to device
300, to allow for the devices to exchange information. However, as the skilled person will
appreciate, this is only one example and depending on the embodiment various ways of
interconnecting at least two of the aforementioned devices may be selected without

departing from the scope of the present invention.

[0052] FIGURE 4 illustrates signalling in accordance with at least some
embodiments of the present invention. On the vertical axes are disposed, from the left,
devices 110 and 110x of FIGURE 2, and finally on the right, correspondent node 400.

Time advances from the top toward the bottom.

[0053] In phase 410, device 110 is worn by the user, and in phase 420 a pairing is
established between device 110 and auxiliary device 110x. Heartbeat packets and/or

biometric data may be transmitted over the pairing, for example. In phase 430, auxiliary
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device 110x modifies the reliability threshold to a less strict level, since the pairing has

occurred and has not been interrupted.

[0054] In phase 440, the user interacts with correspondent node 400, which may
comprise, for example, a media store. The user may request to download the contents of a
current newspaper edition to auxiliary device 110x, for example. As the contents are
subject to payment, correspondent node 400 requests payment from auxiliary device 110x.
Responsively, auxiliary device 110x, being in possession of payment credentials, requests
the user to accept the transaction by providing the gesture authentication, to thereby accept

the charge.

[0055] In phase 450, the user performs the signature gesture, which is recorded by
sensors of device 110, to thereby obtain a set of sensor data. The set of sensor data is
provided to auxiliary device 110x in phase 460. In phase 470, auxiliary device 110x
determines, whether the set of sensor data corresponds to the feature data, established
carlier. In phase 470, auxiliary device 110x may determine whether the pairing of phase
420 remains in place uninterrupted, and responsive to this being the case, a less strict
reliability threshold may be applied in performing the determination as to whether the set
of sensor data corresponds to the feature data. In case the pairing has been interrupted, the
more strict reliability threshold may be used in the determination of phase 470. In case the
less strict threshold is used and the set of sensor data is found to correspond to the feature
data in accordance with this less strict threshold, the feature data may be enhanced with the

set of sensor data, wherein the set of sensor data is used as positive training data.

[0056] In the example of FIGURE 4, the authentication succeeds, and responsively
auxiliary device 110x obtains the requested content from correspondent node 400. In some
embodiments, the determination, whether the set of sensor data corresponds to the feature
data may be performed in device 110, rather than in auxiliary device 110x, as illustrated in

FIGURE 4.

[0057] FIGURE 5 is a flow graph of a method in accordance with at least some
embodiments of the present invention. The phases of the illustrated method may be
performed in device 110, an auxiliary device 110x or a personal computer, for example, or

in a control device configured to control the functioning thereof, when implanted therein.
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[0058] Phase 510 comprises storing feature data characterizing a signature gesture.
The stored feature data may comprise at least a part of the overall feature data. Phase 520
comprises determining whether a set of sensor data corresponds to the feature data, the
determination being based, at least partly, on a reliability threshold. Finally, phase 530
comprises selecting the reliability threshold at least partly in dependence of at least one
ancillary authentication mechanism, wherein a less strict reliability threshold is selected
responsive to the at least one ancillary authentication mechanism being applicable. Phase
530 may precede phase 520, such that the selected reliability threshold is used in the
determination of phase 520. The storing of phase 510 may comprise storing the feature
data in encrypted form, for example. Alternatively or additionally, the storing of phase 510

may comprise storing an encrypted form of a classifier function.

[0059] It is to be understood that the embodiments of the invention disclosed are not
limited to the particular structures, process steps, or materials disclosed herein, but are
extended to equivalents thereof as would be recognized by those ordinarily skilled in the
relevant arts. It should also be understood that terminology employed herein is used for

the purpose of describing particular embodiments only and is not intended to be limiting.

[0060] Reference throughout this specification to one embodiment or an
embodiment means that a particular feature, structure, or characteristic described in
connection with the embodiment is included in at least one embodiment of the present
invention. Thus, appearances of the phrases “in one embodiment” or “in an embodiment”
in various places throughout this specification are not necessarily all referring to the same
embodiment. Where reference is made to a numerical value using a term such as, for

example, about or substantially, the exact numerical value is also disclosed.

[0061] As used herein, a plurality of items, structural elements, compositional
elements, and/or materials may be presented in a common list for convenience. However,
these lists should be construed as though each member of the list is individually identified
as a separate and unique member. Thus, no individual member of such list should be
construed as a de facto equivalent of any other member of the same list solely based on
their presentation in a common group without indications to the contrary. In addition,
various embodiments and example of the present invention may be referred to herein along
with alternatives for the various components thereof. It is understood that such
embodiments, examples, and alternatives are not to be construed as de facto equivalents of

one another, but are to be considered as separate and autonomous representations of the
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present invention.

[0062] Furthermore, the described features, structures, or characteristics may be
combined in any suitable manner in one or more embodiments. In the preceding
description, numerous specific details are provided, such as examples of lengths, widths,
shapes, etc., to provide a thorough understanding of embodiments of the invention. One
skilled in the relevant art will recognize, however, that the invention can be practiced
without one or more of the specific details, or with other methods, components, materials,
etc. In other instances, well-known structures, materials, or operations are not shown or

described in detail to avoid obscuring aspects of the invention.

[0063] While the forgoing examples are illustrative of the principles of the present
invention in one or more particular applications, it will be apparent to those of ordinary
skill in the art that numerous modifications in form, usage and details of implementation
can be made without the exercise of inventive faculty, and without departing from the
principles and concepts of the invention. Accordingly, it is not intended that the invention

be limited, except as by the claims set forth below.

[0064] The verbs “to comprise” and “to include” are used in this document as open
limitations that neither exclude nor require the existence of also un-recited features. The
features recited in depending claims are mutually freely combinable unless otherwise
explicitly stated. Furthermore, it is to be understood that the use of "a" or "an", that is, a

singular form, throughout this document does not exclude a plurality.
INDUSTRIAL APPLICABILITY

[0065] At least some embodiments of the present invention find industrial

application in gesture based authentication, in enhancing information security.
ACRONYMS LIST

GPS Global positioning system

HTTPS hypertext transfer protocol over TLS

LTE Long term evolution

TLS transport layer security

Ul User interface
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WCDMA  Wideband code division multiple access
WiMAX Worldwide interoperability for microwave access
WLAN Wireless local area network

REFERENCE SIGNS LIST

110 Device

110x Auxiliary device

120 Base station

130 Network node

140 Network

150 Satellite constellation

310-370 FElements of FIGURE 3

410 - 480 Phases of the signalling illustrated in FIGURE 4

510 - 530 Phases of the method of FIGURE 5
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CLAIMS:

1. An apparatus comprising:

— amemory configured to store feature data characterizing a signature gesture;

— at least one processing core configured to determine whether a set of sensor data
corresponds to the feature data, the determination being based, at least partly, on a
reliability threshold, and

— wherein the at least one processing core is configured to select the reliability
threshold at least partly in dependence of at least one ancillary authentication
mechanism, wherein the at least one processing core is configured to select the
reliability threshold as less strict responsive to the at least one ancillary

authentication mechanism being applicable.

2. The apparatus according to claim 1, wherein the at least one processing core is
configured to modify the feature data using the set of sensor data responsive to a
determination the set corresponds to the feature data in accordance with the less strict

reliability threshold.

3. The apparatus according to claim 1 or 2, wherein the at least one ancillary authentication
mechanism comprises that a continuous flow of data has been obtained since a reliable past

event.

4. The apparatus according to claim 3, wherein the continuous flow of data is a continuous
flow of biometric data concerning a user and the reliable past event comprises a pairing of

a wrist-wearable device with a data sink device.

5. The apparatus according to claim 4, wherein the biometric data concerning the user
comprises at least one of the following: a heart rate, a skin temperature and a galvanic skin

reésSponsc.

6. The apparatus according to claim 3, wherein the continuous flow of data comprises a
flow of sensor data, and the reliable past event comprises a pairing of a wrist-wearable

device with a data sink device.
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7. The apparatus according to any preceding claim, wherein the apparatus is configured to
obtain positive training data and negative training data, and to derive the feature data
characterizing the signature based at least partly on the positive training data and negative

training data.

8. The apparatus according to claim 7, wherein the positive training data comprises
acceleration sensor data characterizing a plurality of repetitions of the signature gesture
and the negative training data comprises acceleration sensor data characterizing a plurality

of gestures that do not comprise performing the signature gesture.

9. The apparatus according to any of claims 1 — 8, wherein the at least one processing core
is configured to determine whether the set of sensor data corresponds to the feature data by
using at least one of a linear regression classifier, a support vector machine and a neural

network.

10. The apparatus according to any of claims 1 — 9, wherein the feature data comprises

acceleration sensor data and angular velocity sensor data.

11. The apparatus according to claim 10, wherein at least one of the acceleration sensor
data comprises three axis acceleration sensor data and the angular velocity sensor data

comprises three axis angular velocity sensor data.

12. The apparatus according to any of claims 7 — 11, wherein the at least one processing
core is configured to, in connection with the deriving of the feature data characterizing the

signature, obtain derived sensor data describing trends in the positive training data.

13. A method comprising:
— storing feature data characterizing a signature gesture;
— determining whether a set of sensor data corresponds to the feature data, the
determination being based, at least partly, on a reliability threshold, and
— selecting the reliability threshold at least partly in dependence of at least one
ancillary authentication mechanism, wherein a less strict reliability threshold is
selected responsive to the at least one ancillary authentication mechanism being

applicable.
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14. The method according to claim 13, further comprising modifying the feature data using
the set of sensor data responsive to a determination the set corresponds to the feature data

in accordance with the less strict reliability threshold.

15. The method according to claim 13 or 4, wherein the at least one ancillary
authentication mechanism comprises that a continuous flow of data has been obtained

since a reliable past event.

16. The method according to claim 15, wherein the continuous flow of data is a continuous
flow of biometric data concerning a user and the reliable past event comprises a pairing of

a wrist-wearable device with a data sink device.

17. The method according to claim 16, wherein the biometric data concerning the user
comprises at least one of the following: a heart rate, a skin temperature and a galvanic skin

reésSponsc.

18. The method according to claim 15, wherein the continuous flow of data comprises a
flow of sensor data, and the reliable past event comprises a pairing of a wrist-wearable

device with a data sink device.

19. The method according to any of claims 13 - 18, further comprising obtaining positive
training data and negative training data, and deriving the feature data characterizing the
signature gesture based at least partly on the positive training data and negative training

data.

20. The method according to claim 19, wherein the positive training data comprises
acceleration sensor data characterizing a plurality of repetitions of the signature gesture
and the negative training data comprises acceleration sensor data characterizing a plurality

of gestures that do not comprise performing the signature gesture.

21. The method according to any of claims 13 — 20, further comprising determining
whether the set of sensor data corresponds to the feature data by using at least one of a

linear regression classifier, a support vector machine and a neural network.
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22. The method according to any of claims 13 — 21, wherein the feature data comprises

acceleration sensor data and angular velocity sensor data.

23. The method according to claim 22, wherein at least one of the acceleration sensor data

comprises three axis acceleration sensor data and the angular velocity sensor data

comprises three axis angular velocity sensor data.

24. The method according to any of claims 19 — 23, further comprising, in connection with

the deriving of the feature data characterizing the signature, obtaining derived sensor data

describing trends in the positive training data.

25. An apparatus comprising:

means for storing feature data characterizing a signature gesture ;

means for determining whether a set of sensor data corresponds to the feature data,
the determination being based, at least partly, on a reliability threshold, and

means for selecting the reliability threshold at least partly in dependence of at least
one ancillary authentication mechanism, wherein a less strict reliability threshold is
selected responsive to the at least one ancillary authentication mechanism being

applicable.

26. A non-transitory computer readable medium having stored thereon a set of computer

readable instructions that, when executed by at least one processor, cause an apparatus to at

least:

store feature data characterizing a signature gesture;

determine whether a set of sensor data corresponds to the feature data, the
determination being based, at least partly, on a reliability threshold, and

select the reliability threshold at least partly in dependence of at least one ancillary
authentication mechanism, wherein a less strict reliability threshold is selected

responsive to the at least one ancillary authentication mechanism being applicable.

27. A computer program configured to cause a method in accordance with at least one of

claims 13 —24 to be performed.
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