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WIRELESS SENSOR SYSTEM WITH DYNAMIC HEARTBEAT MESSAGE RATE

BACKGROUND OF THE INVENTION

[0001] The subject matter disclosed herein generally relates to wireless systems, and
more particularly to a wireless sensor system with a dynamic heartbeat message rate.

[0002] In a wireless sensor system, wireless sensor nodes communicate with a server
to provide both status information and sensor data. Messages sent from the wireless sensor
nodes are typically referred to as heartbeat messages, as they are periodic and indicate that
the wireless sensor nodes are operating. Heartbeat message transmission consumes energy,
which in turn, reduces battery life of the wireless sensor nodes. A faster heartbeat message
rate consumes energy at a faster rate. A slower heartbeat message rate decreases data transfer

rate and increases data transfer latency.

BRIEF DESCRIPTION OF THE INVENTION

[0003] According to an aspect of the invention, a wireless sensor system includes a
wireless sensor node that includes a sensor interface that interfaces with sensing circuitry, a
wireless interface to communicate with a wireless access point, and at least one processor.
The wireless sensor node also includes memory having instructions stored thereon that, when
executed by the at least one processor, cause the wireless sensor node to set a heartbeat
message rate of the wireless sensor node to a first heartbeat message rate. Heartbeat
messages are sent periodically on the wireless interface to the wireless access point at the first
heartbeat message rate, and sensor data are acquired through the sensor interface. The
heartbeat message rate increases to a second heartbeat message rate based on a determination
that the sensor data have been acquired and are ready to transmit. The sensor data are
transmitted in one or more heartbeat messages on the wireless interface to the wireless access
point at the second heartbeat message rate until all of the sensor data have been transmitted.
The heartbeat message rate is lowered back to the first heartbeat message rate based on a
determination that all of the sensor data have been transmitted.

[0004] In addition to one or more of the features described above or below, or as an
alternative, further embodiments could include status information in the heartbeat messages
sent at the first heartbeat message rate, and the status information and the sensor data in the
one or more heartbeat messages sent at the second heartbeat message rate. The status

information can include a status of a power supply of the wireless sensor node.
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[0005] In addition to one or more of the features described above or below, or as an
alternative, further embodiments could include reduction of the second heartbeat message
rate based on a determination that a power level of the power supply is below a low power
operation threshold.

[0006] In addition to one or more of the features described above or below, or as an
alternative, further embodiments could include a second wireless sensor node, where the
second wireless sensor node transmits sensor data at a third heartbeat message rate that is
greater than the first heartbeat message rate. The first heartbeat message rate, the second
heartbeat message rate, and the third heartbeat message rate can be configurable by a server
operably coupled to the wireless access point. The wireless sensor node can interface with a
first type of sensing circuitry, and the second wireless sensor node can interface with a
second type of sensing circuitry that may have a different sampling rate than the first type of
sensing circuitry.

[0007] In addition to one or more of the features described above or below, or as an
alternative, further embodiments could include monitoring of a communication error rate
with respect to the wireless access point and reduction of the second heartbeat message rate
based on detection of an increased communication error rate.

[0008] In addition to one or more of the features described above or below, or as an
alternative, further embodiments could include where the wireless sensor node is
configurable to communicate with the wireless access point at a rate greater than the first
heartbeat message rate for wireless sensor node firmware update transmissions.

[0009] According to other aspects of the invention, a method of dynamic heartbeat
message rate adjustment in a wireless sensor system is provided. The method includes
setting a heartbeat message rate of a wireless sensor node to a first heartbeat message rate,
and sending heartbeat messages periodically from the wireless sensor node to a wireless
access point at the first heartbeat message rate. Sensor data are acquired at the wireless
sensor node. The heartbeat message rate is increased to a second heartbeat message rate
based on determining that the sensor data have been acquired and are ready to transmit. The
sensor data are transmitted in one or more heartbeat messages from the wireless sensor node
to the wireless access point at the second heartbeat message rate until all of the sensor data
have been transmitted. The heartbeat message rate is lowered back to the first heartbeat
message rate based on a determination that all of the sensor data have been transmitted.

[0010] According to further aspects of the invention, a wireless sensor node includes

a sensor interface that interfaces with sensing circuitry, a data acquisition controller to
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acquire sensor data via the sensor interface, a power supply monitor to determine a status of a
power supply of the wireless sensor node, and a wireless interface to communicate with a
wireless access point. The wireless sensor node also includes a heartbeat rate controller that
causes the wireless sensor node to set a heartbeat message rate of the wireless sensor node to
a first heartbeat message rate to periodically send heartbeat messages including the status of
the power supply to the wireless access point. The heartbeat rate controller increases the
heartbeat message rate to a second heartbeat message rate to transmit the sensor data in one
or more heartbeat messages to the wireless access point based on a determination that the
sensor data have been acquired and are ready to transmit. The heartbeat rate controller also
lowers the heartbeat message rate back to the first heartbeat message rate based on a

determination that all of the sensor data have been transmitted.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] The subject matter which is regarded as the invention is particularly pointed
out and distinctly claimed in the claims at the conclusion of the specification. The foregoing
and other features, and advantages of the invention are apparent from the following detailed
description taken in conjunction with the accompanying drawings in which:

[0012] FIG. 1 schematically depicts a wireless sensor system in accordance with an
embodiment;

[0013] FIG. 2 schematically depicts a wireless sensor node in accordance with an
embodiment;

[0014] FIG. 3 depicts an example timing diagram in accordance with an embodiment;
and

[0015] FIG. 4 depicts a process for dynamic heartbeat message rate adjustment in a

wireless sensor system in accordance with an embodiment.

DETAILED DESCRIPTION OF THE INVENTION

[0016] In exemplary embodiments, a dynamic heartbeat message rate for heartbeat
messages in a wireless sensor system increases when one or more samples of sensor data are
available to be transferred from a wireless sensor node to a wireless access point. Rather than
waiting a full heartbeat message interval, the sensor data can be immediately transferred at a

higher rate to decrease data latency. Upon completion of sensor data transmission, the
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wireless sensor node decreases the heartbeat message rate to provide periodic status to the
wireless access point at a reduced rate, which also lowers a rate of power consumption at the
wireless sensor node.

[0017] FIG. 1 schematically depicts a wireless sensor system 103 as part of a system
100 in accordance with an embodiment. The wireless sensor system 103 includes a plurality
of wireless sensor nodes 104 configured to communicate wirelessly with a wireless access
point 106 of the system 100. In an exemplary embodiment, the wireless access point 106 is
operably coupled to a server 102 through a gateway 108. The gateway 108 can provide
protocol translation, rate conversion, fault isolation, and/or signal translation between the
wireless access point 106 and the server 102. In an alternate embodiment, the wireless access
point 106 is directly coupled to the server 102. The server 102 is a host system that can
control configuration of the wireless sensor nodes 104, initiate actions at the wireless sensor
nodes 104, and collect data from the wireless sensor nodes 104. The server 102 can include
processing circuitry, memory, communication interfaces, input/output interfaces, and other
computer system hardware and software elements known in the art.

[0018] In the example of FIG. 1, there are three instances of the wireless sensor nodes
104 depicted as wireless sensor nodes 104a, 104b, and 104c, although it will be understood
that any number of wireless sensor nodes 104 can be included in the wireless sensor system
103. The wireless sensor nodes 104 can have a variety of sensor configurations, generally
referred to as sensing circuitry 110. For instance, wireless sensor node 104a includes a single
instance of sensing circuitry 110a that is external to the wireless sensor node 104a. Wireless
sensor node 104b includes multiple instances of sensing circuitry 110, depicted as sensing
circuitry 110b and 110c. Wireless sensor node 104c¢ includes sensing circuitry 110d that is
internal to the wireless sensor node 104c. While only one or two instances of sensing
circuitry 110 are depicted per wireless sensor node 104, each wireless sensor node 104 may
support any number of sensing circuitry 110 instances (e.g., 1, 2, 4, 8§, 16, 32, etc.).

[0019] The sensing circuitry 110 can support acquisition of a variety of sampled
inputs. The sensing circuitry 110 may also support a higher rate or a lower rate of data
acquisition depending upon the type of parameter being monitored. For instance, temperature
and pressure values can be relatively low rate of change parameters without a substantially
cyclic component, and thus can be sampled relatively infrequently. In contrast, vibration data
from an accelerometer include cyclic frequency components and must be sampled at least
twice the rate of the highest frequency of interest. For cyclic data, a sampled set of sensor

data may be collected over a period of time in order to obtain multiple cycles of a
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substantially continuous waveform to support frequency domain processing, such as a Fourier
transform. For instance, if the sensing circuitry 110a is an accelerometer, the wireless sensor
node 104a can acquire 2,048 samples of sensor data before sending the sensor data back to
the wireless access point 106. The wireless sensor node 104a can make sure that a full buffer
of samples (e.g., all 2,048 samples) has been acquired before sending the sensor data in one
or more heartbeat messages to the wireless access point 106. For example, the 2,048 data
samples may be divided into about one hundred separate heartbeat messages. As another
example, the wireless sensor node 104b can capture and send samples acquired from the
sensing circuitry 110b and110c to the wireless access point 106 as part of a same heartbeat
message, either periodically or on demand.

[0020] To provide periodic status when no samples of sensor data are available to
transmit, each of the wireless sensor nodes 104 can transmit a heartbeat message at a first
heartbeat message rate to the wireless access point 106. The first heartbeat message rate may
be relatively slow, for instance, once every two minutes. Status information in the heartbeat
message enables the server 102 to monitor the health of each wireless sensor node 104 and
ensure that each of the wireless sensor nodes 104 is available to acquire sensor data as
needed. When the status information includes power supply information, the server 102 can
alert an operator of the system 100 if one or more of the wireless sensor nodes 104 needs
servicing, such as battery replacement.

[0021] At each of the wireless sensor nodes 104, upon determining that samples of
sensor data are available to transmit, the respective wireless sensor node 104 can increase the
heartbeat message rate to a second heartbeat message rate to quickly relay the sensor data.
As one example, the second heartbeat message rate can be one heartbeat message every two
seconds. The wireless sensor system 103 can support multiple heartbeat message rates, such
that wireless sensor node 104a may transmit heartbeat messages with sensor data at the
second heartbeat message rate while the wireless sensor node 104b can transmit heartbeat
messages with sensor data at a third heartbeat message rate that is different from the second
heartbeat message rate and greater than the first heartbeat message rate. As one example,
where the sensing circuitry 110a acquires cyclic sensor data and the sensing circuitry 110b
and 110c acquires non-cyclic sensor data, the second heartbeat message rate of the wireless
sensor node 104a can be greater than the third heartbeat message rate of the wireless sensor
node 104b. Both the wireless sensor nodes 104a and 104b revert back to the first heartbeat

message rate upon transmitting their respective sensor data to the wireless access point 106.
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The sensor data received at the wireless access point 106 is reported to the server 102, where
it can be monitored, stored, and/or relayed to an operator or other portion of the system 100.

[0022] FIG. 2 schematically depicts an instance of the wireless sensor node 104 of
FIG. 1 in accordance with an embodiment. In the example of FIG. 2, the wireless sensor
node 104 includes a sensor interface 202 that interfaces with sensing circuitry 110. The
wireless sensor node 104 also includes a data acquisition controller 204 to acquire sensor data
via the sensor interface 202. A power supply monitor 206 determines status of a power
supply 208 of the wireless sensor node 104. The power supply 208 can be a battery and/or an
energy harvester (e.g., producing power from solar, wind, motion, etc.) to power the wireless
sensor node 104. The power supply monitor 206 can determine a voltage level available,
current draw, estimated life remaining and the like from the power supply 208. A wireless
interface 210 enables communication with the wireless access point 106 of FIG. 1. The
wireless sensor node 104 also includes a heartbeat rate controller 212 to control the rate of
sending heartbeat messages on the wireless interface 210.

[0023] The data acquisition controller 204, power supply monitor 206, and heartbeat
rate controller 212 can all be embodied as instructions stored in memory 214 that can be
executed by at least one processor 200 to cause the wireless sensor node 104 to perform
functions of the data acquisition controller 204, power supply monitor 206, and heartbeat rate
controller 212. Processor 200 can be any type or combination of computer processors, such
as a microprocessor, microcontroller, digital signal processor, application specific integrated
circuit, programmable logic device, and/or field programmable gate array. The memory 214
is an example of a non-transitory computer readable storage medium tangibly embodied in
the wireless sensor node 104 including executable instructions stored therein, for instance, as
firmware. The wireless sensor node 104 may implement a protocol stack, when
communicating with the wireless access point 106 of FIG. 1. One example of a protocol
stack is the Internet protocol suite that defines a physical/link layer, an Internet layer, a
transport layer, and an application layer. In the example of FIG. 2, the heartbeat rate
controller 212 operates at the application layer to control the heartbeat message rate of the
wireless sensor node 104.

[0024] In an exemplary embodiment, the heartbeat rate controller 212 causes the
wireless sensor node 104 to set a heartbeat message rate of the wireless sensor node 104 to a
first heartbeat message rate to periodically send heartbeat messages including the status of the
power supply 208 to the wireless access point 106 of FIG. 1. The heartbeat rate controller

212 increases the heartbeat message rate to a second heartbeat message rate to transmit sensor



WO 2015/171740 PCT/US2015/029437

data acquired by the data acquisition controller 204 in one or more heartbeat messages to the
wireless access point 106 of FIG. 1 based on a determination that the sensor data have been
acquired and are ready to transmit. The heartbeat rate controller 212 lowers the heartbeat
message rate back to the first heartbeat message rate based on a determination that all of the
sensor data have been transmitted on the wireless interface 210.

[0025] The wireless interface 210 can also determine a communication error rate with
respect to the wireless access point 106 of FIG. 1. The heartbeat rate controller 212 may
reduce the second heartbeat message rate based on detection of an increased communication
error rate. For instance, if multiple instances of the wireless sensor node 104 are attempting
to provide the wireless access point 106 with sensor data at about the same time and at a
higher rate, the wireless access point 106 or a communication channel shared between the
wireless access point 106 and the wireless sensor nodes 104 may become overwhelmed.
Reduction of the second heartbeat message rate to a level that is still greater than the first
heartbeat message rate may reduce latency while also lowering communication retry
attempts. The server 102, wireless access point 106, and/or gateway 108 of FIG. 1 may also
monitor for communication and throughput issues. For example, if the server 102 determines
that it cannot keep up with the faster data rate of the second heartbeat message rate, the server
102 can send a node configuration message to the wireless sensor node 104 requesting
reduction of the second heartbeat message rate.

[0026] Further, the power supply monitor 206 can determine a power level of the
power supply 208. As the power level is reduced below a low power operation threshold, the
heartbeat rate controller 212 can also reduce the second heartbeat message rate. Since each
transmission of the wireless interface 210 may further reduce the power level of the power
supply 208, reduction of the second heartbeat message rate may further extend the
operational life of the wireless sensor node 104 until the power supply 208 can be serviced.
There can be multiple low power operation thresholds that incrementally reduce the second
heartbeat message rate toward the first heartbeat rate as the power level of the power supply
208 drops over time. Similarly, if the power level of the power supply 208 increases, the
second heartbeat message rate may also be increased.

[0027] FIG. 3 depicts an example timing diagram 300 in accordance with an
embodiment. As illustrated in FIG. 3, heartbeat messages 302 that include status information
can be periodically sent at a first heartbeat message rate 304, for instance, from wireless
sensor node 104a of FIG. 1 to the wireless access point 106 of FIG. 1. The heartbeat message

rate of the wireless sensor node 104a of FIG. 1 can be set to a second heartbeat message rate
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306 to transmit sensor data in one or more heartbeat messages 308 to the wireless access
point 106 of FIG. 1 based on a determination that samples of the sensor data have been
acquired and are ready to transmit. The heartbeat message rate is lowered back to the first
heartbeat message rate 304 based on a determination that all of the sensor data have been
transmitted and heartbeat messages 302 including status information are again periodically
sent. As can be seen in the example of FIG. 3, the second heartbeat message rate 306 is about
eight times the first heartbeat message rate 304; however, the second heartbeat message rate
306 can be any rate that is greater than the first heartbeat message rate 304.

[0028] FIG. 4 depicts a process 400 for dynamic heartbeat message rate adjustment in
a wireless sensor system in accordance with an embodiment. The process 400 as depicted in
FIG. 4 can include additional elements beyond those depicted in FIG. 4 and may be
applicable to elements as described in reference to FIGS. 1-3. For purposes of explanation,
the process 400 is described in reference to FIGS. 1-4.

[0029] At block 402, a heartbeat message rate of a wireless sensor node 104 is set to a
first heartbeat message rate 304. At block 404, heartbeat messages 302 are sent periodically
from the wireless sensor node 104 to the wireless access point 106 at the first heartbeat
message rate 304. At block 406, one or more samples of sensor data are acquired at the
wireless sensor node 104. At block 408, the heartbeat message rate is increased to the second
heartbeat message rate 306 based on determining that the sensor data have been acquired and
are ready to transmit. At block 410, the sensor data are transmitted in one or more heartbeat
messages 308 from the wireless sensor node 104 to the wireless access point 106 at the
second heartbeat message rate 306 until all of the sensor data have been transmitted. At
block 412, the heartbeat message rate is lowered back to the first heartbeat message rate 304
based on a determination that all of the sensor data have been transmitted.

[0030] The heartbeat messages 302 sent at the first heartbeat message rate 304 can
include status information, and the one or more heartbeat messages 308 sent at the second
heartbeat message rate 306 may include the status information and the sensor data. The
status information can include a status of the power supply 208 of the wireless sensor node
104. The wireless sensor node 104 may reduce the second heartbeat message rate 306 based
on a determination that a power level of the power supply 208 is below a low power
operation threshold.

[0031] In an exemplary embodiment, sensor data are transmitted from a second
wireless sensor node 104b to the wireless access point 106 at a third heartbeat message rate

that is greater than the first heartbeat message rate. The third heartbeat message rate can be
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the same rate, a greater rate, or a lower rate relative to the second heartbeat message rate. For
example, the second and third heartbeat message rates can be the same where the sensing
circuitry 110 is of the same type at the wireless sensor node 104a and the second wireless
sensor node 104b. Alternatively, the second and third heartbeat message rates can be
different where the wireless sensor node 104a interfaces with a first type of sensing circuitry
110a and the second wireless sensor node 104b interfaces with a second type of sensing
circuitry 110b and 110c that has a different sampling rate than the first type of sensing
circuitry 110a. The first heartbeat message rate, the second heartbeat message rate, and the
third heartbeat message rate can be configurable by the server 102 operably coupled to the
wireless access point 106. Heartbeat message rates can be configured by the server 102 using
a node configuration message targeting one or more wireless sensor nodes 104. The server
102 may request modification of one or more of the heartbeat message rates for various
reasons, such as throughput issues detected in the system 100. The wireless sensor nodes 104
may also be configurable to communicate with the wireless access point 106 at a rate greater
than the first heartbeat message rate for wireless sensor node firmware update transmissions
(e.g., to update one or more of the data acquisition controller 204, power supply monitor 206,
and heartbeat rate controller 212). The wireless sensor node 104a may also monitor a
communication error rate with respect to the wireless access point 106 and reduce the second
heartbeat message rate based on detection of an increased communication error rate.

[0032] Technical effects include a dynamic heartbeat message rate adjustment in a
wireless sensor system. Adjusting a heartbeat message rate can conserve power while
reducing latency by increasing the heartbeat message rate when sensor data are available and
reducing the heartbeat message rate when no sensor data are available to transmit.

[0033] While the invention has been described in detail in connection with only a
limited number of embodiments, it should be readily understood that the invention is not
limited to such disclosed embodiments. Rather, the invention can be modified to incorporate
any number of variations, alterations, substitutions or equivalent arrangements not heretofore
described, but which are commensurate with the spirit and scope of the invention.
Additionally, while various embodiments of the invention have been described, it is to be
understood that aspects of the invention may include only some of the described
embodiments. Accordingly, the invention is not to be seen as limited by the foregoing

description, but is only limited by the scope of the appended claims.
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CLAIMS:

1. A wireless sensor system comprising a wireless sensor node, the wireless
sensor node comprising:

a sensor interface that interfaces with sensing circuitry;

a wireless interface to communicate with a wireless access point;

at least one processor; and

memory having instructions stored thereon that, when executed by the at least one
processor, cause the wireless sensor node to:

set a heartbeat message rate of the wireless sensor node to a first heartbeat
message rate;

send heartbeat messages periodically on the wireless interface to the wireless
access point at the first heartbeat message rate;

acquire sensor data through the sensor interface;

increase the heartbeat message rate to a second heartbeat message rate based
on a determination that the sensor data have been acquired and are ready to transmit;

transmit the sensor data in one or more heartbeat messages on the wireless
interface to the wireless access point at the second heartbeat message rate until all of
the sensor data have been transmitted; and

lower the heartbeat message rate back to the first heartbeat message rate based
on a determination that all of the sensor data have been transmitted.

2. The wireless sensor system of claim 1, wherein the heartbeat messages sent at
the first heartbeat message rate comprise status information and the one or more heartbeat
messages sent at the second heartbeat message rate comprise the status information and the
sensor data.

3. The wireless sensor system of claim 2, wherein the status information
comprises a status of a power supply of the wireless sensor node.

4. The wireless sensor system of claim 3, wherein the wireless sensor node
reduces the second heartbeat message rate based on a determination that a power level of the
power supply is below a low power operation threshold.

5. The wireless sensor system of any of claims 1-4, further comprising a second
wireless sensor node, wherein the second wireless sensor node transmits sensor data at a third

heartbeat message rate that is greater than the first heartbeat message rate.

10
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6. The wireless sensor system of claim 5, wherein the first heartbeat message
rate, the second heartbeat message rate, and the third heartbeat message rate are configurable
by a server operably coupled to the wireless access point.

7. The wireless sensor system of claim 5, wherein the wireless sensor node
interfaces with a first type of the sensing circuitry and the second wireless sensor node
interfaces with a second type of the sensing circuitry that has a different sampling rate than
the first type of the sensing circuitry.

8. The wireless sensor system of any of claims 1-7, wherein the wireless sensor
node monitors a communication error rate with respect to the wireless access point and
reduces the second heartbeat message rate based on detection of an increased communication
error rate.

9. The wireless sensor system of any of claims 1-8, wherein the wireless sensor
node is configurable to communicate with the wireless access point at a rate greater than the
first heartbeat message rate for wireless sensor node firmware update transmissions.

10. A method of dynamic heartbeat message rate adjustment in a wireless sensor
system, the method comprising:

setting a heartbeat message rate of a wireless sensor node to a first heartbeat message
rate;

sending heartbeat messages periodically from the wireless sensor node to a wireless
access point at the first heartbeat message rate;

acquiring sensor data at the wireless sensor node;

increasing the heartbeat message rate to a second heartbeat message rate based on
determining that the sensor data have been acquired and are ready to transmit;

transmitting the sensor data in one or more heartbeat messages from the wireless
sensor node to the wireless access point at the second heartbeat message rate until all of the
sensor data have been transmitted; and

lowering the heartbeat message rate back to the first heartbeat message rate based on a
determination that all of the sensor data have been transmitted.

11. The method of claim 10, wherein the heartbeat messages sent at the first
heartbeat message rate comprise status information and the one or more heartbeat messages
sent at the second heartbeat message rate comprise the status information and the sensor data.

12. The method of claim 11, wherein the wireless sensor node reduces the second
heartbeat message rate based on a determination that a power level of the power supply is

below a low power operation threshold.
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13. The method of any of claims 10-12, further comprising:

transmitting sensor data from a second wireless sensor node to the wireless access
point at a third heartbeat message rate that is greater than the first heartbeat message rate,
wherein the first heartbeat message rate, the second heartbeat message rate, and the third
heartbeat message rate are configurable by a server operably coupled to the wireless access
point.

14. The method of claim 13, wherein the wireless sensor node interfaces with a
first type of sensing circuitry and the second wireless sensor node interfaces with a second
type of sensing circuitry that has a different sampling rate than the first type of sensing
circuitry.

15. The method of any of claims 10-14, further comprising:

monitoring a communication error rate with respect to the wireless access point; and

reducing the second heartbeat message rate based on detecting an increased

communication error rate.

12
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4/4
400
402
—
Set a heartbeat message rate of a wireless sensor node to a first
heartbeat message rate
l 404
L
Send heartbeat messages periodically from the wireless sensor
node to a wireless access point at the first heartbeat message rate
l 406
—
Acquire sensor data at the wireless sensor node
l 408
J—
Increase the heartbeat message rate to a second heartbeat
message rate based on determining that the sensor data have been
acquired and are ready to transmit
l 410
—
Transmit the sensor data in one or more heartbeat messages from
the wireless sensor node to the wireless access point at the
second heartbeat message rate until all of the sensor data have
been transmitted
l 412
—

Lower the heartbeat message rate back to the first heartbeat

have been transmitted

message rate based on a determination that all of the sensor data

FIG. 4
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