woO 2020/009944 A1 | NI 0000 KO0 Y 00 0 0 000

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

J

=

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
09 January 2020 (09.01.2020)

(10) International Publication Number

WO 2020/009944 A1l

WIPO I PCT

(51) International Patent Classification:
Ho04L 29/06 (2006.01)

(21) International Application Number:
PCT/US2019/039923

(22) International Filing Date:
28 June 2019 (28.06.2019)

(25) Filing Language: English
(26) Publication Language: English
(30) Priority Data:

62/694,622 06 July 2018 (06.07.2018) UsS

(71) Applicant: VISA INTERNATIONAL SERVICE
ASSOCIATION [US/US]; P.O. Box 8999, San Francisco,
California 94128 (US).

Inventor: KHATWANI, Shalini; 175 Tanjong Rhu Road,
#09-12, Singapore 436606 (SG).

Agent: BOUQUET, Bert E. ct al.; Kilpatrick Townsend &
Stockton LLP, Mailstop: [P Docketing - 22 1100 Peachtree
Street, Suite 2800, Atlanta, Georgia 30309 (US).

(72)

(74)

(81) Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL,CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,

DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,

HR, HU, ID, IL, IN, IR, IS, JO, JP, KE, KG, KH, KN, KP,
KR,KW,KZ, LA, LC,LK,LR, LS, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ,NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Declarations under Rule 4.17:

as to applicant's entitlement to apply for and be granted a
patent (Rule 4.17(ii))

as to the applicant's entitlement to claim the priority of the
earlier application (Rule 4.17(iii))

Published:
with international search report (Art. 21(3))

(54) Title: REAL TIME INTERACTION PROCESSING SYSTEM AND METHOD

User Device

102

Resource

106

i i i First
Provider First Processin St
Computer | Network1oag b Authorization ¢—
Provider 104

Second
p Authorization
Provider 112

Second
Processing
Network 110

FIG. 1

(57) Abstract: Described herein are methods and systems directed to enabling
resource providers to interact with access credentials that the resource provider
is typically not capable of interaction with. In some embodiments, a virtual ac-
count identifier is issued in association with the access credential, the virtual
account identifier being issued by an authorization provider which is different
from the authorization provider having issued the access credential. The virtual
account identifier may be provided to the resource provider in lieu of the access
credential. The resource provider may then generate an authorization request
message that includes the virtual account identifier, which may be routed to
the authorization provider associated with the virtual account identifier. That
authorization provider may then conduct the transaction using the access cre-
dential with the authorization provider having issued the access credential.
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REAL TIME INTERACTION PROCESSING SYSTEM AND METHOD

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This international application claims priority to U.S. Patent Application No.
62/694,622, filed on July 6, 2018, the disclosure of which is herein incorporated by

reference in its entirety for all purposes.

SUMMARY

[0002] Embodiments of the invention are directed to methods and systems that
enable transactions to be conducted using an otherwise unusable / inaccessible
account (e.g., debits from a debit account) using a separate authorization computer and
a virtual account identifier that is different from an access credential for the unusable

account.

[0003] One embodiment of the invention is directed to a method comprising:
receiving, by a first authorization computer via a first processing network, a first
authorization request message comprising a virtual account identifier for a transaction to
be conducted by a resource provider computer, determining an access credential
associated with the virtual account identifier, generating a second authorization request
message that includes the access credential, transmitting the second authorization
request message to a second authorizing computer via a second processing network,
receiving a second authorization response message for the second authorization
request message from the second authorizing computer, and transmitting a first

authorization response message to the resource provider computer.

[0004] Another embodiment of the disclosure is directed to a first authorization
computer comprising: a processor; and a computer readable medium coupled to the
processor, the computer readable medium comprising code, that when executed by the
processor, causes the first authorization computer to: receive, via a first processing
network, a first authorization request message comprising a virtual account identifier for
a transaction to be conducted by a resource provider computer, determine an access
credential associated with the virtual account identifier, generate a second authorization
request message that includes the access credential, transmit the second authorization

request message to a second authorizing computer via a second processing network,

1



WO 2020/009944 PCT/US2019/039923

receive a second authorization response message for the second authorization request
message from the second authorizing computer, and transmit a first authorization

response message to the resource provider computer.

[0005] Yet another embodiment of the disclosure is directed to a user device
comprising: a processor; and a computer readable medium coupled to the processor,
the computer readable medium comprising instructions, that when executed by the
processor, causes the user device to: establish a communication session with a first
authorization computer, provide, via the communication session to the first authorization
computer, an indication of an access credential associated with a second authorization
computer, receive, via the communication session from the first authorization computer,
a virtual account identifier associated with the access credential, provide, to a resource
provider in relation to a transaction, the virtual account identifier, and receive, via the
communication session from the first authorization computer, an indication that the

transaction has been completed using the access credential.

[0006] These and other embodiments of the disclosure are described in further

detail below.
BRIEF DESCRIPTION OF THE DRAWINGS

[0007] FIG. 1 depicts an illustrative example of a number of components that may
be involved in a system for enabling access to an otherwise inaccessible processing

network in accordance with at least some embodiments;

[0008] FIG. 2 depicts a diagram of an exemplary authorization provider computer
that may be configured to enable interaction with a second authorization provider in

accordance with at least some embodiments;

[0009] FIG. 3 depicts a flow chart illustrating an example process for providing

functionality in accordance with at least some embodiments of the disclosure;

[0010] FIG. 4 depicts a flow chart illustrating an example process for providing

user enrollment in accordance with at least some embodiments of the disclosure;

[0011] FIG. 5 depicts an illustrative example of a user interaction that may be

conducted in accordance with at least some embodiments of the disclosure; and

[0012] FIG. 6 depicts a flow diagram illustrating a process for conducting a

transaction in accordance with at least some embodiments of the disclosure.
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DETAILED DESCRIPTION

[0013] Embodiments of the present disclosure are directed to methods and
systems for enabling resource providers to interact with access credentials that the
resource provider is typically not capable of interaction with. In some embodiments, a
virtual account identifier is issued in association with the access credential, the virtual
account identifier being issued by an authorization provider which is different from the
authorization provider having issued the access credential. The virtual account identifier
may be provided to the resource provider in lieu of the access credential. The resource
provider may then generate an authorization request message that includes the virtual
account identifier, which may be routed to the authorization provider associated with the
virtual account identifier. That authorization provider may then conduct the transaction
using the access credential with the authorization provider having issued the access

credential.

[0014] Prior to discussing specific embodiments of the invention, some terms

may be described in detail.

[0015] A "communication device" may comprise any suitable electronic device
that may be operated by a user, which may also provide remote communication
capabilities to a network. A "mobile communication device" may be an example of a
"communication device" that can be easily transported. Examples of remote
communication capabilities include using a mobile phone (wireless) network, wireless
data network (e.g. 3G, 4G or similar networks), Wi-Fi, Wi-Max, or any other
communication medium that may provide access to a network such as the Internet or a
private network. Examples of mobile communication devices include mobile phones
(e.g. cellular phones), PDAs, tablet computers, net books, laptop computers, personal
music players, hand-held specialized readers, etc. Further examples of mobile
communication devices include wearable devices, such as smart watches, fithess
bands, ankle bracelets, rings, earrings, etc., as well as automobiles with remote
communication capabilities. In some embodiments, a mobile communication device
can function as a payment device (e.g., a mobile communication device can store and

be able to transmit payment credentials for a transaction).

[0016] A “payment device” may include any suitable device that may be used to
conduct a financial transaction, such as to provide payment credentials to a merchant.

The payment device may be a software object, a hardware object, or a physical object.
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As examples of physical objects, the payment device may comprise a substrate such as
a paper or plastic card, and information that is printed, embossed, encoded, or
otherwise included at or near a surface of an object. A hardware object can relate to
circuitry (e.g., permanent voltage values), and a software object can relate to non-
permanent data stored on a device. A payment device may be associated with a value
such as a monetary value, a discount, or store credit, and a payment device may be
associated with an entity such as a bank, a merchant, a payment processing network,
or a person. Suitable payment devices can be hand-held and compact so that they can
fit into a user's wallet and/or pocket (e.g., pocket-sized). Example payment devices
may include smart cards, magnetic stripe cards, keychain devices (such as the
Speedpass™ commercially available from Exxon-Mobil Corp.), etc. Other examples of
payment devices include payment cards, smart media, transponders, and the like. If the
payment device is in the form of a debit, credit, or smartcard, the payment device may
also optionally have features such as magnetic stripes. Such devices can operate in

either a contact or contactless mode.

[0017] A “virtual account identifier” can include a number that resembles a real
account number (e.g., can have the same format, but different numbers), but may be
different from a real account number in that the user of the virtual account number may
not have a permanent account with the issuer of the virtual account number. A virtual
account number may have characteristics of a payment token. Also, a “virtual account
number issuer’ can have characteristics similar to a token service provider or a token
service system. Features and functions of tokens (e.g., token domain controls” can also

apply to virtual account numbers).

[0018] A “credential” may be any suitable information that serves as reliable
evidence of worth, ownership, identity, or authority. A credential may be a string of
numbers, letters, or any other suitable characters, as well as any object or document
that can serve as confirmation. Examples of credentials include value credentials,
identification cards, certified documents, access cards, passcodes and other login

information, etc.

[0019] ‘Payment credentials” may include any suitable information associated
with an account (e.g. a payment account and/or payment device associated with the
account). Such information may be directly related to the account or may be derived

from information related to the account. Examples of account information may include a
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PAN (primary account number or “account number”), user name, expiration date, and
verification values such as CVV, dCVV, CVV2, dCVV2, and CVC3 values.

[0020] A “digital wallet” can include an electronic device that allows an individual
to conduct electronic commerce transactions. A digital wallet may store user profile
information, payment credentials, bank account information, one or more digital wallet
identifiers and/or the like and can be used in a variety of transactions, such as but not
limited to eCommerce, social networks, money transfer/ personal payments, mobile
commerce, proximity payments, gaming, and/or the like for retail purchases, digital
goods purchases, utility payments, purchasing games or gaming credits from gaming
websites, transferring funds between users, and/or the like. A digital wallet may be
designed to streamline the purchase and payment process. A digital wallet may allow
the user to load one or more payment cards onto the digital wallet so as to make a

payment without having to enter an account number or present a physical card.

[0021] A “token” may be a substitute value for a credential. A token may be a
string of numbers, letters, or any other suitable characters. Examples of tokens include

payment tokens, access tokens, personal identification tokens, etc.

[0022] A "payment token” may include an identifier for a payment account that is
a substitute for an account identifier, such as a primary account number (PAN). For
example, a payment token may include a series of alphanumeric characters that may be
used as a substitute for an original account identifier. For example, a token “4900 0000
0000 0001” may be used in place of a PAN “4147 0900 0000 1234.” In some
embodiments, a payment token may be “format preserving” and may have a numeric
format that conforms to the account identifiers used in existing transaction processing
networks (e.g., ISO 8583 financial transaction message format). In some embodiments,
a payment token may be used in place of a PAN to initiate, authorize, settle or resolve a
payment transaction or represent the original credential in other systems where the
original credential would typically be provided. In some embodiments, a payment token
may be generated such that the recovery of the original PAN or other account identifier
from the token value may not be computationally derived. Further, in some
embodiments, the token format may be configured to allow the entity receiving the token

to identify it as a token and recognize the entity that issued the token.

[0023] “Tokenization” is a process by which data is replaced with substitute data.

For example, a payment account identifier (e.g., a primary account number (PAN)) may
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be tokenized by replacing the primary account identifier with a substitute number (e.g. a
token) that may be associated with the payment account identifier. Further, tokenization
may be applied to any other information that may be replaced with a substitute value

(i.e., token). Tokenization enhances transaction efficiency and security.

[0024] A "token issuer," token provider” or “token service system” can include a
system that services tokens. In some embodiments, a token service system can
facilitate requesting, determining (e.g., generating) and/or issuing tokens, as well as
maintaining an established mapping of tokens to primary account numbers (PANs) in a
repository (e.g. token vault). In some embodiments, the token service system may
establish a token assurance level for a given token to indicate the confidence level of
the token to PAN binding. The token service system may include or be in
communication with a token vault where the generated tokens are stored. The token
service system may support token processing of payment transactions submitted using
tokens by de-tokenizing the tokens to obtain the actual PANs. In some embodiments, a
token service system may include a tokenization computer alone, or in combination with
other computers such as a transaction processing network computer. Various entities
of a tokenization ecosystem may assume the roles of the token service provider. For
example, payment networks and issuers or their agents may become the token service
provider by implementing the token services according to embodiments of the present

invention.

[0025] A “token domain” may indicate an area and/or circumstance in which a
token can be used. Examples of token domains may include, but are not limited to,
payment channels (e.g., e-commerce, physical point of sale, etc.), POS entry modes
(e.q., contactless, magnetic stripe, etc.), and merchant identifiers to uniquely identify
where the token can be used. A set of parameters (i.e. token domain restriction
controls) may be established as part of token issuance by the token service provider
that may allow for enforcing appropriate usage of the token in payment transactions.
For example, the token domain restriction controls may restrict the use of the token with
particular presentment modes, such as contactless or e-commerce presentment modes.
In some embodiments, the token domain restriction controls may restrict the use of the
token at a particular merchant that can be uniquely identified. Some exemplary token
domain restriction controls may require the verification of the presence of a token
cryptogram that is unique to a given transaction. In some embodiments, a token

domain can be associated with a token requestor.
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[0026] A “token expiry date” may refer to the expiration date/time of the token.
The token expiry date may be passed among the entities of the tokenization ecosystem
during transaction processing to ensure interoperability. The token expiration date may
be a numeric value (e.g. a 4-digit numeric value). In some embodiments, the token
expiry date can be expressed as an time duration as measured from the time of

issuance.

[0027] A “token request message” may be an electronic message for requesting
a token. A token request message may include information usable for identifying a
payment account or digital wallet, and/or information for generating a payment token.
For example, a token request message may include payment credentials, mobile device
identification information (e.g. a phone number or MSISDN), a digital wallet identifier,
information identifying a tokenization service provider, a merchant identifier, a
cryptogram, and/or any other suitable information. Information included in a token

request message can be encrypted (e.g., with an issuer-specific key).

[0028] A “token response message” may be a message that responds to a token
request. A token response message may include an indication that a token request was
approved or denied. A token response message may also include a payment token,
mobile device identification information (e.g. a phone number or MSISDN), a digital
wallet identifier, information identifying a tokenization service provider, a merchant
identifier, a cryptogram, and/or any other suitable information. Information included in a

token response message can be encrypted (e.g., with an issuer-specific key).

[0029] A “token requestor identifier” may include any characters, numerals, or
other identifiers associated with an entity associated with a network token system. For
example, a token requestor identifier may be associated with an entity that is registered
with the network token system. In some embodiments, a unique token requestor
identifier may be assigned for each domain for a token request associated with the
same token requestor. For example, a token requestor identifier can identify a pairing
of a token requestor (e.q., a mobile device, a mobile wallet provider, etc.) with a token
domain (e.g., e-commerce, contactless, etc.). A token requestor identifier may include
any format or type of information. For example, in one embodiment, the token
requestor identifier may include a numerical value such as a ten digit or an eleven digit
number (e.g., 4678012345).
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[0030] A “user’ may include an individual. In some embodiments, a user may be
associated with one or more personal accounts and/or mobile devices. The user may

also be referred to as a cardholder, account holder, or consumer in some embodiments.

[0031] A “resource provider” may be an entity that can provide a resource such
as goods, services, information, and/or access. Examples of resource providers
includes merchants, data providers, transit agencies, governmental entities, venue and

dwelling operators, etc.

[0032] A “merchant” may typically be an entity that engages in transactions and

can sell goods or services, or provide access to goods or services.

[0033] An "acquirer" may typically be a business entity (e.g., a commercial bank)
that has a business relationship with a particular merchant or other entity. Some
entities can perform both issuer and acquirer functions. Some embodiments may
encompass such single entity issuer-acquirers. An acquirer may operate an acquirer

computer, which can also be generically referred to as a “transport computer”.

[0034] An “authorizing entity” may be an entity that authorizes a request.
Examples of an authorizing entity may be an issuer, a governmental agency, a

document repository, an access administrator, etc.

[0035] An “issuer” may typically refer to a business entity (e.g., a bank) that
maintains an account for a user. An issuer may also issue payment credentials stored
on a communication device, such as a cellular telephone, smart card, tablet, or laptop to

the consumer.

[0036] An “access device” may be any suitable device that provides access to a
remote system. An access device may also be used for communicating with a
merchant computer, a transaction processing computer, an authentication computer, or
any other suitable system. An access device may generally be located in any suitable
location, such as at the location of a merchant. An access device may be in any
suitable form. Some examples of access devices include POS or point of sale devices
(e.g., POS terminals), cellular phones, PDAs, personal computers (PCs), tablet PCs,
hand-held specialized readers, set-top boxes, electronic cash registers (ECRSs),
automated teller machines (ATMs), virtual cash registers (VCRs), kiosks, security
systems, access systems, and the like. An access device may use any suitable contact
or contactless mode of operation to send or receive data from, or associated with, a

mobile communication or payment device. In some embodiments, where an access
8
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device may comprise a POS terminal, any suitable POS terminal may be used and may
include a reader, a processor, and a computer-readable medium. A reader may include
any suitable contact or contactless mode of operation. For example, exemplary card
readers can include radio frequency (RF) antennas, optical scanners, bar code readers,
or magnetic stripe readers to interact with a payment device and/or mobile device. In
some embodiments, a cellular phone, tablet, or other dedicated wireless device used as

a POS terminal may be referred to as a mobile point of sale or an “mPOS” terminal.

[0037] An “authorization request message” may be an electronic message that
requests authorization for a transaction. In some embodiments, it is sentto a
transaction processing computer and/or an issuer of a payment card to request
authorization for a transaction. An authorization request message according to some
embodiments may comply with ISO 8583, which is a standard for systems that
exchange electronic transaction information associated with a payment made by a user
using a payment device or payment account. The authorization request message may
include an issuer account identifier that may be associated with a payment device or
payment account. An authorization request message may also comprise additional
data elements corresponding to “identification information” including, by way of example
only: a service code, a CVV (card verification value), a dCVV (dynamic card verification
value), a PAN (primary account number or “account number”), a payment token, a user
name, an expiration date, etc. An authorization request message may also comprise
“transaction information,” such as any information associated with a current transaction,
such as the transaction amount, merchant identifier, merchant location, acquirer bank
identification number (BIN), card acceptor ID, information identifying items being
purchased, etc., as well as any other information that may be utilized in determining

whether to identify and/or authorize a transaction.

[0038] An “authorization response message” may be a message that responds to
an authorization request. In some cases, it may be an electronic message reply to an
authorization request message generated by an issuing financial institution or a
transaction processing computer. The authorization response message may include, by
way of example only, one or more of the following status indicators: Approval --
transaction was approved; Decline -- transaction was not approved; or Call Center --
response pending more information, merchant must call the toll-free authorization
phone number. The authorization response message may also include an authorization

code, which may be a code that a credit card issuing bank returns in response to an

9
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authorization request message in an electronic message (either directly or through the
transaction processing computer) to the merchant's access device (e.g. POS
equipment) that indicates approval of the transaction. The code may serve as proof of

authorization.

[0039] A “server computer” may include a powerful computer or cluster of
computers. For example, the server computer can be a large mainframe, a
minicomputer cluster, or a group of servers functioning as a unit. In one example, the
server computer may be a database server coupled to a Web server. The server
computer may comprise one or more computational apparatuses and may use any of a
variety of computing structures, arrangements, and compilations for servicing the

requests from one or more client computers.

[0040] FIG. 1 depicts an illustrative example of a number of components that may
be involved in a system for enabling access to an otherwise inaccessible processing
network in accordance with at least some embodiments. In FIG. 1, a user may operate
a user device 102 to conduct a transaction with a resource provider. To do this, the user
device 102 may be configured to obtain a virtual account identifier from a first
authorization provider 104. The user device 102 may be further configured to interact
with an access device in communication with a resource provider computer 106 in order
to convey the virtual account identifier to the resource provider. The resource provider
computer 106 may, in turn, be configured to transmit an authorization request message
that includes the virtual account identifier, via a first processing network 108, to the first
authorization provider 104. The first authorization provider 104 may then generate a
second authorization request message to be routed over a second processing network
110 to a second authorization provider 112. The first authorization provider 110 may
then obtain funds from the second authorization provider 114 before authorizing the

transaction.

[0041] A user device 102 may include any device associated with a user 102 that
can be used to conduct a transaction. In some embodiments, the user device 102 may
be a payment device (e.g., a credit card). In some embodiments, the user device 102
may be a mobile device (such as a smart phone) that has payment capabilities. For
example, the user device 102 may be a mobile device which has installed a contactless
reader (e.g., radio frequency identification (RFID) or near-field communication (NFC))
capable of receiving data from, and communicating access credentials to, a resource

provider computer 106. In another example, the user device 102 may be capable of
10
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displaying, on a display of the user device 102, a machine readable code which can be
used to convey data to the resource provider computer 106. In some embodiments, the
user device 102 may be associated with a particular user 102 or account via a
relationship stored in a database. One skilled in the art would recognize that any
identifier unique to the user device 102 (e.g., a phone number, an international mobile
equipment identifier (IMEI), or serial number) may be used to identify a particular user

or account associated with a transaction initiated via the user device 102.

[0042] A resource provider computer 106 may be any electronic device
configured to manage access to one or more resources. The resource provider
computer 108 may be a computing device that manages transactions initiated at a
physical retail location or initiated electronically (e.g., an online sale). In some
embodiments, the resource provider computer 106 may be a point-of-sale (POS)
device. The resource provider computer 106 may be in communication with an access
device capable of interacting with the user device 102. In some illustrative
embodiments, an exemplary access device may be a card reader (e.g., a credit card
reader), a machine-readable code reader (e.g., a barcode reader), a contactless reader
(e.g., an RFID or NFC reader), or any other suitable mechanism for obtaining data from

the user device 102.

[0043] A processing network (including the first processing network 108 and the
second processing network 110) may be any grouping of electronic devices configured
to receive authorization request messages and forward those authorization request
messages to an appropriate authorization provider. A processing network may identify
an appropriate authorization provider based on a banking identification number (BIN)
included in an authorization request message. For example, a BIN may be included in a
virtual account identifier provided to the user device 102 that causes authorization
request messages to be routed to the first authorization provider 104. In some
embodiments, the processing network may be configured to provide at least some
authorization functionality. For example, the first processing network 106 may be
configured to perform stand-in processing (STIP) when an authorization provider is

unavailable.

[0044] It should be noted that different processing networks may have different
requirements for interaction with that processing network. For example, some
processing networks may require the use of different hardware. Accordingly, some

resource providers may not have the technical capability to access one or more
11
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processing networks because of differences in functionality and/or data formats. For
example, some resource providers may be configured to interact with particular credit
processing networks, but not with others. In a second example, some resource
providers may be configured to interact with credit processing networks, but not with
debit processing networks. It is one of the objectives of the present disclosure to enable
resource providers to interact with processing networks that are otherwise inaccessible
to those resource providers. For example, in the example depicted in FIG. 1, the
resource provider may be configured to interact with the first processing network 108,
but may be incapable of interaction with the second processing network 110, or any
authorization providers using that processing network. Embodiments of the disclosure
enable interaction between the resource provider computer 106 and authorization

providers using the second processing network 110.

[0045] An authorization provider (including the first authorization provider 104
and the second authorization provider 112) may be any electronic device configured to
provide authorization (or approval) for a transaction. In some embodiments, the
authorization provider may be a computing device operated by, or on behalf of, an

issuer entity; the issuer entity having issued access credentials used in the transaction.

[0046] By way of illustrating an example transaction conducted using the system
depicted in FIG. 1, consider the following scenario in which a user 102 conducts a
transaction with a resource provider computer 106. In this scenario, the user 102 may
first provide access credentials to the first authorization provider 104 to be used to
complete a transaction. For example, the user device 102 may provide access
credentials issued by the second authorization provider 112 to the first authorization
provider 104, as well as any information needed to authenticate the user device 102 to
the first authorization provider 104. Upon receiving the access credentials, the first
authorization provider 104 may generate a virtual account identifier to be associated
with those access credentials. In some embodiments, the virtual account identifier may
be random or pseudo-random, such that the access credentials may not be derived
from the virtual account identifier. The first authorization provider 104 may then provide

the virtual account identifier to the user device 102.

[0047] The user of the user device 102, after receiving the virtual account
identifier, may provide that virtual account identifier to a resource provider computer 106
in order to complete a transaction. For example, the user may put his mobile phone

(having installed a payment application and having NFC capabilities) within the vicinity
12
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of an access device that has an NFC reader. In this example, the access device may be
a contactless reader capable of communicating with the mobile device. The access
device may, upon detecting the mobile device in its vicinity, provide transaction details
to the mobile device and, in return, receive the virtual account identifier to be used in
completing a transaction, which may then be communicated to the resource provider

computer.

[0048] Upon receiving the virtual account identifier, the resource provider
computer 106 may generate an authorization request message for the transaction that
includes the virtual account identifier. The resource provider computer may then
transmit the authorization request message to the first processing network 108 for

authorization to be routed to the first authorization provider 104.

[0049] Upon receiving the authorization request message, the first authorization
provider may, instead of determining whether to approve or decline the transaction, as
may be done in a conventional system, identify the access credentials associated with a
the virtual account identifier, generate a second authorization request message that
includes that virtual account identifier, and transmit the second authorization request
message to the second authorization provider 112 via the second processing network
110. The transaction may then be approved or declined by the second authorization
provider. In some embodiments, the transaction may also be settled in real time. Upon
receiving an approval, and in some cases upon receiving the funds from the second
authorization provider 112, the first authorization provider 104 may generate an
authorization response message that includes the virtual account identifier which
indicates that the transaction is approved. That authorization response message may
then be provided to the resource provider computer 106, which may subsequently

complete the transaction.

[0050] For clarity, a certain number of components are shown in FIG. 1. Itis
understood, however, that embodiments of the disclosure may include more than one of
each component. In addition, some embodiments of the disclosure may include fewer
than or greater than all of the components shown in FIG. 1. In addition, the components
in FIG. 1 may communicate via any suitable communication medium (including the

internet), using any suitable communication protocol.

[0051] FIG. 2 depicts a diagram of an exemplary authorization provider computer

200 that may be configured to enable interaction with a second authorization provider
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112 in accordance with at least some embodiments. The functionality attributed to the
authorization provider computer 200 may be performed by the first authorization
provider 104 described with respect to FIG. 1.

[0052] The authorization provider computer 200 may be any type of computing
device capable of receiving context data and determining whether to approve a
previously-declined transaction based on that context data. In at least some
embodiments, the authorization provider computer 200 may include at least one
memory 202 and one or more processing units (or processor(s)) 204. The processor(s)
204 may be implemented as appropriate in hardware, computer-executable instructions,
firmware or combinations thereof. Computer-executable instruction or firmware
embodiments of the processor(s) 204 may include computer-executable or machine
executable instructions written in any suitable programming language to perform the

various functions described.

[0053] The memory 202 may store program instructions that are loadable and
executable on the processor(s) 204, as well as data generated during the execution of
these programs. Depending on the configuration and type of authorization provider
computer 200, the memory 202 may be volatile (such as random access memory
(RAM)) and/or non-volatile (such as read-only memory (ROM), flash memory, etc.). The
authorization provider computer 200 may also include additional storage 206, such as
either removable storage or non-removable storage including, but not limited to,
magnetic storage, optical disks, and/or tape storage. The disk drives and their
associated computer-readable media may provide non-volatile storage of computer-
readable instructions, data structures, program modules, and other data for the
authorization provider computer 200. In some embodiments, the memory 202 may
include multiple different types of memory, such as static random access memory
(SRAM), dynamic random access memory (DRAM) or ROM.

[0054] Turning to the contents of the memory 202 in more detail, the memory 202
may include an operating system and one or more application programs or services for
implementing the features disclosed herein including at least a module for determining
whether to approve or decline a transaction based on interactions with a second
authorization provider (authorization module 208). The memory 202 may also include a
number of data stores, including user data 210, which maintains information associated
with individual users, and/or virtual account identifier data 212, which may maintain

information on mappings between virtual account identifiers and access credentials. In
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some embodiments, the authorization provider computer 200 may maintain one or more
accounts associated with a user.

[0055] In some embodiments, the authorization module 208 may, in conjunction
with the processor 204, be configured to determine whether to authorize a transaction
related to an authorization request message. In some embodiments, this may involve
identifying an access credential currently mapped to the virtual account identifier
indicated within the authorization request message, generating a second authorization
request message that includes the access credential, and routing the second
authorization request message to an authorization provider associated with the access
credential. In some embodiments, the authorization module 208 may be configured to
authorize the transaction upon receiving an authorization response message from the
authorization provider that indicates the transaction is authorized for the access
credential. In some embodiments, the authorization module 208 may be configured to
authorize the transaction upon receiving an amount of funds sufficient to cover the

transaction from the authorization provider.

[0056] The data stored in databases 210 and 212 may be dynamic, static, or
some combination of dynamic and static data. In some embodiments, user data 210
may include any information about users. For example, user data 210 may include
demographic data, internet search history data, purchase history data, clickstream data,
or any other suitable information related to the user. In some embodiments, virtual
account data 212 may include information about supplemental devices associated with
various entities. For example, the virtual account data 212 may include information
about mappings between access credentials and virtual account identifiers. In some
embodiments, those mappings may be updated based on user input. For example, a
user may log into an account maintained by the authorization provider 200 and indicate

a different access credential that should be mapped to a virtual account identifier.

[0057] The authorization provider computer 200 may also contain
communications interface(s) 214 that enable the authorization provider computer 200 to
communicate with a stored database, another computing device or server, one or more
remote devices, and/or any other suitable electronic devices. In some embodiments, the
communication interface 214 may enable the authorization provider computer 200 to
communicate with other electronic devices on one or more networks 216 (e.g., on a
private network or a transaction processing network). The authorization provider

computer 200 may also include input/output (I/O) device(s) and/or ports 218, such as for
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enabling connection with a keyboard, a mouse, a pen, a voice input device, a touch

input device, a display, speakers, a printer, etc.

[0058] In some embodiments, the network 216 may include any one or a
combination of many different types of networks, such as cable networks, the Internet,
wireless networks, cellular networks, and other private and/or public networks. While the
illustrated example depicts various electronic devices accessing the authorization
provider computer 200 over the network 216, the described techniques may equally
apply in instances where the electronic devices interact with the authorization provider
computer 200 over a landline phone, via a kiosk, or in any other manner. It is also noted
that the described techniques may apply in other client/server arrangements (e.qg., set-
top boxes, etc.), as well as in non-client/server arrangements (e.g., locally stored

applications, peer to-peer systems, etc.).

[0059] The authorization provider computer 200 may be in communication with a
number of other electronic devices. For example, the authorization provider computer
200 may be in communication with user devices 220, authorization providers 222,
and/or resource providers 224. Each of the user devices 220 may be capable of
interacting with the authorization provider computer 200 to access an account and/or
enroll access credentials. Additionally, in some embodiments the user devices 220 may
be capable of interacting with a resource provider 224 to complete a transaction. In
some embodiments, interaction between a user device 220 and a resource provider 224
may be enabled via a mobile application 226. For example, the user devices 220 may
include a web browser or other suitable mobile application 226 that enables a user of
the user device 220 to access a website maintained by the authorization provider

computer 200 or resource provider 224.

[0060] The user device 220 may include one or more data transfer mechanisms
capable of conveying information (e.g., payment device information) to an access
device of the resource provider 224. For example, the user device 220 may include a
display for presenting a machine-readable code to an access device, a contactless
element for wirelessly transmitting information to the access device, or any other
suitable data transfer means. In some embodiments, the user device 220 may include
mobile application 226, which may be a set of computer executable instructions (e.g. an
application) which, when executed, causes the user device 220 to provide information to
an access device to conduct a transaction with a resource provider. In some

embodiments, a mobile application 226 may be an application which is maintained on
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behalf of, and supported by, the authorization provider computer 200 or another entity.
For example, in some embodiments, the mobile application 226 may be used to initiate
transactions using virtual account identifiers made available by the authorization
provider computer 200. In some embodiments, a user device 220 may be independently
capable of storing (e.g., in memory) one or more virtual account identifiers (e.g., as

generated by the authorization provider computer 200).

[0061] An authorization provider 222 may include any suitable computing device
capable of determining whether to approve or decline a particular transaction conducted
with respect to an account maintained by that authorization provider 222. In some
embodiments, the authorization provider 222 may include, in its memory, one or more

modules for determining whether to authorize a transaction (authorization module 228).

[0062] In some embodiments, a resource provider 224 may be any computing
device capable of providing authorization request messages to the authorization
provider 200. In some embodiments, the resource provider 224 may be a retailer (e.qg.,
an electronic retailer) or some other resource provider which manages access to one or
more resources (goods and/or services). In some embodiments, the resource provider
224 may include, in its memory, one or more modules for conducting a transaction for a

resource (transaction module 230).

[0063] In some embodiments, the authorization provider computer 200 may
maintain an account with respect to one or more user devices 220. It should be noted
that an account maintained by the authorization provider computer 200 for the user
device 220 may be different from an account maintained by a resource provider 224 for
that same user device 220. Each of an authorization provider computer 200 and a
resource provider 224 may separately maintain information related to a user in relation

to their respective accounts.

[0064] FIG. 3 depicts a flow chart illustrating an example process for providing
functionality in accordance with at least some embodiments of the disclosure. The
process 300 is illustrated as a logical flow diagram, each operation of which represents
a sequence of operations that can be implemented in hardware, computer instructions,
or a combination thereof. In the context of computer instructions, the operations
represent computer-executable instructions stored on one or more computer-readable
storage media that, when executed by one or more processors, perform the recited

operations. Generally, computer-executable instructions include routines, programs,
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objects, components, data structures, and the like that perform particular functions or
implement particular data types. The order in which the operations are described is not
intended to be construed as a limitation, and any number of the described operations
can be omitted or combined in any order and/or in parallel to implement this process

and any other processes described herein.

[0065] Some or all of the process 300 (or any other processes described herein,
or variations and/or combinations thereof) may be performed under the control of one or
more computer systems configured with executable instructions and may be
implemented as code (e.g., executable instructions, one or more computer programs or
one or more applications). In accordance with at least some embodiments, the process
300 of FIG. 3 may be performed by at least a portion of the components depicted in
FIG. 1. The code may be stored on a computer-readable storage medium, for example,
in the form of a computer program including a plurality of instructions executable by one

or more processors. The computer-readable storage medium may be non-transitory.

[0066] Process 300 may begin at step 1, in which a payor authorizes a purchase
by requesting a virtual account identifier from a first authorization provider 104, which
may be an Issuer Processor. In some embodiments, this may be done through a partner
mobile application such as Tez, Whatsapp, etc. . In some embodiments, the first
authorization provider 104 may obtain pre-authorization for a potential transaction at this
time. This may involve generating an authorization request message for some
predetermined maximum amount which includes access credentials associated with the
user. The generated authorization request message may then be transmitted to a
second authorization provider 112 for pre-authorization. The first authorization provider
104 may then record the payor’'s authorization, as well as the virtual account identifier
associated with the authorization

[0067] In step 2, the payor provides the virtual account identifier to a resource
provider 106 to conduct a transaction. In some cases, the user uses a customer
presented QR code to make a purchase at an access device (such as a POS terminal)
at a resource provider such as a merchant. The resource provider may operate a
resource provider computer 106, which may be the access device or may be another

computer in communication with the access device.

[0068] In step 3, the resource provider (e.g., a merchant) captures the virtual

account identifier and sends a first authorization request message to a transport
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computer 302 such as one that may be operated by an Acquirer Processor. The first
authorization request message may contain a specific first amount for the purchase
being conducted as well as other details of the transaction. In some embodiments, the
virtual account identifier may be formatted similar to a sixteen digit primary account
number (PAN) or a tokenized PAN.

[0069] In step 4, the transport computer 302 operated by the Acquirer Processor
passes the first authorization request message, which may be a standard ISO 8583
dual message authorization request to a first processing network computer, which may
be a computer in a payment processing network (such as VisaNet). The first
processing network computer may identify the first authorization provider 104 based on
a portion of the virtual account identifier included within the authorization request

message.

[0070]] In step 5, the processing computer in the first processing network (e.g.,
VisaNet) sends the first authorization request message (e.g., a standard ISO 8583 dual
message authorization request) to the first authorization provider 104. In some
embodiments, the first authorization provider 104 may be operated by an Issuer
Processor. The first authorization provider 104 may be an example of the authorization
provider 200 described with respect to FIG. 2 above.

[0071] In step 6, the first authorization provider 104 may optionally validate the
first authorization request message based on information received in relation to the
access credential and virtual account identifier from step 1 above. In some
embodiments, the first authorization provider 104 may map information included in the
authorization request message to a format compliant with a unified payments interface
(UPI) specification. In some embodiments, the first authorization provider 104 may
translate the access credential (e.g., a primary account number or payment token) to a
unified payments interface identifier (e.g., a 7 digit UPI ID) or other identifier (e.g., a
debit account identifier). The first authorization provider 104 may then create a second
authorization request message that includes the unified payments interface identifier. In
some embodiments, the second authorization request message may include an ISO
20022 debit request message. The authorization computer may then send the second
authorization request message to a second process network 110 (e.g., the UPI). The
second process network 110 may be operated by an interface computer, which may be
separate from the first authorization computer or a second authorization provider 112

operated by the Payor's Bank. The interface computer may maintain a database of
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payment account identifiers and tokens, mapped to unified payments interface
identifiers. In some embodiments, the unified payments interface identifiers may be
different than or the same as an account identifier (e.g., a debit account identifier) used
by the Payor's Bank.

[0072] In step 7, the UPI (i.e., the interface computer) sends the second

authorization request message (e.qg., the ISO 20022 debit request message) with the
UPI ID to the second authorization computer 112 operated by the Payor's Bank. The
second authorization request message may include a second amount, which may be
the same as or substantially equal to the first amount. If fees are assessed, then the
second amount may be greater than the first amount. If fees are assessed at a later

time, or if no fees are assessed, then the first amount may equal the second amount.

[0073] In step 8, second authorization provider 112 operated by the Payor Bank
validates there are sufficient funds in the account associated with the UPI ID. If so, the
first authorization provider 104 debits the Payor's account. The second authorization
provider 112 then generates and sends a second authorization response message such

as an ISO 20022 debit response to the second processing network 110.

[0074] In step 9, the second processing network 110 performs a real-time
settlement between the second authorization provider 112 operated by the Payor Bank,
and the first authorization provider 104. This may involve a transfer of funds from the
account maintained by the second authorization provider 112 to an account maintained
by the first authorization provider 104. In some embodiments, the account maintained

by the first authorization provider 104 may be a temporary account.

[0075] In step 10, the second processing network 110 sends the second
authorization response message or a confirmation message, such as an ISO 20022

confirmation message to the first authorization provider 104.

[0076] In step 11, the first authorization provider 104 converts the UPI identifier to
the access credential that was identified with respect to the first authorization request
message. It then credits the push payment funds to the account associated with the
user and places a hold on the funds. If a payment token was used, then the payment
token may need to be converted to an underlying account identifier before performing
the credit process. The first authorization provider 104 then converts the second
authorization response message (e.g., the confirmation message 1ISO 20022

confirmation message) to a first authorization response message (e.g., an ISO 8583
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authorization response message) that includes the virtual account identifier and sends it

to the first processing network 108 (e.g., VisaNet).

[0077] In step 12, the processing computer in the first processing network 108
(e.g., VisaNet) sends the first authorization response message (e.g., the ISO 8583
authorization response with the Visa PAN or token) back to the transport computer 302

operated by the Acquirer Processor.

[0078] In step 13, the transport computer 302 operated by the Acquirer Processor
sends the first authorization response message to the resource provider computer 106

operated by the merchant, and the purchase is then completed by the merchant.

[0079] In step 14, after completion of the transaction, the transport computer 302
operated by the Acquirer Processor submits to a processing computer in the first
processing network 108 (e.g., VisaNet), clearing data for the transaction along with all

other card clearing data.

[0080] In step 15, processing computer in the first processing network 108 (e.g.,
VisaNet) clears and settles the purchase between the Acquirer Processor and the first
authorization provider 104. This may involve transferring funds from an account
maintained by the first authorization provider 104 to an account maintained by the

Acquirer Processor.

[0081] After completion of the process 300 described above, the first
authorization provider 104 may receive the clearing data, post the debit to the account
associated with the account identifier or payment token in first authorization request
message (e.g., a Digital Demand PAN account) based upon the clearing data, and
receive the settlement from the processing computer in the processing network (e.qg.,
Visa). In addition, the first authorization provider 104 can validate that all accounts such
as Digital Demand PAN accounts have a zero balance. Exceptions may result in
reversal message processing between the second processing network 110 and the

Payor Bank to credit funds back to the Payor's bank account.

[0082] FIG. 4 depicts a flow chart illustrating an example process for providing
user enrollment in accordance with at least some embodiments of the disclosure. In
some embodiments, the process 400 may be performed by a user device. For example,
process 400 may be performed on an instance of the user device 102 as depicted in
FIG. 1.
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[0083] Process 400 may begin at 402, when a software application supported by
an authorization provider is installed on the user device. The authorization provider may
be an example of authorization provider 200 described with respect to FIG. 2 above,
and may provide functionality attributed to a first authorization provider. In some
embodiments, the software application may be a software application maintained by, or
on behalf of, the authorization provider. Upon execution of the software application on
the user device, the user device may be caused to establish communication with the
authorization provider. In some embodiments, a user may be required to create and/or
login into an account maintained by the authorization provider upon its execution before

certain information can be provided to the user device by the authorization provider.

[0084] At 404, a user may provide one or more identifiers for accounts to be used
in completing a transaction. In some embodiments, the user may also provide account
credentials to authenticate the user and/or the account. For example, in the case that
the account identifier is a credit card number, the user may be required to provide a
card verification value (CVV) for that card to prove possession of the card. In some
embodiments, the software application may be configured to cause the user device to

collect a biometric sample (e.g., a fingerprint) to be used to authenticate the user.

[0085] In some embodiments, the authorization provider may pre-authorize a
transaction or generate an authorization request message for a nominal amount in order
to authenticate the account. For example, upon receiving an account identifier, the
authorization provider may initiate a transfer of some nominal amount into the account
indicated via the identifier. In some embodiments, the authorization provider may then
require a user to verify the nominal amount in order to authenticate that the user has
access to the account associated with the account identifier. In some embodiments, the
authorization provider may, each time that a user initiates the software application to
conduct a transaction, generate an authorization request message to an authorization
entity associated with the identified account for some predetermined amount in order to

gain pre-approval for the transaction.

[0086] At 406, the user device may receive a virtual account identifier for each of
the provided one or more account identifiers. Each virtual account identifier may be
formatted in a manner similar to a credit card number, with the first six digits (the BIN)
identifying the authorization provider and with the remaining 10 digits identifying an

account to be associated with a particular account identifier.
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[0087] In some embodiments, the user device may be caused to push one or
more virtual account identifiers to other software applications installed on the user
device at 408. For example, upon receiving a virtual account identifier, the software
application may cause the user device to identify one or more payment applications
installed on the user device (e.g., Apple Pay, Samsung Pay, Google Pay, etc.). Once
one or more payment applications have been identified, the user device may provide
the virtual account identifier to those payment devices to be presented as a payment

option.

[0088] FIG. 5 depicts an illustrative example of a user interaction that may be
conducted in accordance with at least some embodiments of the disclosure. In FIG. 5, a
graphical user interface (GUI) is depicted for a mobile application installed, and
executed, upon a user device 502. Upon execution, the mobile application may
establish a communication session with a authorization provider (such as the
authorization provider 200 described with respect to FIG. 2 above). In some
embodiments, the mobile device may prompt a user of the user device 502 to provide
login credentials in order to access an account maintained by the authorization provider

computer 200.

[0089] In some embodiments, a user of the user device 502 may provide one or
more account credentials to the authorization provider via the mobile application.
Access credentials may include any information used to identify and access an account.
For example, as depicted in FIG. 5, access credentials may include a routing number
and an account number that may be used to access a bank account or other type of
account. In some embodiments, access credentials may include a credit card number or

a payment token.

[0090] Upon receiving the access credentials, the authorization provider may
generate a virtual account identifier 506 to be associated with the access credentials
504. In some embodiments, the virtual account identifier 506 may be presented in a
machine-readable format. For example, the virtual account identifier 506 may be
presented in a manner such that it may be obtained using a barcode reader or other
optical reader. More particularly, the virtual account identifier 506 may be presented as
a machine-readable code 508, such as a barcode, quick response (QR) code, or other

suitable format.
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[0091] In some embodiments, the mobile application may store the received
virtual account identifier 506 in memory for access by the user device 502 at a later
time. In some embodiments, a user may request the virtual account identifier 506 each
time that he or she wishes to initiate a transaction. In some embodiments, the
authorization provider may obtain pre-authorization for a transaction from an
authorization provider associated with the access credentials upon receiving a request

for the virtual account identifier 506.

[0092] FIG. 6 depicts a flow diagram illustrating a process for conducting a
transaction in accordance with at least some embodiments of the disclosure. Process
600 may be performed on a service computer, such as the service computer 200

described with respect to FIG. 2 above.

[0093] Process 600 may begin at 602, when a first authorization message is
received that includes a virtual account identifier. In some embodiments, the first
authorization request message may be received from a transport computer associated
with the resource provider computer. Additionally, the first authorization response
message may be transmitted to the resource provider computer via the transport
computer. In some embodiments, the virtual account identifier may be formatted as a 16
digit number including a six-digit banking identification number. The first authorization
request message may be received via a first processing network, which may be a

payment processing network configured to process credit card transactions.

[0094] At 604, process 600 may involve determining an access credential
associated with the virtual account identifier. In some embodiments, the access

credential may be an account number for a funded debit account.

[0095] At 606, process 600 may involve generating a second authorization
request message that includes the access credential. In some embodiments, the first
authorization request message may include a first amount and the second authorization
request message may include a second amount, the first amount may be equal to or

substantially equal to the second amount.

[0096] At 608, process 600 may involve transmitting the second authorization
request message to a second authorization computer. In some embodiments, the
process 600 may further involve, prior to transmitting the second authorization request
message to the second authorization computer via the second processing network,

determining a level of risk associated with the transaction. For example, the first
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authorization computer may determine a likelihood that the transaction is fraudulent
based on factors associated with the transaction. In some embodiments, the second
authorization request message may not be transmitted if the level of risk associated with
the transaction is greater than a threshold risk value. In some embodiments, the second
processing network may be a payment processing network configured to process debit

transactions.

[0097] At 610, process 600 may involve receiving a second authorization
response message from the second authorization computer. In some embodiments, the
second authorization response message may include an indication as to whether the

funded debit account includes sufficient funds to cover the transaction.

[0098] At 612, process 600 may involve generating and transmitting a first
authorization response message. In some embodiments, the process may further
involve receiving an indication that an amount indicated in the second authorization
request message has been transferred from an account maintained by the second
authorization computer to an account maintained by the first authorization computer. In
some embodiments, the first authorization response message is not transmitted to the
resource provider computer until the amount has been transferred. In some
embodiments, the access credential is replaced with the virtual account identifier in the

first authorization response message.

[0099] In some embodiments, the process may involve, prior to the transaction,
receiving, from a user device, an indication of the access credential, generate the virtual
account identifier, and provide the virtual account identifier to the user device. In some
embodiments, the virtual account identifier may be provided to the user device in a
machine-readable format. In some embodiments, upon receiving a request for the
virtual account identifier from a user device, the process may involve obtaining pre-

authorization for the transaction.

[0100] Embodiments of the disclosure provide for a number of advantages over
conventional systems. For example, embodiments of the invention enable a resource
provider (e.g., a merchant) to accept payment from sources that it would typically not be
configured to, or may lack infrastructure to, accept payment from. Conversely, the
system also enables users to utilize payment sources that may not be accepted via

conventional payment systems. For example, users who may not have access to credit
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cards (e.g., users with poor credit) are able to use their bank account to complete a

transaction at a merchant which typically only accepts credit cards or cash.

[0101] Additionally, embodiments of the invention provide greater security to
consumers. On one hand, the system prevents resource providers from obtaining the
consumers’ access credentials, which prevents unauthorized use of the access
credentials by employees of the resource provider which may have access to those
access credentials. Additionally, some authorization providers (such as those
maintaining debit accounts) may not perform fraud analysis and prevention processes
to the same level as other authorization providers. The system described herein
enables additional fraud prevention steps to be performed (e.g., by the first
authorization provider in addition to the authorization provider that issued the access
credentials). This gives consumers greater flexibility in protecting their assets and the

ability to maintain a minimum level of security for each of their accounts.

[0102] Any of the software components or functions described in this application,
may be implemented as software code to be executed by a processor using any
suitable computer language such as, for example, Java, C++ or Perl using, for example,
conventional or object-oriented techniques. The software code may be stored as a
series of instructions, or commands on a computer readable medium, such as a random
access memory (RAM), a read only memory (ROM), a magnetic medium such as a
hard-drive or a floppy disk, or an optical medium such as a CD-ROM. Any such
computer readable medium may reside on or within a single computational apparatus,
and may be present on or within different computational apparatuses within a system or

network.

[0103] The above description is illustrative and is not restrictive. Many variations
of the invention may become apparent to those skilled in the art upon review of the
disclosure. The scope of the invention can, therefore, be determined not with reference
to the above description, but instead can be determined with reference to the pending

claims along with their full scope or equivalents.

[0104] One or more features from any embodiment may be combined with one or
more features of any other embodiment without departing from the scope of the

invention.

[0105] A recitation of "a", "an" or "the" is intended to mean "one or more" unless

specifically indicated to the contrary.
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[0106] All patents, patent applications, publications, and descriptions mentioned

above are herein incorporated by reference in their entirety for all purposes. None is

admitted to be prior art.
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WHAT IS CLAIMED |S:

1. A method comprising:

receiving, by a first authorization computer via a first processing network,
a first authorization request message comprising a virtual account identifier for a
transaction to be conducted by a resource provider computer;

determining, by the first authorization computer, an access credential
associated with the virtual account identifier;

generating, by the first authorization computer, a second authorization
request message that includes the access credential;

transmitting, by the first authorization computer, the second authorization
request message to a second authorization computer via a second processing network;

receiving, by the first authorization computer, a second authorization
response message for the second authorization request message from the second
authorization computer; and

transmitting, by the first authorization computer, a first authorization

response message to the resource provider computer.

2. The method of claim 1, wherein the first authorization request message
is received from a transport computer associated with the resource provider computer,
and wherein the first authorization response message is transmitted to the resource

provider computer via the transport computer.

3. The method of claim 1, wherein the first authorization request
message includes a first amount and the second authorization request message
comprises a second amount, the first amount being equal to or substantially equal to the
second amount.

4. The method of claim 1, further comprising receiving an indication that
an amount indicated in the second authorization request message has been transferred
from an account maintained by the second authorization computer to an account

maintained by the first authorization computer.

5. The method of claim 4, wherein the first authorization response
message is not transmitted to the resource provider computer until the amount has
been transferred.
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6. The method of claim 1, wherein the virtual account identifier is

formatted as a 16 digit number including a six-digit banking identification number.

7. The method of claim 1, wherein the access credential comprises an

account number for a funded debit account.

8. The method of claim 7, wherein the second authorization response
message includes an indication as to whether the funded debit account includes

sufficient funds to cover the transaction.

9. The method of claim 1, further comprising, prior to transmitting the
second authorization request message to the second authorization computer via the

second processing network, determining a level of risk associated with the transaction.

10. The method of claim 9, wherein the second authorization request
message is not transmitted if the level of risk associated with the transaction is greater
than a threshold risk value.

11. Afirst authorization computer comprising:
a processor; and
a computer readable medium coupled to the processor, the computer
readable medium comprising instructions, that when executed by the processor, causes
the first authorization computer to:
receive, via a first processing network, a first authorization request
message comprising a virtual account identifier for a transaction to be conducted
by a resource provider computer,
determine an access credential associated with the virtual account
identifier;
generate a second authorization request message that includes the
access credential;
transmit the second authorization request message to a second
authorizing computer via a second processing network;
receive a second authorization response message for the second
authorization request message from the second authorizing computer; and
transmit a first authorization response message to the resource

provider computer.
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12. The first authorization computer of claim 11, wherein the instructions
further cause the first authorization computer to:

receive, from a user device prior to the transaction, an indication of the
access credential;

generate the virtual account identifier; and

provide the virtual account identifier to the user device.

13. The first authorization computer of claim 12, wherein the virtual

account identifier is provided to the user device in a machine-readable format.

14. The first authorization computer of claim 11, wherein the instructions
further cause the first authorization computer to, upon receiving a request for the virtual

account identifier from a user device, obtain pre-authorization for the transaction.

15. The first authorization computer of claim 11, wherein the access
credential is replaced with the virtual account identifier in the first authorization response
message.

16. The first authorization computer of claim 11, wherein the first
processing network is a payment processing network configured to process credit card
transactions.

17. The first authorization computer of claim 11, wherein the second
processing network is a payment processing network configured to process debit
transactions.

18. A user device comprising:
a processor; and
a computer readable medium coupled to the processor, the computer
readable medium comprising instructions, that when executed by the processor, causes
the user device to:
establish a communication session with a first authorization
computer;
provide, via the communication session to the first authorization
computer, an indication of an access credential associated with a second

authorization computer;
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receive, via the communication session from the first authorization
computer, a virtual account identifier associated with the access credential;

provide, to a resource provider in relation to a transaction, the
virtual account identifier; and

receive, via the communication session from the first authorization
computer, an indication that the transaction has been completed using the

access credential.

19. The user device of claim 18, wherein the access credential is not

provided to the resource provider.

20. The user device of claim 18, wherein the first authorization computer
is associated with a first processing network and the second authorization computer is

associated with a second processing network different from the first processing network.
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