w0 2020/155773 A1 |0 00000 Y00 0000 000

(12) SR E RIS 1ER AR A 158 ERR e i

(19) t SR &R =4 4R 4R = | 000 00O 0 O 00O
= br = ;—ﬁ 10) BRRA TS

fr% H
2020 238) ; 6TE|A((T6E.08.2020) WIPOIPCT WO 2020/155773 Al

(1) EfREHHES: AGENCY); T AR AR R L X B i
HO4L 29/06 (2006.01) BT AR e X B L B3 S R
(1) EFFERIES: PCT/CN2019/118406 JJKJH201, Guangdong 518057 (CN).

fRY7) : AE, AG, AL, AM, AO, AT, AU, AZ, BA, BB, BG,

(25) RiRES: i BH, BN, BR, BW, BY, BZ, CA, CH, CL, CN, CO, CR, CU,
(26) NTE=- e CZ, DE, DJ, DK, DM, DO, DZ, EC, EE, EG, ES, FI, GB,
. GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN, IR, IS,
(30) #£5E4%: JO, IP, KE, KG, KH, KN, KP, KR, KW, KZ, LA, LC, LK,
2019100811413  20195F1H28H (28.01.2019) CN LR.LS. LU. LY. MA. MD. ME. MG. MK. MN, MW, MX.
) BisA: F2RE GRYD B R 2 T (PING AN MY, MZ, NA, NG, NI, NO, NZ, OM, PA, PE, PG, PH, PL,
TECHNOLOGY (SHENZHEN) CO.,LTD.) [CN/CN]; PT, QA, RO, RS, RU, RW, SA, SC, 8D, SE, SG, SK, SL,
BET ARAEEITEBEXEH S E R SM, ST, SV, SY, TH, TJ, TM, TN, TR, TT, TZ, UA, UG,
7 A Xz H O 5033 5 oF 2 & g b oo 23 US, UZ, VC, VN, ZA, ZM, ZW.
1. Guangdong 518000 (CN). 84) $5E (4 SHEY, TR MR X
(72) KA A : B SLHE(LL Ligui); P ET KA RIS fR37) : ARIPO (BW, GH, GM, KE, LR, LS, MW, MZ,
X A8 457 38 A %2 41 X 28 B 5033 %5 P % & NA, RW. SD, SL, ST, SZ, TZ, UG, ZM, ZW), KXl (AM,
mﬂﬂlﬂ»uzﬂé, Guangdong 518000 (CN). AZ,BY,KG, KZ, RU, TJ, TM), Bkl (AL, AT, BE, BG,

CH, CY, CZ, DE, DK, EE, ES, FI, FR, GB, GR, HR, HU,

(7)) KEBA: XK I ™t 2 18 32 &R = WK [E. IS, IT. LT, LU. LV, MC. MK. MT. NL. NO, PL. PT.

HEE Fﬁ (CENFO INTELLECTUAL PROPERTY

(54) Title: METHOD OF MONITORING FOR SUSPICIOUS TEXT INPUT, DEVICE, COMPUTER APPARATUS, AND STOR-
AGE MEDIUM

(54) ZRABIR: CAMAFFE ISR, RE . RIS KA i

. S1000 $1000 Acquire feature data while characters are being input in
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(57) Abstract: The present application discloses a method of monitoring for suspicious text input, a device, a computer apparatus,
and a storage medium. The method comprises: acquiring feature data while characters are being input in a text input box, wherein the
feature data comprises a character type of the input characters, an input speed of the characters, and a first time difference between input
operations for different characters; determining whether the feature data meets a pre-determined condition, wherein the pre-determined
condition changes according to the character type; and if not, determining that an input action with respect to the text input box is sus-
picious input. The present application acquires the feature data while the characters are being input in the text input box, and determines
whether suspicious input occurs in the text input box according to whether the feature data matches a corresponding pre-determined
condition. The invention has multiple types of feature data and the pre-determined condition changes according to the different feature
data, thereby providing dynamic identification, and achieving accurate and fast identification of suspicious input in a text input box.
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