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Description

Internet Protocol address discovery in cellular networks

The present invention relates to the discovery of Internet

Protocol addresses of nodes in cellular networks.

During a handover phase or in other cases when a node in a
cellular network wants to transmit control data and/or user
data to another node via an Internet Protocol (IP)
connection, it is required to know the destination IP address
of that node. The source node may know a cell identifier
(cell-ID) of the cell served by a node or a direct node
identifier, but for establishing an IP Dbased connection
between nodes an IP address is needed. Up to now the mobile
radio networks are not purely IP based, and no scheme exists

allowing the discovery of IP addresses based on a cell-ID.

Therefore new methods and devices are required to allow IP
address discovery in cellular networks when only non-IP-

related identifications of nodes are known.

Summary of the invention

According to a first aspect of the present inventicon a method
is provided for discovering an Internet Protocol (IP) address
of a target node in a cellular network, said target node
serving a cell of said network, the method comprising:

- determining an identification of the cell served by said
target node;

- issuing a request for providing the Internet Protocol
address of said node, including said cell identification; and
- obtaining a response including said Internet Protocol

address.
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Mobile networks are not purely IP-based as of now, therefore
no means are provided to discover IP addresses of nodes in a
cellular network, when only an identification of the cell
served by said node is known. The method according to the
invention allows discovering this IP address based on the

known cell identification.

According to an exemplary embodiment issuing said request
comprises including said cell identification in form of an
internet domain according to the syntax of the Domain Name

System.

Having the cell identification included in said request in
this form allows using Domain Name System (DNS) requests and
responses, or in other words handling the cell identification
as 1if it were a standard Internet domain. In order to be able
to use DNS the domain names have to be defined in a web based

syntax.

According to an exemplary embodiment said internet domain
comprises a top-level domain and a second-level domain, and

- said top-level domain is unique for the operator of said
cellular network, and said second-level domain is an
identifier unique for said node in said cellular network;

or

- said top-level domain is a top-level domain shared by a
plurality of cellular networks, and said second-level domain
is an identifier unique for said node in said plurality of

cellular networks.

The invention proposes two principles for using the domain
name conventions for cell identifications. According to the
first alternative each base station or nocde of an operator is

associated to an IP domain, wherein each operator has his own
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top-level domain. For example operator A owns the IP domain
xxxx.0pA, and operator B owns the IP domain yyyy.OpB. Each
node has its own cell identifier (cell-ID) that is unique in
the cellular network of its associated operator. Therefore
each node could be identified by the global address: “cell-
ID1.0pA™ or “cell-ID1.0OpB™.

In this alternative the cell-ID is not necessarily unigque in

a plurality of networks (e.g. operators A/B).

According to the second alternative each node of an operator
from a plurality of operators is associated to the same top-
level domain (e.g. MRN, Mobile Radio Networks). Only one top-
level domain exists for all or at least for a plurality of
ocperators. For example operator A and operator B are members
of the IP domain =xxxx.MRN. Each node has its own cell
identifier (cell-ID) that is unique for the plurality of
operators (or even all operators). Therefore each Dbase
station could be identified by the glocbal address: “cell-
ID1.MRN” or “cell-ID2.MRN”. In this alternative the cell-ID
is has to be unique in at least the plurality of networks
sharing a single top-level domain (e.g. operators A/B having

the domain “.MRN”).

An advantage is that it can be avoided that a lot of new top
level domains have to be introduced within the world wide top
level community. The cell-IDs have to be unigue for all base
stations, at least within  this top-level domain. A

registration process has to verify and ensure this.

According to an exemplary embodiment determining said cell
identification comprises:
- requesting a user terminal device served by said target

node to provide said cell identification; and
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- receiving said c¢ell identification from said user

terminal.

The cell identification can be obtained from measurement of a
mobile terminal connected with said node. This case for
example applies to a handover situation, wherein the wuser
terminal 1is connected with the target node and a node trying
to find out the IP address of said target node, in order to
send user of contrcl data to the target node. The source node
can request and receive the cell identification from the

terminal.

According to an exemplary embodiment issuing said request
comprises querying a local database comprising associations
between cell identifications and corresponding IP addresses,
and wherein obtaining said response comprises retrieving said
IP address from said local database in case said local

database contains a corresponding association.

According to an exemplary embodiment the method further
comprises:

- receiving new associations or updates of existing
associations; and

- storing said new associations or updating existing
associations based on said received updates, in said local

database.

According to an exemplary embodiment said storing comprises:
- storing a time-to-live value for each association; and
- deleting an entry with the lowest time-to-live wvalue in
said local database if the number of stored associations

exceeds a threshold.
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According to an exemplary embodiment issuing said reguest
comprises transmitting said request to a server, and wherein
obtaining said response comprises receiving said response

from said server.

In case there are no corresponding asscociations stored in a
local database, or in case a node does not have such a
database at all, the request will be issued to a server 1in

the network, for example a gateway.

According to an exemplary embodiment issuing said reqguest
comprises transmitting said request to at least one multicast
address, and wherein obtaining said response comprises

receiving said response from said target node.

This embodiment relates to a kind of de-centralized or self-
organized scheme. The request 1is issued to a multicast
address (or a plurality thereof), to be received by a
plurality of possible target nodes. The target node then
receives the request, checks the included cell
identification, and 1in case 1t matches with 1ts own
identification, sends back a response indicating its IP

address to the source node.

According to a second aspect of the invention a method 1is
provided for discovery of IP addresses of nodes in cellular
networks, wherein each node serves a cell of a cellular
network, the method comprising:

- receiving a request for the Internet Protocol address of
a target node, said request including an identification of
the cell served by said node;

- determining the Internet Protocol address of said target

node using said cell identification; and
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- issuing a response including said Internet Protocol

address.

According to an exemplary embodiment said cell identification
is included in said request in form of an internet domain

according to the syntax of the Domain Name System.

According to an exemplary embodiment said internet domain
comprises a top-level domain and a second-level domain, and
wherein

- said top-level domain is unique for the operator of said
cellular network, and said second-level domain is a unigue
identifier for said node in said cellular network;

or

- said top-level domain is a top-level domain shared by a
plurality of cellular networks, and said second-level domain
is a unique identifier for said node in said plurality of

cellular networks.

According to an exemplary embodiment determining the IP
address of said target node comprises:

- querying a local database comprising associations
between cell identifications and corresponding Internet
Protocol addresses and retrieving said Internet Protocol
address from said local database in case said local database
contains a corresponding association;

- forwarding said request for +the Internet Protocol
address of said node in case said local database does not

contain a corresponding association.

According to an exemplary embodiment the method further
comprises:
- evaluating the top-level domain of said cell

identification;
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wherein

- said querying of and retrieving from said local database
is performed in case said top-level domain corresponds to a
pre-determined top-level domain;

and

- said forwarding i1s performed 1in case said top-level
domain does not correspond to said pre-determined top-level

domain.

This embodiment makes use of the above mentioned convention
wherein the top-level domain is unique for a particular
operator/cellular network, wherein each operator is
responsible only for its own domain, with respect to DNS
handling. In case the top-level domain does not match the
operator’s domain, the reguest cannot be handled locally and
is forwarded. In advanced embodiments it 1s possible to
determine the target for forwarding based on the top-level
domain, 1i.e. the server knows which domains belong to which

operator/network and forwards the request accordingly.

According to an exemplary embodiment, in case said 1local
database does not contain a corresponding association, the
method further comprises:

- receiving a response including the Internet Protocol
address of said target node; and

- storing said Internet Protocol address and said cell
identification of said node as new association in said local

database.

In this embodiment a forwarded request 1s answered by an
external server. In order to avoid unnecessary network load
and response times, the association between IP address and
cell identification can be stored or cached for further

requests.
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According to a third aspect of the invention a computer
program product 1s provided, comprising program instructions
stored on a computer readable medium for carrying out the
method described above when said program product is run on a

computer.

According to a fourth aspect of the invention a node of a
cellular network is provided, comprising:

- a cellular network interface adapted for serving a first
cell of said cellular network;

- a controller, adapted for determining an identification
of a second cell served by a target node, issuing a request
for the Internet Protocol address of said node, said request
including said cell identification, and obtaining a response

including said Internet Protocol address.

According to an exemplary embodiment said controller is
adapted for including said c¢ell identification in said
request in form of an internet domain according to the syntax

of the Domain Name System.

According to an exemplary embodiment said internet domain
comprises a top-level domain and a second-level domain, and
wherein

- said top-level domain is unique for the operator of said
cellular network, and said second-level domain is a unigue
identifier for said node in said cellular network;

or

- said top-level domain is a top-level domain shared by a
plurality of cellular networks, and said second-level domain
is a unique identifier for said node in said plurality of

cellular networks.
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According to an exemplary embodiment said controller is
adapted for performing said determining of an identification
of the cell by requesting a user terminal device served by
salid target node to provide said cell identification, and for

receiving said cell identification from said user terminal.

According to an exemplary embodiment the device further
comprises:

- a local database comprising associations between cell
identifications and corresponding Internet Protocol
addresses;

and wherein said controller is adapted for performing said
issuing of said request by querying said local database and
obtaining said response by retrieving said Internet Protocol
address from said local database in case said local database

contains a corresponding association.

According to an exemplary embodiment said controller 1is
adapted for receiving new associations or updates of existing
associations, and storing said new associations or updating
existing associations based on said received updates, in said

local database.

According to an exemplary embodiment said controller is
adapted for storing a time-to-live value for each
association, and for deleting an entry with the lowest time-
to-live value in said local database if the number of stored

associations exceeds a threshold.

According to a fifth aspect of the invention a server in a
cellular network is provided, comprising:
- a network interface adapted for connecting to nodes of

salid cellular network; and
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- a controller adapted for receiving a regquest from a node
of said cellular network for the Internet Protocol address of
a target node, said request including an identification of
the cell served by said node, for determining the Internet
Protocol address of said target node wusing said cell
identification, and for issuing a response including said

Internet Protocol address to said requesting node.

According to an exemplary embodiment said cell identification
is included in said request in form of an internet domain

according to the syntax of the Domain Name System.

According to an exemplary embodiment said internet domain
comprises a top-level domain and a second-level domain, and
wherein

- said top-level domain is unique for the operator of said
cellular network, and said second-level domain is a unigue
identifier for said node in said cellular network;

or

- said top-level domain is a top-level domain shared by a
plurality of cellular networks, and said second-level domain
is a unique identifier for said node in said plurality of

cellular networks.

According to an exemplary embodiment the device further
comprises:

- a local database comprising associations between cell
identifications and corresponding Internet Protocol
addresses;

and wherein said controller is adapted for performing said
issuing of said request by querying said local database and
obtaining said response by retrieving said Internet Protocol
address from said local datazbase in case said local database

contains a corresponding association.
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According to an exemplary embodiment said controller is
adapted for evaluating the top-level domain of said cell
identification, for performing said querying of and
retrieving from said local database in case said top-level
domain corresponds to a pre-determined top-level domain, and
for performing said forwarding in case said top-level domain

does not correspond to said pre-determined top-level domain.

According to an exemplary embodiment said controller is
adapted for receiving a response including the Internet
Protocol address of said target node, 1in case said local
database does not contain a corresponding association, and
for storing said Internet Protocol address and said cell
identification of said node as new association in said local

database.

According to another aspect of the invention a system is
provided, comprising at least one server and at least one

node as described above.

Brief description of the drawings

The invention can be more fully understood by the following
detailed description of exemplary embodiments, when also
referring to the drawings, which are provided in an exemplary

manner only and are not intended to limit the invention to

any particular embodiment illustrated therein. In the
drawings
Fig. 1 illustrates a prior art situation in a cellular
network;
Fig. 2 is a flow diagram of an embodiment of the

invention;
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Fig. 3 is a schematic view of an embodiment of the
invention;

Fig. 4 is a schematic view of another embodiment of the
invention;

Fig. 5 is a schematic view of yet another embodiment of
the invention;

Fig. 6 is a flow diagram of an embodiment of the invention

process for an authoritative server;

Fig. 7 is a flow diagram of an embodiment of the invention

process for a non-authoritative server;

Fig. 8 is a schematic view of still another embodiment of

the invention;

Fig. 9 is a schematic view of a further embodiment of the
invention;
Fig. 10 1s a schematic 1illustration of a domain name

convention according to the invention; and

Fig. 11 is a flow diagram of an embodiment of the invention.

Detailed description of the invention

During a handover phase or in other cases when a node in a
cellular network wants to transmit control data and/or user
data to another node via an Internet Protocol connection, it
is required to know the destination IP address of that node.
This situation is depicted in fig. 1. The system comprises

two nodes eNBl and eNB2, which are in turn connected to a
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gateway aGW over a wired interface S1. Furthermore a user
terminal UE is in connection with (in the coverage area cof,
indicated by the dotted circles) the two nodes, via a radio
interface. It is assumed that the node currently serving the
user terminal UE is eNB1 and that a handover to eNB2 is to

take place.

The source node eNBl1 now wants to transmit control data
and/or user data to eNB2, using an IP connecticn X2. The
source node may know a cell identifier (cell-ID) of the cell
served by eNB2 or a direct node identifier, for example
derived from measurements of a user terminal being connected
with the source and the target node, but for establishing an
IP based connection between nodes an IP address 1is needed.
The prior art does not provide any means for discovering the
IP address of node eNB2 when only knowing a cell

identification thereof.

Fig. 2 is a flow diagram of an embodiment of the method of
the invention, for example to be performed in a situation as
depicted in fig. 1. In step 102 a user terminal is requested
to provide a cell-ID of a target node to which data (user
and/or control data) are to be transmitted via an IP-based
protocol. A corresponding response including the cell-ID is
received 1in step 104 from the user terminal. It 1is to be
noted that this 1s Jjust an example embodiment; 1in other
embodiments of the invention the required cell-ID can be

determined by other means.

In step 106 a request for the IP address of the target node
is issued. According to different embodiments there are three
alternatives depicted here. In the first alternative, in step
108 a local database is queried for the IP address, using the

cell identification. In case an association for the cell
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identification is contained (which is checked in step 109),
the corresponding IP address 1is retrieved from the database
in step 110. Otherwise, i.e. 1n case it is found that no
association for the cell identification is contained in the

database, in step 109, the process continues with step 114.

In the alternative starting with step 114 (which can be an
addition instead of an alternative in case of a negative
determination in step 109) a request for the IP address is
transmitted to an external server, for example a gateway in
the cellular network 1in question. In step 116 a response
including the requested IP address 1is received from the

server.

In the third alternative the request 1is transmitted to a
multicast address (or a plurality thereof), in step 118. In
this figure it 1is assumed that from all nodes listening on
that multicast address(es) only the target node transmits a
response indicating its IP address. In principle also other
nodes knowing the IP address of the target node can provide
this answer. In either alternative the process is continued
by establishing an IP connection with the target node, using
the received IP address, and transmitting (control and/or

user) data to this node.

Three exemplary embodiments for discovering IP addresses

according to the invention shall be explained in detail now.

According to a first embodiment local look-up tables in the
nodes are employed. This corresponds to steps 108, 109 and
110 in fig. 2. These tables are locally stored text files or
databases containing mappings between cell ID’s and IP

addresses. The databases can be loaded from a remote control



10

15

20

25

30

WO 2008/138965 PCT/EP2008/055964

15

center or Operation and Maintenance (0&M) center periodically

or on demand. This first alternative is depicted in fig. 3

This solution is based on an arrangement wherein each node
has a local database that contains cell 1ID's, e.g. of all
neighboring nodes including the “umbrella cells” and IP
addresses associated to them. This database can be updated
with a defined period (e.g. once an hour or a day), e.g9. by a
central management unit which has a full information about
the structure of the mobile network. During an installation
phase of the mobile network this information needs to be
input into the central unit, and afterwards downloading the
database with neighbor information for each node is
performed. When a new node is added, the central management

unit must update databases of all surrounding base stations.

The central database can be setup by

- Central administration during network setup or
maintenance.

- Periodically polling the IP and cell-ID of the nodes
ingside the aGW-domain by the data base manager which is part
of the 0O&M or the aGW.

- DHCP-based IP access and registration of the nodes at
the central data base. If an additional node 1is introduced
into the network it requests an IP address via DHCP. If an IP
address is assigned to the node it also gets a cell-ID (and
other configuration parameters) from the DHCP server located
at the aGW and therefore it 1s already registered in the

central data base.

A second alternative embodiment involves discovering IP
addresses in a centralized way, which is depicted in fig. 4.
IP discovery in this embodiment is achieved by means of an

eDNS (evolved Domain Name Server) located e.g. at a gateway
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(aGW) , using a so-called eNRP protocol (evolved Name
Resolution Protocol). Each node that cannot rescolve an IP
address request including a given cell-ID sends a request to
an eDNS and receives a response with the corresponding

address.

The eNRP (evolved Name Resolution Protocol) protocol
according to the invention uses a client-server architecture.
Clients make requests and the server is responsible to find a
requested IP address, either in its database or in other
databases. When an eNRP service 1s 1implemented, an eNRP
client is installed in a node and an eNRP server is installed
in an aGW or 0O&M node. The eNRP Server is based on a modified

DNS server (Domain Name Server).

If an eNB belongs to a domain of a gateway, the gateway or
the network behind it should contain a DNS-like server called
an eDNS which contains c¢ell-ID/IP address entries in 1its
database and the gateway i1s called authoritative for that
eNB. Correspondingly, if an eNB doesn't belong to the gateway
domain, there is no record in the eDNS database in that aGW,

then this gateway is called not authoritative for that eNB.

In figure 4 two base stations or nodes, respectively, are
located within a first area are in the domain of aGW1l/eDNSI
and one base station in a second area is in the domain of
aGW2/eDNS2. So aGWl is not authoritative for eNB3 and aGW2 is
not authoritative for eNB1 and eNR2.

If a mobile user terminal UE moves within one domain, the
source eNB will get the target IP address by requesting
eDNS1, because the target eNB is within its domain. But if
the user terminal crosses a border of two domainsg, the target

IP &address 1s not known to the eDNS. In that case, after



10

15

20

25

30

WO 2008/138965 PCT/EP2008/055964

17

receiving a request from the source eNB, the eDNS server in
aGW is now responsible to find the IP address of the target

eNB which it doesn‘t know yet.

An implementation of this eNRP service is shown in fig. 5.
RApart from the eNRP clients and servers there is a root eNRP
server in this arrangement. A root server 1is used in cases
when a non-authoritative eNRP server trying to get an IP
address needs to communicate with others. It asks the root
eNRP server for IP addresses of neighboring eNRP servers and
sends to them an IP address request of the target eNB it 1is

interested 1in.

An example of the segquence to be performed by the arrangement
in fig. 5 can be described as follows, with reference to
figs. 6 and 7:

It is assumed here that a user terminal UE is connected with
eNB2, and the IP address of a node eNBl should be discovered.
The UE provides the cell-ID of eNB1 to eNB2. The eNRP client
in eNB2 checks its cache or database, which fails because
eNB2 does not know the IP address for the cell-ID of eNBl.
Therefore eNB2 which sends a corresponding IP address reguest

to the eNRP server at aGW, including the cell-ID.

The eNRP server on aGW can be either authoritative or not
authoritative for this cell-ID. If it is authoritative (see
fig. 6) 1t contains a record with the required cell-ID / IP
address mapping and sends it back to eNB2. At eNB2 the cache
is updated with the newly received c¢ell-ID/IP address

assoclation.

If eNRP server on aGW2 1is not authoritative (eNB with
requested cell-ID belongs to another aGW domain), it asks a

root eNRP server and central management unit for IP addresses
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of the surrounding eNRP servers (see fig. 7). Afterwards it
consequently requests neighboring eNRP servers for the IP
address of the needed eNB. One of the eNRP’'s will respond (in
this case that at aGWl). The IP address of eNBl 1is
transmitted to aGW2. In this case the root eNRP acts as a
resolver of aGW IP addresses. Otherwise the process 1is

similar to fig. 6.

An advantage of wusing such an eNRP System 1is a good
scalability. From an implementation point of view a default
DNS implementation could be used for an eNRP server. This DNS
can run either on an independent node connected to the same
subnet as the aGW, or this DNS can be also run on the same

platform as the GW functionalities.

The third alternative exemplary embodiment involves
performing the IP discovery in a self-organized manner, using
a so-called eNDP (evolved Network Discovery Protocol). This
embodiment is depicted in fig. 8. In that case eNB's do not
need a gateway and try to find out the necessary IP address

by interacting with each other.

The proposed eNDP protocol for self-organized mobile networks
is Dbased on IP multicast. This proposal makes use of
hierarchical IP discovery protocol for a mobile radio system
which is also called eNDP and assumes:

- Plug-and-play functionality of an eNB.

- Very low mobility of an eNB.

One of the mayor challenges of a new mobile radio access
network with flat architecture and self-organizations like
plug-and-play base stations 1is to react as fast as possible

and to reorganize the communication flows on demand. Due to
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the fact that the network shown in fig. 8 is based on IP

protocol a suitable IP address resolution is required.

As depicted in fig. 8 a lot of base stations (e.g. NodeB'‘'s,
eNB) are connected over an IP-based transport network. The
network is running in a self-organized network mode. In this
case the eNBs are connected in a meshed manner, e.g. via
cable-based or fiber-based networks. But this proposal 1is
also working if the eNB is connected via air interface to
other eNBs in the manner of wireless base stations or multi

hop nodes.

A1l eNB's are organized in groups and each group has an
assigned multicast address. When a mobile terminal UE moves
within a group (indicated by the dashed lines) and a handover
is to be done, eNB can discover a target IP address by
sending a multicast request in its group with an included
cell-ID of the target node. The target eNB that has this
cell-ID responds with its IP address. Afterwards source and
target eNB update their eNDP caches in order not to make
unnecessary IP discovery in the future. The cache entries can
have time to live (TTL) parameter. If it TTL is expired, the
corresponding element 1in the <cache 1is deleted and the
mechanism is repeated once again. By introducing time to live
it is assumed that the network architecture can change in the
near future and IP/cell-ID mappings will get invalid.
Depending on the setup of the eNB the eNDP cache is updated
more or less regularly. An eNRP cache can be used as an eNDP

cache because in general they are very similar.

If a mobile user terminal is moving from a first multicast
group 1 to a second multicast group 2, the target eNB in
group 2 must be able to receive multicast messages from the

source eNB in group 1. At the same time, the source eNB can
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become the target eNB, and the target eNB can become the
source eNB, if the user is moving from group 2 to group 1.
Hence, 1f an eNB is located at the border of a group, it
should have not only a multicast address of its group, but

also multicast addresses of all neighboring groups.

In an example there are six groups of eNB‘'s. Each one has its
own multicast address. Every base station within a group has
a group multicast address that is common for all members of
the group. Base stations that are located at the interface
between groups do additionally have multicast addresses of
two or more neighboring groups. Multicast groups can have
different sizes. The larger the groups are, the less is the
share of Dborder eNB's and hence the less are unnecessary

multicasts into neighboring groups.

Within the eNDP cache (database) each eNB is registered with
its typical identifier. This 1list contains the following
information:

- IP address (V4 or/and V6) (mandatory)

- Cell-ID (mandatory)

- Sector-ID's (a list of supported sectors and their ID’s)
(optional)

- Tracking Area (optional)

In the following an exemplary sequence in order to get an IP
address will be explained. Depending on the network operator,
the network can be running in a centralized or self-organized
mode. If a communication Dbetween eNB’s 1is required, e.qg.
during a handover HQ, exchange of RRM information etc., at

first an IP address discovery has to be started:
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1. Search within the local address data base eNDP (evolved
Network Discovery Protocol) or eNRP (evolved Name

Resolution Protocol) cache
- if an entry is there -> use it
- if no information about the target eNB could be
found -> goto next step
2. Check status of the network
- if the eNB already had a connection to the GW ->
centralized infrastructure mode -> run eNRP
mechanism.
- if there is no GW available -> run eNDP mechanism.
3. eNRP mechanism (ask aGW or DNS server)
- eNB sends a request for the IP address of a node
with known cell-ID
- aGW responds with the actual registration of the
target eNB, updates the local cache
- eNB stores the new knowledge within the local cache
(update)
4, eNDP mechanism (ask network nodes) for self organizing
networks
- eNB multicast an IP packet with the question about
the IP address of a known cell ID (e.g. a Network
Discovery Protocol, NDP, or ARP (address resclution
protocol) as already known in the IP world)
- the target eNB responds with the cell-ID and IP
address thereof

- eNB on both sides update their local cache.

The eNB can also analyze the IP address requests of neighbor
eNB's and update its local cache with the IP addresses and

cell-IDs.

Another example of the architecture for an IP based mobile

radio network 1s shown in fig. 9. A scenario with two
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operators 1is shown. FEach base station 1is connected to a
gateway (aGWl or aGW2). A Domain Name System (DNS1, DNS2)
server and a Dynamic Host Configuration Protocol (DHCP
serverl, DHCP server?2) server are co-located to the gateway
(aGW1 or aGW2) or are part of it. DNS1, DHCP1l and the aGWl
are part of the network of the operator A. DNS2, aGW2 and the
DHCP2 are part of the network of the Operator B.

If a base station is switched on, e.g. for the first time, it
requests an IP address from the DHCP server. Together with
the IP address additional information 1is transmitted to the
base station. One of the additional parameters could be the
cell-ID of the base station or the sector-IDs. Generally all
parameters which are relevant for a normal operation are
provided by the DHCP mechanism. It is proposed to use the
same protocols for the DHCP request and DHCP response as they
are defined in the Internet Engineering Task Force (IETE),
with the difference that the database contains additional
mobile radio specific entries. In order to have the same
entries in all databases the DNS and DHCP servers have access

to the same database.

Besides the above described DHCP mechanism the invention also
suggests using DNS principles for the IP address discovery.
In existing IP networks several methods are proposed and used
to resolve host names. When sending a request to a web
server, a user doesn‘t need to know a somehow “cryptic” IP
address. Instead, some kind of notation or a literal name
like www.siemens.com 1is wused, not bothering the wuser to
remember digits. This 1is helpful also when a web server 1is
moved from one host to another and the corresponding IP

address has changed.
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In order to be able to use DN3 requests and responses
according to the present invention the domain names to be
used have to be defined in a web-based syntax. According to
the invention the cell-ID’s of nodes in a cellular network
are used to form the required domain names. Two different

embodiments for the domain name convention will be explained.

According to a first embodiment of the domain name convention
each base station or node of an operator is associated to an
IP domain, wherein each operator has his own domain. For
example:

Operator A owns the IP domain xxxx.0OpA, Operator B owns the
IP domain yyyy.OpB.

Each base station has its own cell identifier (cell-ID).
Therefore each base station can be identified by the global
address: “cell-ID1.0OpA“ or “cell-ID1.0OpB“, wherein the top-
level domain is OpA or OpB, and the sgecond-level domain is
the cell-ID. In this scenaric the cell-ID is not unigque, i.e.
it is only wunigue within the domain of its operator’s
network. The cell-ID can be more or less an ASCII string

which can be parsed by the DNS.

The IP address resolution scheme for this proposed domain
name convention can be performed as follows (see fig. 10). At
first the DNS of a specific operator (for example operator A)
will extract his own top level domain name (xxxx.0OpA). If the
top level domain name is not equal to the operator domain the
request 1is forwarded to the “root DNS®. The root DNS
redirects the request to the specific DNS of the target

operator (in the example operator B).

In the second step the DNS of the operator A analyzes the
domain name. The domain name is identical with the cell-ID of

a specific base station and associated to a well known IP
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address. Finally the DNS sends the IP address back to the
requesting base station. The advantage of this embodiment is
that the operator is responsible for his own DNS data base.

The operators are separated by the top-level domain name.

A process similar to this is illustrated in fig. 11. In step
202 a request is received for an IP address of a target node,
including the cell-ID of the target node. In step 204 the
top-level domain part of the cell identification in the
request 1s examined. If, in step 206, the top-level domain
TLD corresponds to the pre-determined top-level domain of the
current operator/cellular network, a local database 1is
queried in step 208. The IP address corresponding to the
cell-ID is retrieved from the database in step 210. Finally,
a response including the found IP address is issued, e.g.
transmitted back to the requesting node. It is to be noted
that this process can also be performed in a server that has
been forwarded the request. In this case the response will be

issued to the reguesting server.

If in step 206 it 1is determined that the top-level domain
belongs to another network/operator, the request is forwarded
in step 214, e.g. to a server in another network or even the
target network, if the latter is known. From this server (or
another server that has in turn been forwarded the request) a
response 1is received in step 216, including the requested IP
address. In step 218 the local database is updated with the
newly found TP address/cell-ID association, in order to cache
the IP address for later requests. The process 1s again
continued with step 212, by issuing a response including the

IP address to the requesting entity, e.g. node.

According to a second embodiment of the domain name

convention each base station of an operator is associated to
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a single top level domain, wherein only one top-level domain
exists for a plurality of operators. For example:

Operator A and operator B are members of the IP domain
xxxx .MRN (Mobile Radio Networks). The top-level domain name
MRN is only an example in order to illustrate the principle.
Each base station has its own unique cell identifier (cell-
ID). Therefore each base station can be identified by the
global address: “cell-ID1.MRN” or “cell-ID2.MRN”. 1In this
scenario the cell-ID is unique at least for the networks of
the plurality of operators sharing the top-level domain
“"MRN”. The advantage of this embodiment is that not a lot of
new top-level domains have to be introduced within the world

wide top level community.
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Claims

said

Method for discovering an Internet Protocol address of a
target node in a cellular network, said target node
serving a cell of said network, the method comprising:

- determining an identification of the cell served by

target node;

- issuing a request for providing the Internet
Protocol address of said node, including said cell
identification; and

- obtaining a response including said Internet

Protocol address.

Method according to claim 1, wherein issuing said
request comprises including said cell identification in
form of an internet domain according to the syntax of

the Domain Name System.

Method according to c¢laim 2, wherein said internet

domain comprises a top-level domain and a second-level

domain, and wherein

- said top-level domain is unique for the operator of
said cellular network, and said second-level domain
is an identifier unique for said node in said
cellular network;

or

- said top-level domain is a top-level domain shared
by a plurality of cellular networks, and said
second-level domain 1s an identifier wunigue for

said node in said plurality of cellular networks.

Method according to anyone of the preceding claims,

wherein determining said cell identification comprises:
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- requesting a user terminal device served by said
target node to provide said cell identification;
and

- receiving said cell identification from said user

terminal.

5. Method according to anyone of the preceding claims,
wherein issuing said regquest comprises guerying a local
database comprising associations between cell
identifications and corresponding Internet Protocol
addresses, and wherein obtaining said response comprises
retrieving said Internet Protocol address from said
local database 1in case said local database contains a

corresponding association.

6. Method according to claim 5, further comprising:
- receiving new associations or updates of existing
associations; and
- storing said new associations or updating existing
associations based on said received updates, in

said local database.

7. Method according to claim 6, wherein said storing
comprises:

- storing a time-to-live value for each association;

and
- deleting an entry with the lowest time-to-live
value 1in said local database if the number of
stored associations exceeds a threshold.
8. Method according to anyone of the preceding claims,

wherein issuing said request comprises transmitting said
request to a server, and wherein obtaining said response

comprises receiving said response from said server.
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Method according to anyone of the preceding claims,
wherein issuing said request comprises transmitting said
request to at least one multicast address, and wherein
obtaining said response comprises receiving said

response from said target node.

Method for discovery of Internet Protocol addresses of
nodes in cellular networks, wherein each node serves a
cell of a cellular network, the method comprising:

- receiving a request for the Internet Protocol
address of a target node, said request including an
identification of the cell served by said node;

- determining the Internet Protocol address of said
target node using said cell identification; and

- issuing a response including said Internet Protocol

address.

11.

12.

Method according to c¢laim 10, wherein said cell
identification is included in said request in form of an
internet domain according to the syntax of the Domain

Name System.

Method according to c¢laim 11, wherein said internet

domain comprises a top-level domain and a second-level

domain, and wherein

- said top-level domain is unique for the operator of
said cellular network, and said second-level domain
is a unique identifier for said node in said
cellular network;

or

- said top-level domain is a top-level domain shared
by a plurality of cellular networks, and scaid
second-level domain is a unique identifier for said

node in said plurality of cellular networks.
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Method according to anyone of claims 10 to 12, wherein
determining the Internet Protocol address of said target
node comprises:

- querying a local database comprising associations
between «cell identifications and corresponding
Internet Protocol addresses and retrieving said
Internet Protocol address from said local database
in case said local database contains a
corresponding association;

- forwarding said request for the Internet Protocol
address of said node in case saild local database

does not contain a corresponding association.

Method according to claim 13 when dependent on claim 11

or 12, further comprising:

15.

- evaluating the top-level domain of said cell
identification;

wherein

- said guerying of and retrieving from said local
database is performed in case said top-level domain
corresponds to a pre-determined top-level domain;

and

- said forwarding is performed in case said top-level
domain does not correspond to said pre-determined

top-level domain.

Method according to claim 13 or 14, wherein, 1in case

said local database does not contain a corresponding

association, further comprising:

- receiving a response including  the Internet
Protocol address of said target node; and

- storing said Internet Protocol address and said
cell identification of said node as new association

in said local database.
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Method according to anyone of claims 10 to 15, wherein
sald request for the Internet Protocol address of said
target node 1is received at a multicast address at a
node, and wherein said determining step comprises
checking if said included cell identification matches

the cell identification of said node.

Computer program product comprising program instructions
stored on a computer readable medium for carrying out
the method of anyone of claims 1 to 16 when said program

product is run on a computer.

Node of a cellular network, comprising:

- a cellular network interface adapted for serving a
first cell of said cellular network;

- a controller, adapted for determining an
identification of a second cell served by a target
node, 1issuing a request for the Internet Protocol
address of said node, said request including said
cell identification, and obtaining a response

including said Internet Protocol address.

Device according to claim 18, wherein said controller is
adapted for including said cell identification in said
request in form of an internet domain according to the

syntax of the Domain Name System.

Device according to claim 19, wherein said internet

domain comprises a top-level domain and a second-level

domain, and wherein

- said top-level domain is unigque for the operator of
said cellular network, and said second-level domain
is a unique identifier for said node in said

cellular network;
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or
- said top-level domain is a top-level domain shared
by a plurality of cellular networks, and said
second-level domain is a unique identifier for said

node in said plurality of cellular networks.

Device according to anyone of claims 18 to 20, wherein
said controller is adapted for performing said
determining of an identification of the cell Dby
requesting a user terminal device served by said target
node to provide said <cell identification, and for
receiving said «cell identification from said user

terminal.

Device according to anyone of claims 18 to 21, further

comprising:

- a local database comprising associations between
cell identifications and corresponding Internet
Protocol addresses;

and wherein said controller is adapted for performing

said issuing of said request by querying said local

database and obtaining said response by retrieving said

Internet Protocol address from said local database in

case said local database contains a corresponding

association.

Device according to claim 22, wherein said controller is
adapted for receiving new associations or updates of
existing associations, and storing said new associations
or updating existing associations based on said received

updates, in said local database.

Device according to anyone of claims 18 to 23, wherein

said controller 1is adapted for storing a time-to-live
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value for each asscciation, and for deleting an entry
with the lowest time-to-live wvalue in said 1local
database if the number of stored associations exceeds a

threshold.

Server in a cellular network, comprising:

- a network interface adapted for connecting to nodes

of said cellular network; and

- a controller adapted for receiving a request from a
node of said cellular network for the Internet
Protocol address of a target node, said request
including an identification of the cell served by
said node, for determining the Internet Protocol
address of said target node wusing said cell
identification, and for issuing a response
including said Internet Protocol address to said

requesting node.

Device according to claim 25, wherein said <cell
identification is included in said request in form of an
internet domain according to the syntax of the Domain

Name System.

Device according to claim 26, wherein said internet

domain comprises a top-level domain and a second-level

domain, and wherein

- said top-level domain is unique for the operator of
said cellular network, and said second-level domain
is a unique identifier for said node in said
cellular network;

or

- said top-level domain is a top-level domain shared

by a plurality of cellular networks, and said
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second-level domain is a unique identifier for said

node in said plurality of cellular networks.

Device according to anyone of claims 25 to 27, further

comprising:

- a local database comprising associations between
cell identifications and corresponding Internet
Protocol addresses;

and wherein said controller is adapted for performing

said issuing of said request by querying said local

database and obtaining said response by retrieving said

Internet Protocol address from said local database in

case said local database contains a corresponding

association.

Device according to claim 28 when dependent on claim 26
or 27, wherein said controller is adapted for evaluating
the top-level domain of said cell identification, for
performing said querying of and retrieving from said
local database in case said top-level domain corresponds
to a pre-determined top-level domain, and for performing
salid forwarding in case sald top-level domain does not

correspond to said pre-determined top-level domain.

Device according to claim 28 or 29, wherein said
controller is adapted for receiving a response including
the Internet Protocol address of said target node, in
case said local database does not contain a
corresponding association, and for storing said Internet
Protocol address and said cell identification of said

node as new associlation in said local database.
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