PCT

WORLD INTELLECTUAL PROPERTY ORGANIZATION
International Bureau

INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(51) International Patent Classification 6.

GO8B 13/14 Al

(11) International Publication Number:

(43) International Publication Date:

WO 98/25243

11 June 1998 (11.06.98)

(21) International Application Number: PCT/GB97/03277

(22) International Filing Date: 28 November 1997 (28.11.97)

(30) Priority Data:

9624981.8 30 November 1996 (30.11.96) GB

(71) Applicant (for all designated States except US): WATKINS,
Daryl, Joclyn [GB/GB]; 12/13 The Street, Yatesbury, Calne,
Wiltshire SN11 8YG (GB).

(71)(72) Applicant and Inventor: WATKINS, Richard [GB/GB];
12/13 The Street, Yatesbury, Calne, Wiltshire SN11 8YG
(GB).

(74) Agents: LAINE, Simon, James et al.; Wynne-Jones, Lainé and
James, 22 Rodney Road, Cheltenham, Gloucestershire GL50
1JJ (GB).

(81) Designated States: CN, JP, RU, US, European patent (AT, BE,
CH, DE, DK, ES, Fl, FR, GB, GR, IE, IT, LU, MC, NL,
PT, SE).

Published
With international search report.

(54) Title: IMPROVEMENTS RELATING TO SECURITY SYSTEMS

(57) Abstract

A security system, particularly for a computer network, carries out surveillance of slave components (2) from a master (1), conveniently
through existing cabling (3). The slaves (2) are interrogated on a cyclic basis and a signal goes back to the master to determine if there is
any departure from normality. A supervisor at the master can identify the component and can interrogate in more detail to determine what
has happened at that component, for example whether it has been disconnected, moved or partially dismantled, or is being used illicitly.
An alarm (9) may be triggered by an abnormal response, and security measures brought into action.
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"Tmprovements relating to Security Systems"

This invention relates to security systems. It 1is
particularly concerned with the security of computer
installations where the components may be spread around
different rooms and different floors in a building. They
will of course be interconnected by cables, and one aim is
to use where possible the existing cables as part of the
security network, without the need to provide further inter-
component wiring. It should therefore be fairly non-disrup-
tive to instal such a system.

The system could also be applied to other combinations
of electrical/electronic components, for example hi-fi
systems with tuners, amplifiers, CD players, turntables,
tape recorders and speakers, or TV sets and video recorders.
It is also applicable to non-electrical items, such as a set
of filing cabinets, although of course dedicated cabling
will then have to be provided. But generally reference will
be made just to computer systems.

There are various security devices already in use. Some
employ tremblers so that when a component is physically
disturbed a circuit is closed and an alarm is generated. But
this requires power always to be available at that compo-
nent, and if it is switched off (as it is likely to be at a
time when someone is attempting to remove it) then there has
to be separate provision, mains or battery, for the alarm
device. This is not ideal. Therefore another aim of the

present system is to be able to monitor switched-off
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components without local, auxiliary powered devices.

Such known devices also have the disadvantage that, if
separately powered, they can remain primed while the compo-
nent is in use, and can therefore be triggered if the user
makes an adjustment or simply knocks it accidentally, or
shifts his desk for example. This system should avoid such
faults.

According to the present invention there is provided a
security system for a plurality of components linked by
cable, such as a computer system, wherein one component is
equipped with a master monitoring device (the master) and
the other components are equipped with slave monitoring
devices (the slaves) individually identifiable to the
master, wherein the master is programmed to interrogate the
slaves on a cyclic basis via cable and wherein if there is
a response (or lack of response) indicating a departure from
normality, the relevant slave is noted by the master.

Conveniently, the interrogation should be by existing
cabling 1linking the components, provided that i1is non-
interfering with other functions. But it may be necessary
occasionally to use dedicated cabling for the interrogation.

Conveniently, the interrogation has two modes, the
first being the cyclic interrogation of the slaves which
will give a basic yes/no indication of normality, and the
second being a more detailed interrogation of a slave that
produces a no indication. In other words, a basic interro-
gation may simply indicate that something is wrong with a

particular component. For further details, the master goes
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into the second interrcgation mode, in which it targets this
component and determines the fault in more detail. This
switch into the second mode will preferably be automatic,
although it could be done by the superviscr.

The network may be capable of having further components
connected. The interrogation can be extended to cover nodes
where such connections may be made, whereby the addition of
a component to the network is signalled to the master.

The master should be re-programmable to note a slave
which has an authorised departure from normality, and not to
register an alarm while that departure lasts.

This is to cater for occasions when unplugging or 1lid
removal is quite in order, as when an office is re-arranged
or when servicing is carried out. An unnecessary alarm is
suppressed 1f the master 1is temporarily re-programmed
effectively with the knowledge that a certain component is
to be disrupted in a certain way. The interrogation pro-
cedure is modified accordingly to ignore the predicted fault
signal.

The master is conveniently programmable with details of
each slave and is equipped with display means enabling a
supervisor at the master to review such details at least in
the event of that slave departing from normality.

In more detail, the supervisor can have a screen on
which information relating to the system can be displayed,
conveniently in graphic form. In memory can be stored
information on each monitored component, such ag the name of

the normal user, his telephone or extension number, similar
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details on any back-up user, the location of the component,
its description (printer, for example), possibly with more
details such as maker and model number, and any other
relevant data. Should attention be brought to that compo-
nent, the supervisor can then immediately call up this
information.

The detectable departures from normality may include a
selection of disconnection, physical movement, at least
partial dismantling, use, and whether the slave is switched
on or off.

The most basic fault to detect is a slave disconnec-
tion, as when an electrical/electronic component is
unplugged or its cable is cut so that it can be removed.
When this happens, there will of course be no "OK" response
to the master when that component is interrogated, and so a
problem there is identified. While this could be arranged to
raise a general external alarm, it might well be preferred
quietly to alert the person overseeing the system (the
supervisor), and possibly also automatically to bring
security cameras to bear, and to lock doors, all with a view
to identifying and trapping a thief. The supervisor could
choose the type of response required.

Often, it is not the whole component in which a thief
is interested; it might be just a chip in a P.C. for
example. Access to 1t requires a 1lid or backing to be
removed, and this can be linked to the slave within the P.C.
so that, on interrogation, the message will be passed back

to the master that such 1lid removal has been effected.
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Another use could simply be to determine whether a
component is switched on or not. While this would not excite
remark during normal office hours, it would be interesting
outside them. It could simply mean that the component was
accidentally left switched on, wasting power, but it could
also indicate illicit out-of-hours use, perhaps by someone
trying to obtain sensitive information.

The master will continue at each cycle to interrogate
the disconnected or otherwise faulty or interfered-with
component after the initial alarm 1is raised. TIf the
unplugged cable is re-connected, or the 1lid re-fitted, there
ig affirmative feedback and the alarm may be arranged to
stop, although a zrecord of the fault may remain at the
master, to be investigated if necessary. If the disconnec-
tion or lid removal is repeated, the alarm trips on again.
Provision will also generally be made for the supervisor to
suppress the alarm, once it has been raised.

It is envisaged that the gystem could be adapted to
monitor combinations of articles or structures other than
electrical/electronic components of a portable nature. For
example, it could serve a group of buildings, each building
being a slave station except for one accommodating the
master. Each building would have its own security system
reporting in to its slave, and the slaves would be cyclical-
ly checked by the master. As well as intruder sensing, there
could be smoke and heat sensing, to give early warning to
the master of fire.

For a better understanding of the invention, one
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embodiment will now be described, by way of example, with
reference to the accompanying drawings, in which:

Figure 1 is a diagram of a simple computer network,

Figure 2 1is a block diagram of a security system

5 control card for a masgster station,

Figure 3 1is a more detailed circuit diagram of the
master control card, particularly in relation to the
microprocessor and memory,

Figure 4 1is a more detailed circuit diagram of a

10 network control and interface of the master control card,

Figure 5 1s a more detailed circuit diagram of an
output control and interface of the master control card,

Figure 6 1is a more detailed circuit diagram of a
"watchdog" timer of the master control card with an over -

15 current timer not apparent in Figure 3,

Figure 7 is a more detailed circuit diagram of a bus
interface of the master control card,

Figure 8 1is a block diagram of a security system
control card for a slave station,

20 Figure 9 1is a more detailed circuit diagram of the
slave station card, and

Figure 10 1is a flow chart associated with a slave
station.

The network of Figure 1 has a master computer 1 and

25 gseveral other computers 2 (the slaves) at wvarious work-
stations, all interconnected by cable 3 through which they
can communicate. Generally, these computers will be

individually powered, so that they can be switched on and
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off, or plugged in and unplugged, separately.

In addition to the circuitry and components that make
the computers perform their ordinary functions, they will be
equipped with circuit boards (or cards for brevity) for the
security system, the master 1 having the card 4 of Figure 2
and the slaves each having the card 5 of Figure 8. These
slave cards are not reliant on the associated computer being
plugged in to a power socket and switched on: each slave
card is energised from the master 1 via the cable 3.

The master card 4 has a microprocessor 6 with an
associated memory 7, the microprocessor communicating with
the cable 3 wvia a network control and interface 8 and
operating an alarm system 9 through an output control and
interface 10. The alarm system 9 may be both remote and
local and include more than simply audible and/or wvisible
indications of abnormality. There could be CCTV cameras to
activate, or door closures to lock, for example. The card
also has a watchdog circuit 11, to be described later, and
is shown with an interface 12 for connecting to a bus 13. In
the conventional way, broad arrows indicate multi-channel
communication, while the single line arrows represent single
channels.

Figure 3 shows this card in more detail. Suitable
components and their terminals are identified here and in
other figures by code numbers and abbreviations that will be
known to those familiar with computer construction. The
various connections are also shown in conventional form and

so detailed description will not be given.
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Further details on circuits 8, 10, 11 and 12 are shown
in Figures 4 to 7 respectively. Again, conventions are
followed and they will not be described in detail.

The network control and interface circuit 8 of Figure
4 has a power control sub-circuit 14 and network ports 15
with a precautionary over-current sensing circuit 16. A
short in a cable would cause a current surge, and this
circuit will react immediately to protect the network ports
15, closing them down as necessary.

Figure 6 shows the watchdog timer circuit 11 in
conjunction with an over-current timer 17. This is not
shown separately in Figure 2, being shared by the micropro-
cessor 6 and the interface 8. The watchdog circuit 11 is
provided as a check on the microprocessor 6 and the rest of
the main card. Unless neutralised by the microprocessor
working normally, 1t issues a reset signal at regular
intervals. In other words it sets the microprocessor going
again should it suffer '"lock up". Should the sensing
circuit 16 have cut in, it will allow time for the system to
settle down and then it will allow re-energisation.

Referring now to Figure 8, each slave card 8 has a
microprocessor 18, memory 19, address selector 20, network
interface 21 and power sensing interface 22. There is also
at least one auxiliary port interface 23. The interface 21
connects to the cable 3, and the interface 22 (which is
optional) to the bus 13. A 1id detector 24 will send a
signal directly to the microprocessor 18 should a 1id, back

panel or other part of the associated computer 2 be removed.
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The port interface 23 receives a signal from any connected
peripheral 25, such as a printer, that is required to be
monitored.

Figure 9 shows the card 8 in more detail, Figures 8 and
9 following the conventions and style of Figures 2 and 3.

In operation, switch-on at the master 1 initialises the
card 4. Then that sends out its first interrogation to an
identifiable node (where usually a computer 2 is connected).
A timer is set and the master stays dormant. When data is
returned from the first node, it is re-activated and checks
whether that data is correct or not. If it is correct, then
interrogation of the second node is carried out similarly,
and so on. But if there 1is a return signal signifying
something wrong the alarm system 9 will be triggered.

If there is no signal back by the end of the timer
period, this triggers a check against the memory 7, which
might have been programmed to record that there is nothing
at the node in question and that a null response is to be
expected. In that case, the interrogation of the next node
continues as normal. But if a null response is incorrect,
the alarm 9 is activated.

At each slave, the interrogation puts in train the
events of the flow chart of Figure 10. Each time, the
address in the interrogation signal is checked against the
home address and if there is no match, the slave card
remains dormant. But when the right signal does arrive a
set of checks is carried out and a reply sent back to the

master.
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If the master is unplugged or incapacitated, this will
trigger an external alarm. Obviously, there can be no
detailed diagnosis of the fault but at least someone should
be alerted. Also if the cable between the interface 10 on
the card 4 and the alarm system 9 is cut or unplugged, an

alarm will be generated by that system.
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CLATIMS

1. A security system for a plurality of components
linked by cable, such as a computer network, wherein one
component is equipped with a master monitoring device (the
master) and the other components are equipped with slave
monitoring devices (the slaves) individually identifiable to
the master, wherein the master is programmed to interrogate
the slaves on a cyclic basisg via cable, and wherein if there
is a response (or lack of response) indicating a departure
from normality, the relevant slave is noted by the master.

2. A security system as claimed in Claim 1, wherein
the interrogation is wvia existing cabling linking the
components.

3. A security system as claimed in Claim 1 or 2,
wherein the interrogation has two modes, the first being the
cyclic interrogation of the slaves which will give a basic
yves/no indication of normality, and the second being a more
detailed interrogation of a slave that produces a no
indication.

4, A security system as claimed in Claim 1, 2 or 3,
wherein the network is capable of having further components
connected, and wherein the interrogation covers nodes where
such connections may be made, whereby the addition of a
component to the network is signalled to the master.

5. A security system as claimed in any preceding
claim, wherein the master is re-programmable to note a slave
which has an authorised departure from normality, and not to

register an alarm while that departure lasts.
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6. A security system as claimed in any preceding
claim, wherein the master is programmable with details of
each slave and is equipped with display means enabling a
supervisor at the master to review such details at least in
the event of that slave departing from normality.

7. A security system as claimed in any preceding
claim, wherein the detectable departures from normality
include a selection of disconnection, physical movement, at
least partial dismantling, use, and whether the slave is

switched on or off.
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