wo 2015/178002 A1 |1 I} NN OO0 OO0 O RO

12) FEFBAENICE DV T AR S -ERERE

(19) te F M)A A HE LR
EfSE75E

43) EEAER

Eég O T DO 00 0 R O O
’_4/3 10) B ABRES

2015 & 11 A 26 H(26.11.2015) WIPO | PCT

G ERR%EFS R @) EHEE (ERTDLEWVRY. ETOERRDERNRF
GOG6F 21/55 (2013.01) GOG6F 13/00 (2006.01) #EATEEE): AE, AG, AL, AM, AO, AT, AU, AZ, BA,

o BB, BG, BH, BN, BR, BW, BY, BZ, CA, CH, CL, CN,

1) ERHBES: PCT/JP2015/002476 CO. CR, CU, CZ. DE, DK, DM, DO, DZ, EC, EE, EG, ES,
(22) EEHREER: 2015 £ 5 B 18 H(18.05.2015) FI, GB, GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN,
=5 - IR, IS, JP, KE, KG, KN, KP, KR, KZ, LA, LC, LK, LR,

25 ERRHRED S3E: HARE LS, LU, LY, MA, MD, ME, MG, MK, MN, MW, MX,
26) ERABOEE B AE MY, MZ, NA, NG, NI, NO, NZ, OM, PA, PE, PG, PH,

(30) BIELIET—4:

PL, PT, QA, RO, RS, RU, RW, SA, SC, SD, SE, SG, SK,
SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR, TT, TZ, UA,

458 2014-106226 2014 &£ 5 B 22 H(22.05.2014)  JP UG, US, UZ, VC, VN, ZA, ZM, ZW.

71 HEEA: BABTRHR 24 (NEC CORPORATION) (84) IEEE (RRDLEVRY ., £ TOEEDLER
[JP/IP]; T 1088001 RIAMERZETEH7HE1 5 M EE): ARIPO (BW, GH, GM, KE, LR, LS, MW,
Tokyo (JP). MZ, NA, RW, SD, SL, ST, SZ, TZ, UG, ZM, ZW), 21—

(72) #BAE: ;A FRIKEDA, Satoshi); T 1088001 3R X
HERZRATE 751 E8AESHKHASHER

5 <7 (AM, AZ, BY, KG, KZ, RU, TJ, TM), 3 —
0 w8 (AL, AT, BE, BG, CH, CY, CZ, DE, DK, EE,
ES, FL FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV, MC,

Tokyo (JP). MK, MT, NL, NO, PL, PT, RO, RS, SE, SL SK, SM, TR),
79 REAN: TR B # (SHIMOSAKA, Naoki); T OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW, KM,
1088001 RAMERZAETH7E 1 EHAER ML, MR, NE, SN, TD, TG).

HA KA Tokyo (JP).

[(fEH]

(54) Title: INFORMATION PROCESSING DEVICE, INFORMATION PROCESSING SYSTEM, AND COMMUNICATION

HISTORY ANALYSIS METHOD

G4 ERADEH  [FRLEBRE. FRLED AT LRVREBERNTA X

=11
10 DU BITERE

N

12

~

TEEHEHE

HEEIERA AR

REBEERHE

10 Log analysis device

12 Importance level calculation unit

13 Disguise level calculation part

14 Disguised communication detection part
15 Disguise information notification unit

(57) Abstract: The present invention provides an information processing
device for obtaining information pertaining to communication by malware
disguised as a user agent regardless of use environment. Said information
processing device includes: a means for calculating an importance level with
regard to each communication control means on the basis of history of com-
munication between a client and a server, said importance level indicating
the level of certainty that the communication control means is a real user
agent that is permitted to operate as a part of the client; and a means for out-
putting, on the basis of the importance level, disguise information pertaining
to communication by a disguised user agent disguised as a real user agent.
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