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METHODS, DEVICES AND SYSTEMS FOR SUPPORTING WIRELESS

COMMUNICATION

CROSS REFERENCE TO RELATED APPLICATIONS

[001 ] This application is based on and claims priority to the following

applications:

U.S. Provisional Application No. 62/1 10,250, filed January 30, 2015, entitled

"METHODS, DEVICES AND SYSTEMS FOR INCREASING WIRELESS

COMMUNICATION RANGE,"

U.S. Provisional Application No. 62/1 10,262, filed January 30, 2015, entitled

"BLUETOOTH TRANSPARENT RELAY,"

U.S. Application No. 14/639,71 1, titled "METHODS, DEVICES AND

SYSTEMS FOR INCREASING WIRELESS COMMUNICATION RANGE,"

filed March 5 , 2015, and

U.S. Application No. 14/789,614, titled "METHODS, DEVICES AND

SYSTEMS FOR SUPPORTING WIRELESS COMMUNICATION," filed July 1,

201 5.

The entire contents of the above-referenced patent applications are

incorporated herein by reference.

TECHNICAL FIELD

[002] This disclosure relates generally to a field of wireless communication

and, more particularly, to methods, devices, and systems for facilitating wireless

communication in a Bluetooth network.

BACKGROUND



[003] Bluetooth devices such as Bluetooth speakers, smart locks, and

various smart Bluetooth sensors and wearable devices, have become widely used in

many applications. Frequently multiple Bluetooth devices are present in the same

area for a variety of uses. Since the application interface for each of the Bluetooth

devices may be different, a user of a Bluetooth-enabled client device, such as a

smart phone or personal computer, may need to access various application

interfaces in order to control the different Bluetooth devices. The process of

managing the Bluetooth devices can be cumbersome when the number of Bluetooth

devices controlled by the client device increases. Thus, a more user-friendly solution

for controlling multiple Bluetooth devices is desired.

[004] Further, as Bluetooth technology is designed for low power and low

cost operation, the communication range of Bluetooth devices is typically quite short.

For example, the typical communication range of Bluetooth devices, such as

between a smart phone and a Bluetooth Low Energy (BLE) sensor, is limited to tens

of meters in open space and a few meters inside a house, and the Bluetooth

transmission typically cannot penetrate walls. The short communication range limits

the use of Bluetooth devices in scenarios where longer communication range is

required.

[005] Conventional schemes to increase wireless communication range

typically involve increasing the transmission power or antenna gain on both sides of

the radio frequency transmission. However, for Bluetooth devices, especially the

BLE sensors and wearable devices, increasing the transmission power or antenna

gain of the devices is often impractical and would defeat the design goal of low

power and low cost Bluetooth devices. Thus, it is desired to extend the



communication range of Bluetooth devices without having to increase the

transmission power or production cost of the Bluetooth devices.

SUMMARY

[006] The present disclosure provides a device for supporting wireless

communication. Consistent with some embodiments, the device includes a Bluetooth

transceiver for communicating with a Bluetooth device, a network interface for

communicating with a client device, a database for storing a plurality of Bluetooth

service characteristics, one or more processors, and a memory for storing

instructions executable by the one or more processors. The one or more processors

may be configured to after connecting to the Bluetooth device via the Bluetooth

transceiver, retrieve one or more service characteristics associated with the

Bluetooth device. The one or more processors may be further configured to

determine whether each of the one or more service characteristics associated with

the Bluetooth device is included in the database, receive a request from the client

device via the network interface for performing an operation on the Bluetooth device,

and if each of the one or more service characteristics associated with the Bluetooth

device is included in the database, communicate with the Bluetooth device based on

the request and the one or more service characteristics associated with the

Bluetooth device.

[007] Consistent with some embodiments, this disclosure provides another

device for supporting wireless communication. The device includes a first Bluetooth

transceiver for connecting to a Bluetooth device, a second Bluetooth transceiver for

connecting to a client device, one or more processors, and a memory for storing

instructions executable by the one or more processors. The one or more processors

are configured to scan for one or more available Bluetooth devices via the first



Bluetooth transceiver, establish a first communication connection with the Bluetooth

device via the first Bluetooth transceiver, establish a second communication

connection with the client device via the second Bluetooth transceiver, receive data

from the client device via the second communication connection, and forward the

data to the Bluetooth device via the first communication connection.

[008] Consistent with some embodiments, this disclosure provides another

device for supporting wireless communication. The device includes a Bluetooth

transceiver, one or more processors, and a memory for storing instructions

executable by the one or more processors. The one or more processors are

configured to scan for one or more available Bluetooth devices via the Bluetooth

transceiver, establish a first communication connection with a Bluetooth device via

the Bluetooth transceiver, establish a second communication connection with a client

device via the Bluetooth transceiver, receive data from the client device via the

second communication connection, and forward the data to the Bluetooth device via

the first communication connection.

[009] Consistent with some embodiments, this disclosure provides a method

for supporting wireless communication. The method includes retrieving one or more

service characteristics associated with a Bluetooth device by establishing a

connection with the Bluetooth device, and determining, at a Bluetooth hub, whether

each of the one or more service characteristics associated with the Bluetooth device

is included in a database stored in the Bluetooth hub. The method may further

include receiving, at the Bluetooth hub, a request from a client device for performing

an operation on the Bluetooth device. The method may further include if each of the

one or more service characteristics associated with the Bluetooth device is included



in the database, communicating with the Bluetooth device based on the request and

the one or more service characteristics associated with the Bluetooth device.

[010] Consistent with some embodiments, this disclosure provides another

method for supporting wireless communication. The method includes scanning for

one or more available Bluetooth devices, establishing a first communication

connection between a Bluetooth hub and a Bluetooth device, establishing a second

communication connection between the Bluetooth hub and a client device, receiving,

at the Bluetooth hub, data from the client device via the second communication

connection, and forwarding the data from the Bluetooth hub to the Bluetooth device

via the first communication connection.

[01 1] Additional objects and advantages of the present disclosure will be set

forth in part in the following detailed description, and in part will be obvious from the

description, or may be learned by practice of the present disclosure. The objects

and advantages of the present disclosure will be realized and attained by means of

the elements and combinations particularly pointed out in the appended claims.

[012] It is to be understood that the foregoing general description and the

following detailed description are exemplary and explanatory only, and are not

restrictive of the invention, as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

[013] The accompanying drawings, which constitute a part of this

specification, illustrate several embodiments and, together with the description, serve

to explain the disclosed principles.

[014] FIG. 1 illustrates an exemplary system environment for implementing

methods and systems consistent with the present disclosure.



[015] FIG. 2 illustrates an exemplary use scenario of a Bluetooth hub, in

accordance with an embodiment of the present disclosure.

[01 6] FIG. 3 is a flowchart of an exemplary method for supporting wireless

communication between Bluetooth devices, in accordance with an embodiment of

the present disclosure.

[017] FIG. 4 illustrates an exemplary architecture of a Bluetooth hub, in

accordance with an embodiment of the present disclosure.

[018] FIG. 5 illustrates an exemplary use scenario of a Bluetooth hub, in

accordance with an embodiment of the present disclosure.

[019] FIG. 6 illustrates an exemplary diagram of a data forwarding process,

in accordance with an embodiment of the present disclosure.

[020] FIG. 7 illustrates another exemplary architecture of a Bluetooth hub, in

accordance with an embodiment of the present disclosure.

[021] FIG. 8 illustrates another exemplary use scenario of a Bluetooth hub, in

accordance with an embodiment of the present disclosure.

[022] FIG. 9 illustrates another exemplary architecture of a Bluetooth hub, in

accordance with an embodiment of the present disclosure.

[023] FIG. 0 illustrates another exemplary use scenario of a Bluetooth hub,

in accordance with an embodiment of the present disclosure.

[024] FIG. 11 illustrates another exemplary architecture of a Bluetooth hub,

in accordance with an embodiment of the present disclosure.

[025] FIG. 12 illustrates another exemplary use scenario of a Bluetooth hub,

in accordance with an embodiment of the present disclosure.

[026] FIG. 13 illustrates an exemplary diagram of an advertising process of a

Bluetooth hub, in accordance with an embodiment of the present disclosure.



[027] FIG. 14 is a flowchart of an exemplary method for supporting wireless

communication between Bluetooth devices, in accordance with an embodiment of

the present disclosure.

DETAILED DESCRIPTION

[028] Exemplary embodiments are described with reference to the

accompanying drawings. In the figures, the left-most digit(s) of a reference number

identifies the figure in which the reference number first appears. Wherever

convenient, the same reference numbers are used throughout the drawings to refer

to the same or like parts. While examples and features of disclosed principles are

described herein, modifications, adaptations, and other implementations are possible

without departing from the spirit and scope of the disclosed embodiments. Also, the

words "comprising," "having," "containing," and "including," and other similar forms

are intended to be equivalent in meaning and be open ended in that an item or items

following any one of these words is not meant to be an exhaustive listing of such

item or items, or meant to be limited to only the listed item or items. It must also be

noted that as used herein and in the appended claims, the singular forms "a," "an,"

and "the" include plural references unless the context clearly dictates otherwise. It is

intended that the following detailed description be considered as exemplary only,

with the true scope and spirit being indicated by the following claims.

[029] The illustrated components and steps are set out to explain the

exemplary embodiments shown, and it should be anticipated that ongoing

technological development will change the manner in which particular functions are

performed. These examples are presented herein for purposes of illustration, and

not limitation. Further, the boundaries of the functional building blocks have been

arbitrarily defined herein for the convenience of the description. Alternative



boundaries can be defined so long as the specified functions and relationships

thereof are appropriately performed. Alternatives (including equivalents, extensions,

variations, deviations, etc., of those described herein) will be apparent to persons

skilled in the relevant art(s) based on the teachings contained herein. Such

alternatives fall within the scope and spirit of the disclosed embodiments.

[030] FIG. 1 illustrates an exemplary system environment 100 for

implementing methods and systems consistent with the present disclosure. The

system environment 100 shown in FIG. 1 includes a Bluetooth-enabled client device

10, a hub 120, a plurality of Bluetooth devices 125-140, and a network 150. As

shown in FIG. 1, the Bluetooth devices includes BLE lock 125, BLE fan 130, BLE air

conditioner 135, and BLE light 130 that are analyzable by hub 120. The Bluetooth

devices may also include unanalyzable Bluetooth devices, such as unanalyzable

Bluetooth device 140 shown in FIG. . Analyzable Bluetooth devices are configured

with service characteristics that can be found in a database stored locally in the hub

120, allowing the hub 120 to communicate with the Bluetooth devices based on the

stored service characteristics. Unanalyzable Bluetooth devices are configured with

service characteristics that cannot be found in a database stored locally in the hub

120, and thus the hub 120 may not be able to perform application layer

communication with the unanalyzable Bluetooth devices. On the other hand, the hub

120 may be able to extend the radio frequency (RF) communication range of the

unanalyzable Bluetooth devices by performing link layer operations even though

application layer communication may not be feasible.

[031] In the present disclosure, a client device refers to a Bluetooth device

configured to access remote resources over a Bluetooth link, such as a smart phone,

a personal computer, or the like. The Bluetooth devices 125-140 may also be



referred to as server devices which are configured to provide resources to a remote

client, or be controllable by a remote client. The BLE devices shown in FIG. 1 serve

as examples of Bluetooth devices, and other Bluetooth devices such as classical

Bluetooth devices may be included in the system environment 100 without departing

from the scope of the present disclosure. The system environment may also include

more or less number of Bluetooth devices than those shown in FIG. 1.

[032] As shown in FIG. 1, the hub 120 is capable to connect to both the

Bluetooth devices 125-140 and the client device 110. The Bluetooth devices 125-140

may be connected to the hub 120 through Bluetooth communication links. For

example, the Bluetooth devices 125-140 may communicate to the hub 120 using

Bluetooth communication protocol. The client device 110 may communicate with the

Bluetooth devices 125-140 via the hub 120. The client device 110 may communicate

to the hub 120 through a Bluetooth communication link. The client device 110 may

also communicate to the hub 120 using other wireless communication protocol, e.g.,

ZigBee, WiFi, etc.

[033] For example, when the client device 110 desires to operate an

analyzable Bluetooth device (e.g., BLE lock 125) via the hub 120, the hub 120 may

receive a control command from the client device 110 on an application interface,

and transmit corresponding Bluetooth packets to the BLE lock 125 based on the

service characteristics of BLE lock 125 previously retrieved by the hub 120.

Although a single client device is shown in FIG. 1, multiple client devices may be

included in the system environment 100 for communicating with the Bluetooth

devices via the hub 120.

[034] The hub 1 0 may also operate to enhance RF range of a Bluetooth

device (e.g., unanalyzable Bluetooth device 140). For example, referring to FIG. 1,



the hub 120 may receive a radio signal from the client device 110, process the

received signal, and send corresponding radio signal to the unanalyzable Bluetooth

device 140, thereby enhancing the RF range of the unanalyzable Bluetooth device

140 and allowing it to communicate with the client device 110 that is located beyond

the typical RF communication range of a Bluetooth device. In some embodiments,

the hub 120 may amplify the received signal and/or suppress noise in the received

signal from the Bluetooth device for enhancing its communication range. The hub

120 may also be called as a router, and in this disclosure, the terms of hub and

router are intended to be inter-exchangeable.

[035] Bluetooth devices may operate in one of two modes: as a master

device or a slave device. The master device provides a network clock and

determines the frequency hopping sequence, and the slave devices synchronize to

the master's clock and follow the master's hopping frequency. For example, the

client device 110 may operate as a master device, and the client device 110 may be

a smart phone, a tablet, a computer, a laptop, a smart watch, a TV, or other

Bluetooth devices with screens and operating systems. The Bluetooth devices 125-

140 may operate as slave devices. Bluetooth slave devices may be speakers,

headsets, microphones, printers, smart watches, cameras, TVs, monitors, wearable

devices including wristbands, pedometers, activity trackers, sleep trackers, weight

scales, etc., or devices to which Bluetooth sensors are attached to sense and send

relevant electric parameters, such as home appliance including washing machines,

vacuum cleaners, refrigerators, ovens, microwaves, etc.

[036] In some embodiments, the client device 110 may communicate with

the hub 120 through a network 150. For example, as shown in FIG. 1, the client

device 110 may remotely communicate with the hub 120 via the network 150. The



network 150 may be any type of network that provides communications, exchanges

information, and/or facilitates the exchange of information between the hub 120 and

client device 110. In one embodiment, the network 150 may be the Internet, a Local

Area Network, a cellular communication network, a wireless local area network, or

other suitable connections that allow the client devices to send and receive

information to/from the hub 120. In some embodiments, the network 150 may include

a remote cloud-based network system that can be accessed by both the client

device 110 and the hub 120. For example, the client device 110 may control the hub

120 through a cloud server by using a smart phone application. Furthermore, the hub

120 may be configured to connect to a cloud server and capable of adaptively

reconfigure itself based on the use history, interaction, and/or activities of the client

device 110. For example, the hub 120 may be configured to update its database

storing the service characteristics through the cloud server to include newly available

service characteristics or update the existing service characteristics.

[037] In the present disclosure, the wireless hub, wireless devices, and

communication methods are described in connection with Bluetooth protocols. It

should be understood, however, that the embodiments provided herein can be

applied to scenarios where other wireless communication protocols are used without

departing from the spirit and scope of the present disclosure.

[038] FIG. 2 illustrates an exemplary use scenario 200 of a Bluetooth hub, in

accordance with an embodiment of the present disclosure. As shown in FIG. 2 , the

example use scenario 200 includes a Bluetooth hub 210, a smart phone 230, and a

plurality of Bluetooth devices, such as a BLE TV 240, a BLE power plug 250, a BLE

blood pressure monitor 260, a BLE LED light 270, and a BLE alarm sensor 280.

Communication is to be established between the smart phone 230 and the Bluetooth



devices through the Bluetooth hub 2 10 . Specifically, the smart phone 230 acts as a

Bluetooth-enabled client device that accesses resources and/or controls the

operation of the Bluetooth devices 240-280. The Bluetooth devices 240-280 may

also be referred to as Bluetooth server devices that provide data access to or be

controllable by a remote client device. In this embodiment, the Bluetooth hub 2 10

provides an application interface for the smart phone 230 to operate the Bluetooth

devices 240-280 and acts as a master device that controls the Bluetooth devices

240-280 based on information received from the smart phone 230.

[039] As shown in FIG. 2 , the Bluetooth hub 210 may include a Bluetooth

chip 212, a data bus 214, a main CPU 2 16 , a service database 218, a Bluetooth

stack 220, and an application layer 222. The Bluetooth transceiver circuitry for

transmitting and receiving Bluetooth signals may be integrated in the Bluetooth chip

212. The data bus 214 may transfer data between the Bluetooth chip 212 and other

components of the Bluetooth hub 210, such as the CPU 216 or the service database

218. The CPU 216 may include one or more processors and may be configured to

execute instructions associated with operations of the Bluetooth hub 210.

Additionally, the CPU 216 may execute certain instructions and commands stored in

a memory to provide wireless communication, for example, via the Bluetooth chip

212. The Bluetooth stack 220 may implement the higher layer functionalities

provided in the Bluetooth protocol. The application layer 222 may be used for

interacting with and managing end-user applications.

[040] The service database 2 8 stores a plurality of service characteristics

associated with Bluetooth services. The service database 2 18 may be stored in a

memory included in the Bluetooth hub 210. A Bluetooth service, such as a heart rate

service, may include one or more characteristics, such as heart rate measurement



and body sensor location. Each characteristic may include a value used in the

service along with properties and configuration information about how the value is

accessed, displayed, or represented. For example, the service database 218 may

include part or all standard characteristics defined by the Bluetooth Special Interest

Group (SIG). The service database 2 18 may include service characteristics

associated with a number of different types of Bluetooth devices produced by the

same or different manufacturers. In some implementations, the service database 218

may be updated via an Internet to include additional newly developed services and

characteristics and/or to update configurations of the existing services and

characteristics.

[041 ] The Bluetooth hub 2 10 may also include other auxiliary components,

such as a network interface for communicating with the smart phone 230. The

Bluetooth hub 210 may also include random access memory (RAM), read only

memory (ROM), secondary storage (for example, a hard disk drive or flash memory),

and so on. One skilled in the art will readily appreciate that various other

components can also be included in the Bluetooth hub 2 10.

[042] The Bluetooth hub 2 10 may communicate with the smart phone 230 on

the application layer level, and communicate with the Bluetooth devices 240-280 on

the link layer level. For example, the Bluetooth hub 210 may communicate with the

smart phone 230 using WiFi, Bluetooth, or other communication protocols. When

communicating with the Bluetooth devices 240-280, the Bluetooth hub 210 may

operate as a master device that initiates an outgoing connection request to one of

the Bluetooth devices 240-280 that serve as slave devices and accept an incoming

connection request after advertising.



[043] The Bluetooth hub 210 may determine whether each of the Bluetooth

devices is an analyzable device before sending a command to control its operation.

For example, the Bluetooth devices may transmit advertising packets for a master

device to detect and establish connection with the Bluetooth devices. After detecting

advertising packets of a Bluetooth device, the Bluetooth hub 210 may establish a

connection with the Bluetooth device and retrieve the service characteristics

associated with the Bluetooth device. If each of the service characteristics

associated with the Bluetooth device is included in the service database 2 18 , the

Bluetooth hub 210 may determine that the Bluetooth device is analyzable and may

perform operations on the Bluetooth device based on input from a client device, such

as the smart phone 230, via a network interface. For example, the Bluetooth hub

210 may access data stored in the Bluetooth device or control the operation of the

Bluetooth device according to the attributes defined in the corresponding service

characteristic. If one or more of the service characteristics associated with the

Bluetooth device are not included in the service database 2 18, the Bluetooth hub

210 may determine that the Bluetooth device is unanalyzable and may decline any

request received from the smart phone 230 to operate the Bluetooth device. For

example, if a request to operate on an unanalyzable Bluetooth device is received

from the smart phone 230, the Bluetooth hub 210 may notify the smart phone 230

that the Bluetooth device is unanalyzable and the requested operation cannot be

performed.

[044] In some implementations, the Bluetooth hub 210 may maintain a list of

analyzable Bluetooth devices, and once a request is received from a client device to

operate on a Bluetooth device that is included in the list, the Bluetooth hub 210 may

establish a connection with the Bluetooth device for performing the requested



operation with the Bluetooth device. In doing so, the Bluetooth hub 210 may manage

a number of analyzable Bluetooth devices and allow a user of the client device to

control the multiple Bluetooth devices in a uniform application interface. The

Bluetooth hub 210 may update the list of analyzable Bluetooth devices when a new

Bluetooth device is detected in the area, when the service database 218 is being

updated, or upon an update request received from a client device.

[045] If a detected Bluetooth device is unanalyzable by the Bluetooth hub

210, that is, one or more service characteristics of the Bluetooth device are not found

in the service database 218, the Bluetooth hub 210 may not operate the

unanalyzable Bluetooth device based on requests received from a client device. On

the other hand, the Bluetooth hub 210 may operate as a transparent relay to extend

the RF communication range of the unanalyzable Bluetooth device. The operation of

the Bluetooth hub 2 0 as a transparent relay is to be described later in connection

with FIGs. 4-14. Further, an unanalyzable Bluetooth device may become analyzable

with the expansion of the service database 218.

[046] FIG. 3 is a flowchart of an exemplary method 300 for supporting

wireless communication between Bluetooth devices, in accordance with an

embodiment of the present disclosure. The method 300 may be performed by the

Bluetooth hub 210 described above in connection with FIG. 2.

[047] At step 302, the Bluetooth hub connects to a Bluetooth device via a

Bluetooth transceiver. The Bluetooth transceiver may be integrated in a Bluetooth

chip, such as the Bluetooth chip 212. For example, the Bluetooth hub may detect

the presence of the Bluetooth device by receiving the advertising packets sent by the

Bluetooth device and then initiate a connection with the Bluetooth device via the

Bluetooth transceiver.



[048] At step 304, the Bluetooth hub retrieves one or more service

characteristics associated with the Bluetooth device. For example, the Bluetooth hub

may send a read command to the Bluetooth device for retrieving the available

service characteristics of the Bluetooth device. In some implementations, the service

characteristics may be included in the advertising packets sent by the Bluetooth

device, and in this situation, the Bluetooth hub may not need to establish a

connection with the Bluetooth device to retrieve the service characteristics.

[049] At step 306, the Bluetooth hub determines whether each of the service

characteristics of the Bluetooth device is included in a service database stored

locally in the Bluetooth hub. The Bluetooth hub may deem the Bluetooth device to be

analyzable if each of the service characteristics of the Bluetooth device is included in

the service database and deem the Bluetooth device to be unanalyzable otherwise.

For example, the Bluetooth hub may compare each of the service characteristics of

the Bluetooth device with the stored service characteristics. In some

implementations, if one or more service characteristics of the Bluetooth device are

not found in the service database, the Bluetooth hub may perform a lookup in the

Internet, and if the unfound service characteristics are present in the Internet, the

Bluetooth hub may download the service characteristics and store them in the

service database.

[050] At step 308, the Bluetooth hub receives a request, via a network

interface, from a client device for performing an operation on the Bluetooth device.

For example, the Bluetooth hub may receive a request from a smart phone in an

application interface for turning on a BLE LED light. The communication between

the Bluetooth hub and the client device may be performed over a WiFi network, a

Bluetooth network, or other communication networks. The operation to be performed



on the Bluetooth device may include accessing data stored in the Bluetooth device,

sending data to the Bluetooth device, or any other control or data transfer between

the client device and the Bluetooth device.

[051 ] At step 3 10, if each of the service characteristics of the Bluetooth

device is included in the service database, the Bluetooth hub communicates with the

Bluetooth device based on the received request from the client device and the

service characteristics of the Bluetooth device. For example, the Bluetooth hub may

establish a connection with the Bluetooth device and send a request to the Bluetooth

device for performing the operation requested by the client device. The request sent

to the Bluetooth device may be a read or write operation on a specific attribute of a

specific service characteristic of the Bluetooth device.

[052] The Bluetooth hub may also forward any received data from the

Bluetooth device to the client device. For example, after a write operation is sent to

the Bluetooth device, the Bluetooth device may send a notification to the Bluetooth

hub after the write operation is completed. After receiving the notification from the

Bluetooth device at the link layer level, the Bluetooth hub may send an indication to

the client device in the application interface indicating the successful completion of

the request. As another example, after a read operation is sent to the Bluetooth

device for accessing locally stored data of the Bluetooth device, the Bluetooth device

may send the requested data to the Bluetooth hub. The Bluetooth hub may then

send the received data in a format that is readable to the client device in the

application interface.

[053] The above described method 300 may be applied to a plurality of

Bluetooth devices in a sequential manner. For example, if the client device requests

to perform two separate operations on two different Bluetooth devices, both of which



are analyzable devices, the Bluetooth hub may first establish a connection with the

first Bluetooth device and send a request to the first Bluetooth device for performing

the first operation. After the first operation is completed, the Bluetooth hub may

establish a connection with the second Bluetooth device and send a request to the

second Bluetooth device for performing the second operation. In some

embodiments, when multiple Bluetooth devices are present and detected, the

Bluetooth hub may determine, for each of the Bluetooth devices, whether it is

analyzable by performing steps 302-306. The Bluetooth hub may store the

determination results locally as to which Bluetooth devices are analyzable and which

Bluetooth devices are unanalyzable, such that when an operation request on one of

the Bluetooth devices is received from the client device, the Bluetooth hub may

quickly determine whether the specific Bluetooth device is analyzable and as a

result, whether the requested operation is feasible.

[054] In some embodiments, the Bluetooth hub may operate as a transparent

relay to extend the RF communication range between a Bluetooth device and a

Bluetooth-enabled client device without requiring modification of the Bluetooth

device. The Bluetooth device may be either analyzable or unanalyzable to the

Bluetooth hub, and the Bluetooth device may be unaware of the existence of the

Bluetooth hub.

[055] FIG. 4 illustrates an exemplary architecture of a Bluetooth hub 400, in

accordance with an embodiment of the present disclosure. As shown in FIG. 4 , the

Bluetooth hub 400 may include two Bluetooth chips 410 and 420, a data bus 430, a

main CPU 440, a Bluetooth stack 450, and an application layer 460. The CPU 440

may be configured to execute instructions associated with operations of the

Bluetooth hub 400. Additionally, the CPU 440 may execute certain instructions and



commands to provide wireless communication via the Bluetooth chips 410 and 420.

The Bluetooth stack 450 may implement the higher layer functionalities provided in

the Bluetooth protocol. The application layer 460 may be used for interacting with

and managing end-user applications. The Bluetooth hub 400 may also include other

auxiliary components, such as random access memory (RAM), read only memory

(ROM), secondary storage (for example, a hard disk drive or flash memory). One

skilled in the art will readily appreciate that various other components can also be

included in the Bluetooth hub 400.

[056] The Bluetooth chips 410 and 420 may each include a Bluetooth

transceiver and be configured to communicate with other Bluetooth devices. For

example, the Bluetooth chip 410 may serve as a master device in a connection with

a Bluetooth device, and the Bluetooth chip 420 may serve as a slave device in a

connection with a Bluetooth-enabled client device, such as a smart phone.

[057] FIG. 5 illustrates an exemplary use scenario 500 of a Bluetooth hub, in

accordance with an embodiment of the present disclosure. In this example scenario,

communication is to be established between a Bluetooth device, such as a BLE

device 510, and a client device, such as a smart phone 520, through the Bluetooth

hub 400.

[058] In some embodiments, the Bluetooth hub 400 may first establish a

connection with the BLE device 510, e.g., using its first Bluetooth chip 410, to obtain

service characteristics of the BLE device 510. For example, the Bluetooth hub 400

may scan for available Bluetooth devices via the first Bluetooth chip 410, detect the

advertising packets transmitted by the BLE device 510, and store the data in the

advertising packets. After a connection with the BLE device 510 is established, the

Bluetooth hub 400 may retrieve the service characteristics of the BLE device 510



and store the retrieved service characteristics locally. An example of the retrieved

service characteristics is illustrated in Table 1.

Table 1. Example Service Characteristics

[059] In Table 1, the first column represents the attribute handles of the

service characteristics, the second column includes the attribute types, e.g.,

Universally Unique Identifiers (UUIDs) associated with each of the service

characteristics, and the third column includes attribute values of each of the service

characteristics. The attribute types provided in the second column may include the

UUIDs defined by the Bluetooth SIG, and may also include customized identifiers

defined by the manufacturers of Bluetooth devices. The attribute values provided in

the third column may contain service declaration, characteristic declaration,

characteristic value declaration, characteristic descriptor declaration, and/or other

information about content of the attribute. Each of the service characteristics may



include one or more attributes, and a main attribute allows access to the actual value

of the characteristic.

[060] After the connection with the BLE device 510 is established, the

second Bluetooth chip 420 may generate a Generic Attribute Profile (GATT) server

using the same service characteristics as those in the BLE device 510. The second

Bluetooth chip 420 may start advertising and include the same data in the

advertising packets as those in the advertising packets transmitted by the BLE

device 510. In doing so, a virtual BLE device 510 may be created by the Bluetooth

hub 400 for connecting to a Bluetooth-enabled client device, such as the smart

phone 520.

[061] In some implementations, the second Bluetooth chip 420 may also

obtain the medium access control (MAC) address of the BLE device 5 10 and use the

same MAC address for connecting to a Bluetooth-enabled client device, such as the

smart phone 520. For example, certain BLE devices may limit access permission

based on their MAC addresses, and using the MAC address of the BLE device by

the second Bluetooth chip 420 may allow the same level of access permission to be

granted. In some scenarios, there may exist two Bluetooth devices configured with

the same MAC address, and cause interference to each other in the communication

process. Thus, a neighboring MAC address may be used by the second Bluetooth

chip 420. For example, if the MAC address of the BLE device 510 is

AA:BB:CC:EE:FF, the second Bluetooth chip 420 may set its MAC address to be

AA:BB:CC:EE:FE, thereby avoiding duplicate MAC addresses in the Bluetooth

network.

[062] After the second Bluetooth chip 420 creates the virtual BLE device, the

smart phone 520 may initiate pairing with the second Bluetooth chip 420 of the



Bluetooth hub 400. After the second Bluetooth chip 420 receives a pairing request

from the smart phone 520, the first Bluetooth chip 410 may initiate pairing with the

BLE device 5 10. In some implementations, the security setting of two Bluetooth links

may be set at the same level. For example, each attribute item defined in the GATT

server may be associated with certain operational restrictions, such as access

permission, authentication permission, and authorization permission. Specifically, the

access permission may be set as readable, writeable, or readable and writable. The

authentication permission may be set as authentication required or no authentication

required. The authorization permission may be set as authorization required or no

authorization required. The access permission, authentication permission, and

authorization permission of each attribute item may be set to be the same between

the first and second Bluetooth link, where the first Bluetooth link is between the BLE

device 510 and the first Bluetooth chip 410, and the second Bluetooth link is

between the second Bluetooth chip 420 and the smart phone 520.

[063] FIG. 6 illustrates an exemplary diagram of a data forwarding process

600, in accordance with an embodiment of the present disclosure. As shown in FIG.

6 , a first Bluetooth connection may be established between the first Bluetooth chip

4 10 and the BLE device 510, and data request and/or response may be transmitted

over the first Bluetooth connection. A second Bluetooth connection may be

established between the second Bluetooth chip 420 and the smart phone 520, and

data request and/or response may be transmitted over the second Bluetooth

connection.

[064] When a data request is received from the smart phone 520 at the

second Bluetooth chip 420, the second Bluetooth chip 420 may interact with the first

Bluetooth chip 410, for example, through an internal data bus or be controlled by the



main CPU, such that the first Bluetooth chip 410 may forward the data request to the

BLE device 5 10 . Similarly, when a response is received from the BLE device 510 at

the first Bluetooth chip 410, the first Bluetooth chip 410 may interact with the second

Bluetooth chip 420, for example, through an internal data bus or be controlled by the

main CPU, such that the second Bluetooth chip 420 may forward the response to the

smart phone 520. By forwarding the data request and response to the BLE device

510 and the smart phone 520 via the first and second Bluetooth chips 410 and 420,

the RF communication range of the BLE device 510 may be effectively increased.

Thus, communication may be carried out between the BLE device 510 and the smart

phone 520 through the Bluetooth hub even when the RF communication range of the

BLE device 5 10 by itself does not reach the smart phone 520.

[065] In some scenarios, there may be a plurality of Bluetooth devices that

requires assistance of the Bluetooth hub for forwarding a data request or response

between the Bluetooth devices and a Bluetooth-enabled client device, such as a

smart phone. If the Bluetooth chip does not support the Bluetooth hub acting as a

master device and a slave device simultaneously (e.g., the Bluetooth 4.0 standard),

more than one Bluetooth chip may be required in the Bluetooth hub to perform

relaying for a plurality of Bluetooth devices, with at least one Bluetooth chip acting as

a master device and at least another Bluetooth chip acting as a slave device. On the

other hand, if the Bluetooth chip supports the Bluetooth hub acting as a master

device and a slave device simultaneously (e.g., the Bluetooth 4.1 or 4.2 standard),

the Bluetooth hub may include a single Bluetooth chip to perform relaying for a

plurality of Bluetooth devices.

[066] FIG. 7 illustrates another exemplary architecture of a Bluetooth hub

700, in accordance with an embodiment of the present disclosure. As shown in FIG.



7 , the Bluetooth hub 700 may include three Bluetooth chips 710, 720, and 730, a

data bus 740, a main CPU 750, a Bluetooth stack 760, and an application layer 770.

The data bus 740, main CPU 750, Bluetooth stack 760, and application layer 770

may be similar to those described in connection with FIGs. 2 and 4, which are not

repeated herein.

[067] The Bluetooth chips 7 10, 720, and 730 may each include a Bluetooth

transceiver and be configured to communicate with other Bluetooth devices. For

example, the first Bluetooth chip 710 may serve as a master device in a connection

with a Bluetooth device, and the second and third Bluetooth chips 720 and 730 may

serve as slave devices in a connection with a Bluetooth-enabled client device.

[068] FIG. 8 illustrates an exemplary use scenario 800 of a Bluetooth hub, in

accordance with an embodiment of the present disclosure. In this example scenario,

communication is to be established between a client device, such as a smart phone

810, and a plurality of Bluetooth devices, such as a BLE TV 820, a BLE power plug

830, a BLE blood pressure monitor 840, a BLE LED light 850, and a BLE alarm

sensor 860, through the Bluetooth hub 700.

[069] The first Bluetooth chip 7 0 may act as a master device to control the

various Bluetooth devices. The second and third Bluetooth chips 720 and 730 may

act as slaves and communicate with the smart phone 810. By having two Bluetooth

chips 720 and 730 to communicate with the smart phone 8 10, the Bluetooth hub 700

is capable to extend communications ranges for two Bluetooth devices, such as the

BLE TV 820 and the BLE power plug 830, at the same time.

[070] In some embodiments, the second Bluetooth chip 720 may broadcast

advertising packets on behalf of each of the Bluetooth devices on a round-robin

basis. As shown in FIG. 8 , the second Bluetooth chip 720 may broadcast advertising



packets containing advertising data of the BLE alarm sensor 860 for a certain time

period, next broadcast advertising packets containing advertising data of the BLE

LED light 850 for another time period, then broadcast advertising packets containing

advertising data of the BLE blood pressure monitor 840 for another time period, and

so on. The advertising period for each of the Bluetooth devices may be configured to

be the same or to be different. The process for obtaining advertising data of the

Bluetooth devices is similar to the process for obtaining the advertising data of a

single Bluetooth device described above in connection with FIG. 5 . The Bluetooth

hub 700 may perform the same process for each of the Bluetooth devices

sequentially to obtain advertising data of the multiple Bluetooth devices.

[071] In some embodiments, where there are multiple Bluetooth chips

serving as slave devices, e.g., the second and third Bluetooth chips 720 and 730,

each of the slave chips may advertise for a subset of the Bluetooth devices. For

example, the second Bluetooth chip 720 may broadcast advertising packets for the

BLE alarm sensor 860, the BLE LED light 850, and the BLE blood pressure monitor

840 on a round-robin basis, while the third Bluetooth chip 730 may broadcast

advertising packets for the BLE power plug 830 and the BLE TV 820.

[072] After advertising, the Bluetooth hub 700 may receive data from the

smart phone 810 for operating on one or more of the Bluetooth devices. The data

may be received via the second Bluetooth chip 720 or the third Bluetooth chip 730.

In response, the Bluetooth hub 700 may forward the data to the corresponding

Bluetooth devices via the first Bluetooth chip 710. As the Bluetooth hub 700 includes

two slave chips, i.e., the second Bluetooth chip 720 and the third Bluetooth chip 730,

the Bluetooth hub 700 may be able to perform relaying for two Bluetooth devices



simultaneously, with each of the second and third Bluetooth chips 720 and 730

operates as a slave device on behalf of one of the two Bluetooth devices.

[073] FIG. 9 illustrates another exemplary architecture of a Bluetooth hub

900, in accordance with an embodiment of the present disclosure. As shown in FIG.

9 , the Bluetooth hub 900 may include a single Bluetooth chip 9 10 , a data bus 920, a

main CPU 930, a Bluetooth stack 940, and an application layer 950. The data bus

920, main CPU 930, Bluetooth stack 940, and application layer 950 may be similar to

those described in connection with FIGs. 2 and 4, which are not repeated herein.

[074] The Bluetooth chip 910 may include a Bluetooth transceiver and be

configured to communicate with other Bluetooth devices. Further, the Bluetooth chip

9 10 may be configured to act as a master device and a slave device simultaneously.

For example, the Bluetooth chip 910 supporting Bluetooth 4.1 or 4.2 standard may

serve as a master device controlling multiple Bluetooth devices, and simultaneously

serve as slave devices in a connection with a Bluetooth-enabled client device.

[075] FIG. 10 illustrates an exemplary use scenario 1000 of a Bluetooth hub,

in accordance with an embodiment of the present disclosure. In this example

scenario, communication is to be established between client devices, such as a first

smart phone 1010 and a second smart phone 1020, and a plurality of Bluetooth

devices, such as a BLE TV 1030, a BLE power plug 1040, a BLE blood pressure

monitor 1050, a BLE LED light 1060, and a BLE alarm sensor 1070, through the

Bluetooth hub 900.

[076] The Bluetooth chip 9 10 may act as a master device to control the

various Bluetooth devices. Simultaneously, the Bluetooth chip 910 may act as slaves

and communicate with the first smart phone 101 0 and the second smart phone 1020.



By acting as both a master device and a slave device, the Bluetooth chip 910 is

capable to extend communications ranges for the Bluetooth devices.

[077] In some embodiments, the Bluetooth chip 910 may broadcast

advertising packets on behalf of each of the Bluetooth devices on a round-robin

basis. As shown in FIG. 10, the Bluetooth chip 910 may broadcast advertising

packets containing advertising data of the BLE alarm sensor 1070 for a certain time

period, next broadcast advertising packets containing advertising data of the BLE

LED light 1060 for another time period, then broadcast advertising packets

containing advertising data of the BLE blood pressure monitor 1050 for another time

period, and so on. The advertising period for each of the Bluetooth devices may be

configured to be the same or to be different. The process for obtaining advertising

data of the Bluetooth devices is similar to the process for obtaining the advertising

data of a single Bluetooth device described above in connection with FIG. 5. The

Bluetooth hub 900 may perform the same process for each of the Bluetooth devices

sequentially to obtain advertising data of the multiple Bluetooth devices.

[078] After advertising, the Bluetooth hub 900 may receive data from the first

smart phone 10 10 or the second smart phone 1020 for operating on one or more of

the Bluetooth devices. The data may be received via the Bluetooth chip 910. In

response, the Bluetooth hub 900 may forward the data to the corresponding

Bluetooth devices via the Bluetooth chip 910. In some implementations, when

operating as a slave device, the Bluetooth chip 910 may be connected to multiple

Bluetooth-enabled client devices simultaneously, such as the first smart phone 1010

and the second smart phone 1020. Thus, both the first smart phone 1010 and the

second smart phone 1020 may control the operation of a Bluetooth device through

the Bluetooth hub 900.



[079] FIG. 11 illustrates another exemplary architecture of a Bluetooth hub

1100, in accordance with an embodiment of the present disclosure. As shown in FIG.

11, the Bluetooth hub 1100 may include two Bluetooth chips 1110 and 1 20, a data

bus 1130, a main CPU 1140, a Bluetooth stack 1150, and an application layer 1160.

The data bus 1130, main CPU 1140, Bluetooth stack 1150, and application layer

1160 may be similar to those described in connection with FIGs. 2 and 4, which are

not repeated herein.

[080] The Bluetooth chips 1110 and 1120 may each include a Bluetooth

transceiver and be configured to communicate with other Bluetooth devices. The

Bluetooth chips 1110 and 1120 may each act as a master device to control the

various Bluetooth devices and simultaneously act as slaves and communicate with

one or more Bluetooth-enabled client devices. For example, the first Bluetooth chip

0 may serve as a master device in a connection with a Bluetooth device and

simultaneously serve as a slave device communicating with a Bluetooth-enabled

client device, and the second Bluetooth chip 120 may serve as a master device in a

connection with another Bluetooth device and simultaneously serve as a slave

device communicating with another Bluetooth-enabled client device.

[081] FIG. 12 illustrates an exemplary use scenario 1200 of a Bluetooth hub,

in accordance with an embodiment of the present disclosure. In this example

scenario, communication is to be established between client devices, such as a first

smart phone 1210 and a second smart phone 1220, and a plurality of Bluetooth

devices, such as a BLE TV 1230, a BLE power plug 1240, a BLE blood pressure

monitor 1250, a BLE LED light 1260, and a BLE alarm sensor 1270, through the

Bluetooth hub 1100.



[082] The first Bluetooth chip 1110 and the second Bluetooth chip 1120 may

each act as a master device to control a number of Bluetooth devices.

Simultaneously, the first Bluetooth chip 1110 may act as a slave device in

communicating with the first smart phone 101 0, and the second Bluetooth chip 1120

may act as a slave device in communicating with and the second smart phone 1020.

[083] In some embodiments, the first Bluetooth chip 1 10 and the second

Bluetooth chip 1120 may each broadcast advertising packets on behalf of the

Bluetooth devices. As shown in FIG. 12, the first Bluetooth chip 1110 may broadcast

advertising packets containing advertising data of the BLE alarm sensor 1270 for a

certain time period, next broadcast advertising packets containing advertising data of

the BLE LED light 1260 for another time period, then broadcast advertising packets

containing advertising data of the BLE blood pressure monitor 1250 for another time

period, and so on. The second Bluetooth chip 20 may broadcast advertising

packets containing advertising data of the BLE power plug 1240 for a certain time

period, next broadcast advertising packets containing advertising data of the BLE TV

1230 for another time period, return to broadcast advertising packets containing

advertising data of the BLE power plug 1240, and so on. The advertising period for

each of the Bluetooth devices may be configured to be the same or to be different.

The process for obtaining advertising data of the Bluetooth devices is similar to the

process for obtaining the advertising data of a single Bluetooth device described

above in connection with FIG. 5. The Bluetooth hub 1100 may perform the same

process for each of the Bluetooth devices sequentially to obtain advertising data of

the multiple Bluetooth devices.

[084] After advertising, the Bluetooth hub 1100 may receive data from the

first smart phone 2 10 or the second smart phone 220 for operating on one or more



of the Bluetooth devices. The data may be received via the first Bluetooth chip 1110

or the second Bluetooth chip 1120. In response, the Bluetooth hub 1100 may

forward the data to the corresponding Bluetooth devices via the first Bluetooth chip

1110 or the second Bluetooth chip 1120. In some implementations, when operating

as a slave device, the first Bluetooth chip 1110 and the second Bluetooth chip 1120

may each be connected to multiple Bluetooth-enabled client devices simultaneously.

For example, the first Bluetooth chip 1110 and the second Bluetooth chip 1120 may

each be connected to additional smart phones in addition to the first smart phone

12 10 or the second smart phone 1220.

[085] FIG. 13 illustrates an exemplary diagram of an advertising process

1300 of a Bluetooth hub, in accordance with an embodiment of the present

disclosure. As shown in FIG. 13, the Bluetooth hub may advertise for different

Bluetooth devices at different time instant. For example, the Bluetooth hub may

broadcast advertising packets containing advertising data of the BLE alarm sensor

for a certain time period, next broadcast advertising packets containing advertising

data of the BLE LED light for another time period, then broadcast advertising packets

containing advertising data of the BLE blood pressure monitor for another time

period, and so on. When switching from advertising for one Bluetooth device to

another Bluetooth device, the Bluetooth hub may determine whether the next to be

advertised Bluetooth device is a MAC address dependent device, that is, whether

the discovery of the Bluetooth device relates to the MAC address of the device. For

example, a Bluetooth device may set its access permission based on its MAC

address, and a client device may connect to the Bluetooth device if the MAC address

is within a certain range. Thus, the Bluetooth hub may change the MAC address of

the Bluetooth chip that performs transmission of the advertising packets to match the



MAC address of the Bluetooth device that will be next advertised, before starting to

advertise for that Bluetooth device. For example, if the BLE LED light is a MAC

address dependent device, at the end of the advertising period for the BLE alarm

device, the Bluetooth hub may change the MAC address of the Bluetooth chip that

performs transmission of the advertising packets to match the MAC address of the

BLE LED light. In some implementations, changing the MAC address of a Bluetooth

chip may require the chip to be reset.

[086] If a connection request is received when the Bluetooth hub is

advertising for a Bluetooth device, the Bluetooth hub may enter into a connection

state as the Bluetooth device. For example, if the Bluetooth hub receives a

connection request from a smart phone when advertising for the BLE LED light, the

Bluetooth hub may change its GATT server database to match the database of the

BLE LED light. Subsequently, data received from the smart phone by the Bluetooth

hub may be forwarded to the BLE LED light. In some implementations, for example,

when a Bluetooth 4.0 standard is used in the Bluetooth hub, the Bluetooth hub may

stop the advertising process when it is in a connected state with the smart phone,

and may resume advertising for other Bluetooth devices when the connection is

terminated.

[087] FIG. 4 is a flowchart of an exemplary method 1400 for supporting

wireless communication between Bluetooth devices, in accordance with an

embodiment of the present disclosure. The method 1400 may be performed by a

Bluetooth hub described above in the present disclosure.

[088] At step 1402, the Bluetooth hub scans for one or more available

Bluetooth devices. For example, the Bluetooth hub may detect an advertising packet

transmitted by a Bluetooth device via a Bluetooth transceiver. In some



implementation, the Bluetooth hub may store the advertising data contained in the

detected advertising packet in a local memory.

[089] At step 1404, the Bluetooth hub establishes a first communication

connection with a Bluetooth device. In some implementations, the Bluetooth hub

may retrieve the service characteristics of the Bluetooth device and have them

stored in a local memory. The Bluetooth hub may also retrieve the MAC address of

the Bluetooth device and have it stored in a local memory.

[090] At step 1406, the Bluetooth hub establishes a second communication

connection with a Bluetooth-enabled client device. For example, the Bluetooth hub

may advertise on behalf of the Bluetooth device, and during advertising, receive a

connection request from the client device for establishing the second

communication.

[091] At step 1408, the Bluetooth hub receives data sent from the client

device via the second communication connection. For example, the received data

may be a request to access data stored in the Bluetooth device, to perform certain

operation on the Bluetooth device, to modify certain settings of the Bluetooth device,

or the like.

[092] At step 14 10, the Bluetooth hub forwards the received data to the

Bluetooth device via the first communication connection. The Bluetooth device may

send a response to the Bluetooth hub after receiving the forwarded data, and the

Bluetooth hub may forward the response to the client device.

[093] The specification has described methods, devices, and systems for

managing Bluetooth communication links and enhancing the communication range

of Bluetooth devices. The illustrated steps are set out to explain the exemplary

embodiments shown, and it should be anticipated that ongoing technological



development will change the manner in which particular functions are performed.

Thus, these examples are presented herein for purposes of illustration, and not

limitation. For example, steps or processes disclosed herein are not limited to being

performed in the order described, but may be performed in any order, and some

steps may be omitted, consistent with disclosed embodiments. Further, the

boundaries of the functional building blocks have been arbitrarily defined herein for

the convenience of the description. Alternative boundaries can be defined so long

as the specified functions and relationships thereof are appropriately performed.

Alternatives (including equivalents, extensions, variations, deviations, etc., of those

described herein) will be apparent to persons skilled in the relevant art(s) based on

the teachings contained herein. Such alternatives fall within the scope and spirit of

the disclosed embodiments.

[094] It is intended that the disclosure and examples be considered as

exemplary only, with a true scope and spirit of disclosed embodiments being

indicated by the following claims.



WHAT IS CLAIMED IS :

1. A device for supporting wireless communication, comprising:

a Bluetooth transceiver for communicating with a Bluetooth device;

a network interface for communicating with a client device;

a database for storing a plurality of Bluetooth service characteristics;

one or more processors; and

a memory for storing instructions executable by the one or more processors,

wherein the one or more processors are configured to:

after connecting to the Bluetooth device via the Bluetooth transceiver,

retrieve one or more service characteristics associated with the Bluetooth

device;

determine whether each of the one or more service characteristics

associated with the Bluetooth device is included in the database;

receive a request from the client device via the network interface for

performing an operation on the Bluetooth device; and

if each of the one or more service characteristics associated with the

Bluetooth device is included in the database, communicate with the Bluetooth

device based on the request and the one or more service characteristics

associated with the Bluetooth device.

2. The device of claim , wherein the one or more processors are

configured to:

retrieve one or more service characteristics associated with a plurality of

Bluetooth devices;



determine whether each of the one or more service characteristics associated

with each of the plurality of Bluetooth devices is included in the database;

receive a request from the client device via the network interface for

performing an operation on one of the plurality of Bluetooth devices; and

If each of the one or more service characteristics associated with the one of

the plurality of Bluetooth devices is included in the database, communicate with the

one of the plurality of Bluetooth devices based on the one or more service

characteristics associated with the one of the plurality of Bluetooth devices for

operating the one of the plurality of Bluetooth devices.

3. The device of claim , wherein the one or more processors are further

configured to update the database via an Internet to include additional Bluetooth

service characteristics or update the plurality of Bluetooth service characteristics.

4 . The device of claim , wherein the device operates as a master device

when communicating with the Bluetooth device.

5 . The device of claim 1, wherein the one or more processors are further

configured to notify the client device that the Bluetooth device is not analyzable if

one of the one or more service characteristics associated with the Bluetooth device

is not included in the database.

6 . The device of claim 1, wherein the Bluetooth device is a Bluetooth Low

Energy (BLE) device.



7 . A device for supporting wireless communication, comprising:

a first Bluetooth transceiver for connecting to a Bluetooth device;

a second Bluetooth transceiver for connecting to a client device;

one or more processors; and

a memory for storing instructions executable by the one or more processors,

wherein the one or more processors are configured to:

scan for one or more available Bluetooth devices via the first Bluetooth

transceiver;

establish a first communication connection with the Bluetooth device

via the first Bluetooth transceiver;

establish a second communication connection with the client device via

the second Bluetooth transceiver;

receive data from the client device via the second communication

connection; and

forward the data to the Bluetooth device via the first communication

connection.

8 . The device of claim 7, wherein the one or more processors are further

configured to:

detect, via the first Bluetooth transceiver, a first advertising packet transmitted

by the Bluetooth device; and

transmit, via the second Bluetooth transceiver, a second advertising packet

containing advertising data of the first advertising packet.



9 . The device of claim 8, wherein the one or more processors are further

configured to:

after connecting to the Bluetooth device via the first Bluetooth transceiver,

retrieve one or more service characteristics associated with the Bluetooth device;

and

using the one or more service characteristics associated with the Bluetooth

device for communicating with the client device.

10. The device of claim 7, wherein the one or more processors are further

configured to:

retrieve a Medium Access Control (MAC) address associated with the

Bluetooth device; and

using the MAC address associated with the Bluetooth device for

communicating with the client device.

11. The device of claim 7, wherein the one or more processors are further

configured to:

receive a connection request from the client device for establishing the

second communication connection; and

in response to the connection request, send another connection request to the

Bluetooth device for establishing the first communication connection.

12. The device of claim 7, wherein a security configuration of the first

communication connection is configured to be the same as a security configuration

of the second communication connection.



13. The device of claim 7 , wherein the one or more processors are further

configured to:

detect, via the first Bluetooth transceiver, a first plurality of advertising packets

transmitted by a plurality of Bluetooth devices respectively; and

transmit, via the second Bluetooth transceiver, a second plurality of

advertising packets containing advertising data of the first plurality of advertising

packets, wherein each of the second plurality of advertising packets is transmitted

separately at a different time instance.

14. The device of claim 13, wherein a first Medium Access Control (MAC)

address is used for transmitting an advertising packet of the second plurality of

advertising packets, and a second MAC address is used for transmitting another

advertising packet of the second plurality of advertising packets.

15. The device of claim 13, wherein the one or more processors are further

configured to:

receive a connection request from the client device for connecting to one of

the plurality of Bluetooth devices; and

in response to the connection request, connect to the client device using one

or more service characteristics associated with the one of the plurality of Bluetooth

devices.

16. The device of claim 7, wherein the device operates as a master device

in the first communication connection with the Bluetooth device, and the device



operates as a slave device in the second communication connection with the client

device.

17. The device of claim 7, further comprising a third Bluetooth transceiver

for communicating with the client device, wherein the one or more processors are

further configured to:

transmit, via the third Bluetooth transceiver, an advertising packet associated

with another Bluetooth device; and

establish a third communication connection with the client device via the third

Bluetooth transceiver.

8. A device for supporting wireless communication, comprising:

a Bluetooth transceiver;

one or more processors; and

a memory for storing instructions executable by the one or more processors,

wherein the one or more processors are configured to:

scan for one or more available Bluetooth devices via the Bluetooth

transceiver;

establish a first communication connection with a Bluetooth device via

the Bluetooth transceiver;

establish a second communication connection with a client device via

the Bluetooth transceiver;

receive data from the client device via the second communication

connection; and



forward the data to the Bluetooth device via the first communication

connection.

19. A method for supporting wireless communication, comprising:

retrieving one or more service characteristics associated with a Bluetooth

device by establishing a connection with the Bluetooth device;

determining, at a Bluetooth hub, whether each of the one or more service

characteristics associated with the Bluetooth device is included in a database stored

in the Bluetooth hub;

receiving, at the Bluetooth hub, a request from a client device for performing

an operation on the Bluetooth device; and

if each of the one or more service characteristics associated with the

Bluetooth device is included in the database, communicating with the Bluetooth

device based on the request and the one or more service characteristics associated

with the Bluetooth device.

20. A method for supporting wireless communication, comprising:

scanning for one or more available Bluetooth devices;

establishing a first communication connection between a Bluetooth hub and a

Bluetooth device;

establishing a second communication connection between the Bluetooth hub

and a client device;

receiving, at the Bluetooth hub, data from the client device via the second

communication connection; and

forwarding the data from the Bluetooth hub to the Bluetooth device via the first

communication connection.
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