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OFF-PREMISES CABLE TELEVISION CHANNEL
INTERDICTION METHOD AND APPARATUS

CROSS-REFERENCE TO RELATED APPLICATION

This application is a continuation-in-part of U.S. Serial No. |
166,302, filed March 10, 1988 and entitled "Off-Premises Cable Tele-
vision Channel Interdicetion Method and Apparatus."

BACKGROUND OF THE INVENTION

1. Technical Field

This invention relates to cable television systems and, more
particularly, a method and apparatus for applying remotely controlled
and remotely applied interdietion or jamming signals to prevent
reception of unauthorized television channels.

2. Description of the Prior Art ,

At a headend of a cable television system, a scrambler is nor-
mally provided to encode premium television channels. The applied
serambling precludes reception by an unauthorized converter/decoder
at a connected premises. Data representing channels or tiers of pro-
gramming are addressably transmitted to a particular converter/
decoder and stored in an authorization memory. As a result of the
addressed transmission, a subsequently transmitted program is autho-
rized in that the decoder portion of the converter/decoder will be
selectively enabled to decode the scrambled premium channel or

program.

Several varieties of secrambling techniques are applied today.
Each manufacturer has its own scheme which may be incompatible
with others. Nevertheless, most popular scrambling systems today are
based on syne¢ suppression, in which the synec information is hidden
from the television receiver's syne separator, usually by moving it to a
level occupied .by picture information (moving the sync tip to an
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equivalent picture level of 40 IRE units is common). Some systems
modulate the picture carrier with a sine wave phased to suppress the
horizontal blanking interval. Most systems today switch to the sup-
pressed level at the beginning of the blanking interval and switch out
at the end. Most'though not all suppress the vertical blanking inter-

val. Some systems dynamically invert the video, either on a line-by-
line or a field-by-field basis. This must be done carefully to avoid
artifacts caused by inverting and reinverting around different levels,
and by differential gain and phase of the system. Synchronization is
restored either by the provision of synchronous amplitude modulated
pulses on the sound carrier, by digital information placed in the verti-
cal interval or by phase modulation on the picture carrier.

The provision of one scrambler per premium channel at the
headend and the inclusion of a desecrambler in each converter/decoder
at the premises of the television receiver is particularly expensive.
Furthermore, providing the converter/decoder on premises has turned
out to be a great temptation to service pirates who imaginatively seek
ways to receive premium channels. As a result, cable television
equipment manufacturers have entered into a vertiable war with sueh
pirates resulting in complicated service authorization protocols in
some instances involving multiple layers of encryption by both
in-band and out-of-band data transmission further increasing the costs
of the converter/decoder.

~ Furthermore, all serambling systems leave artifaets in the hor-
izontal blanking interval in the form of steps on the front and back
porches. Normally these are not a problem, but if a television
receiver does not have adequate overscan, then the steps can show up
as light bars on one or both sides of the pieture. Further, if a televi-
sion receiver uses back porch sampling for automatic gain control
and/or black level restoration, and the sampling period extends into
the time of the deserambling step, the television will show the wrong
black level and may show flicker in the picture. In systems in which
pulse trains are applied to the sound carrier, a buzz carried by har-
monies of a 59.94 Hz signal can be noticed in some television
receivers.
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Consequently, the cable industry has resorted to look for new
technology and to take a second look at technology developed in the
early stages of development of cable television such as the application
of negative and positive traps and more recent techniques such as
interdiction.

Negative trap technology is viewed by many manufacturers as
a viable alternative to sync suppression scrambling methods. A nega-
tive trap is basically a narrow band reject filter. Traps are located at
the drop to a subseriber's dwelling and attenuate a significant portion
of a premium television channel rendering that channel unusable by
the subseriber.

In the conventional embodiment, negative traps are made using
L-C filter techniques. The result is a notch with finite quality Q and
finite shape factor. In the case of a single channel negative trap, the
center of the notch is usually located at the pieture carrier frequency
of the channel to be removed. This technique, sometimes called a
static negative trap, requires attenuation at the picture carrier of at
least 60 dB to be effective.

Negative trap systems have several advantages that make them
attractive for cable television applications. One primary advantage is
the ability to deliver a broadband cable television spectrum to the
subseriber's converter/decoder. Conventional syne suppression sys-
tems utilize descrambling set-top converter/decoders which deliver
inherently narrowband signals. Negative traps are usually mounted
outside the subseriber's home (typiecally at the tap) and thereby mini-
mize the exposure associated with placing hardware inside the
subseriber's dwelling. Finally, some cable television operators view
the negative trap as a more secure means of subseriber control than is
syne suppression, as picture reconstruction is viewed as substantially
more difficult.

However, the negative trap system requires hardware in loca-
tions where no revenue is generated for the cable television system.
Moreover, negative traps have several severe practical limitations.
L-C band reject filters have Q and shape factor limitations. Quality
factors Q for L-C filters are typically limited to less than 30. This
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means that for a negative trap located at channel 8 (pieture carrier at
181.25 MHz) the 3 dB bandwidth of a negative trap is typically 6 MHz
(or the bandwidth of a baseband television channel). This trap would
result in significant deterioration of the lower adjacent channel.
Then the television receiver tuned to the lower adjacent channel,
rather than having to contend with a 15 dB pieture-to-sound ratio,
may have to contend with a sound carrier reduced an additional 6 dB
or so. Frequency stability as a function of time and temperature is
also a significaht concern. Many cable television system operators
have instituted a regular negative trap change-out program based on
the assumption that after a certain period of time and temperature
eyeling, frequency drift will render negative traps useless.

Cascadability is another significant concern. Finite return loss
and non-zero insertion loss limit the number of single channel nega-
tive traps which can be casecaded. As the number of services to be
secured increases, the negative trap decreases in appeal. Moreover, a
change in a channel line-up requires a significant investment in hard-
ware and manpower in this scenario.

Recently, a new type of negative trap has been introduced.
The dynamic negative trap consists of a notch filter that is designed
to be modulated with respect to frequency. The noteh is centered
about the pieture earrier but is deviated slightly from side to side.
The television channel is rendered unuseable by the introduction of
unwanted amplitude and phase modulation on the picture carrier.
This technique requires a notch depth significantly less than that of
static negative traps (typically 40 dB). Additionally, the intentionally
introduced frequency modulation reduces somewhat the requirement
for frequeney stability.

The dynamic negative trap, however, has several disadvan-

" tages. A power source is required in order to accomplish the fre-

quency modulation. More significant is the parasitic modulation that
this technique produces on the adjacent television channels.

Positive trap systems also utilize a narrow band-rejection
noteh filter. However, unlike negative trap systems which are used to
attenuate or trap a premium channel transmission, the noteh filter is
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used to restore the premium television channel. In this scenario, an
interfering signal is placed inside the premium television channel at
the cable television headend. This interfering signal is then removed
at the subscriber's dwelling by use of the notch filter. Ideally this
noteh filter removes only the interference without removing a signifi-
cant amount of television information.

The positive trap technique is seen as having several advan-
tages by the cable television system operator. It is considered advan-
tageous to have the interference present in the secured channels on
the cable television distribution plant (unlike the negative trap system
in which the channels to be secured are "in the clear" on the distribu-
tion plant). It is very attractive from a financial standpoint to
require subseriber hardware only at those locations where a subscriber
wishes to receive a secure service. Thus, any capital investment is
associated with a point of revenue generation.

The conventional embodiment of the positive trap system uti-
lizes L-C noteh filters to remove the interfering signal. These L-C
noteh filters suffer from the same limitations as do L-C negative
traps discussed above. Consequently, L-C based positive traps are
limited to the lower end of the cable television spectrum. Quality Q@
and shape factors have also restriéted the number of locations for the
interfering signal within the television channel.

The location for the interfering signal in the conventional
embodiment of the positive trap system is midway between the pic-
ture carrier and sound carrier. The energy density (and hence infor-
mation density) in this area of the spectrum is relaﬁvely low. One
reason this location was chosen was that it minimized the impaect of
any television information removed along with the interfering signal
by the notch filter, and thereby improved the quality of the recovered
television signal. It would be expected that the jamming carrier
would normally have minimal effect on the adjacent channel televi-
sion picture unless a television has unusually poor rejection 2.25 MHz
above the picture carrier. The jammer does add another carrier
which the tuner will have to contend with, which might cause some

degradation in a marginally overloaded case.
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Despite this location, the quality Q and shape factor limita-
tions of conventional L-C positive traps do remove a significant
amount of useful television information. The result is a noticeable
usoftening” of the television picture as a result of attenuation of high
frequeney information. Predistortion at the headend can improve this
performance bi.lt falls far short of being able to correct it completely.

| This location for the interfering signal also facilitates the job of the

video pirate. This pirate can easily tolerate a degraded signal and
hence can recover a useable picture using techniques easily available
(such as the classie twin lead quarter wave stub with an aluminum foil
slider for the fine tuning). Also, positive trap systems require a
higher per premium channel cost than a negative trap system.

Parallel to developments of different types of trapping or jam-
ming systems, the cable industry has also evidenced a requirement to
move a converter or desecrambler outside of a subscriber's home to a
location which is more secure from signal piracy. For example, an
addressable tap system was developed by Scientific Atlanta in 1983 or
1984 in which an off-premises "tap", addressed by a headband control
system, gates a premium channel into the subseriber's premises.
However, such products did not prove to be viable alternatives to
inside-the-home signal deserambler/eonverters.

A relatively recent technique for premium channel control is
the interdiction system, so-called because of the introduction of an
interfering signal at the subseriber's loeation. Most embodiments con-
sist of a pole-mounted enclosure located outside the subseriber's
premises designed to serve four or more subscribers. This enclosure
contains at least one mieroprocessor controlled oscillator and switch
control electronies to secure several television channels. Control is
accomplished by injecting an interfering or jamming signal into unau-
thorized channels from this pole-mounted enclosure.

For efficiency's sake, it is known to utilize one oscillator to
jam several premium'television channels. This technique not only
reduces the amount of hardware required, but also maximizes the
system flexibility. The oseillator output jamming signal frequency is

periodically moved from channel to channel. Consequently, the
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oseillator is frequency agile and hops from jamming one premium
channel frequency to the next.

One such system is known from U.S. 4,450,481 in which a single
frequency agile oscillator provides a hopping gain-controlled jamming
signal output to four high frequency electronic switches. In this
known system, each switch is associated with one subscriber drop.
Under microprocessor control and depending on which subseribers are
authorized to receive transmitted premium programming, the micro-
processor selectively gates the jamming signal output of the single
oscillator via the switches into the path of the incoming broadband
television signal to each subseriber. Consequently, an unauthorized
subscriber upon tuning to a premium channel will receive the pre-
mium channel on which a jamming signal at approximately the same
frequency has been superimposed.

In the known system, it is indieated that sixteen channels may
be jammed by a single voltage controlled frequency agile oscillator.
With respect to one premium channel, this translates to a situation in
which the jamming signal ean only be present one sixteenth of the
time or an approximately 6% jamming interval. The rate of hopping
is also indicated at 100 bursts per second of jamming signal at a par-
ticular frequency or a 100 hertz hopping rate. Consequently, the
effectiveness of the jamming signal is questionable.

Cable television ehannels and, of course, premium service may
extend over a wide range of frequencies, for example, from 100 to
350 megahertz. In the known system, the single oscillator provided
must be frequency agile over a wide range. It is further recognized
that the jamming signal output of the single oscillator must be within
a range of 100-500 KHz above or below the video carrier frequency.
Consequently, a synthesizer having an internal reference is provided
to assure the reasonable accuracy of the jamming signal output of the
oscillator to a tolerable 100-500 KHz band above or below the video
carrier.

It is indicated that the jamming signal is at a high relative
power and is gain controlled to exceed the amplitude of the video
carrier by 5 to 20 dB. Because of the high output power relative to
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the premium channel video earrier power and the difficulty of pre-
cisely jamming the premium channel frequency, such an interdiction
system leaves considerable opportunity for improvement. Because
the oscillator is frequency hopping, its spectrum tends to spread out
around the picture carrier, generating a slightly different situation as
far as the required adjacent channel rejection characteristics of the
television signal are concerned.

Jamming osecillators usually operate near the picture carrier
frequency of the television signal and preferably at an amplitude near
the amplitude of the television signal. Should the amplitude of a jam-
ming oscillator be too low with respect to the amplitude of the pic-
ture carrier, inadequate jamming of the channel may occur resulting
in a recoverable picture by the subseriber. On the other hand, should
the amplitude of a jamming oscillator be too high with respect to the
amplitude of the picture carrier, artifacts may be generated in unse-
cured adjacent television channels. Such is also the case when the
frequency of a jamming oscillator varies from the picture carrier
frequeney of a channel to be jammed.

It is important that an interdiction system jamming signal fre-
quency be placed as close as possible to the picture carrier frequency.
Otherwise, adjacent channel artifacts or incomplete jamming will
result. In the known system, the jamming signal is intentionally
placed below the video ecarrier and consequently approximate to an
adjacent channel produeing adjacent channel artifacts.

It is also important that a variable frequency oscillator in an
interdiction system hop between frequencies quickly and accurately
with little harmonic frequency effects. Otherwise, adjacent channel
artifacts or incomplete jamming will result. Furthermore, by using
only one jamming oseillator only a limited, small number of channels
may be jammed. The known system uses a conventional voltage con-
trolled oscillator controlled by conventional frequeney control tech-
niques. Furthermore, in the known system, a maximum six percent
jamming interval results when sixteen premium channels are jammed
by the single oscillator at a relatively slow rate of frequency hopping.

-
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In such a system, the result depth of jamming for an unauthorized
premium channel is unsatisfactory.

Additionally, it is important in an interdiction system that the
jamming signal be properly matched in gain with the level of an inter-
dieted channel. Furthermore, it is important that gain of a jamming
oscillator match the level of an interdicted channel not only to
compensate for drifts in the components due to temperature varia-
tions and seasonal weather changes but to compensate for level varia-
tions due to its loeation in a television distribution plant and to com-
pensate for tilt due to imperfect gain requirements of a distribution
cable over the frequency spectrum. Otherwise, adjacent channel
artifacts or incomplete jamming will result. In the known system,
conventional gain sensing and control circuits are used for gain con-
trol to compensate only for the simplest of variations.

Consequently, prior to the present invention, the need
remained for an interdiction system capable of accurately jamming a
broad speetrum of frequencies such that a large number channels may
be jammed in a cost effective manner without the problems of har-
monic effeets, adjacent channel artifacts or incomplete jamming.
The present invention solves the above-mentioned problems and pro-
vides an interdiction system with improved jamming oscillator
designs, improved gain control techniques and improved frequency
control techniques not heretofore possible.

SUMMARY OF THE INVENTION
It is an object of the present invention to provide an efficient,

cost-effective interdiction system.

It is a further object of the present invention to provide a sin-
gle jamming oscillator that can jam a large number of channels.

It is a further object of the present invention to provide
improved gain control of oscillators for providing an interdiction
signal.

It is a further objeet of the present invention to provide
improved frequency control of oscillators for providing an interdic-

tion signal.
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It is a further object of the present invention to provide self
frequency calibration for variable frequency oscillators. ,

It is a further object of the present invention to provide self
attenuation calibration for a variable attenuator attenuating a jam-
ming signal for a proper gain match with the broadband signal.

It is a further object of the present invention to provide a
heterodyned jamming oscillator with a broad range of variable fre-
quencies and with low harmonic frequency effects.

It is a further object of the present invention to provide a
heterodyned jamming oscillator with gain control using a channel of
the broadband signal as a basis for deriving a jamming signal having a
proper gain match with the broadband signal.

An off-premises cable television interdiction system provides a
microprocessor controller for controlling and switching one or more
variable frequency voltage controlled oscillators. Each variable fre-

' quency oscillator selectively jams only unauthorized premium pro-
gramming transmitted on particular channels of a broadband signal in -
the clear from a headend to a subscriber. The microprocessor con-
troller controls the variable frequency oscillator to hop between jam-
ming frequencies and jam particular channels under control from the
headend. A frequency calibration routine is executed periodiecally
upon power-up to determine gain parameters for each oseillator.

In accordance with the present invention, a heterodyned oscil-
lator is provided for the interdiction system which moves the fre-
quency of a variable oscillator out of the television band and mixes
the variable oseillator output with a fixed local oscillator output to
produce a jamming signal that falls in the television band. The
heterodyning technique of this oscillator permits a single jamming
oscillator to cover a much broader range of frequencies than a single
non-heterodyned jamming oscillator. Besides the benefit of using a
heterodyned jamming oscillator to cover a much broader range of
frequencies than a non-heterodyned oscillator, another benefit
derivéd from a heterodyned osecillator is that any harmonies of the
jamming oscillator and harmonies of the fixed local oscillator exist
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far above the CATV band. Therefore, minimal filtering will be neces-
sary to remove harmonic affects.

In accordance with a further embodiment of the invention, a
heterodyned oscillator with gain control is provided for the interdic-
tion system. This oseillator uses one channel of the broadband signal
as the jamming signal. A better gain match is thus achieved between
the jamming signal and the picture carrier. The one channel of the
broadband signal used as a jamming signal is separated out by mixing
in a mixer with a fixed frequency output of a local oscillator and by
filtering in a bandpass filter. The separated out channel is then mixed
with the output of one of the plurality of variable local oscillators for
interdietion to jam a premium television channel on a broadband sig-
nal. The frequeney of each variable local oscillator is adjusted to
determine the channel jammed. The gain controlled heterodyned
oscillator uses a filtered and mixed television channel to achieve a
match between the jamming signal and the picture carrier thus effec-
tively providing gain control. The filtered and mixed television signal
automatically tracks variations in level of the incoming broadband
signal. The gain control of the present invention eliminates the need
for any automatic gain control eircuits by mixing one of the channels
of a broadband signal and using it as a jamming signal.

In accordance with a still further embodiment of the present
invention, automatic gain control using a programmed microprocessor
is provided for controlling the attenuation of a variable attenuator.
The attenuation of a variable attenuator is controlled by the pro-
grammed microprocessor to attenuate the output of the jamming
oscillator so that the oscillator output is matehed with the magnitude
of the incoming broadband signal and combined for output to the sub-
seriber. This automatic gain control circuit senses the attenuated
output of the jamming oscillator and the broadband signal input at
both a low and high frequency using a low bandpass and a high
bandpass filter. The aftenuation of the output of the jamming oscilla-
tor is controlled as a function of the frequency output of the jamming
oscillator in accordance with a stored gain function determined during
an attenuation calibration mode. During the attenuation calibration
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mode, the attenuated output of the jamming oseillator is compared
with the sensed broadband high and low frequency signals to deter-
mine the gain funetion by interpolation between the sensed high fre-
quency and low freQuency' gains. The miecroprocessor used for fre-
quency calibration may also be employed for gain calibration and
control. Furthermore, control parameters can be downloaded to the
mieroprocessor via an addressed command from the headend to con-
trol frequency or gain calibration or to preprogram the stored gain
funetion.

The above-described types of gain control use the magnitude of
the broadband input signal as a reference for adjusting the magnitude
of the jamming signal so that the magnitude of the jamming signal
can be perfectly matched to the magnitude of the broadband input
signal for off-premises cable television interdiction. The above-
described types of gain control may be applied together in the same
system or in the alternative depending upon desired characteristics.
Each is capable of compensating for drifts of the jamming oscillator
gain with respect to the broadband signal magnitude caused by tem-
perature variations or seasonal weather changes. Furthermore, either
gain control type also automatically adjusts the gain of the jamming
signal with respect to a broadband input signal strength when placed
at any location in a television distribution plant.

These advantages and features of the present method and appa-
ratus for providing the improved interdiction system for selectively
jamming a plurality of channels on a broadband signal under control
from the headend will now be explained in the following detailed
deseription of the invention with reference to the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is an overall system block diagram showing the inher-
ent compatibility of the present interdiction apparatus with existent
cable television systems comprising premium channel scramblers,
addressable data transmitters, and subseriber converter/decoders.

Figure 2 is a bloek schematie diagram of an addressable com-
mon control circuit for the plurality of provided subseriber modules in

accordance with the present invention comprising a broadband signal
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tap, a microprocessor, a data receiver and decoder and an automatic
gain control circuit.

Figure 3 is a block schematic diagram of one subscriber module
comprising a microprocessor for selectively actuating and controlling
the output frequency provided by each of four voltage controlled
oscillators such that during a normal mode of operation sixteen pre-
mium channels may be jammed at a minimum twenty percent jam-
ming interval and, during a calibration mode, a feedback path is pro-
vided to the microprocessor through a programmable prescaler to
precisely establish jamming signal frequencies.

Figures 4(a) and 4(b) represent frequency plans for allocating
the broadband cable television spectrum among four or five separate
bands, each of which bands comprising a plurality of channels greater
than or equal to four but, of which plurality, only four channels may
be jammed at a 20% jamming interval.

Figure 5 is a detailed block schematic diagram of one embodi-
ment of a feedback loop structure for implementing the frequency
calibration mode of operation of the present invention.

Figure 6 is a block diagram of the voltage control word memory
in connection with the sequential provision of oseillator jamming fre-
quency signal outputs during a normal mode of operation.

Figure 7 is a timing diagram for the embodiment of Figure 3
during a normal mode of operation in which each interdiction control
signal is particularly depicted.

Figure 8 is a detailed block schematic diagram of one embodi-
ment of an oscillator for an interdiction system using heterodyning
techniques.

Figure 9 is a detailed block schematie diagram of one embodi-
ment of an oscillator for the interdiction system with gain control
using heterodyning techniques.

Figure 10 is a detailed block schematic diagram of one embodi-
ment of microprocessor-controlled automatic gain control for an

interdiction system.
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DETAILED DESCRIPTION OF THE INVENTION

Referring more particularly to Fig. 1, there is shown a general
block diagram of a cable television system employing the prineiples of
the present invention. By cable television system is intended all sys-
tems involving the transmission of television signals over a transmis-
sion medium (fiber optic cable or coaxial cable) toward remote loca-

tions. For example, a cable television system may comprise a com-
munity antenna television distribution system, a satellite signal distri-
bution system, a broadeast television system, a private cable distribu-
tion network, either industrial or educational, or other forms of such
systems. Each remote location of a television receiver may comprise
the location of a particular subseriber to a subseription television
service, plural subseribers, single subseribers having plural television
receivers or private loeations in a private cable distribution network.
Consequently, the term subseriber, when used in this application and
the claims, refers to either a private subseriber or a commercial user
of the cable television system. Headend 100 as used in the present
application and claims is defined as the connecting point to a serving
cable or trunk 110 for distributing television channels over feeder line
112 to drop 115 and finally to subscriber locations. For reference
purposes, an Electronic Industries Association (E.I.A.) standard cable
television frequency allocation scheme is employed and referred to
herein; however, by means of the following disclosure of the present
invention, one may apply the principles to other known standards or
non-standard frequency allocations. Furthermore, a National Televi-
sion Subcommittee (N.T.S.C.) standard composite television signal at
baseband is generally considered in the following deseription; how-
ever, the principles of the present invention apply equally to other
standard and non-standard baseband television signal formats.
Headend 100 comprises a source of television programming
101. Television program source 101 may be a satellite television
receiver output, a program produced by a television studio, program
material received over a mierowave or broadecast television link, a
cable television link output, or any other source of television pro-
gramming consistent with the present invention. The program source
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material need not be limited to conventional television but may com-
prise teletext, videotext, program audio, utility data, or other forms
of communication to be delivered to a remote location over the serv-
ing cable or trunk line 110 and subsequently over feeder line 112 and
drop line 113.

Conventionally, trunk line 110, feeder line 112, and drop line
115 are constructed of coaxial cable. For higher performance, any
one of these lines could be a fiber optic cable. Preferably, due to the
cost of the installation and the need for a high quality initial trans-
mission from headend 100, trunk line 110 is typically the only line
constructed of fiber optic cable.

Program material provided by source 101 may be premium or
otherwise restricted or desirably secured from receipt at unauthorized
receiver locations. To this end, each channel or program to be
secured is generally serambled by serambler 102 provided at headend
100. By the use of the term premium channel or premium program-
ming in the present application and claims is intended a channel or
program which is desired to be secured from unauthorized recept
either because of its premium or restricted status.

Normally, all premium programming in known cable television
systems is serambled. However, in accordance with the present
invention, premium programming is transmitted in the clear, and
interdietion is applied at off-premises interdiction apparatus 130 to
jam reception of unauthorized premium programming.

Consequently, during a transition period in which headend 100
provides scrambled television programming as well as premium pro-
graming in the clear, a scrambler 102 will be provided so long as
converter/decoders 150 are provided to subseribers for unscrambling
serambled program transmission. In certain instances, converter/
decoders 150 may be entirely replaced by interdiction apparatus 130
of the present invention.

 Also, at the headend, there is normally an addressable data
transmitter 103 for transmitting global commands and data to all sub-
seribers or addressed communications for reception by a unique sub-
seriber. Such data transmission may be conducted over a separate
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data carrier from the cable television speetrum, for example, at 108.2
megahertz. It may also be transmitted over an unused default channel
from the television spectrum. Global commands generally take the
form of operation code and data while addressed ecommunications fur-
ther comprise the unique address of a particular subseriber.

In another alternative embodiment, sueh communications may
take the form of in band signals sent with a television channel super-
imposed upon an audio carrier during, for example, the vertical inter-
val of the video signal. Such data communications further complicate
data reception at intervention apparatus 130 in accordance with the
present invention and are desirably eliminated. However, in band
signaling is sometimes required for the operation of certain
converter/decoders 150 known in the art.

Consequently, headend 100, cable television serving cable or
trunk line 110, and converter/decoders 150 and television receivers
170 at a typical subseriber premises 181 comprise a typical known
cable television system. Channel program or authorization data is
transmitted via an addressable data transmitter 103 over a trunk line
110 on feeder line 112. At a pole 120 or from a pedestal 140 at under-
ground cable locations, the serving signal is dropped via drop 115 to a
subscriber location. Drop 115 is connected to a conventional
converter/decoder 150 which serves several functions. Responsive to
an addressed communication from headend transmitter 103, channel
or program authorization data is updated in an authorization memory
if the address associated with the addressed communication matches a
unique address of the subseriber decoder 150. For example, the sub-
seriber address may comprise a plurality of bits over and above the
actual number of subseribers in a system, additional bits insuring the
security of the address. The premium channel or program is then
stored in the authorization memory of the converter/decoder 150.
Television programming is normally converted to an otherwise unused
channel such as channel 3 or 4 of the television spectrum by a con-
verter portion of converter/decoder 150. Its premium status is
checked against the data stored in authorization memory. If the
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programming is authorized, the decoder portion of the
converter/decoder is enabled to decode authorized scrambled pre-
mium programming.

The provided television receiver may be a conventional televi-
sion receiver 170 or may be a so-called cable ready television receiver
171. Because of the advent of cable ready television receivers 171,
there is no longer a requirement at a subscriber premises 181 for the
converter portion of the converter/decoder 150 as a converter is built '
into such television receivers.

In accordance with a cable television system provided with
interdiction apparatus 130 of the present invention, a housing is
mounted on a strand supporting cable 112, to a pole 120, or provided
via a pedestal 140. Inside the housing is common control circuitry for
tapping into the broadband television and data transmission spectrum.
Referring to the first pole 120 from the left of Fig. 1, there is shown
a strand-mounted apparatus serving two drop 115 to subscribers.
Altogether, four subseribers and up to four drops 115 may be served by
interdiction apparatus 130. Besides the common control cireuitry,
four plug-in subscriber modules may be provided for one housing.
Also, if desired, additional serviees may be provided via other plug-in
units of the housing such as impulse pay-per-view, subscriber polling
involving two-way data communication, meter reading, energy man-
agement or other services. _

Desirably, all equipment 161 may be removed from the sub-
seriber premises 182. However, for the provision of additional serv-
ices, some on-premises equipment may be unavoidable. For purposes
of this description, premises 182 will be assumed to include at least
‘one non-cable ready conventional television receiver 170. Conse-
quently, subseriber equipment 161 must at least comprise a tunable
converter for converting a received cable television channel to an
unused channel such as channel 3 or 4 for reception on conventional
television receiver 170.

Power for interdiction apparatus 130 may be provided over the
cable from the headend 100 or be provided via the subsecriber drop 115
or by a combination of such means. Foreseeably, power may be even
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provided by rechargeable means such as solar cells or other external
or replaceable internal sources such as batteries. Consequently, sub-
seriber equipment 161 may also comprise a source of power for inter-
dietion apparatus 130.

| Interdiction apparatus 130 may be secured in a tamper-resist-
ant housing or otherwise secured such as in a locked equipment closet
of an apartment complex. If located in a place exposed to the ele-
ments, the housing should be water-tight. Also, the housing should be
designed to preclude radio frequency leakage.

At premises 183, the subseriber is presumed to have a cable
ready television receiver 171. Consequently, subseriber unit 162 may
be entirely eliminated or comprise simply a power feed to interdiction
apparatus 130.

Premises 184 pictorially represents a subseriber location served
by an underground cable 110 via a plurality of pedestals 140, in which
cable distribution amplification and branching equipment and drops
115 are normally provided. In accordance with the present invention,
pedestal 140 may comprise an off-premises housing for interdietion
apparatus 130. Subscriber equipment 162 may comprise a converter,
an additional service device and a power unit as described in refer-
ence to subseriber equipment 161 or nothing at all as deseribed in
reference to subseriber equipment 162.

Interdietion apparatus 130 is uniquely addressable by headend
100 just as is converter/decoder 150. If two bits of a plural bit unique
subseriber address are assoeciated with uniquely identifying one plug-in
slot for one of four subseriber modules, common control circuitry may
be uniquely addressed with remaining address data not used to secure
the data communication. Just as premium programming is transmit-
ted in the clear and since no data communication is necessarily
required with a subseriber premises, a subscriber address need not be
transmitted in a secure form in accordance with the prineciples of the
present invention. Nevertheless, address security may be desirable so
long as convérter/decoders 150 or other unique address requisite
equipment is provided at a premises.
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Interdietion apparatus 130 comprises addressable common con-
trol cireuitry and up to four plug-in subscriber modules. Upon receipt
of subseriber specific premium program or channel authorization
data, the data are stored at interdiction apparatus 130. Interdiction
apparatus 130 further may comprise automatic gain control eireuitry
of the common control cireuitry. Alternative gain control arrange-
ments will be described subsequently herein with reference to Figs. 9
and 10. Channel interdiction eircuitry associated with each sub-
seriber module jams unauthorized premium programming dropped via
a particular drop 115 to a particular subseriber. Consequently, inter-
diction apparatus 130 is reasonably compatible with addressable
authorization data transmission known in the art. No serambling of
premium channels (and no resulting artifacts) is necessary or desir-
able. Furthermore, no additional forms of service security are neces-
sary such as channel eneryption, in-band channel or tier verification
or other security measures. The would-be service pirate must
attempt to remove a particular pseudo-randomly times jamming signal
placed at a varying frequency or seek to tamper with the off-premises
apparatus 130 or derive a signal from shielded and bonded cable 110
which should likewise be maintained secure from radio frequency
leakage.

The common control cireuitry of interdietion apparatus 130
will now be described by means of the block diagram Fig. 2 for serving
four subseriber modules in aceordance with the block diagram Fig. 3.
Referring particularly to Fig. 2, a feeder cable 110 is shown entering
interdiction apparatus 130 at FEEDER IN and leaving at FEEDER
OUT. Power PWR may be provided via the feeder cable by means of a
subseriber drop or locally by internal or external means. Depending
on the source of power PWR, input power may be of alternating or
direet current.

A directional coupler 210 which may be in the form of a plug-
in module taps into the broadband serving cable 110. A broadband of
radio frequency signals is thus output to highpass filter 220. Highpass
filter 220 passes a band of frequencies comprising at least the data
carrier frequency or frequencies (in a bi-directional application) and
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the cable television channel spectrum. Referring briefly to Fig. 4(b),
the cable television speetrum may comprise a frequency band from
about 54 MHz to 350 MHz.

A common automatie gain control cireuit as diselosed in Fig. 2
comprises variable attenuator 230, RF amplifier 233, directional cou-
pler 232, and AGC control ecircuit 231. This automatic gain control
circuit appropriately regulates the broadband RF signal power to fall
within established limits.

Also connected to directional coupler 232 is a data receiver 240
for receiving data from the addressable data transmitter 103 located
at headend 100. Data receiver 240 receives data transmitted, for
example, over a data carrier of 108.2 megahertz and provides unpro-
cessed data to data decoder 250. In accordance with an established
protocol, such data may be in the form of an operation code, a sub-
seriber unique address and associated data. Data decoder 250 pro-
'cesses the data and provides the separately transmitted data to
microprocessor 260 for further interpretation in accordance with a
built-in algorithm. Microprocessor 260 is most efficiently chosen to
alleviate as many responsibilities from any microprocessor provided
for an individual subseriber module and so is most conveniently an
eight bit microprocessor having eight kilobytes of internal code such
as a Motorola 68HC05CS.

Received data may be stored in uninterruptable memory 270 by
microprocessor 260. Data may be temporarily stored in memory 270
‘or more permanently stored and subsequently downloaded when
needed to a subseriber module via a serial peripheral interface bus
connecting mieroprocessor 260 with separate mieroprocessors associ-
ated with each provided subseriber module.

' Microprocessor 260 consequently interprets both global com-
munications addressed to common control cireuitry or ecommunica-
tions addressed to unique subscriber modules. If appropriate, micro-
processor 260 ignores global or addressed communications to other
interdiction apparatus 130 or to- converter/decoders 150 (Fig. 1).
EXam‘ples of global communications peculiar to interdiction apparatus
130 are premium channel frequency data and jamming factor data for
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each premium channel or channel over which premium programming
at a particular point in time is provided via headend 100. Examples of
addressed communications include communications comprising pre-
mium channel or programming authorization information or communi-
cations instructing the common control circuitry to deny or provide
service to a partiecular subseriber.

If two way services over the serving cable are anticipated, a
data transmitter (not shown) must be provided in the common control
cireuitry of Fig. 2 or a separate telephone link from the subseriber
loeation to the headend may be provided. Serial peripheral interface
bus 290 may be a two way communications link by way of which link
mieroproeessors 300 (Fig. 3) associated with subscriber modules may,
at least, provide status reports to microprocessor 260 upon inquiry.

Radio frequency splitter 280 provides broadband radio fre-
quency signals comprising at least the cable television service spec-
trum of Figs. 4(a) and 4(b) separately to each subseriber module that is
provided.

If a reverse path is required for special additional services, a
signal combiner (not shown) of a plug-in special service module may
be provided for receiving communications from each of the four sub-
seriber modules in an opposite manner to splitter 280. Certain data
may be transmitted back toward the headend via the special service
plug-in module (also, not shown) associated with the additional special
service.

Referring more particularly to Fig. 3, there is shown an overall
bloek schematie diagram of a subseriber module in accordance with
the present invention. A microprocessor 300 is associated with a par-
ticular subseriber module and communicates with microprocessor 260
of Fig. 2 over a serial peripheral interface bus. Microprocessor 300
may comprise an eight bit microprocessor equipped with only two
kilobytes of code, this microprocessor being relieved of overall con-
trol responsibilities by microprocessor 300. Consequently, micropro-
cessor 300 may conveniently comprise a Motorola 68HC05C3 micro-

processor or similar unit.
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A reverse path may be provided via a lowpass filter 392 to a
special service module (not shown in Fig. 2) of common control cir-
cuitry as deseribed in Fig. 2 from a corresponding special service
module on the subseriber premises. Such a reverse path is completed
to the subscriber via terminal OS. Also, power may be transmitted up
the subscriber drop to the module of Fig. 3 and withdrawn at terminal
0s.

The broadband radio frequency television spectrum signal from
Fig. 2 is provided to terminal IS. Referring to the path connecting
terminal IS to terminal OS, there are connected in series a service
denying switeh 389, an amplifier 387, a jamming signal combiner 384,
and a high pass filter 391. Service denying switch 389 is under control
of microprocessor 300. In the event of an addressed communication

-from headend 100 indicating, for example, that a subseriber is to be
denied service for non-payment of a bill, service denying switch 389
may be opened. In addition, a high frequeney amplifier 387 may be
powered down under control of mieroprocessor 387 whenever service
is to be denied. Otherwise, amplifier 387 may be set at discrete gain
levels, under microprocessor control, to provide supplemental gain to
the broadband television signal if a subseriber has a plurality of tele-
vision receivers over and above a nominal amount.

Jamming signals are interdicted at directional combiner 385
-under mieroprocessor control. Because of the directional characteris-
tic of amplifier 387, jamming signals eannot inadvertently reach the
common control cireuitry of Fig. 2 or the serving cable 110. Jamming
signals are interdicted at a level approximately within a range of -2.5
db to +6.5 db or +2dB nominal of the video carrier power level of the
unauthorized premium channel frequency to be jammed. They are
most conveniently interdicted for video carrier jamming approxi-
mately within a range of frequencies extending from the video carrier
to +250 kilohertz above the video carrier toward the audio carrier of
the channel to be jammed. [n accordance with the present interdic-
tion apparatus, the frequency is selectable by the headend 100 and so
may be chosen to jam the audio carrier at a frequency closer to that

_carrier if desired. Also, the power level of the jamming signal may be
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varied via global data transmissions if, for example, audio carrier
jamming is desired. Such interdiction on a per channel basis between
the video and audio carriers minimizes adjacent channel artifacts.

Highpass filter 391 prevents any return path signals from
reaching combiner 385 and passes the broadband spectrum including
any jamming signals toward terminal OS. Reverse path signals, for
example in this embodiment, if present, may be radio frequency sig-
nals below 100 megahertz. The broadband television spectrum is pre-
sumed to be in the 100-350 megahertz range consistent with Fig. 4.
However, interdiction of premium channel viewing may be allocated
anywhere desired within a broader or discontinuous cable television
speetrum to be jammed. Consequently, filters 391 and 392 are
designed in accordance with this or similarly selected design criteria
to block or pass broadband television or reverse path signals as
required.

Microprocessor 300 controls four (or five if necessary) voltage
controlled oscillators 341-344, each of which oseillators jams premium
channel frequencies within an allocated continuous range of frequen-
cies. Sinece premium programming may be transmitted anywhere in
the cable television spectrum, the sum of all such allocated portions
comprises the entire television spectrum to be jammed (even where
non-premium channels are normally transmitted). ‘In accordance with
the present invention, the television spectrum to be jammed may
comprise discontinuous portions or intentionally overlapping portions.

Referring briefly to Fig. 4(a), the spectrum allocation to the
plurality of four voltage controlled oscillators in one embodiment will
be discussed in view of certain principles. Five voltage controlled
oscillators can alternatively be used in another embodiment as shown
in Fig. 4(b). In Fig. 4(b), a fifth low band osecillator may be provided if
premium service is transmitted over normally non-premium channels
sueh as channels 2-13. Firstly, with reference to Fig. 4(a), it is desir-
able to eliminate jamming signal harmonic interference to authorized
channels within the allocated band. For example, a harmonie of a
relatively low frequency signal, for example, 100 MHz can interfere
with a channel at a harmonic of this frequency in the upper part of



WO 90/06656 ) PCT/US89/05357

_24-

the cable television spectrum. In other words, the allocated band
should be limited for an oscillator to fall within one third of an
octave, and, consequently all frequeney harmonies may be blocked by
filters 351, 352, 353 and 354 associated with each oscillator. Oseilla-
tor 341 denoted OSC 1, for example, is active in a band extending
from 126 to 158 megahertz while filter 35i will bloek harmonies
above the included channels 15-20 of the midband.’

Cable headend service providers tend to select premium chan-
nel allocations in the midband range covering channels 15-22. Conse-
quently, the band of oscillator 342, for example, may be selected to
overlap the band allocated to oscillator 341.

In order to achieve a jamming interval of 20%, each oscillator
may be restricted to jamming only four premium channels. As will be
described in connection with a discussion of Figs. 5, 6, and 7, jamming
depth may be automatically increased for a particular subseriber
dependent upon the subsecriber's level of service. Also, by allocating
an overlap of bands as between first and second oscillators 341 and
342, for example, all eight channels of the midband may be jammed by
means of the present interdiction apparatus leaving two channels of
the highband whieh still may be jammed via oscillator 342. Conse-
quently, aceording to Fig. 4, oscillator OSC1 may jam four of the six
allocated channel frequencies of the midband while oseillator OSC2
may jam an overlapping band comprising channels 19-22 of the
midband and channels 7-10 of the highband. The range of jamming
signal frequéncies for oscillator OSC2 is selected within the range of
150-194 megahertz consistent with the desirable elimination of har-
monie interference.

Consistent with these design principles, no band overlap is
shown for oscillator OSC3 or oscillator OSC4. Nevertheless, the
respective frequency ranges of 198-254 megahertz and 258-326 mega-
hertz of these oscillators eliminate any danger of harmonic interfer-
ence. Low pass filters 353 and 354 cut off harmonic frequencies
above the upper limits of these respective ranges. Oscillator OSC3
provides jamming signals for jamming four premium channels seleeted
from channels 11-13 of the highband and channels 23-29 of the
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superband. Eight premium channels may be jammed at a reduced jam-
ming factor of these ten channels. Oscillator OSC4 is provided for
jamming from channel 30 in the superband to channel 41 extending
into the hyperband. Four channels of these twelve may be jammed at
a 20% jamming interval; however, eight may be jammed at a reduced
jamming f actor. 7

Additionally, the fifth oscillator may be desired to cover an
additional band of normally non-premium channels such as lowband
channels 2 through 6 from 54 MHz to 88 MHz. The lower frequency
oscillator would be more limited as to the number of channels it could
jam (4 of 4 channels) than the high frequency oscillator (4 to 13 of 13
channels). Alternatively, four oscillators can be used wherein only
four of the five portions illustrated in Fig, 4(b) are selected. In any
event, more than five oscillators is also clearly possible covering addi-
tional portions beyond those in Fig. 4(b) up to about 600 MHz.

Microprocessor 300 is connected by a bus system to memory
and buffer circuits comprising RAM's 311 and 312 and buffer 310.
Microprocessor 300 operates at a clock frequency of, for example,
four megahertz provided by cloek 336. Counter 335 is shown as a
separate element; however, counter 335 is provided essentially for
counting the output frequencies of jamming oscillators 341-344 during
a frequency calibration made of operation and so may comprise an
element of microprocessor 300.

Mieroprocessor 300 is also connected to digital to analog con-
verter 320. During a normal mode of operation, digital to analog con-
verter 320 converts a ten bit voitage control word to analog voltage
outputs which are, in turn, provided to analog multiplexer 330. The
analog voltage outputs of the analog multiplexer 330 are stored and
held at sample and hold circuits 337-340 for application to oscillators
341-344. Via a two bit parallel select bus, analog voltage signal out-
puts are periodically gated by analog multiplexer 330 over leads FREQ
1-4 toward the osecillators 341-344. In accordance with the principles
of the present invention, these signals may be provided in a
pseudorandom sequence to thwart pirating attempts as will be
deseribed in reference to Fig. 6.
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Microprocessor 300 is connected to each oscillator 341-344 via
respective oscillator power lines OPWR1-4 for actuating the oscilla-
tors. Each oscillator may be powered down during a normal mode of
opefation if a subseriber is authorized to receive all channels within
its allocated band at one point in time. Furthermore, during a cali-
bration mode, one oscillator may be powered up for calibration while
all other oscillators are powered down.

Microprocessor 300 is further connected to four high frequency
PIN diode switches 361-364. During a normal mode of operation,
these switches are selectively opened for a brief interval for, for
example, sixteen microseconds while an associated oseillator changes
or hops from one jamming signal frequency output to another. Never-
theless, assuming four channel jamming by a particular oscillator at a
jam factor of four, a four thousand hertz frequency hopping rate is
easily achievable via these PIN diode switches.

Also connected to the outputs of each oseillator are associated
low pass filters which serve to cut off all harmonics of jamming signal
frequency outputs. These low pass filters may be connected either to
the inputs or to the outputs of switches 361-364 although connection
in series between its associated oscillator and high frequency switch
is shown in Fig. 3.

The jamming signal outputs of all four oscillators are combined
at signal combiner 365. From signal combiner 365, the combined out-
put is directionally coupled by coupler 370 to programmable prescaler
375 and to signal attenuator 380.

Programmable prescaler 375 is only powered via lead PREPWR
when required during a calibration mode. In accordance with a pro-
grammable divide-by factor, a divided down output frequency is pro-
vided to microprocessor 300 for counting. When powered down, no
output signal results.

During a normal mode of operation, the combined jamming
signal output of attenuator 380 are combined at directional coupler
385 with the passed incoming broadband television signal from the
common control circuit of Fig. 2. As the subseriber is presumed to
have paid their bill, switech 389 and amplifier 387 are assumed to be
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powered. As a result of the combining of jamming signals with the
broadband spectrum (thus far transmitted in the clear), the subscriber
will only receive in the clear premium or restricted programming
which the subseriber is authorized to receive.

Referring more particularly to Fig. 5, there is shown a block
schematic diagram of one embodiment of a feedback loop useful in
describing the frequency calibration mode of operation. The fre-
queney calibration mode, oceupying a fraction of a second, assures
relatively stable operation during a normal mode of operation. Fur-
thermore, because of the frequency calibration mode, there is no
requirement for the application of slow conventional frequency lock-
ing techniques and a high operation frequency hopping rate of four
thousand hertz may be achieved during the normal mode of operation.
The embodiment shows the calibration of one particular oscillator
OSC. The depicted loop indicates an application specific integrated
circuit ASIC connected to subscriber module microprocessor 300.
This cireuit ASIC may be clocked at twice the miecroprocessor rate
and comprise the previously discussed voltage control word memory
RAM as well as programmable prescaler 375. A word adjust and
select bus 501 is shown which may separately access and adjust all
voltage control words in voltage control word memory RAM. When
addressed, the voltage control word memory is connected via bus 511
to digital-to-analog converter 320. Digital-to-analog converter 320 is
connected via sample and hold circuit SH to oscillator OSC to which
power is applied under microprocessor control via lead OPWR. Via
directional coupler 370, the jamming signal output of oscillator OSC is
fed back toward mieroprocessor 300. At fixed prescaler 376, the high
frequeney output is divided down by a fixed divide-by factor. The
divided down jamming frequency output is then output to programma-
ble prescaler 375. Programmable prescaler 375 is under control of
microprocessor 300. Responsive to premium channel frequency data
transmitted from the headend to microprocessor 260 of Fig. 2, micro-
processor 260 in turn generates divide by factor and time between
count data for transmittal to microprocessor 300 via the serial
peripheral interface bus (Figs. 2 and 3). Microprocessor 300 programs
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the divide by factor of programmable prescaler 375 via lead 502 and
receives a countable frequency output of programmable prescaler 375
via lead 503. Miecroprocessor 300 then counts the output at included
counter 335.

The provision of application specific integrated eircuit ASIC
assists in miniaturizing the subscriber module of Fig. 3 and relieves
the outboard memory requirements of mieroprocessor 300. On the
other hand, the provision of a limited voltage econtrol word memory in
circuit ASIC may restrict the opportunity of microprocessor 300 to
reallocate addressable slots to other oscillators when one oscillator is
powered down as will be described in greater detail in reference to
Fig. 6. The provision of a second or fixed prescaler in comparison
with the single programmable prescaler shown in Fig. 3 is desirable if
the frequency range of the television spectrum to be jammed extends
into the hyperband.

Referring now to Fig. 6, there is shown one embodiment of a
voltage control word memory having sixty-four memory locations
with addresses 1-64. At every fourth memory loeation 1, 5, 9 and so
on is located a voltage control word associated with a first oseillator.
For the convenience of establishing a convention for diseussion,
f10. . .F1E will be assumed to refer to sixteen frequency control
words for a first osecillator OSC1 and are numbered in hexadecimal
notation from O-E. As indicated above in reference to circuit ASIC
memory requirements, the sixteen memory slots may be permanently
associated with oseillator OSC1; however, such a design choice limits
the freedom of reallocating voltage control words to other oscillators.

Voltage control words are entered into voltage control word
memory for each oscillator in sequence provided the osecillator will be
applied for jamming. First, it will be assumed that all four oscillators
will be applied, each for jamming four premium channels. As will be
seen, this is a simplified assumption which assumes a subseriber is
authorized to receive no premium channels and, furthermore, it will
be assumed that all premium channels are to be jammed at the same
jam faetor four.
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In this example, sixteen voltage control words will be entered
in memory for each oscillator, four of which control words may be the
same, each four similar control words being related to one premium
channel frequency to be jammed. Thus, four groups of four similar
control words are entered into sixteen memory locations 1, 5, 9,
13. . .61 for oscillator OSC1. These are indicated as f10 to f{1E. Ina
similar manner, sixteen voltage control words are entered into mem-
ory locations 2, 6, 10, 14. . .62 for oscillator OSC2. These are indi-
cated as £20. . .f2E. Then, sixteen voltage control words are entered
into memory locations 3, 7, 11, 15. . .63 for oscillator OSC3, indicated
as £30. . .f3E. Lastly, sixteen voltage control words are entered into
memory locations 4, 8, 12, 16. . .64 for oscillator OSC4, indicated as
f40. . .f4E.

The calibration algorithm for loading a first ten bit voltage
control word £10 into a first memory location 1 for a first oscillator
0SC1 will now be deseribed in some detail. From the down-loaded
frequency data from microprocessor 260, a first programmable divide-
by factor is transmitted via lead 502 to set programmable prescaler
375. All other oscillators OSC2-4 are powered down via leads
OPWR2-4, and oscillator OSC1 is poWered up via lead OPWR1 (shown
in Fig. 5 as oscillator OSC and lead OPWR respectively).

From the premium channel frequency data, a first ten bit
voltage control word f10 is stored in memory location 1 representing
a first best estimate of jamming frequency by mieroprocessor 300 via
bus 501. The word is transmitted to digital-to-analog converter 320
where it is converted to an analog voitage. The analog multiplexer
(not shown in Fig. 5) selects a lead FREQL from the multiplexer to
oscillator OSC1. Consequently, the analog voltage output of the dig-
ital to analog converter is provided to sample and hold cireuit SH or
337 for application to oscillator OSC1. Signal combiner 365 (not
shown in Fig. 5 for simplicity) only passes the jamming signal output
from oscillator OSC1 to directional coupler 370 because all other
oscillators OSC2-4 are powered down at this time. Via directional
coupler 370, the jamming signal output is provided to fixed prescaler
376. Fixed preséaler 376 divides down the output frequency of the
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oscillator OSC1 to a first frequency. According to the divide by fac-
tor loaded into programmable prescaler 375, the first frequency out-
put of fixed prescaler 376 is further divided down to a frequency
which may be counted by counter 335 of mieroprocessor 300. Recog-
nizing that the oseillator output frequency may be hundreds of mega-
hertz and the clock for microprocessor 300 runs at only four mega-
hertz, the frequency provided via lead 503 should be sufficiently
dividéd down to the counted with reasonable accuracy. Since the
fixed time between counts is known to microprocessor 300 having

" been downloaded from microprocessor 260, counter 335 counts the
frequency input on lead 503. The resulting count is compared with
the expected count and the microprocessor adjusts the control word
aecordingly. As a result, mieroprocessor 300 repeatedly enters the
algorithm until the voltage control word stored in memory as accu-
rately as possible reflects the premium channel frequency to be
jammed. Then, this process is repeated four times for four premium
channel frequencies to be jammed by the oscillator OSC.

During the process of loading the four premium channel fre-
quencies for a particular oscillator into the voltage control word
memory, there are two subordinate schemes by which the four voltage
control words for a single premium channel may be intentionally var-
ied. In a first subordinate scheme, via headend 100, four different
frequencies may be intentionally selected with references to one pre-
mium channel. Given a resolution of 50 kilohertz provided by the
least significant bit positions of a ten bit voltage control word, the
four different frequencies may be selected by headend 100 anywhere
within the 250 kilohertz range above the premium channel video car-
rier for most effective premium channel jamming. In a second subor-
dinate scheme mieroprocessor 300 may be programmed to intention-
ally vary the entered voltage control word to be at or about the
expected downloaded frequency, for example, at fifty kilohertz about
or below the expected frequeney. Consequently, if the headend
seleets only one frequency for a first premium channel, for example,
at 200 kilohertz above the video carrier, then voltage control words
will be entered into memory equivalent to video carrier plus 150
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kilohertz, 200 kilohertz and 250 kilohertz. Both subordinate schemes
thwart pirates attempting to notch out the jamming signal frequency
which is intentionally varied by these schemes.

Jamming factor is a term related to the loading of the sixteen
voltage control words into voltage control word memory for a partie-
ular oseillator. A jamming factor is selected for each premium chan-
nel and is globally transmitted from the headend. If four premium
channels are to be jammed by each of four oscillators OSC1-4 and all
are to be jammed at the same jamming interval, each haS a jamming
factor of four. If a subscriber subseribes to all four premium channels
associated with oscillator OSC1, then oscillator OSC1 may be powered
down and no voltage control words entered in memory during calibra-
tion for this oseillator. If a subseriber subscribes to two of the four
channels, the microprocessor may allocate the sixteen control words
for the first oseillator to the two unauthorized premium channel fre-
quencies to be jammed. Consequently, the microprocessor may allo-
cate eight control words each to jamming the two unauthorized pre-
mium channels thus automatically increasing the jamming interval or
depth of jamming based on the jamming factor and the given reduced
level of premium program authorization. Jamming factor may be
intentionally selected, for example, at a high level, for example, eight
for one especially sensitive program in relation to two other channels
to be jammed by the same oscillator which may be allocated jam fac-
tors of four each, the total of all such jam factors being equal to the
maximum number of voltage control words, in this example, sixteen
associated with the oscillator.

Voltage control words may be read from memory or written
into memory so they may be read out in a particular pseudo random
sequence so that a pirate would have to Know the pseudorandom
sequence in order to appropriately time any noteh filtering. For
example, let f11-f14 be the four premium channel frequencies to-be
jammed by oscillator OSC1. Addresses 1, 5, 9, and 13 may store voit-
age control words for f11, f12, f 13 and f14, respectively. However,
the next four addresses 17, 21, 25 and 29 may store the voltage con-
trol words in a different order, for example, f14, 13, f12, f1l
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respectively. The order may be further varied in the remaining eight
addresses so, when the voltage control words are applied to osecillator
0OSC1 during a normal mode of operation, the output frequency of the
jamming signal will vary according to the pseudorandom sequence of
data entry.

The calibration mode is entered at initial turn-on to generate

the sixty-four voltage control words for storage in voltage control

word mernory' _corresponding to the desired jamming signal frequen-
cies. Periodically, the subseriber module reenters the ecalibration
mode to update the control words for drift which may result from
either the oscillator or the digital to analog converter operation.
Such drift if maintained within, for example, 50 kilohertz of the
selected frequency is actually desirable in that it further complicates
the efforts of a would-be pirate. Also, as already indicated the peri-
odically performed calibration mode permits a higher rate of fre-
quency hopping, for example, four kilohertz during normal operation
than would be possible with conventional frequency control methods
such as phase locked loops. Calibration requires but a fraction of a
second and, consequently, no intelligible television information may
be obtained at a television receiver tuned to a unauthorized premium
channel.

Referring now more particularly to Figs. 6 and 7 with refer-
ence to the schematie block diagram of Fig. 3, the normal mode of
operation will now be explained. Referring first to Fig. 3, mieropro-
cessor 300 upon entering a normal mode of operation causes a first
voltage control word stored in memory address 1 of the volitage con-
trol word memory of Fig. 6 to be transmitted toward oscillator OSC1.
Digital to analog converter 320 converts the ten bit word Q010110101
to an analog voitage level. Under control of a two bit select bus, ana-
log multiplexer 330 selects lead FREQ!L for transmitting the analog
voltage signél for storage and holding at sample and hold circuit 337.
All four oscillators are presumed to be powered for this example
under control of microprocessor 300 via leads OPWR1-4. Conse-
quently, powered-up oscillator OSCl provides a jamming signal
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frequency output FREQ2 consistent with the analog voltage signal
input provided via analog multiplexer 330.

Referring to Fig. 7, the normal mode of operation for the
example under discussion is shown in the form of a timing diagram.
At the output of the digital to analog converter is shown at time t0 an
analog voltage level representing frequency FREQL for oscillator
OSC1. Also, during time interval t0-t1, the analog multiplexer 330 is
shown connecting the digital to analog converter 320 to oscillator
0OSC1. While the analog multiplexer is only connected to oscillator
0SC1 for the duration t0-t1, the applied analog voltage is stored and
held for the duration t0-t4. Consequently, the output of oscillator
0OSC1 is shown continuously applied from time t0-t4.

Under control of microprocessor 300 via lead OSSW1, switch
361 is briefly opened while frequency FREQI is established at the
output of oscillator OSC1 and then immediately closed. Switch 361
stays closed for the duration until the output of oscillator OSC1 hops
from frequency FREQL to FREQ2. Just prior to time t4, switch 361 is
again opened in accordance with signal OSSW1. Consequently at the
output of switch 361, the jamming signal output of oscillator 341 is
briefly interrupted.

At time t4, the digital to énalogr converter 320 is signaled to
change the output frequency of oscillator OSC1 to frequency FREQ2.
As before, the analog muitiplexer 330 gates an analog voltage level,
this time representing frequency FREQ2 to be held at sample and hold
cireuit 337. As a result, oseillator OSC2 now provides a jamming sig-
nal frequency output consistent with frequency FREQ2 until time t8.

Meanwhile, switch 361 which was opened shortly before time
t4 in accordance with switech control signal OSSW1 is again closed at a
point in time shortly after time t4. At any point in time during a nor-
mal mode of operation when one of the high frequency switehes
361-364 is opened, there will result a loss of a portion of the overall
jamming interval during which a jamming signal would be applied.
Nevertheless, the resulting danger of the presence of no switches
361-364 is that during a hopping from one frequency to the next, an
undesirable transition signal may result at a frequency and level
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which may distort authorized premium programming. If four pre-
mium program channel frequencies are to be jammed by a particular
oscillator, éachrsuch period of an open state of a normally closed high
frequency switch 361-364 amounts to no more than 5% of the overall
interval t0-t64 (not shown).

, In a similar manner, a first frequency FREQL is established for
oscillator OSC2. Referring again to Fig. 6, it will be seen that at
memory address 2 is voltage control word 1010010110 which is pro-
vided toward oscillator OSC2. In accordance with Fig. 7, at time t1
an anaiog voltage level is output from digital to analog converter 320
representing this word. At a time just prior to time t1, switch 362 is
opened in accordance with signal OSSW2. Once frequency FREQL is
established at the output of oscillator OSC2 or at a time just after
time t1, switeh 362 is again closed in accordance with signal OSSW2
provided by mieroproeessor 300.

As the normal mode of operation continues, all sixty-four
memory locations shown in Fig. 6 are periodieally addressed and pro-
vided for operating osecillators OSC1-4. In aecordance with Fig. 7,
only the first seven words are represented as having been provided for
selecting the first three frequencies for oscillator OSC1 and two fre-
quencies each for oscillators OSC2-4; however, the process for con-
trolling all sixteen frequencies for each oseillator may follow in the
sequence shown or intentionally vary.

' In order to thwart pirates and referring to Fig. 7 for osecillator

OSC1, it may be seen how f{requencies may be output in a

pseudorandom sequence., Output frequencies FREQ1, FREQ2, FREQ3,

FREQ4 are shown output in intervals t0-t4, t4-t8, t8-t12, and inferen-

- tially, t12-t16 respectively. In the next intervals, the frequencies

‘may be provided, instead, in the sequence FREQ4, FREQ3, FREQ?2,
and FREQ1l. Then, in the next successive intervals the frequencies
may be provided in yet a third different sequence, for example,
FREQ2, FREQ3, FREQ4, FREQL. During the last four successive
intervals extending from t48 to t64, the order of applied frequencies
may be altered again, for example, FREQ3, FREQ4, FREQ1, FREQ2.
The pseudorandom sequence may be defined and downloaded from the
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headend or developed internally by either microprocessor 260 of Fig. 2
or microprocessor 300 of Fig. 3.

Referring now to Fig. 8, an oscillator for an interdiction sys-
tem is shown which moves the frequency of a variable oseillator out
of the television band and mixes the variable oscillator output with a
fixed local oseillator output to produce a jamming signal that falls in
the television band. The technique of this embodiment permits a sin-
gle jamming oscillator to cover a much higher range of frequencies
than is covered by oscillators 341-344 disclosed above with reference
to Fig. 3.

Jamming oscillator 701 oscillates at a frequency in the range of
654 MHz to 816 MHz, for example. The output of variable oscillator
701 is then heterodyned with the output of fixed osecillator 702 in
mixer 703. Fixed oscillator 702 operates at a frequency of 600 MHz,
for example, to produce a jamming signal output 704 that falls within
the cable television band (54 MHz to 216 MHz, in this example). The
output of mixer 703 is coupled in directional coupler 705 with
broadband signal 706 to produce broadband output 707.

This technique permits a single jamming osecillator to cover a
much higher range of frequencies than the technique using a single
oscillator to directly jam the television frequencies. Another benefit
derived from this technique is that any harmonies of the jamming
oscillator and harmonies of the fixed local oscillator lie far above the
television band. Therefore, minimal filtering will be necessary in
order to remove harmonic affects.

Controller 708 controls the frequency of variable oscillator
701, Controller 708 may be the same microprocessor, microprocessor
300, applied for frequency calibration during a frequency calibration
mode of operation described above in connection with Figure 5. Vari-
able oscillator 701 (such as oscillators 341-344 in Fig. 3) under the
control of controller 708 can hop between several frequencies to jam
more than one channel. Furthermore, a PIN switch (such as switches
361—364 in Fig. 3) can be inserted between osecillator 701 and mixer
703 or between mixer 703 and directional coupler 705 to blank the
output of the oscillator as the oscillator frequency is switched or
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"hopped" between frequencies. Additionally, it may be desirable to
have a plurality of oscillators connected in parallel to the input of
mixer 703. The plurality of oscillators can be multiplexed as are
oscillators 341-344 and switches 361-364 disclosed above with refer-
ence to Fig. 3.

, Controller 708 preferably is a microprocessor associated with a
particular subseriber module and communicating with microproeessor
260 of Fig. 2 over a serial peripheral interface bus. The microproces-
sor may be an 8-bit mieroprocessor equipped with about 2 kilobytes of
code and a memory.

A variable attenuator can be inserted in the oscillator of Fig. 8
so that a controller, preferably controller 708, can adjust the attenua-
tion of the oscillator to match it with the magnitude of the broadband
signal. Such an attenuator would best be inserted between fixed oseil-
lator 702 and mixer 703, although the variable attenuator would also
operate inserted between variable oscillator 701 and mixer 703 or
between mixer 703 and directional coupler 705. Such an attenuator
will later be deseribed with reference to Fig. 10.

Referring now to Fig. 9, an oseillator with gain control using
heterodyning techniques for an interdiction system is disclosed. The
oscillator in this embodiment uses one channel of a broadband input
signal as a jamming signal. This achieves a better gain match
between the jamming signal and the picture carrier. A channel of the

- broadband Signal used as a jamming signal is first separated out by
mixing in a mixer with a fixed frequeney output of a local oscillator.
The separated out channel is then mixed with the output of one of a
plurality of variable local oscillators for interdiction to jam a pre-
mium television channel on a broadband signal. The frequency of
each variable local oscillator is adjusted to determine the channel
jammed and additional local oscillators can be added via expansion
ports to jam additional channels.

- The oseillator of Fig. 9 achieves a match between the jamming
signal and the picture carrier thus effectively providing automatic
gain control. Jamming osecillators usually operate near the picture
carrier frequency of the television signal and preferably at an

L]
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amplitude near the amplitude of the television signal. If the ampli-
tude of a jamming oscillator is too low with respect to the amplitude
of the picture carrier, inadequate jamming of the channel may occur
resuiting in a recoverable picture by the subseriber. On the other
hand, if the amplitude of a jamming oseillator is too high with respect
to the amplitude of the picture carrier, artifacts may be generated in
unsecured adjacent television channels. The embodiment of Fig. 9
eliminates the need for any automatic gain control eireuits by mixing
one of the channels of the broadband signal and using it as a jamming
signal.

The primary path for the broadband signal is from input 601
through the lower-loss path of directional coupler 610, through isola-
tion amplifier 611, through combiner 612, and output of port 613. The
broadband signal is also coupled through port output 614 of directional
coupler 610 and fed to mixer 602. Mixer 602 can be an active mixer
with substantial gain since inner modulation distortion products are
not particularly troublesome at this point. Mixer 602 is driven by
local oscillator 603. The frequency of loeal oseillator 603 is chosen so
as to mix a particular channel of broadband signal 601 to the interme-
diate passband frequency of bandpass filter 605. If the frequency of
bandpass filter 605 is chosen to be above the television band, then
little filtering will be required in the system for images and harmonies
of fixed local oscillator 603. Bandpass filter 605 only passes energy at
or near the picture carrier frequency bandwidth of the channel mixed
to its passband frequency.

The output of bandpass filter 605 is then fed through a coupled
port of directional coupler 606 to mixer 607. Mixer 607 is driven by
variable local oseillator 604 through PIN switch 608. Variable local
oscillator 604 and PIN switch 608 operate in a manner similar to jam-
ming oscillators 341-344 and switches 361-364 as disclosed above with
reference to Fig. 3 of the interdiction system. In such a manner, the
oscillator hops between several frequencies and the PIN switch blanks
the output of the oscillator as the oscillator frequency is changing.
The result is that at the output of mixer 607, the filtered channel
from bandpass filter 605 is mixed so as to "hop" to the proper
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frequencies to jam television channels in the broadband path. The
output of mixer 607 is coupled through directional coupler 609 and is
combined with the broadband signal at combiner 612.

For example, if channel 2 was used as the channel for the jam-
ming signal, bandpass filter 605 could be made as a SAW filter at 600
MHz and local oscillator 603 set at 655.25 MHz. A 600 MHz signal at
the magnitude of the broadband signal would then be output of
bandpass filter 605. Thus, to jam channel 3 in this example, variable
local osecillator 604 would be set at 661.75 MHz. The channel 3 fre-
quency (61.75 MHz) at the amplitude of the broadband signal would
then be output of mixer 607 (661.75-600 MHz) to jam by interdiction.

In this embodiment, a filtered and mixed television channel
performs the jamming as opposed to the output of a free-running
oscillator. Consequently, the jamming signal will automatically track
variations in level of the inecoming broadband signal. This will elimi-
nate the requirement for any automatie gain control cireuits while
substantially expanding the input dynamie range. This expanded
dynamic range will permit operation at very low levels.

E}ipansion port 620 is used to permit the jamming of additional

~ channels. Variable local oscillator 604', PIN switch 608', mixer 607

and direetional couplers 606' and 620' can simply be duplicated. This
will permit simultaneous jamming of several channels. It is not nee-
essary to duplicate directional coupler 610, mixer 602, fixed local
oscillator 603 and bandpass filter 605 as the same filtered television
channel can be used to jam several channels simultaneously on the
broadband path. Having a plurality of variable local oscillators via
expansion ports, variable local oscillators 604 and 604' can operate
simultaneously or be switched in a multiplexed manner as disclosed
above with reference to Fig. 3. Furthermore, frequency hopping can
be used on one or more of the variable local oseillators to jam more
than one television channel.

It should also be noted that the control of variable local oseilla-
tors 604 and 604' is performed by controller 615. Controller 615 can
be associated with a particular subseriber module and communicate
with mieroprocessor 260 of Fig. 2. Controller 615 is preferably a



WO 90/06656

PCT/US89/05357

_39_

microproecessor with a memory which may comprise an 8-bit micro-
processor equipped with about 2 kilobytes of code.

Frequencey control of fixed local oscillator 603 can be accom-
plished using a crystal controlled oscillator, a SAW fiiter, a phase-
locked loop or any other conventional technique ineluding the calibra-
tion mode of frequency control described above.

Bandpass filter 605 must pass energy at frequencies below or
preferably above the frequeney band of the broadband signal. The
picture carrier of the channel that will be used as the jamming signal
mixed in mixer 602 with the output of loeal oscillator 603 must be
passed in bandpass filter 605 while sufficiently attenuating energy at
frequencies removed from the frequency band of the broadband sig-
nal. A coupled resinator SAW filter or similar structure will perform
adequately.

Referring now to Fig. 10, an embodiment is disclosed for con-
trolling the attenuation level provided by variable attenuator 801 to
attenuate the output of jamming oscillator 802 so that it is matched
with the magnitude of broadband signal 803 combined in combiner 804
to be output to a subseriber at 805. The gain control of Fig. 10 senses
the attenuated output of a jamming oscillator and a broadband signal
input at both a low and high frequency using low bandpass filter 806
and high bandpass filter 807. Controller 808 varies the attenuation on
the output of jamming oscillator 802 by variable attenuator 801 in
accordance with the frequency of jamming osecillator 802 and in
accordance with a stored gain function determined during an attenua-
tion calibration mode. During the attenuation calibration mode, the
attenuated output of jamming oscillator 802 is compared with the
broadband high and low frequeney signals to determine the gain func-
tion by interpolation between the high frequency and low frequency
gains.

To obtain an even better interpolated gaixi function, additional
inputs may be provided, for example, at a midband frequency through
mid bandpass filter 820 or a plurality of other predetermined

frequencies.



WO 90/06656 : PCT/US89/05357

-40-

An attenuation calibration mode similar to the frequency cali-
bration routine described above in conjunction with Fig. 5 adjusts the
level of the jamming signal to maintain a match between the
broadband video carrier and the jamming signal. The output of jam-
ming oscillator is passed through variable attenuator 801. Variable
attenuator 801 is an electrically variable attenuator such as a
dual-gate field effect transistor. The amount of attenuation is deter-
mined by an attenuation control signal sent from controller 808 via
digital-to-analog (D/A) converter 809. Digital-to-analog eonverter
809 may be the same digital-to-analog converter as digital-to-analog
converter 320 of Fig. 5 having separate outputs for gain and fre-
quency control of variable attenuator 801 and oscillator OSC
respectively.

The attenuation calibration mode to determine the gain fune-
tion is performed at periodic intervals during operation or upon initial
power-up. Furthermore, the periodic interval can be adjusted by
downloading a command transmitted from the headend. For example,
a global or addressed command may be transmitted ovér a separate
data carrier specifying the interval at twice per day. During attenua-
tion calibration mode, jamming oseillator 802 is set to its lowest jam-
ming frequency. Variable attenuator 801 is adjusted by controller 808
via digital-to-analog converter 809 to its minimum attenuation of the
jamming signal output of oscillator 802. Controller 808 then com-
pares the level output of variable attenuator 801 to the level of the
video carrier at the low end of the jamming band by means of low
bandpass filter 806, detector 811 and comparator 813. Controller 808
then raises the level of the jamming signal by raising the attenuation
of variable attenuator 801 via the control signal through digital-to-
analog converter 809. The attenuation level of variable attenuator
801 is raised until it reaches the point where comparator 813 will trip.
At this point attenuated jamming signal 815 and video carrier 803 are
properly matched in level and the attenuation necessary for this low
freqdency is stored in memory 818. Next, the output of jamming
oscillator 802 is moved to the highest frequency to be jammed in
accordance with the control signal on control line 816 from controller

R
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808. The process is then repeated using high bandpass filter 807,
detector 812 and comparator 814 and the attenuation necessary for
this high frequency is stored in memory 818. Thus, comparator 808
can match the levels of jamming oscillator 802 and video carrier
broadband input 803 at the upper and lower ends of the band. To
complete calibration, simple interpolation can then performed by
controller 808 between the upper and lower ends of the band to deter-
mine the gain curve for controlling the proper attenuation level at
frequencies in between the upper and lower ends of the band. The
interpolation can be performed while in ecalibration mode with the
interpolated results stored in memory 818 or the interpolation can be
performed later during normal, free-running operation.

The interpolation performed between the upper and lower ends
of the band can be a straight line interpolation or a simple cable slope
interpolation. More than the upper and lower end of the band such as
a plurality of various midband frequencies can also be taken to
improve the interpolation accuracy if additional hardware such as mid
bandpass filter 820 are used. The interpolation can also be performed
by curve fitting a known characteristic curve representative of the
attenuation over frequency of the interdietion system. The known
characteristic curve can be positioned between the upper and lower
ends of the band. Furthermore, the predetermined function can be
downloaded via a command specifically addressed to the present
interdiction apparatus from the headend as an alternative to calibrat-
ing by interpolation. Further, the characteristic curve itself can be
downloaded from the headend for curve fitting by interpolation. The
predetermined function determined by interpolation or downloaded
can be stored in memory as a lookup table.

During normal, free-running operation controller 808 can con-
tinuously adjust the attenuation of variable attenuator 808 based on
the stored calibration results according to the frequency of jamming
oseillator 802 during frequency hopping in the same manner as jam-
ming oscillator 802 is frequency controlled by its controller or, alter-
natively, by the same controller 808 via analog-to-digital converter
817 along control line 816.
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The gain control of the embodiments of Figs. 9 and 10 are

desirable because not only do they compensate for drifts of the jam- .

ming oscillator gain with respect to the broadband signal gain due to
temperature drifts and seasonal weather changes, but they also auto-
matically adjust the gain of the jamming signal with respect to the

 broadband input signal magnitude when placed at any location in a

.CATV plant. Depending upon the location of the jamming interdie-

tion device in the CATV plant, power levels can vary up to 20 decibels
(dB). The gain control of Figs. 9 and 10 use the magnitude of the
broadband input signal as a reference for adjusting the magnitude of
the jamming signal so that the magnitude of the jamming signal can
be perfectly matched to the magnitude of the broadband input signal
for off-premises cable television interdietion.

Furthermore, these gain control cireuits and methods, espe-
cially that of Fig. 10, can be used for gain control other than in cable
television interdiction. For example, the gain control of Fig. 10 ean
be used to control amplitude of a cable television signal booster
amplifier in such a way as to have no amplitude tilt due to frequency
variations along the frequency band. Furthermore, the gain control
of Fig. 10 can be used as an automatie reference gain control in tele-

phone communication or digital data communication systems.

Additionally, the above disclosed interdiction method and appa-
ratus is not limited to jamming premium channel transmissions over
coaxial cable. Interdiction of transmission over alternative mediums
to coaxial cable such as fiber optie cable or over-the-air radio fre-
quency transmission can easily be accomplished. This is especially
possible for those fiber optic cable television arrangements operating
over approximately the same RF television bands as conventional
coaxial cable CATV distribution systems.

»
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What is claimed is:
1. A television premium channel interdiction apparatus for

selectively jamming unauthorized premium programming on a
broadband signal transmitted to a subscriber eomprising:

a fixed local oscillator oscillating at a predetermined
frequency;

a first mixer for mixing the broadband signal with the
predetermined frequency output of the fixed local oscillator so as to
mix a eertain channel of the broadband signal;

a bandpass filter for filtering the output of the mixer,
the bandpass filter having a passband offset above or below the tele-
vision band of the broadband signal;

a variable local oscillator;

a second mixer for mixing the output of the bandpass
filter with the output of the variable loeal oscillator; and

a combiner for combining the broadband signal with the
output of the second mixer so as to selectively jam a particular
channel.

2.  The television premium channel interdiction apparatus
of claim 1, further comprising:

a controller for controlling the frequency of the variable
local oscillator to selectably jam a particular channel.

3. The television premium channel interdiction apparatus
of claim 2, wherein said controller controls the variable loeal oscilla-
tor to periodically jam a plurality of channels by frequency hopping.

4, The television premium channel interdiction apparatus
of claim 3, further comprising:

a plurality of variable local oscillators and a plurality of
second mixers, said plurality of second mixers connected across said
second mixer and each of said plurality of variable local oscillators
connected to a respective one of the plurality of second mixers, the
controller controlling the frequency of each of the plurality of varia-
ble local oseillators.

- 5. The television premium channel interdiction apparatus

of elaim 4, further comprising:
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a plurality of switches connected between the variable
local oscillators and the second mixers, the controller controlling the
connection of each variable local oscillator to its respective mixer by
its respective switch.

8. The television premium channel interdiction apparatus
of claim 5, wherein the controller controls the switches so that a var-
iable local osecillator tuned to jam a particular channel ean selectively
be connected to its respective mixer and selectively jam the premium

- programming when its respective switeh for the variable loeal oscilla-.
tor is closed.

7. The television premium channel interdiction apparatus
of elaim 1, wherein the frequency of the mixed loecal oscillator is eho-
sen so as to mix a particular channel of the broadband signal to the
passband frequency of the bandpass filter.

8. The television premium channel interdiction apparatus
of elaim 1, further comprising:

an isolation amplifier for amplifying the broadband sig-
nal before combining the broadband signal with the output of the sec-
ond mixer.

9. Interdiction oscillator apparatus for use in a television
premium channel interdiction system for selectively jamming unau-
thorized premium programming on a broadband signal transmitted to
a subseriber comprising:

a fixed oscillator capable of oscillating at a fixed
frequency;

a variable oscillator capable of oseillating at a certain
frequency;

a mixer for mixing the output of the fixed oseillator and
the output of the variable oseillator; and

a coupler for coupling the output of the mixer with the
broadband signal to selectively jam a particular channel transmitted
to the subseriber.

10.  The oscillator for the television premium channel inter-
dietion system according to claim 9, further comprising:
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a controller for controlling the frequency of the variable
oscillator to a certain frequency to selectively jam the particular
channel transmitted to the subscriber.

11.  The oscillator for the television premium channel inter-
diction system aceording to elaim 10, wherein the controller controls
the frequency of the variable oscillator to selectively hop between
certain frequencies to jam premium programming on particular.
channels.

12.  The oscillator for the television premium channel inter-
diction system according to claim 10, wherein the variable oseillator
oscillates at a frequency out of the television band in a range of about
654 MHz to 816 MHz and is heterodyned with the fixed oscillator at
about 600 MHz to produce a jamming signal that falls in the television
band of about 54 MHz to 216 MHz.

13. The osecillator for the television premium channel inter-
diction system according to claim 10, further comprising:

a plurality of variable oseillators connected in parallel
with one another, the outputs of the plurality of variable oscillators
connected to the input to the mixer, the controller controlling the
frequency of each variable oscillator to selectively jam a particular
channel.

14. The oscillator for the television premium channel inter-
diction system according to claim 13, further comprising:

switches connected between the output of each of the
plurality of variable oscillators and the input to the mixer, said con-
troller controlling the switching of the switches.

135. Gain control apparatus for use in a television premium
channel interdiction system for selectively jamming unauthorized
premium programs on a broadband signal transmitted to a subscriber,
comprising:

a jamming oseillator for generating a jamming signal;

) a variable attenuator for attenuating the jamming signal
in accordance with a control signal to produce an attenuated jamming

signal;
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a combiner for combining the attenuated output of the
variable attenuator with the broadband signal to provide a jammed
signal;

a first 'comparator for comparing the magnitude of the
attenuated jamming signal with the broadband signal; and

a controller for determining and providing the control
signal to the variable attenuator in accordance with a predetermined
funetion of the jamming osecillator frequency.

16. The gain control apparatus of claim 15, wherein the
controller provides the control signal to the variable attenuator to
decrease attenuation when the attenuated jamming signal effectively
has a magnitude greater than the broadband signal determined from
the predetermined function of the jamming oscillator frequency and
increase attenuation when the attenuated jamming signal effectively
has a magnitude less than the broadband signal determined from a
funetion of the jamming oscillator frequency.

17. The gain control apparatus of claim 15, further
comprising:

' a first detector for detecting the attenuated magnitude
of the attenuated jamming signal;

a second detector for detecting the magnitude of the
broadband signal at a first frequeney; and

the first comparator comparing the magnitude of the
attenuated jamming signal and the broadband signal respectively in
response to the first detector and the second detector.

18. The gain control apparatus of claim 17, wherein said
second detector comprises a bandpass filter.

13. The gain control apparatus of claim 17, further

~ comprising:

a third detector for detecting the magnitude of the
broadband signal at a second frequency; and

a second comparator for comparing the magnitude of
the attenuated jamming signal with the broadband signal respectively
in response to the first detector and the third detector;
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wherein said second detector further comprises a low
frequency bandpass filter; and

wherein said third detector comprises a high frequency
bandpass filter.

20. The gain control apparatus of claim 19, wherein said
controller provides the control signal to the variable attenuator in
accordance with the frequency of the jamming osecillator using a pre-
determined funection stored in memory.

21. The gain control the apparatus of claim 20, wherein the
predetermined function stored in memory is determined by interpola-
tion, the interpolation performed between the results of the compari-
son of the attenuated jamming signal with the broadband signal in the
first comparator and of the comparison of the attenuated jamming
signal with the broadband signal in the second comparator.

22, The gain control the apparatus of elaim 21, wherein the
controller performs a calibration routine comprising the steps of:
measuring high and low frequency gain, and interpolating between the
high and low frequeney gain to determine the predetermined function.

23. The gain control apparatus of claim 20, wherein the
predetermined funection is a known characteristic curve representa-
tive of the attenuation over frequency of the interdiction system
transmission medium.

24. The gain control apparatus of claim 23, wherein the
ends of the known characteristic curve are positioned between the
required gain determined by comparison in the first comparator and
the required gain determined by comparison in the second
comparator.

25. The gain control apparatus of eclaim 20, further
comprising:

a fourth detector for detecting the magnitude of the
broadband signal at a third frequency; and

a third comparator for comparing the magnitude of the
attenuated jamming signal with the broadband signal, respectively in
response to the first deteetor and the fourth detector; and
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wherein said fourth detector further comprises a mid
frequency bandpass filter.

26. A television premium channel interdiction apparatus for
selectively jamming unauthorized premium programming transmitted
to a subseriber comprising:

a plurality of four controlled oscillators for separately
interdieting within an allocated continuous portion of a broadband
cable television speetrum, the sum of all such allocated portions com-
prising the total spectrum to be jammed, the allocated continuous
portion of the spectrum selected such that jamming signal frequency
harmonic interference may be alleviated by a filter means, and

microprocessor actuation and control means, responsive
to an addressed ecommunication from a headend, for selectively actu-
ating and controlling a plurality of n jamming frequencies provided by
the plurality of four controlled oscillators, n being greater than or
equal to four,

wherein the allocated portion for each of the four con-
trolled oscillators are chosen from at least the following portions:

- a first allocated portion comprising lowband channels
two through five, 7
_ a second portion comprising midband channels fourteen
through twenty-two,

a third portion comprising channels nineteen through
twenty-two and highband channels seven through ten,

a fourth portion comprising highband channels eleven
through thirteen and superband channels twenty-three through
twenty-nine, and

a fifth portion comprising superband channels thirty
into the hyperband through channel forty-one.

27. A television premium channel interdiction apparatus for
selectively jamming unauthorized premium programming transmitted
on a broadband signal comprising:

at least one variable frequency oscillator for interdict-
ing a jamming signal; and

»

It
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a controller for addressing each at least one variable
frequency oscillator to control the frequency of each at least one
variable frequency oscillator in accordance with previously stored
frequency calibration values.

28. The television premium channel interdiction apparatus
of claim 27, wherein the controller determines the frequency calibra-
tion values based on the frequency output of each at least one varia-
ble frequency oscillator when each at least one variable frequency
oscillator is addressed. 7

29. The television premium channel interdiction apparatus
of claim 28, further comprising: '

a prescaler responsive to the output of each at least one
variable frequency oscillator;

a counter responsive to the output of the prescaler,
wherein the controller is responsive to the counter for detecting the
frequency of each at least one variable frequency oscillator; and

a digital-to-analog converter for addressing each at
least one variable frequency oscillator by the controller.

30. The television premium channel interdiction apparatus
of claim 27, further comprising:

a variable attenuator for attenuating the jamming sig-
nal, wherein the controller further controls the attenuation of the
variable attenuator in accordance with previously stored attenuation
calibration values.

31. The television premium channel interdiction apparatus
of claim 30, wherein the controller determines the frequency calibra-
tion values during a frequency calibration routine based on the fre-
quency output of each at last one variable frequency oscillator when
each at least one variable frequency oscillator is addressed, and
wherein the controller determines the attenuation calibration values,
during an attenuation calibration routine based on the magnitude of
the attenuated jamming signal and the magnitude of the broadband

signal.
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32. The television premium channel interdiction apparatus
of elaim 31, wherein the frequeney calibration routine and the attenu-
ation calibration routine are performed upon power-up.

33. The television premium channel interdiction apparatus
of claim 31, wherein the frequency calibration routine or the attenua-
tion calibration routine are performed at variable sequential intervals
during operation of the interdietion apparatus.

34. The television premium channel interdiction apparatus-
of claim 27, wherein the frequency calibration values are previously
stored by downloading to the controller from the headend.

35. The television premium channel interdiction apparatus
of claim 30, wherein the attenuation calibration values are previously
stored by downloading to the controller from the headend.

36. The television premium channel interdiction apparatus
of claim 33, wherein the periodie intervals are controlled by
downloading from the headend.

37. The gain control apparatus of eclaim 20, wherein the

' predetermined function is stored in a calibration mode as a lookup

table with values representing attenuation in locations indicative of
frequencies of the jamming oscillator.

38. The gain control apparatus of claim 21, wherein the
interpolation is a straight line approximation.

39. The gain control apparatus of claim 21, wherein the

- interpolation is a simple cable slope interpolation.

40. The gain control of claim 25, wherein the predetermined
function stored in memory is determined by interpolation, the inter-
polation performed between the required gains determined by com-
parison in the first comparator, the second comparator and the third
comparator.

41. The gain control of claim 23, wherein the charaecteristic
curve is downloaded to the controller from the headend.

42. A television premium channel interdiction method for
seleetively jamming unauthorized premium programming on a
broadband signal transmitted to a subseriber comprising the steps of:

generating a predetermined frequency;

o
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mixing the broadband signal with the predetermined
frequency so as to mix a certain channel of the broadband signal;

filtering the result of the mixing with a passband offset
above or below the television band of the broadband signal;

generating a variable frequency;

mixing the resuit of the filtering with the variable fre-
quency; and

combining the broadband signal with the result of the
last mixing step so as to selectively jam a particular channel.

43. The television premium echannel interdietion method of
claim 42, further comprising the step of:

controlling the generated variable frequency to
selectably jam a particular channel.

44, The television premium channel interdiction method of
claim 43, further comprising the step of:

frequency hopping to periodically jam a plurality of
channels.

45. The television premium channel interdiction method of
claim 44, further comprising the step of:

switching the variable frequency prior to mixing.

46. An interdiction method for use in a television premium
channel interdiction system for selectively jamming unauthorized
premium programming on a broadband signal transmitted to a sub-
scriber comprising the steps of:

oscillating at a fixed frequency;

oscillating at a variable frequency;

mixing the fixed frequeney and the variable frequency;
and

coupling the mixed fixed frequency and variable fre-
quency with the broadband signal to selectively jam a particular chan-
nel transmitted to the subscriber.

47, The interdiction method according to claim 46, further
comprising the step of:

controlling the variable frequency to selectively jam the
particular channel transmitted to the subseriber.
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48. The interdiction method according to claim 47, further

comprising the step of:
frequency hopping between particular frequencies to
jam premium programming on particular channels.

49.  The interdiction method according to claim 47, wherein
the variable frequency is out of the television band in a range of about
654 MHz to 816 MHz and is heterodyned with the fixed frequency at
about 600 MHz to produce a jamming signal that falls in the television
band of about 54 MHz to 216 MHz.

50.  The interdiction method according to claim 46, further
comprising:

svﬁtching the variable frequency before mixing.

51. A television premium channel interdiction gain control
method for use in an indiction apparatus for selectively jamming
unauthorized premium programs on a broadband signal transmitted to
a subseriber, comprising the steps of:

- generating a jamming signal;

variably attenuating the jamming signal to produce an
attenuated jamming signal;

combining the attenuated jamming signal with the
broadband signal to provide a jammed signal;

comparing the magnitude of the attenuated jamming
signal with the broadband signal; and

determining and providing control of the variable atten-
uation in accordance with a predetermined function of the jamming
oscillator frequency. '

52.  The gain control method of claim 51, wherein the step
of providing control includes the step of decreasing attenuation when
the attenuated jamming signal effectively has a magnitude greater
than the broadband signal determined from the predetermined fune-
tion of the jamming frequency and inecreasing attenuation when the
attenuated jamming signal effectively has a magnitude less than the
broadband signal determined from a function of the jamming
frequency.

PCT/US89/05357
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53. The gain control method of elaim 51, further comprising

the steps of:

detecting the attenuated magnitude of the attenuated
jamming signal;

detecting the magnitude of the broadband signal at a
first frequency; and

comparing the magnitude of the attenuated jamming
signal and the broadband signal respectively in response to the previ-

ous detecting steps.
54. The gain control method of claim 53, wherein detecting

the magnitude of the broadband signal at a first frequency comprises
bandpass filtering.
55. The gain control method of claim 53, further
comprising:
detecting the magnitude of the broadband signal at a
second frequency; and
comparing the magnitude of the attenuated jamming
signal with the broadband signal in response to the detected magni-
tude of the first and second frequencies;
wherein detecting the magnitude of the broadband signal
at a first frequency comprises low frequency bandpass filtering; and
wherein detecting the magnitude of the broadband signal
at a second frequency comprises high frequency bandpass filtering.
56. The gain control method of claim 55, further comprising
the step of:
controlling variable attenuation in accordance with the
jamming frequency using a predetermined function.
57. The gain control method of elaim 56, further comprising
the step of:
interpolating to determine the predetermined function,
the interpolation performed between the results of comparing the
attenuated jamming signal and the broadband signal and of comparing
the attenuated jamming signal with the broadband signal at the first

frequency.
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58. The gain control method of claim 57, further comprising

the step of:
storing the predetermined function.

59.  The gain control method of claim 58, wherein the prede-
termined funetion is stored as a lookup table with values representing
attenuation as a function of frequencies of the jamming oseillator.

60. The gain control method of claim 57, wherein the inter-
polation is a straight line interpolation.

61. The gain control method of claim 57, wherein the inter-
polation is a simple cable slope interpolétion.

62. The gain control method of claim 51, further comprising
the step of:

downloading from the headend a known characteristic
curve representative of the attenuation over frequeney of a transmis-
sion medium for the interdiction system.

63. The gain control method of elaim 55, further comprising
the step of:

curve fitting the ends of the known characteristic curve
determined by the results of comparing the attenuated jamming signal
and the broadband signal at the first frequency and of comparing the
attenuated jamming signal with the broadband signal at the second
frequency.

64. A television premium channel interdiction method for
selectively jamming unauthorized premium programming transmitted
from a headend to a subseriber on a broadband signal comprising the
steps of:

assigning a particular interdiction device to at least one

_ subseriber;

transmitting a plurality of channels on a broadband sig-
nal in the clear from the headend to a plurality of subsecribers;

commanding an interdiction device in the interdiction
system to jam a particular channel of the broadband signal;

oscillating at a fixed frequency;

oscillating at a variable frequency;
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mixing the fixed frequency and the variable frequency;
and

coupling the mixing of the fixed frequency and the vari-
able frequency with the broadband signal to selectively jam the par-
ticular channel transmitted from the headend to the subscriber.

65. The television premium channel interdiction system
according to claim 64, further comprising the step of: .

commanding an interdiction deviee in the interdiction
system to control the frequency of the variable frequency to selec-
tively hop between particular frequencies to jam premium program-
ming on the particular channel. '

66. A television premium channel interdietion method for
selectively jamming unauthorized premium programming transmitted
from a headend to a subseriber on a broadband signal comprising the
steps of:

assigning a particular interdiction device to at least one
subseriber;

transmitting a plurality of channels on a broadband sig-
nal in the elear from the headend to a plurality of subseribers;

commanding an interdiction device in the interdiction
system to jam a particular channel of the broadband signal;

generating a predetermined frequency;

mixing the broadband signal with the predetermined
frequeney so as to mix a certain channel of the broadband signal;

filtering the resuit of the mixing with a passband offset
above or below the television band of the broadband signal;

generating a variable frequency;

mixing the result of the filtering with the variable fre-
quency; and

combining the broadband signal with the result of the
last mixing step so as to selectively jam a particular channel trans-
mitted from the headend to a subseriber.

67. The television premium channel interdiction method of
claim 66, further comprising the step of:
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commanding the generated variable frequency to
selectably jam the particular channel.

68. A television premium channel interdiction method for
selectively jamming unauthorized premium programming transmitted
from a headend over a medium on a broadband signal comprising the
steps of:

assigning a particular interdiction deviee to at least one
subseriber; .

transmitting a plurality of channels on a broadband sig-
nal in the clear from the headend to a plurality of subseribers;

commanding an interdiction device in the interdiction
system to jam a particular channel of the broadband signal;

generating a jamming signal;

variably attenuating the jamming signal to produce an
attenuated jamming signal;

combining the attenuated jamming signal with the
broadband signal so as to selectively jam a particular channel trans-
mitted from the headend to a subseriber;

comparing the magnitude of the attenuated jamming
signal with the broadband signal; and

' determining and providing control for the variable

attenuation in accordance with a predetermined function of the jam-
ming signal frequency.

69. The interdiction method acecording to claim 68, wherein
control is provided by decreasing attenuation when the attenuated
jainming signal effectively has a magnitude greater than the
broadband signal determined from the predetermined function of the
jamming frequency and inereasing attenuation when the attenuated
jamming signal effectively has a magnitude less than the broadband
signal determined from a function of the jamming frequency.

70.  The interdiction method of claim 68, further comprising
the step of:

downloading the predetermined funection from the
headend.



WO 90/06656 PCT/US89/05357

-57_

71.  The interdiction method of claim 68, further comprising

the steps of:

detecting the attenuated magnitude of the attenuated
jamming signal;

detecting the magnitude of the broadband signal at a
first frequency;

comparing, responsive to the detection, the magnitude
of the attenuated jamming signal and the broadband signal at the first
frequency;

wherein said detection of the broadband signal magni-.
tude at a first frequency comprises bandpass filtering;

detecting the magnitude of the broadband signal at a

second frequency;
comparing the magnitude of the attenuated jamming

signal with the broadband signal at the second frequency;

wherein said detection of the broadband signal at the
first frequency further comprises low frequency bandpass filtering;
and

wherein said detection of the broadband signal at the
second frequency comprises high frequency bandpass filtering.

72. The interdiction system of claim 71, further comprising
the step of:

interpolating to determine the predetermined funection,
the interpolation performed between the results of comparing the
attenuated jamming signal and the broadband signal at the first fre-
quency and of comparing the attenuated jamming signal and the
broadband signal at the second frequency.

73. The interdiction system of claim 72, further comprising
the step of:

storing the predetermined function.

74. The gain control method of eclaim 72, wherein the prede-
termined funection is stored as a lookup table with values representing
attenuation as a function of frequencies of the jamming oscillator.

75. The gain control method of elaim 72, wherein the inter-
polation is a straight line interpolation.
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76. The gain control method of elaim 72, wherein the inter-
polation is a simple cable slope interpolation.

77.  The television premium channel interdiction system of
claim 68, wherein a frequency calibration routine to determine fre-
quenecy calibration values or an attenuation calibration routine to
determine the predetermined function are performed at periodic
intervals during operation of the interdiction apparatus.

78. The television premium channel interdiction system of
claim 77, wherein the frequency calibration values are previously
stored by downloading from the headend.

79. The television premium channel interdiction system of
claim 77, wherein the predetermined function is previously stored by
downloading to the controller from the headend.

80. The television premium channel interdiction system of
elaim 77, wherein the periodic intervals are downloaded from the
headend.

81.  The gain control method of claim 68, further comprising
the step of:

downloading from the headend a known characteristic
curve for the medium representative of attenuation versus frequency.

82. The gain control method of claim 68, wherein the step
of determining the predetermined function comprises:

curve fitting the ends of a known characteristic curve
from the results of comparing the magnitude of the broadband signal
at a first frequency and the magnitude of the broadband signal at a
second frequency.
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