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ABSTRACT 

A method for detecting a presence of a tagged item within a 
tagged enclosure, the method comprising performing dis 
tance measurements between at least one wireless tag of the 
tagged enclosure and the tagged item to determine the spatial 
relationship between the tagged enclosure and the tagged 
item. 
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WIRLESS TAG BASED COMMUNICATION, 
SYSTEMAND APPLICATONS 

RELATED APPLICATIONS 

0001. This application claims priority from US provi 
sional patent Ser. No. 61/729,601 filing date Nov. 25 2012, 
US provisional patent Ser. No. 61/803,534 filing date Mar. 20 
2013, US provisional patent Ser. No. 61/832,872 filing date 
Jun. 9 2013, and US provisional patent Ser. No. 61/868,591 
filing date Aug. 22 2013, all being incorporated herein by 
reference in their entirety. 

FIELD OF THE INVENTION 

0002. The invention relates to wireless communication. 

BACKGROUND OF THE INVENTION 

0003. There is a growing need to track users, user devices, 
monitor items and find locations within indoor spaces in an 
efficient manner. 

SUMMARY OF THE INVENTION 

0004. According to various embodiments of the invention 
there are provided various methods, systems, wireless tags, 
wireless readers, and non-transitory computerized media. 
0005 According to an embodiment of the invention there 
may be provided a method that may include receiving during 
a wideband reception period and by a wideband reception 
circuit of a first wireless transceiver a wideband ranging mes 
sage; transmitting during a wideband transmission period and 
by a wideband transmission circuit of the first wireless trans 
ceiver a wideband ranging response message; receiving by a 
narrowband reception circuit of the first wireless transceiver 
received narrowband messages; and transmitting by a nar 
rowband transmission circuit of the first wireless transceiver 
transmitted narrowband messages 
0006. The method may include receiving a received nar 
rowband message that may include an indication about a 
future transmission of the wideband ranging message; and 
causing the wideband reception circuit to search for the wide 
band ranging message within the wideband reception period 
that is defined in response to the indication. 
0007. The method may include closing the wideband 
reception circuit outside the wideband reception period. 
0008. The method may include starting wideband recep 
tion period after a predetermined delay period lapsed from the 
receiving of the received narrowband message that may 
include the indication. 
0009. The indication may include timing information 
about timing of the wideband reception period. 
0010. The method may include closing the wideband 
transmission circuit outside the wideband transmission 
period. 
0011. The indication may include at least one wideband 
reception parameter associated with a reception of the wide 
band ranging message. 
0012. The wideband ranging response message may 
include timing information about a time difference between 
the receiving of the wideband ranging message and the trans 
mitting of the wideband ranging response message. 
0013 The wideband ranging message is transmitted by a 
second wireless transceiver and wherein the response mes 
sage may include timing information about an estimated time 
difference between a transmission of the wideband ranging 
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message by the second wireless transceiver and a reception of 
the wideband ranging response message by the second wire 
less transceiver. 
0014. According to an embodiment of the invention there 
may be provided a non-transitory computer readable medium 
may store instructions that when executed by a computer 
cause the computer to execute the stages of receiving during 
a wideband reception period and by a wideband reception 
circuit of a first wireless transceiver a wideband ranging mes 
sage; transmitting during a wideband transmission period and 
by a wideband transmission circuit of the first wireless trans 
ceiver a wideband ranging response message; receiving by a 
narrowband reception circuit of the first wireless transceiver 
received narrowband messages; and transmitting by a nar 
rowband transmission circuit of the first wireless transceiver 
transmitted narrowband messages. 
0015. According to an embodiment of the invention there 
may be provided a wireless tag that may include a wireless 
transceiver that may include a wideband reception circuit, a 
narrowband reception circuit, a wideband transmission cir 
cuit and a narrowband transmission circuit; wherein the wide 
band reception circuit may be arranged to receive during a 
wideband reception period a wideband ranging message; 
wherein the wideband transmission circuit may be arranged 
to transmit during a wideband transmission period a wide 
band ranging response message; wherein the narrowband 
reception circuit may be arranged to receive narrowband mes 
sages; and wherein the narrowband transmission circuit may 
be arranged to transmit transmitted narrowband messages. 
0016. The narrowband reception circuit may be arranged 
to receive a received narrowband message that may include 
an indication about a future transmission of the wideband 
ranging message; and wherein the wideband reception circuit 
may be arranged to search for the wideband ranging message 
within the wideband reception period that is defined in 
response to the indication. 
0017. The wireless tag may be arranged to close the wide 
band reception circuit outside the wideband reception period. 
0018. The wireless tag may be arranged to start the wide 
band reception period after a predetermined delay period 
lapsed from the receiving of the received narrowband mes 
sage that may include the indication. 
0019. The indication may include timing information 
about timing of the wideband reception period. 
0020. The wireless tag may be arranged to close the wide 
band transmission circuit outside the wideband transmission 
period. 
0021. The indication may include at least one wideband 
reception parameter associated with a reception of the wide 
band ranging message. 
0022. The wideband ranging response message may 
include timing information about a time difference between 
the receiving of the wideband ranging message and the trans 
mitting of the wideband ranging response message. 
0023 The wideband ranging message may be transmitted 
by a second wireless transceiver and wherein the response 
message may include timing information about an estimated 
time difference between a transmission of the wideband rang 
ing message by the second wireless transceiver and a recep 
tion of the wideband ranging response message by the second 
wireless transceiver. 
0024. According to an embodiment of the invention there 
may be provided a method for determining a location of a 
wireless tag, the method may include generating or receiving, 
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by a wireless reader, information about multiple distance 
measurements of distances between the wireless tag and the 
wireless reader at different points of time; wherein the wire 
less reader is positioned at different locations in relation to the 
wireless reader at the different points of time; generating or 
receiving by the wireless reader information about a spatial 
relationship between the different locations or receiving 
information indicative of the spatial; and determining by the 
wireless reader, the location of the wireless tag in response to 
the multiple range measurements and the spatial relationship 
between the different locations. 
0025. The method may include generating by the wireless 
reader location information about the location of the wireless 
tag. 
0026. The method may include displaying on a display an 
indication about the location of the wireless tag, wherein the 
displaying is responsive to the information about the location 
of the wireless tag and an orientation of the display. 
0027. The different points in time may be are included in a 
time window and wherein the method may include ignoring 
distance measurements obtained outside the time window. 
The time window may be a sliding time window. 
0028. The determining of the location may include assign 
ing different weights to different distance measurements. 
0029. The method may include generating by the wireless 
reader the information about the spatial relationship between 
the different locations by tracking by one or more sensors a 
trajectory of the wireless reader. 
0030 The method may include providing a rough estimate 
of a location of the item based upon a spatial relationship 
between a subset of the different locations. 

0031. The range measurements may include an exchange 
of messages between the wireless tag and the wireless reader, 
wherein the method may include receiving or calculating 
angular information about angles of reception of at least some 
of the messages; and wherein the determining by the wireless 
reader, of the location of the wireless tag is further responsive 
to the angular information. 
0032. The wireless reader may include an antenna array 
and the wireless reader may be arranged to estimate an angle 
of arrival of a message received from the item in response to 
reception signals obtained by the array of antennas. 
0033. The location of the wireless tag may be a relative 
location to the wireless reader. The location of the wireless tag 
may be an absolute location of the wireless tag. 
0034. According to an embodiment of the invention there 
may be provided a wireless reader that may include a wireless 
transceiver and a processor, wherein the wireless transceiver 
may be arranged to exchange wireless messages with a wire 
less tag at different points of time; wherein the wireless reader 
is positioned at different locations in relation to the wireless 
reader at the different points of time; wherein the processor 
may be arranged to (a) process at least Some of the wireless 
messages to provide multiple distance measurements of dis 
tances between the wireless tag and the wireless reader as 
existed at the different point of time; (b) generate or receive 
information about a spatial relationship between the different 
locations or receiving information indicative of the spatial; 
and (c) determine by the wireless reader, the location of the 
wireless tag in response to the multiple range measurements 
and the spatial relationship between the different locations. 
0035. The wireless reader may be arranged to generate 
location information about the location of the wireless tag. 
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0036. The wireless reader may be arranged to display on a 
screen an indication about the location of the wireless tag, 
wherein the display is responsive to the information about the 
location of the wireless tag and an orientation of the screen. 
0037. The different points in time may be included in a 
time window and wherein the wireless reader may be 
arranged to ignore distance measurements obtained outside 
the time window. 
0038. The time window may be a sliding time window. 
0039. The wireless reader may be arranged to determining 
the location by assigning different weights to different dis 
tance measurementS. 

0040. The wireless reader may include one or more sen 
sors that are arranged to track a trajectory of the wireless 
reader. 
0041. The wireless reader may be arranged to provide a 
rough estimate of a location of the item based upon a spatial 
relationship between a subset of the different locations. 
0042. The wireless reader may be arranged to exchange of 
messages with the wireless tag, to receive or calculate angular 
information about angles of reception of at least some of the 
messages; and determine the location of the wireless tag in 
response to the angular information. 
0043. The wireless reader may include an antenna array 
and the wireless reader may be arranged to estimate an angle 
of arrival of a message received from the item in response to 
reception signals obtained by the array of antennas. 
0044) The location of the wireless tag may be relative 
location to the wireless reader. 
0045. The location of the wireless tag may be an absolute 
location of the wireless tag. 
0046 According to an embodiment of the invention there 
may be provided a non-transitory computer readable medium 
may store instructions that when executed by a computer 
cause the computer to execute the stages of generating or 
receiving information about multiple distance measurements 
of distances between the wireless tag and the wireless reader 
at different points of time; wherein the wireless reader is 
positioned at different locations in relation to the wireless 
reader at the different points of time; generating or receiving 
information about a spatial relationship between the different 
locations or receiving information indicative of the spatial; 
and determining the location of the wireless tag in response to 
the multiple range measurements and the spatial relationship 
between the different locations 
0047 According to an embodiment of the invention there 
may be provided a method for managing a sphere of wireless 
tags, may include programming, by a wireless reader, a group 
of wireless tags to belong to the sphere of wireless tags; 
sending by the wireless reader sphere beacons aimed to the 
wireless tags of the sphere; detecting a loss of a wireless tag 
of the sphere if the wireless tag did not respond to a prede 
termined number of sphere beacons; and responding to the 
detecting of the loss of the wireless tag. A sphere is a group of 
wireless tags. 
0048. The method may include programming each wire 
less tag of the sphere to increase a wireless tag reception 
window for detecting a sphere beacon after the wireless tag 
failed to receive a predefined number of sphere beacons. 
0049. The method may include programming the wireless 
tags of the sphere to enter a first operational mode during 
reception window S that correspond to expected timing of 
transmission of the sphere beacons and to enter a second 
operational mode after responding to the sphere beacons, 
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wherein the second operational mode is characterized by a 
lower power consumption than the first operational mode. 
0050. The method may include calculating or receiving 
information about distances between the wireless reader and 
multiple wireless tags; and selecting the wireless tags of the 
sphere out of the multiple wireless tags to be within a prede 
termined distance from the wireless tag. 
0051. The method may include programming the wireless 
tags to belong to the sphere only during predetermined time 
periods. 
0.052 The programming may include instructing a wire 
less tag to transmit wireless tag identification information 
even without receiving beacon messages aimed to the wire 
less tag. 
0053 According to an embodiment of the invention there 
may be provided a wireless reader for managing a sphere of 
wireless tags, may include a controller may be arranged to 
program a group of wireless tags to belong to the sphere of 
wireless tags; a wireless transceiver may be arranged to send 
sphere beacons aimed to the wireless tags of the sphere; detect 
a loss of a wireless tag of the sphere if the wireless tag did not 
respond to a predetermined number of sphere beacons; and 
wherein the wireless reader may be arranged to respond to the 
detecting of the loss of the wireless tag. 
0054 The wireless reader may be arranged to program 
each wireless tag of the sphere to increase a wireless tag 
reception window for detecting a sphere beacon after the 
wireless tag failed to receive a predefined number of sphere 
beacons. 
0055. The wireless reader may bearranged to program the 
wireless tags of the sphere to enter a first operational mode 
during reception windows that correspond to expected timing 
of transmission of the sphere beacons and to enter a second 
operational mode after responding to the sphere beacons, 
wherein the second operational mode is characterized by a 
lower power consumption than the first operational mode. 
0056. The wireless reader may be arranged to calculate or 
receive information about distances between the wireless 
reader and multiple wireless tags; and select the wireless tags 
of the sphere out of the multiple wireless tags to be within a 
predetermined distance from the wireless tag. 
0057 The wireless reader may bearranged to program the 
wireless tags to belong to the sphere only during predeter 
mined time periods. 
0058. The wireless reader may be arranged to instruct a 
wireless tag to transmit wireless tag identification informa 
tion even without receiving beacon messages aimed to the 
wireless tag. 
0059. According to an embodiment of the invention there 
may be provided a non-transitory computer readable medium 
may store instructions that when executed by a computer 
cause the computer to execute the stages of programming, by 
a wireless reader, a group of wireless tags to belong to the 
sphere of wireless tags; sending by the wireless reader sphere 
beacons aimed to the wireless tags of the sphere; detecting a 
loss of a wireless tag of the sphere if the wireless tag did not 
respond to a predetermined number of sphere beacons; and 
responding to the detecting of the loss of the wireless tag. 
0060 According to an embodiment of the invention there 
may be provided a method for operating a wireless tag that 
belongs to a sphere of wireless tags, the method may include 
participating in multiple sphere check cycles; and operating 
at an energy saving mode between the multiple sphere check 
cycles; wherein a participating of the wireless tag in a sphere 
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check cycle of the multiple sphere check cycles may include 
searching, by the wireless tag and during a time window, for 
a preceding wireless tag token from a preceding wireless tag: 
and transmitting, by the wireless tag, a lack of reception 
indication indicative of a failure to receive the preceding 
wireless tag token during the time window. 
0061 The method may include transmitting a wireless tag 
token by the wireless tag and to a next wireless tag; wherein 
the wireless tag token transmitted by the wireless tag is 
treated as a preceding wireless tag token by the next wireless 
tag. 
0062. The method may include transmitting a wireless tag 
token by the wireless tag and to a next wireless tag only if 
receiving the preceding wireless tag token; wherein the wire 
less tag token transmitted by the wireless tag is treated as a 
preceding wireless tag token by the next wireless tag. 
0063. The method may include transmitting a wireless tag 
token by the wireless tag and to a next wireless tag regardless 
ofa reception of the preceding wireless tag token; wherein the 
wireless tag token transmitted by the wireless tag is treated as 
a preceding wireless tag token by the next wireless tag. 
0064. The method may include transmitting by the wire 
less tag an acknowledgement message in response to each 
reception of the preceding wireless tag token. 
0065. The method may include transmitting by the wire 
less tag an acknowledgement message in response to only 
Some of the receptions of the preceding wireless tag token. 
0066. According to an embodiment of the invention there 
may be provided a non-transitory computer readable medium 
may store instructions that when executed by a computer 
cause the computer to execute the stages of participating in 
multiple sphere check cycles; and operating at an energy 
saving mode between the multiple sphere check cycles; 
wherein a participating of the wireless tag in a sphere check 
cycle of the multiple sphere check cycles may include search 
ing, by the wireless tag and during a time window, for a 
preceding wireless tag token from a preceding wireless tag: 
and transmitting, by the wireless tag, a lack of reception 
indication indicative of a failure to receive the preceding 
wireless tag token during the time window. 
0067. According to an embodiment of the invention there 
may be provided a wireless tag, may include a transceiver and 
a processor that are arranged to participate in multiple sphere 
check cycles; and wherein the wireless tags may be arranged 
to operate at an energy saving mode between the multiple 
sphere check cycles; wherein a participating of the wireless 
tagina sphere check cycle of the multiple sphere check cycles 
may include searching, by the wireless transceiver and during 
a time window, for a preceding wireless tag token from a 
preceding wireless tag; and transmitting, by the wireless 
transceiver, a lack of reception indication indicative of a fail 
ure to receive the preceding wireless tag token during the time 
window. 

0068. The transceiver may be arranged to transmit a wire 
less tag token to a next wireless tag; wherein the wireless tag 
token transmitted by the wireless tag is treated as a preceding 
wireless tag token by the next wireless tag. 
0069. The wireless tag wherein the wireless transceiver 
may be arranged to transmit a wireless tag token to a next 
wireless tag only if receiving the preceding wireless tag 
token; wherein the wireless tag token transmitted by the wire 
less tag is treated as a preceding wireless tag token by the next 
wireless tag. 
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0070 The wireless transceiver may be arranged to trans 
mit a wireless tag token to a next wireless tag regardless of a 
reception of the preceding wireless tag token; 
0071 wherein the wireless tag token transmitted by the 
wireless tag is treated as a preceding wireless tag token by the 
next wireless tag. 
0072 The wireless transceiver may be arranged to trans 
mit an acknowledgement message in response to each recep 
tion of the preceding wireless tag token. 
0073. The wireless transceiver may be arranged to trans 
mit an acknowledgement message in response to only some 
of the receptions of the preceding wireless tag token. 
0074 According to an embodiment of the invention there 
may be provided a method for determining a location of a 
group of wireless tags, the method may include receiving first 
information indicative of distances between each wireless tag 
of the group and between at least three other wireless tags of 
the group; tracking a first movement of a certain tag of the 
group of wireless tag in relation to other wireless tags of the 
group to provide first movement information; receiving, after 
the performing of the first movement, second information 
indicative of distances between each wireless tag of the group 
and between at least three other wireless tags of the group; 
and determining locations of the wireless tags of the group in 
response to the first information, second information and the 
first movement information. 

0075. The method may include tracking a second move 
ment of the certain tag of the group of wireless tag in relation 
to other wireless tags of the group to provide second move 
ment information; receiving, after the performing of the sec 
ond movement, third information indicative of distances 
between each wireless tag of the group and between at least 
three other wireless tags of the group; and determining loca 
tions of the wireless tags of the group in response to the first 
information, second information, third information, the first 
movement information and the second movement informa 
tion. 

0076. The method may include tracking a third movement 
of the certain tag of the group of wireless tag in relation to 
other wireless tags of the group to provide third movement 
information; receiving, after the performing of the third 
movement, fourth information indicative of distances 
between each wireless tag of the group and between at least 
three other wireless tags of the group; and determining loca 
tions of the wireless tags of the group in response to the first 
information, second information, third information, fourth 
information, the first movement information, the second 
movement information and the third movement information. 

0077. The method may include instructing a user that 
moves the certain tag to perform movements at directions that 
are oriented in relation to each other. 

0078. The method may include receiving orientation 
information relating to an orientation of some of the tags of 
the group of tags; and wherein the determining of the loca 
tions of the wireless tags of the group is responsive to the first 
information, second information, the first movement infor 
mation and the orientation information. 

007.9 The certain tag may be attached to a user or to a user 
device carried by the user; wherein the method may include 
displaying a location of the user in relation to the locations of 
other tags of the group of tags. 
0080. The method may include estimating by a user device 
that differs from the wireless tags of the group the location of 
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the user device based upon an exchange of signals between 
Some tags of the group and the user device. 
I0081. According to an embodiment of the invention there 
may be provided a device for determining a location of a 
group of wireless tags, the device may include an interface for 
receiving first information indicative of distances between 
each wireless tag of the group and between at least three other 
wireless tags of the group; first movement information indica 
tive of a first movement of a certain tag of the group of 
wireless tag in relation to other wireless tags of the group; and 
second information, received after the first movement, indica 
tive of distances between each wireless tag of the group and 
between at least three other wireless tags of the group; and a 
processor may be arranged to determine locations of the 
wireless tags of the group in response to the first information, 
second information and the first movement information. 
I0082. The interface may be arranged to receive second 
movement information about a second movement of the cer 
tain tag of the group of wireless tag in relation to other 
wireless tags, and to receive, after the performing of the 
second movement, third information indicative of distances 
between each wireless tag of the group and between at least 
three other wireless tags of the group; and wherein the pro 
cessor may be arranged to determine locations of the wireless 
tags of the group in response to the first information, second 
information, third information, the first movement informa 
tion and the second movement information. 
I0083. The interface may be arranged to receive third 
movement information about a third movement of the certain 
tag of the group of wireless tag in relation to other wireless 
tags of the group, and to receive, after the performing of the 
third movement, fourth information indicative of distances 
between each wireless tag of the group and between at least 
three other wireless tags of the group; and wherein the pro 
cessor may be arranged to determine locations of the wireless 
tags of the group in response to the first information, second 
information, third information, fourth information, the first 
movement information, the second movement information 
and the third movement information. 
I0084. The device may be arranged to instruct a user that 
moves the certain tag to perform movements at directions that 
are oriented in relation to each other. 
I0085. The interface may be arranged to receive orientation 
information relating to an orientation of some of the tags of 
the group of tags; and wherein the processor may be arranged 
to determine of the locations of the wireless tags of the group 
is responsive to the first information, second information, the 
first movement information and the orientation information. 

I0086. The certain tag may be attached to a user or to a user 
device carried by the user; wherein the device further a dis 
play for displaying a location of the user in relation to the 
locations of other tags of the group of tags. 
I0087. According to an embodiment of the invention there 
may be provided a non-transitory computer readable medium 
may store instructions that when executed by a computer 
cause the computer to execute the stages of receiving first 
information indicative of distances between each wireless tag 
of the group and between at least three other wireless tags of 
the group; tracking a first movement of a certain tag of the 
group of wireless tag in relation to other wireless tags of the 
group to provide first movement information; receiving, after 
the performing of the first movement, second information 
indicative of distances between each wireless tag of the group 
and between at least three other wireless tags of the group; 
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and determining locations of the wireless tags of the group in 
response to the first information, second information and the 
first movement information. 
0088. The non-transitory computer readable medium may 
store instructions for receiving third movement information 
about a third movement of the certain tag of the group of 
wireless tag in relation to other wireless tags of the group, 
receiving, after the performing of the third movement, fourth 
information indicative of distances between each wireless tag 
of the group and between at least three other wireless tags of 
the group; and determining locations of the wireless tags of 
the group in response to the first information, second infor 
mation, third information, fourth information, the first move 
ment information, the second movement information and the 
third movement information. 
0089. The non-transitory computer readable medium may 
store instructions for instructing a user that moves the certain 
tag to perform movements at directions that are oriented in 
relation to each other. 
0090 The non-transitory computer readable medium may 
store instructions for receiving orientation information relat 
ing to an orientation of some of the tags of the group of tags; 
and determining of the locations of the wireless tags of the 
group is responsive to the first information, second informa 
tion, the first movement information and the orientation infor 
mation. 
0091. The certain tag may be attached to a user or to a user 
device carried by the user; wherein the non-transitory com 
puter readable medium stores instructions for displaying for 
displaying a location of the user in relation to the locations of 
other tags of the group of tags. 
0092. According to an embodiment of the invention there 
may be provided a method for locating a user within an indoor 
space, the method may include receiving by a computer, 
distance information about distances between multiple wire 
less tags that are positioned within the indoor space; wherein 
the distance information is obtained by the multiple wireless 
tags during a first type of distance estimation process that may 
include wirelessly transmitting messages between the mul 
tiple wireless tags; 
0093 determining locations of the wireless tags in the 
indoor space in response to the distance information and to 
calibration information indicative of an actual or estimated 
location of at least one wireless tag in the indoor space; 
receiving, from a user device, user device location informa 
tion related to a location of the user device in relation to a 
Sub-set of the wireless tags; and determining a location of the 
user device within the indoor space in response to the user 
device location information and to locations of the wireless 
tags of the Sub-set of wireless tags in the indoor space. 
0094. The user device location information may be 
obtained by applying a second type of distance estimation 
process that differs from the first type of distance estimation 
process. 
0095. The second type of distance estimation process may 
be based upon received signal strength indication (RSSI) 
measurements of beacons transmitted from the wireless tags 
of the sub-set of wireless tags; and wherein the first type of 
distance estimation is based upon tome of flight measure 
mentS. 

0096. Each wireless tag of the multiple wireless tags may 
have a unique identifier that is included in messages trans 
mitted by the wireless tag during the second type of second 
type of distance estimation process. 
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0097. The method may include receiving a map of the 
indoor space, the map is indicative of shapes and orientations 
of multiple objects within the indoor space to which wireless 
tags are attached; determining spatial relationships between 
the multiple wireless tags based upon the distance informa 
tion; and calculating the calibration information based upon 
similarities between a shape and an orientation of at least one 
object and between spatial relationships between objects that 
are attached to the at least one object. 
0098. The multiple wireless tags may include at least one 
hundred wireless tags and wherein a distance between adja 
cent wireless tags positioned on a same side of an object does 
not exceed 100 centimeters. 
0099. The first type of distance estimation process may 
include wirelessly transmitting Bluetooth low energy mes 
sages between the multiple wireless tags. 
0100. The first type of distance estimation process may 
include wirelessly transmitting wideband and narrowband 
messages between the multiple wireless tags. 
0101 The method may include transmitting to the user 
device messages in response to the location of the user device. 
0102) According to an embodiment of the invention there 
may be provided a non-transitory computer readable medium 
may store instructions that when executed by a computer 
cause the computer to execute the stages of receiving by a 
computer, distance information about distances between mul 
tiple wireless tags that are positioned within an indoor space; 
wherein the distance information is obtained by the multiple 
Wireless tags during a first type of distance estimation process 
that may include wirelessly transmitting messages between 
the multiple wireless tags; determining locations of the wire 
less tags in the indoor space in response to the distance infor 
mation and to calibration information indicative of an actual 
or estimated location of at least one wireless tag in the indoor 
space; receiving, from a user device, user device location 
information related to a location of the user device in relation 
to a Sub-set of the wireless tags; determining a location of the 
user device within the indoor space in response to the user 
device location information and to locations of the wireless 
tags of the Sub-set of wireless tags in the indoor space. 
0103) The user device location information may be 
obtained by applying a second type of distance estimation 
process that differs from the first type of distance estimation 
process. 
0104. The second type of distance estimation process may 
be based upon received signal strength indication (RSSI) 
measurements of beacons transmitted from the wireless tags 
of the sub-set of wireless tags; and wherein the first type of 
distance estimation is based upon tome of flight measure 
mentS. 

0105. Each wireless tag of the multiple wireless tags may 
have a unique identifier that is included in messages trans 
mitted by the wireless tag during the second type of second 
type of distance estimation process. 
0106 The non-transitory computer readable medium may 
store instructions for receiving a map of the indoor space, the 
map is indicative of shapes and orientations of multiple 
objects within the indoor space to which wireless tags are 
attached; determining spatial relationships between the mul 
tiple wireless tags based upon the distance information; and 
calculating the calibration information based upon similari 
ties between a shape and an orientation of at least one object 
and between spatial relationships between objects that are 
attached to the at least one object. 
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0107 The multiple wireless tags may include at least one 
hundred wireless tags and wherein a distance between adja 
cent wireless tags positioned on a same side of an object does 
not exceed centimeters. 

0108. The first type of distance estimation process may 
include wirelessly transmitting Bluetooth low energy mes 
sages between the multiple wireless tags. 
0109 The first type of distance estimation process may 
include wirelessly transmitting wideband and narrowband 
messages between the multiple wireless tags. 
0110. The non-transitory computer readable medium may 
store instructions that when executed by the computer will 
cause the computer to transmit to the user device messages in 
response to the location of the user device. 
0111. According to an embodiment of the invention there 
may be provided a device that may include an interface and a 
processor, wherein the interface may be arranged to receive 
distance information about distances between multiple wire 
less tags that are positioned within the indoor space; wherein 
the distance information is obtained by the multiple wireless 
tags during a first type of distance estimation process that may 
include wirelessly transmitting messages between the mul 
tiple wireless tags; wherein the processor may be arranged to 
determine locations of the wireless tags in the indoor space in 
response to the distance information and to calibration infor 
mation indicative of an actual or estimated location of at least 
one wireless tag in the indoor space; wherein the interface 
may be arranged to receive, from a user device, user device 
location information related to a location of the user device in 
relation to a sub-set of the wireless tags; and wherein the 
processor may be arranged to determine a location of the user 
device within the indoor space in response to the user device 
location information and to locations of the wireless tags of 
the Sub-set of wireless tags in the indoor space. 
0112 According to an embodiment of the invention there 
may be provided a method for locating a user within an indoor 
space, the method may include generating, by multiple wire 
less tags, distance information about distances between the 
multiple wireless tags, the multiple wireless tags are posi 
tioned within the indoor space by applying a first type of 
distance estimation process that may include wirelessly trans 
mitting messages between the multiple wireless tags; trans 
mitting by the multiple wireless tags ranging beacons, 
wherein wireless tags ranging bacons transmitted by a wire 
less tag may include a unique identifier of the wireless tag. 
0113. According to an embodiment of the invention there 
may be provided a method for determining a location of a user 
within an indoor space, the method may include receiving, by 
a user device, information about locations and identities of 
multiple wireless tags within the indoor space; receiving by 
the user device messages from a group of wireless tags, the 
messages are indicative of identities of the wireless tags of the 
group, wherein the group of the wireless tags forms a fraction 
of the multiple wireless tags; and calculating, in response to 
the identities of wireless tags of the group, the information 
about locations and identities of multiple wireless tags and 
reception parameters of the messages, a location of the user 
device within the indoor space. 
0114. The method may include calculating a rough esti 
mate of the location of the user device in response to the 
identities of wireless tags of the group and the information 
about locations and identities of multiple wireless tags. 
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0115 The method may include calculating a fine estimate 
of the location of the user device in response to the reception 
parameters of the messages. 
0116. The reception parameters of the messages are RSSI 
measurements related to the messages. 
0117. According to an embodiment of the invention there 
may be provided a non-transitory computer readable medium 
may store instructions that when executed by a computer 
cause the computer to execute the stages of receiving infor 
mation about locations and identities of multiple wireless tags 
within the indoor space; receiving messages from a group of 
wireless tags, the messages are indicative of identities of the 
wireless tags of the group, wherein the group of the wireless 
tags forms a fraction of the multiple wireless tags; and calcu 
lating, in response to the identities of wireless tags of the 
group, the information about locations and identities of mul 
tiple wireless tags and reception parameters of the messages, 
a location of the user device within the indoor space. 
0118. The non-transitory computer readable medium may 
store instructions for calculating a rough estimate of the loca 
tion of the user device in response to the identities of wireless 
tags of the group and the information about locations and 
identities of multiple wireless tags. 
0119 The non-transitory computer readable medium may 
store instructions for calculating a fine estimate of the loca 
tion of the user device in response to the reception parameters 
of the messages. 
0.120. The reception parameters of the messages may be 
RSSI measurements related to the messages. 
I0121 According to an embodiment of the invention there 
may be provided a method for detecting a presence of a 
tagged item within a tagged enclosure, the method may 
include performing distance measurements between at least 
one wireless tag of the tagged enclosure and the tagged item 
to determine the spatial relationship between the tagged 
enclosure and the tagged item. 
0.122 The method may include determining, based upon 
the distance measurements, whether the tagged item is within 
the tagged enclosure. 
I0123. The method may include evaluating a location of a 
tagged user device in relation to the tagged enclosure by 
evaluating distances between at least two wireless tags of the 
tagged enclosure and the tagged user device. 
0.124. The method according to claim 117 wherein the 
performing of the distance measurements between at least 
one wireless tag of the tagged enclosure involves determining 
whether the tagged item is within a coverage area of each one 
of the at least one wireless tag. 
0.125. According to an embodiment of the invention there 
may be provided a non-transitory computer readable medium 
may store instructions that once executed by a computer 
cause the computer to execute the stages of performing dis 
tance measurements between at least one wireless tag of a 
tagged enclosure and a tagged item to determine the spatial 
relationship between the tagged enclosure and the tagged 
item. 
0.126 The non-transitory computer readable medium may 
store instructions for determining, based upon the distance 
measurements, whether the tagged item is within the tagged 
enclosure. 
I0127. The non-transitory computer readable medium may 
store instructions for evaluating a location of a tagged user 
device in relation to the tagged enclosure by evaluating dis 
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tances between at least two wireless tags of the tagged enclo 
Sure and the tagged user device. 
0128. The non-transitory computer readable medium 
wherein the performing of the distance measurements 
between at least one wireless tag of the tagged enclosure 
involves determining whether the tagged item is within a 
coverage area of each one of the at least one wireless tag. 
0129. According to an embodiment of the invention there 
may be provided a wireless reader that comprises an interface 
and a processor, wherein the interface may be arranged to 
receive distance measurements between at least one wireless 
tag of a tagged enclosure and a tagged item and wherein the 
processor may be arranged to determine the spatial relation 
ship between the tagged enclosure and the tagged item in 
response to the distance measurements. 
0130. The processor may be arranged to determine, based 
upon the distance measurements, whether the tagged item is 
within the tagged enclosure. 
0131 The processor may be arranged to evaluate a loca 
tion of a tagged user device in relation to the tagged enclosure 
by evaluating distances between at least two wireless tags of 
the tagged enclosure and the tagged user device. 
0132) The processor is the distance measurements are 
indicative of whether the tagged item is within a coverage 
area of each one of the at least one wireless tag. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0133. The foregoing and other objects, features, and 
advantages of the present invention will become more appar 
ent from the following detailed description when taken in 
conjunction with the accompanying drawings. In the draw 
ings, similar reference characters denote similar elements 
throughout the different views, in which: 
0134 FIG. 1 illustrates wireless tags, wireless readers and 
their environment according to an embodiment of the inven 
tion; 
0135 FIGS. 2-4 illustrate a method according to an 
embodiment of the invention; 
0.136 FIGS. 5-17 are timing diagrams according to vari 
ous embodiments of the invention; 
0.137 FIG. 18 illustrates a sphere of tags according to an 
embodiment of the invention; 
0138 FIGS. 19-22 are timing diagrams according to vari 
ous embodiments of the invention; 
0139 FIGS. 23-25 illustrate a wireless tag according to 
various embodiments of the invention; 
0140 FIG. 26 illustrates an integrated circuit (ASIC) of a 
wireless tag according to an embodiment of the invention; 
0141 FIG.27 illustrates a display of a wireless tag accord 
ing to an embodiment of the invention; 
0142 FIG. 28 illustrates a wireless tag according to an 
embodiment of the invention; 
0143 FIG. 29 illustrates electrical components of a wire 
less tag according to an embodiment of the invention; 
014.4 FIG. 30 illustrates various distance measurements 
and a path of a wireless tag according to an embodiment of the 
invention; 
0145 FIGS. 31-35 illustrate maps of wireless tags accord 
ing to various embodiments of the invention; 
0146 FIGS. 36-37 illustrate a sphere of wireless tag 
according to various embodiments of the invention; 
0147 FIG. 38 is a timing diagrams according to an 
embodiment of the invention; 
0148 FIG. 39 illustrates a prior location tracking scheme: 
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014.9 FIGS. 40-41 illustrates multiple wireless tags posi 
tioned in an indoor space, a user device located within a 
virtual cell and a computer according to various embodiments 
of the invention; 
0150 FIGS. 42-50 illustrate methods according to various 
embodiments of the invention; and 
0151 FIGS. 51-52 illustrate tagged enclosures according 
to various embodiments of the invention. 

DETAILED DESCRIPTION OF THE DRAWINGS 

0152. In the following detailed description, numerous spe 
cific details are set forth in order to provide a thorough under 
standing of the invention. However, it will be understood by 
those skilled in the art that the present invention may be 
practiced without these specific details. In other instances, 
well-known methods, procedures, and components have not 
been described in detail so as not to obscure the present 
invention. 
0153. The subject matter regarded as the invention is par 
ticularly pointed out and distinctly claimed in the concluding 
portion of the specification. The invention, however, both as 
to organization and method of operation, together with 
objects, features, and advantages thereof, may best be under 
stood by reference to the following detailed description when 
read with the accompanying drawings. 
0154 It will be appreciated that for simplicity and clarity 
of illustration, elements shown in the figures have not neces 
sarily been drawn to scale. For example, the dimensions of 
Some of the elements may be exaggerated relative to other 
elements for clarity. Further, where considered appropriate, 
reference numerals may be repeated among the figures to 
indicate corresponding or analogous elements. 
0.155. Because the illustrated embodiments of the present 
invention may for the most part, be implemented using elec 
tronic components and circuits known to those skilled in the 
art, details will not be explained in any greater extent than that 
considered necessary as illustrated above, for the understand 
ing and appreciation of the underlying concepts of the present 
invention and in order not to obfuscate or distract from the 
teachings of the present invention. 
0156 Any reference in the specification to a method 
should be applied mutatis mutandis to a system, device, appa 
ratus, wireless tag, or wireless reader capable of executing the 
method and should be applied mutatis mutandis to a non 
transitory computer readable medium that stores instructions 
that once executed by a computer result in the execution of the 
method. 
0157 Any reference in the specification to a system, 
device, apparatus, wireless tag, or wireless reader should be 
applied mutatis mutandis to a method that may be executed by 
the system and should be applied mutatis mutandis to a non 
transitory computer readable medium that stores instructions 
that may be executed by the system. 
0158 Any reference in the specification to a non-transi 
tory computer readable medium should be applied mutatis 
mutandis to system, device, apparatus, wireless tag, or wire 
less reader capable of executing the instructions stored in the 
non-transitory computer readable medium and should be 
applied mutatis mutandis to method that may be executed by 
a computer that reads the instructions stored in the non 
transitory computer readable medium. 
0159. Any combination of any methods disclosed in any of 
the figures (or anywhere in the specification including the 
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Summary) may be provided. Any combination of any stages 
of such methods may be provided. 
0160 A system, device, apparatus, wireless tag, or wire 
less reader capable of performing any method, any combina 
tion of any methods disclosed in any of the figures (or any 
where in the specification) or any stages of such methods may 
be provided. 
0161. A non-transitory computer readable medium that 
stores instructions that once executed cause a computer to 
execute any method, any combination of methods disclosed 
in any of the figures (or anywhere in the specification) or any 
stages of such methods may be provided. 
0162 The terms “computer”, “processor, 
are used in an interchangeable manner. 
0163. In the drawings and descriptions set forth, identical 
reference numerals indicate those components that are com 
mon to different embodiments or configurations. 
0164. Unless specifically stated otherwise, as apparent 
from the following discussions, it is appreciated that through 
out the specification discussions utilizing terms such as “pro 
cessing', 'calculating”, “computing”, “determining”, “gen 
erating', 'setting”, “configuring', 'selecting”, “defining, or 
the like, include action and/or processes of a computer that 
manipulate and/or transform data into other data, said data 
represented as physical quantities, e.g. Such as electronic 
quantities, and/or said data representing the physical objects. 
The terms “computer”, “processor, and “controller should 
be expansively construed to cover any kind of electronic 
device with data processing capabilities, including, by way of 
non-limiting example, a personal computer, a server, a com 
puting system, a communication device, a processor (e.g. 
digital signal processor (DSP), a microcontroller, a field pro 
grammable gate array (FPGA), an application specific inte 
grated circuit (ASIC), etc.), any other electronic computing 
device, and or any combination thereof. 
0.165. The operations in accordance with the teachings 
herein may be performed by a computer specially constructed 
for the desired purposes or by a general purpose computer 
specially configured for the desired purpose by a computer 
program stored in a computer readable storage medium. 
0166 The terms “tag” and “wireless tag are used in an 
interchangeable manner. A tag is a device that includes a 
wireless transceiver. A tag can include a processor for calcu 
lating distances between the tag to other radiating elements 
(for example—other radiating elements). Alternatively—the 
tag does not preform distance calculations. 
0167 A sphere of wireless tags means a group of wireless 

tags. It does need to follow a specific shape or arrangement. 
(0168 The terms “reader and “wireless reader are used in 
an interchangeable manner. A reader is a device that can 
manipulate (control, program) a wireless tag. A reader can 
include a transceiver, can perform distance calculations and 
the like. 

0169. The term BLE stands for Bluetooth Low Energy and 
includes any BLE standard that was in act during November 
2013 or any other date. 
0170 The “term BLE+ stands for a communication pro 
tocol that is capable of Supporting one or more of the features 
illustrated in the specification. For example, it can be a BLE 
protocol that Supports the establishment and maintenance of 
a sphere. 

controller 
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0171 General System Structure Reader and Tags Types 
0172 FIG. 1 illustrates a tag cloud 20, readers 30, a smart 
device application 10 and a cloud computational device 
(cloud) 11 according to an embodiment of the invention. 
0173 Tag cloud 20 can include tags such as fixed tag 1, 
basic tag 2, Smart tag 3, Software tag 4., virtual tag 5, and third 
party tag 6. 
0.174 Readers can include fixed readers 7, mobile readers 
8 and software readers 9. 
0.175. A Tag cloud 20 is collection of one or several tags of 
the same type or several tags of different types (system Sup 
ports several types of tags) that can be manipulated by a 
reader. Tag is a wireless device or entity that may: 

0176 a. Communicate with a reader, several readers 
and/or other tags 

0.177 b. Indicate an ID, logical information (name. 
description, etc.), existence and location guidance sig 
nal, power level and other value-add information (such 
as tag sensor information, relaying other tags data etc.) 

0.178 c. May have a privacy assurance method 
(0179 d. May have one of several different form factors 

or other characteristics depending on the Tag Type. Dif 
ferent tags types may exist and function within the same 
“tag cloud' 

0180 e. Be operated by battery or other power source 
(direct power or other power harvesting methods) 

0181 f. Be connected to Personal Gear e.g. by glue or 
other means or be built/embedded into personal gear. 

0182 g. Be in one of several states/modes: un-Initiation 
(“in-storage'), Sleep, listen, update ID, etc. 

0183 Tag Types 
(0.184 (1) Fixed Tag 
a. Stationary tag that may enable the system to establish its 
location with certainty 
0185 (2) Basic Tag 
0186 a. Small in size 
0187 b. Physically attached to items 
0188 c. Has an independent power sub system (local 
energy source or by harvesting) 

0189 d. Communicates existence & Signaling Support 
ing location estimation 

(0190 (3) Smart-Tag 
0191 a. A basic or fixed tag that may additionally pro 
vide extended functionality to the system including: 

0.192 b. Absolute position using positioning system 
0193 c. Reading from various sensors. Examples: Tem 
perature, pressure, acceleration etc. 

0194 d. State machine that triggers specific events or 
actions 

(0195 (4) “Software” Tag 
0.196 a. Basic smart or fixed tag that leverages an exist 
ing hardware element and enables communication with 
the system through software configuration of that hard 
Ware 

(0197) (5) Virtual Tag 
0198 a. A software tag that is attached to a virtual 
element Such as E-mail message, a doc file etc. 

(0199 (6) 3' Party Tag 
0200 a. A tag or anything else that is readable by a 
reader of any kind that exist independently ora-priori of 
the proposed system 

0201 b. E.g. RFid tags or readers of any kind 
0202 c. Bluetooth or Bluetooth-Low-Energy (BLE) 
devices 
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(0203 d. Zigbee devices 
0204 e.TV towers 
0205 f. Cell towers 
0206 g. Wifi enables instruments 

0207 Readers (or readers cloud) 30 is a collection of one 
or more Readers that can manipulate tags, communicate with 
each other, with a smart device or with the network cloud 
system supports few types of Readers. 
0208 Reader is a wireless device that may 
0209 a. communicate with tags or other readers 
0210 b. communicates with the smart device applica 
tion 

0211 c. Communicates with the network cloud 
0212 d. Provides indications and get information and 
configuration/control from a user, through a GUI or 
other UI 

0213 e. Validates the existence of tags within a certain 
aca 

0214 f. Estimates the position, range direction and ori 
entation of tags relative to the reader 

0215 g. Gets information from tags (e.g. tag sensor 
information) 

0216 h. Estimates its own position (indoor or outdoor) 
and orientation, and other value add information 
required by an application (acceleration, etc.) 

0217. A reader can in some situations act as a tag 
0218. There are several Reader Types 
0219. The reader can be embedded as hardware and/or 
software module inside a smart device 
0220 Reader Types 
0221 (7) Fixed Reader 
0222 Stationary reader that could be connected to as 
power source or have its own. This reader is used to extend the 
range of the system or to communicate with tags while the 
mobile readers are not in range. 
0223 (8) Mobile Reader 
0224. This is a reader that a user can carry around. It is 
usually connected to the Smart device application 
0225 (9) Software Reader 
0226 Mobile or fixed reader that leverages existing hard 
ware and enables communication with the system through 
Software configuration 
0227. The smart device application 10 may act as a GUI, 
control, location estimation and processing unit for the sys 
tem. The application uses existing hardware and software of 
the smart device (such as its screen, input method, GPS facil 
ity, Location Based Services (LBS), communication facility, 
sensor data etc.). Examples for a Smart device include a 
Smartphone, a Tablet, a Notebook, a PC, a SmartTV, a Smart 
Car, a server farm on the internet, a cloud based service app 
etc. 

0228. The application performs few tasks. Among those 
could be: 
a. Configuration and association of tags 
b. Estimation and display of tags' position, range, direction 
c. Storing historical log of tag position, existence 
d. Communication with the reader 
e. Communication with the network cloud 
f. Management of the user's personal gear 
g. Management of sphere mode 
h. Providing user interface 
i. Providing an absolute location (by using GNSS and also 
other methods used for indoor/LBS) 
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j. Storing and implementing policies for tagged items han 
dling 
k. Connecting the item location based system to various 
application 
0229. The network cloud 11 can provide storage, process 
ing, analytics and other functionality provides value added 
services Such as: 

0230 Backup for system data 
0231. Synchronization and sharing of information 
between readers 

0232 Synchronization between different smart devices 
applications 

0233 Interfacing the system with cloud based applica 
tions 

0234 
0235 

Crowd mapping of tagged items 
Issuing a broad “amber alert” for lost items 

0236 System Interconnections 
0237 Tag Tag connection 12. Any tag can connect to 
another tag, regardless of their type. A few connection 
examples are shown in the diagram for the sake of simplicity. 
The connection is a two way wireless connection that may 

0238 a. Share data between tags, as example getID, 
get sensor data etc. 

0239 b. configure a tag—e.g. download hash tables etc. 
into the tag 

0240 c. Support TOF measurements 
0241 d. Support RSSI measurements 

0242. The connection could be set in advance by the reader 
communicating with the two tags or be established directly 
between the tags. 
0243 Frequency bands that can be used 

0244 a. 13.56 MHz ISM band 
0245 b. VHF bands 
0246 c. UHF bands 
0247 d. 2.4 Ghz ISM band 
0248 e. 5-6 GHz ISM and UNII bands 
0249 f. UWB bands (3.1-5 GHZ, 6-10 GHz) 
(0250 g. 60 GHz ISM band 
0251 h. Ultrasound 

0252 (13) Readers(s) Tag(s) Connection. 
0253) The tag reader connection is a two way wireless 
connection that 

0254 a. establishes communication w the tag 
0255 b. establishes association w the tag 
0256 c. maintains communication w the tag 
0257 d. Gets response and data from tag, as example— 
get ID, get sensor data etc. 

0258 e. Sets data on the tag—logical name, status and 
O 

0259 f. provides assistance information to tags to sup 
port tag-tag connection 

0260 g. configures a tag—e.g. download hash tables 
etc. into the tag 

0261 h. Transfers data that enables measuring the range 
and direction between reader and tag 

0262 i. Ensures the privacy of the user 
0263. j. Supports 
0264 i. TOF measurements 
0265 ii. RSSI measurements 
0266 iii. Phase/AOA measurement 
0267 iv. Directive antenna measurements/maximi 
Zation 
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0268 k. Multiple Frequency bands can be used includ 

0269 i. 13.56 MHz ISM band 
0270 ii. VHF bands 
0271 iii. UHF bands 
0272 iv. 2.4 Ghz ISM band 
0273 v. 5-6 GHz ISM and UNII bands 
0274 vi. UWB bands (3.1-5 GHz, 6-10 GHz) 
0275 vii. 60 GHz ISM band 
0276 viii. Ultrasonic 

0277 FIG. 1 also illustrates various communication links/ 
connections such as communication links 12, 13, 14, 15 and 
16. 
0278 Reader Reader connection 12. Any reader can 
connect to any other reader, regardless of their types. The 
connection is a two way wireless connection that may 

0279 a. Share data between readers, as example Tag 
addresses and status (existence, location) etc. 

0280 b. configure a reader—e.g. download hash tables 
etc. into the tag 

0281 c. Use a remote reader as a range extender 
0282 d. Support TOF measurements 
0283 e. Support RSSI measurements 
0284 f. Support Phase measurement 
0285 g. Support Directive antenna measurements/ 
maximization 

0286 h. Frequency bands that can be used 
(0287 i. 13.56 MHz ISM band 
0288 ii. VHF bands 
0289 iii. UHF bands 
0290 iv. 2.4 Ghz ISM band 
0291 v. 5-6 GHz ISM and UNII bands 
0292 vi. UWB bands (3.1-5 GHz, 6-10 GHz) 
0293 vii. 60 GHz ISM band 
0294 viii. Ultrasound 

0295 Readers(s) Network Cloud connection 15. 
0296. This could be a wireless connection (e.g. through 
Bluetooth or WLAN connecting to the internet) or a wired 
connection (e.g. using a USB cable connecting to a device 
that is connected to the cloud). This connection is used to: 

0297 a. Transfer data from the reader to the cloud 
0298 b. Transfer data from the cloud to the reader 
0299 c. Synchronize data on various readers through 
the cloud 

0300 d. Control the reader from the cloud 
0301 e. Backup and restore a reader 

0302 Readers(s)—Smart device/smart device application 
connection 13. This could be a wireless connection (e.g. 
through Bluetooth or WLAN) or a wired connection (e.g. 
using a USB cable). 
0303. This connection is used to: 

0304 a. Transfer data collected by the reader(s) to the 
application or a Smart device, 

0305 b. Transfer data from the application to the read 
CS 

0306 c. Control and configure the reader from the 
application 

0307 d. Get status reports and indications/triggers from 
the reader 

0308 e. Control and configure the application from the 
reader 

0309 The connection can be internal inside the smart 
phone device—as the reader can be implemented as internal 
hardware and/or software inside the Smart device. 
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0310 Smart device application Network Cloud connec 
tion 17. 
0311. This could be a wireless connection (e.g. through 
Bluetooth or WLAN connecting to the internet) or a wired 
connection (e.g. using a USB cable connecting to a device 
that is connected to the cloud). 
0312. This connection is used to: 

0313 a. Transfer data from the application to the cloud 
0314 b. Transfer data from the cloud to the application 
0315 c. Synchronize data for different instances of the 
application through the cloud 

0316 d. Control the application from the cloud 
0317 e. Backup and restore the relevant Smart phone 
application data 

0318. As shown in the diagram, the user can interact and 
control the system either from the smart device, Smart device 
application, the reader(s) or from the network cloud. 
0319 Personal Gear Assistance (PGA) System Overview 
0320 Personal Gear Assistance (PGA) system provides 
the user with services like tracking, monitoring and keeping 
as well as finding or give location for real or virtual previously 
tagged items (tagged by Wireless tag). The system is designed 
to enable very low average power consumption of tags result 
ing in low size and cost as well as long lifetime of the tags. 
This is done by working in a very low duty-cycle in addition 
to the reader taking most of the power consumption penalty in 
any action, optimizing the tag power consumption. Those 
concepts are described in section (4). A very high level 
description of the system is illustrated in the Figure below. As 
can be seen, there are four elements Surrounding the user: 

0321 a. Tags (any one or combination of tags 1-6). 
which are part or a subset of a tag cloud 20 of FIG. 1. 

0322 b. Reader or readers (any one of a combination of 
readers 7-9) which are part of a reader cloud 30. 

0323 c. Smart Device or Smart device application 10. 
0324 d. The network cloud 11. 

0325 System Interconnections 
0326. As illustrated from the diagram the system has the 
following interconnections: 

0327 a. Readers(s) Tag(s) 13 connection 
0328 b. Readers(s)—Smart device/smart device appli 
cation connection 14 

0329 c. Readers(s) Network Cloud connection 15. 
0330 Smart device application Network Cloud 17. 
0331. The user can interact and control the system either 
from the smart device application, the reader(s) or from the 
network cloud 
0332 High Level Functional Description 
0333 Un-installed tags—before installation the tag, 
depending on type, could be connected or disconnected from 
a power source. 
0334 Tags may be associated with the system before 
being used. This is done through the association process. A 
tag could come from factory with a pre-defined address or 
with a generic initial address. Following the association pro 
CSS 

0335 a. The taggets a few unique IDs (e.g. system, kit 
personal etc.) which are set by the reader. The reader can 
later share or change this information 

0336 b. The user, using the application associates a 
logical “name to the tag. This could be a text string, a 
picture etc. or a combination of the above. The applica 
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tions “name” corresponds to the Tag ID stored in the 
reader using an index which is known for both the appli 
cation and the reader 

0337 c. The reader acquires information on the Tag's 
slow clock and fast clock offsets compared to its own 
slow clock and fast clock. This information can be 
shared with the tag 

0338 d. The Taggets into Standby state 
0339. There could be tags that are “public' or un-associ 
ated which means any reader can interact with these tags 
0340. After association, by default all tags are in standby 
state. In this state the tag wakes up periodically and looks for 
a “wake up' indication from the reader that is addressed it 
(using one of the IDs that are stored in the tag). If there is no 
Such indication, the taggets back to sleep until the next wake 
up period. The period could change based on internal or 
external information (e.g.—time since last connection made, 
absolute time of day, etc.). If awake up indication is identified 
the tag moves to “awake' state 
0341 While in “awake' state the tag acquires the reader's 
system clock and communication windows period. The tag 
still wakes up periodically waiting for a command from the 
reader which is addressed to it. The period could be (although 
not necessarily) shorter than that of standby state. In this state 
the reader and tag are synchronized in time, so the reader 
knows with relative good accuracy when does the tag wake 
up. Several tags could be in that state together. 
0342. While in awake state, the reader can perform few 
actions: 
a. Configure the tag and transfer information (e.g. change 
IDs, tables etc.) 
b. Read information from the tag 
c. Move the tag(s) to a different system state 
0343 Connection states. There are 2 basic connection 
states containing reader and tag(s): Sphere connection and 
ranging connection 
0344) Sphere connection: In the state the reader wakes up 
a subset of tags (one or more) and while in “listen' mode 
configures a “star networks” (a Sphere) with the set of tags. 
The reader then starts a beacon search periodically sending 
either a beacon for all tags or individual queries per each tag. 
Upon reception of the beacon each of the tags sends an 
acknowledge indication back to the reader. The acknowledge 
indication can include more information. The readers beacon 
can also include information to the tags. If a connection to one 
of the tags participating in the Sphere is lost for more than few 
periods the tag is considered “absent from the sphere. The 
sphere connection ends upon a command sent from the reader 
to the participating tags 
0345 Ranging connection. In this state the reader wakes 
up a Subset of tags (one or more). While in awake mode it 
sends a timed indication to the tag on a range measurement, 
following by a ranging signal (this way the ranging measure 
ment is done in a relatively well defined timing hence simpli 
fying the ranging measurement process). This signal is used 
for a two way time of arrival (TOA) measurement. This mea 
Surement could be unidirectional (reader->tag->reader) or 
bidirectional (reader->tag->reader followed by tag->reader 
>tag). In addition to the TOA measurement the reader may 
collect other information such RSSI information from each of 
its antennas and signal phase information (if multiple anten 
nas are used) of the received tag signals. After the measure 
ment is completed the connection gets into sleep period until 
the next slot. This process could be done with several tags, 
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eitherinaround robin fashion (reader send individual ranging 
signal to each tag) or through timed (sequenced) process— 
one ranging signal from reader, tags respond one after the 
other 

0346 User/Application System states. There are 3 basic 
system states: sphere, find and background scan. 
0347 Sphere: This user driven or event driven mode is 
using Sphere connection. In this mode the user selects a kit of 
elements, for example by selecting a pre-defined kit of ele 
ments; or by selecting a few elements out of a longer list of 
elements; or by selecting a group of elements that are present 
at a given time and acquiring them instantly as a kit, or by 
another method that specifies the elements that he/she would 
like to monitor. The selection can be predefined, all the tags 
that are currently in range or combination with user specifi 
cation. The system creates an ad-hoc sphere connection 
between the reader and the selected tags. More tags can be 
added by the user also after the sphere was created. If a 
connection to a certain tag is lost (for example when there is 
no response or the range too far to be read), the system 
generates an indication in the reader and Smart device, and 
logs the event. The log could take place in the reader, Smart 
device or cloud. 

0348 Find: This user or event driven mode. IN case of user 
driven, the user selects an item he/she would like to find. The 
system will indicate the last location information it has on the 
item. It will then enter a ranging connection with the selected 
tag. Based on the ranging measurements, RSSI, angle of 
arrival (AOA) estimations and the user recorded movement 
path (by indoor location and navigation abilities, using sen 
sors like gyro-meters, accelerometers, compass, beacons and 
etc.) the system will create a 3D model of the user (reader, 
Smart-device, tags) movements and the estimated tag location 
relative to the user. This will be done by finding the crossing 
points of the estimated ranging spheres along with the RSSI/ 
AOA information. The system will then provide the user with 
the estimated range and direction of the tag relative to user 
0349 Background scan: This is scheduled or event driven 
mode. Periodically, based on previous setting, or based on 
location (using GPS in the reader/smart device) or based on 
proximity to a pre-defined tag with known location or other 
method (example—connection to a certain WLAN AP con 
nection to a certain Bluetooth device etc.), the system will 
enter background scan mode. It will get into ranging connec 
tion with a predefined Subset of tags (“participating tags' 
could vary from 1 to any of all associated tags) and perform 
ranging measurements. It will track the reader movements as 
described in “find mode” while the starting or reference point 
is a tag with known location or a last GPS reading or a tag 
known to the user or any other instrument with position 
known to the user (could be WLAN AP, a TV etc.). The 
measurements will continue for a predefined amount of time 
or until the reader movements create enough uncorrelated 
measurements enabling triangulation of participating tags. 
The system will then record the location of all participating 
tags and go back to sleep. 
0350 
0351. This section describes the wireless tag system flow, 
highlighting the different states and the different options and 
paths to move between those states. 
0352 FIGS. 2-3 illustrates a method 800 for operating a 
wireless tag in various states according to an embodiment of 
the invention. 

System States and Protocols 
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0353. These states include: 
0354 a. Un-initialized 
0355 b. Standby. 
0356) c. Sphere. 
0357 d. Ranging. 

0358 Un-Initiated 
0359. This state includes stages 810, 812, 844, and 818. 
Stage 810 is followed by stage 812 that is followed by query 
stage 814. A positive answer causes stage 814 to be followed 
by query stage 816 else to be followed by stage 812. A 
positive answer causes stage 816 to be followed by stage 
820 else to be followed by stage 812. 
0360 This is the state the taggets into after initial power 
connect (stage 810). It will periodically wake up (stage 812) 
and get into reception mode, looking for a unique initiation 
signal. The initiation signal could be a specific one (single 
phase initiation) or a 'generic' one (two phase initiation), 
depended on the data programmed into the tag during pro 
duction phase. The advantage in using a generic initiation 
signal (two phase) is that it could be shorter than a specific one 
hence requiring shorter reception window resulting in lower 
power consumption during un-initiated State. Two phase ini 
tiation: 

0361 a. If a valid initiation signal is not detected, the tag 
gets back to sleep till the next reception window 

0362 b. If a valid generic initiation signal is received, 
the tag moves to a faster periodic reception phase look 
ing for a specific association command with its own ID 
(stage 816). 

0363 The association command also contains timing 
information enabling the tag to match its reception windows 
with those of the reader's transmissions. If the association 
command is received (stage 814) the tag moves to association 
phase (stage 818). If the command is not received for a certain 
amount of reception periods, the tag moves back to un-initi 
ated State. 
0364. In a single initiation process the first step in skipped, 
the tag reception windows are longer and the reader starts 
directly by sending an association command 
0365. As an example, two phase process may use generic 
initiating signal of 15 bits only. False detection is low (of the 
order I/215) and with typical 1 Mbps modulation scheme 
(like Bluetooth low energy for example) and wakeup period 
of 3 sec the duty cycle of the active TX window will be: 
DC-2*15*1 usec/3 E6 usec=1 E-5 or 0.001%. In practice this 
process could be done in few frequencies, and the overheads 
of the reception process should be taken into account (Syn 
thesizer lock etc.) yet the DC is still extremely low 
0366 Association process (stage 818): The system gets 
into that process after a Successful reception of an association 
command by the tag. The tag extracts the timing information 
from that command and the process begins in the next recep 
tion slot. During the association process the taggets new IDS 
(replacing production unique IDs as well as adding few 
broadcast IDs), calibrates its clock offset from the readers 
and gets additional parameters. After sending an ACK mes 
sage the tag moves to Standby mode (stage 820) 
0367 Standby. 
0368. This state includes stages 818, 820, 822, 824,826, 
828, 830 and 132. 
0369. This is the default state of a tag after association. 
From this state it can move to other states while eventually 
every state goes back to standby. In standby mode the tag 
wakes up periodically (stages 820-822) and get into reception 
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mode, looking for a unique wake up signal. The wakeup 
signal could be a specific one to the tag or a reader 'generic' 
one, depending on the data programmed into the tag during 
association phase. The advantage in using a generic reader 
initiation signal is that it could be shorter than a specific one 
hence requiring shorter reception window during standby 
state. The wake up period in this state is probably faster than 
in un-initiate state, yet the operation duty cycle is of the same 
order of magnitude and the same DC example shown in the 
previous section could be used here. Waking up could be one 
or two phase process: 
0370. If a valid wakeup signal is not detected stage 822 is 
followed by stage 820 and the taggets back to sleep till the 
next reception window 
0371. In a two phase wakeup process once a valid wakeup 
signal is received, the tag moves to awake state (stage 824) 
which is faster periodic reception phase looking for a specific 
command. In a single phase wakeup process the wakeup 
signal contains the reader timing information so the tag is 
synchronized with the reader while it is looking for the spe 
cific commands. The command could be a sphere initiation 
request (stage 826), ranging request (stage 828) or data 
exchange request (stage 830). In two phase wakeup the com 
mand also contains timing information enabling the tag to 
match its reception windows with those of the reader's trans 
missions. If such a command is not received for a certain 
amount of reception periods, the tag moves back to standby 
state (to stage 820) 
0372. If a sphere command is received, the tag moves (to 
stage 840) into sphere initiation process which is part of 
Sphere state. 
0373) If a ranging command is received, the tag moves (to 
stage 860) into ranging initiation process which is part of 
ranging state. 
0374. If a data exchange command is received the tag 
moves into data exchange process (stage 833). In this process 
it communicates directly with the reader, can get or send data, 
parameters etc. 
0375 Sphere 
0376. This state includes stages 840, 842, 844, 846, 848, 
850, 852, 854,856 and 858. 
0377. In this state the reader initiate a sphere of few tags. 
The purpose of the sphere is to validate the existence of the tag 
around the reader. 
0378 First step in this state is the sphere initiation (840) 
process. At this phase the relevant tags are already synchro 
nized to the reader. All participating tags get from the reader 
the sphere parameters (a unique sphere ID, a specific index for 
every tag, timing parameters, frequency hopping plan etc.). 
Each tag sends an ACK to the reader and the system moves to 
Sphere state 
0379. In Sphere state the tag wakes up synchronically 
(stage 842) and looks for a reader beacon. The beacon con 
tains the unique sphere ID and may contain additional infor 
mation (commands). 
0380. If the sphere beacon is detected (stage 844) and 
there is no additional command (negative response to query 
stage 856), the tag identifies a sphere event (stage 854). It 
updates its time counting according to the beacon, and sends 
an ACK message with its index in the righttimeslot according 
to its index and sphere initiation parameters. It then goes back 
to sleep until the next window (back to stage 842). 
0381. If the sphere beacon is detected and there is an 
additional command (positive answer to stage 856), the tag 
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identifies a sphere parameter update (stage 852). It updates its 
time counting according to the beacon. It also updates the 
requested parameters (could be an update to the sphere ID, the 
tag index, timing parameters etc.). It then sends an ACK 
message with its index in the right time slot according to its 
index and sphere initiation parameters. 
0382. If the parameter update command is a “sphere 
cease' command (stage 850), the tag gets back to standby 
mode. 

0383. Otherwise the tag stays in Sphere state and goes 
back to sleep until the next window (stage 842). 
0384. If the sphere beacon is not detected the tag check the 
amount of consequent reception windows a beacon was not 
detected (stage 846). 
0385. If it exceeds a number (P) that was defined in the 
sphere initiation process, the tag identifies a tag lost event 
(stage 848). It logs all parameters (time, sphere parameters) 
and goes back to standby mode 
0386 If the number was not exceeded, this is a connection 
loss event (stage 858). The tag increases its reception window 
(to compensate for timing offsets) and also set parameters to 
ensure maximum sensitivity. It then goes back to Sphere state 
going back to sleep until the next window 
0387. The process describes results in a very low tag 
power consumption as all tags active periods are well timed. 
The reception window narrowed by the tag tracking the read 
er's clock. In addition, the message itself is short (few tenths 
of microseconds). The response is very short (tenths of micro 
second) and is also timed. The reader activity profile is higher 
since it is receiving all tag's responses. 
0388 Ranging 
0389. This state includes stages 860, 862, 864, 866, 868, 
870, 872, and 874. 
0390. In this state the reader initiates a connection aiming 
to perform a range/location measurement to the tag using a 
ranging signal. This could be a single measurement, which is 
used in background scan or a periodic measurement which is 
used in a find me mode. 

0391 First step in this state is the Ranging initiation (stage 
860) process. At this phase the relevant tags (could be one tag) 
are already synchronized to the reader. Stage 860 is followed 
by asking if a single range command was received. During the 
initiating process the reader sends the tags whether this is a 
single ranging procedure (stage 864) or a multi ranging pro 
cedure (stage 866). It also sends the tag relevant parameters 
(timing, indexes etc.) 
0392. If this is a single ranging procedure (864) the rang 
ing initiation command already includes the timing informa 
tion for the ranging signal. The tag wakes up in a timeslot set 
by the initiation phase and looks for a ranging signal. Once 
the ranging signal is identified a range measurement is done 
and the tag goes back to standby mode. 
0393 If this is a multi-ranging procedure (866) the tag 
wakes up periodically according to the ranging initiating 
parameters and looks for a find beacon. The find beacon 
contains the timing information for the ranging measurement 
0394. If the find beacon is received, the tag moves to range 
measure (868) process where it looks for the ranging signal in 
the time slot set by the find beacon. Once identified a range 
measurement is done and the tag goes back to multi ranging 
procedure (866), going to sleep until the next wake up slot for 
a beacon 
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0395. If a find beacon is not received (stage 870—negative 
answer), the tag checks (stage 872) the amount of consequent 
reception windows a beacon was not detected: 

0396 a. If it exceeds a number that was defined in the 
ranging initiation process, the tag goes back to standby 
State 

0397 b. If it does not exceed this number the tag 
increases its reception window and goes back to multi 
ranging procedure(866) waiting for the next reception 
slot 

0398 FIGS. 5-10 are various timing diagrams illustrating 
transmitted signals and reception windows according to vari 
ous embodiments of the invention. Black boxes illustrate 
transmissions and boxes with white interior represent recep 
tion windows. 
0399 FIG. 5 is a timing diagram 50 of an initiation process 
(stage 812)—the reader transmits multiple generic initiation 
identifiers 52 and the tag opens reception windows 54 in a 
periodical manner. 
0400 FIG. 6 is a timing diagram 60 of an association stage 
(stage 818)—the reader transmits multiple pairs of unique 
identifier 62 and timing information 63 and the tag opens 
reception windows 54 in a periodical manner. 
04.01 FIG. 7 is a timing diagram 70 of an association 
process that follows stage 818 the reader transmits an asso 
ciation command 72 that is received during a reception win 
dow 75 of the tag. This is followed by having the reader 
transmit an association data 73 that is received during recep 
tion window 75. The process ends with a transmission of an 
acknowledgement 76 by the tag that is received by reception 
window 75 of the reader. 
0402 FIG. 8 is a timing diagram 80 of a standby stage 
(stage 820)—the reader transmits multiple reader generic 
initiation identifiers 52 and the tag opens reception windows 
54 in a periodical manner. 
0403 FIG. 9 is a timing diagram 90 of an awake stage 
(stage 824)—the reader transmits multiple pairs of tag and 
command identifier 92 followed by timing information 93 
and the tag opens reception windows 54 in a periodical man 

. 

0404 FIG. 9 is a timing diagram 90 of an awake stage 
(stage 824)—the reader transmits multiple pairs of tag and 
command identifier 92 followed by timing information 93 
and the tag opens reception windows 54 in a periodical man 

. 

04.05 FIG. 10 is a timing diagram 111 of a sphere initia 
tion stage (stage 840)—the reader transmits a sphere com 
mand 112 that is received during a reception window 112 of 
the tag. The sphere command can include pairs of (a) sphere 
identifier (kit ID) with or without sphere commands and (b) 
timing information. This is followed by having the reader 
transmit a sphere initiation 113 that is received during recep 
tion window 115. The process ends with a transmission of an 
acknowledgement 116 by the tag that is received by reception 
window 114 of the reader. Reception window 114 is wide 
enough to get acknowledgments from all other tags of the 
sphere (see slots 116'). 
0406 FIG. 11 is a timing diagram 111 of a sphere beacon 
stage (stage 842)—the reader transmits a sphere initiation 
113 that is received during a reception window 115 of the tag. 
This is followed by having the tag transmit an acknowledge 
ment 116 by the tag that is received by reception window 114 
of the reader. After the initiation the following sequence is 
repeated the reader transmits a sphere beacon 117 that is 
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received during tag reception window 118. The tag transmits 
an acknowledgement 119 that is received by a slot 119 of 
reception window 119 of the reader. Reception window 119 is 
wide enough to get acknowledgments from all other tags of 
the sphere (see slots 119"). 
04.07 FIG. 12 is a timing diagram 120 of a single ranging 
procedure (stage 865)—the reader transmits a ranging com 
mand 121 that is received during a reception window 121' of 
the tag. This is followed by having the reader transmit a single 
ranging initiation 122 (includes timing information 122") that 
is received during reception window 122 of the tag. The 
reader then transmits a ranging signal 123 that is received 
during reception window 123' of the tag. The tag then trans 
mits a ranging signal 124 that is received by the reader during 
reception window 124' and then transmits ranging data and 
acknowledgement 125 that is received by the reader during 
reception window 125'. The latter process (123,124 and 125) 
can be repeated for multiple tags. 
0408 FIG. 13 is a timing diagram 130 of a multiple rang 
ing procedure (stage 866). The timing diagram illustrates 
events after the transmission (not shown) of a multi ranging 
command that is received during a reception window of the 
tag. This is followed by having the reader transmit a multi 
ranging initiation 131 (includes timing information 132) that 
is received during reception window 131 of the tag. The 
reader then transmits a ranging signal 133 that is received 
during reception window 133 of the tag. The tag then trans 
mits a ranging signal 134 that is received by the reader during 
reception window 134' and then transmits ranging data and 
acknowledgement 135 that is received by the reader during 
reception window 135'. The latter process (133,134 and 135) 
can be repeated for multiple tags. The reader can transmit (in 
a repetitive manner) a find beacon 136 that is received during 
reception window 136' of the tag. The reader then transmits a 
ranging signal 137 that is received during reception window 
137 of the tag. The tag then transmits a ranging signal 138 
that is received by the reader during reception window 138 
and then transmits ranging data and acknowledgement 139 
that is received by the reader during reception window 135'. 
The latter process (137, 138 and 139) can be repeated for 
multiple tags. 
04.09 FIG. 14 is a timing diagram 140 of a multiple rang 
ing procedure (stage 866). The reader can transmit (in a 
repetitive manner) a find beacon 136 that is received during 
reception window 136' of the tag. The reader then transmits a 
ranging signal 137 that is received during reception window 
137 of the tag. The tag then transmits a ranging signal 138 
that is received by the reader during reception window 138 
and then transmits ranging data and acknowledgement 139 
that is received by the reader during reception window 135'. 
The latter process (137, 138 and 139) can be repeated for 
multiple tags. 
0410 Ranging Methods 
0411 This section describes various ranging procedures 
according to various embodiments of the invention. 
0412. The purpose of the ranging procedure is to measure 
the direct distance of a tag from the reader. It is using time of 
flight (TOF) measuring the flight time of wireless signals. As 
the measurement is done by a single reader, or by few non 
synchronized readers the measurement is a two way TOA 
measurement—the reader estimates the time it takes a signal 
to travel to the tag, and back to the reader. 
0413 Dividing the overall propagating time by 2 gives the 
flight time and knowing the propagating speed of the signal 
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the reader can estimate the distance. this is described for a 
single tag but is can be repeated with multiple tags responding 
to a single ranging beacon and ranging signal from the reader 
in a pre-defined order 
0414. The readerinitiates the ranging process and controls 

it 
0415. The tags are usually slaves, and respond to the 
reader ranging beacon and ranging signal. 
0416. The system also supports ranging process between 
two tags, while one of them takes the “reader's role” 
0417. The smart device application is not involved in the 
ranging procedure itself. In case of a “find procedure it acts 
as a GUI for the user to initiate the process. The reader may 
report the ranging results to the application at the end of the 
procedure using the reader-Smart device application connec 
tion 
0418. The reader-Tags connection is a wireless connec 
tion. The process involves two kind of communication signal: 
a. “Narrow band' those are used for communication. This 
could be the same kind of signal used for sphere etc. 
b. “Wide band' those are used for the ranging signal, lever 
aging the fact that wide band signal can achieve better spatial 
resolution 
0419. Examples for narrowband methods used for com 
munication: Bluetooth, BLE, 802.15.4 (Zigbee), most cellu 
lar standards (GSM etc.). Generally narrow band communi 
cation has usually <10 MHZ Bandwidth. 
0420 Wideband methods: schemes with enough band 
width that enables the separation of reflections in an indoor 
environment: these could be 802.15.4a UWB PHY (500 MHz 
BW), IEEE802.11ac (latest Wi-Fi standard 80-160 MHZ), 
802.11g/n (20-40 MHz) 
0421 Ranging Process 
0422. After bringing the tag(s) to ranging state (single or 
multiple) by sending a ranging command, the tag(s) are 
already synchronized to the reader. The reader sends a rang 
ing beacon, followed by a ranging signal. 
0423. The ranging beacon is a narrow band signal which 
contains the following: 

0424 a. The Tag(s) ID 
0425 b. RSSI information of the tag reception this 
helps the tag calibrating its circuits for the ranging signal 

0426 c. Timing information on when the reader will 
send the ranging signal. By sending that information the 
tag can open a very short reception window for the 
ranging signal (resolution may be a fraction of a narrow 
band symbol length) reducing its power consumption 
and implementation complexity. 

0427 d. Additional information that can help the tag 
0428 The ranging signal is a wide band signal which is 
sent at a fixed delay after the ranging beacon has been sent. It 
contains the following: 
0429. It may contain the tag system ID 
0430. It contains a fixed correlation sequence which is 
known to all participating tags. 
0431. The tag receives the ranging beacon and prepares its 
wide band circuitry to receive the ranging signal based on the 
ranging beacon parameters. After Successful correlation the 
tag sends back to the reader the same ranging signal, which 
the reader correlates. Following that, the tag sends ranging 
data message or a tag timing message which is a narrow band 
signal that contains: 
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0432 a. Timing information from the tag (see details in 
coming paragraphs): 

0433 b. The tag processing time from correlation to 
ranging signal send completion (Ttag processing) 

0434 c. The estimation of the correlation time error 
(terr tag) 

0435 d. The tag->reader->tag estimated flight time in a 
double two way TOA measurement (T trip 2) 

0436 e. The Tag ID as an Ack 
0437 f. Additional data required by the reader. 

0438 
0439. The following text and FIG. 15 describe a timing of 
the single two way TOA measurement. The fact that it is two 
way method eliminates the need for clock synchronization 
between the reader and the tag. This method is sensitive 
however, to clock frequency difference (drift) between the tag 
and the reader which results in an error, especially when the 
tag processing time is. A simplified timing flow is shown in 
the following diagram: 
0440 The reader sends (151) the ranging beacon followed 
by the ranging signal (152). After sending the ranging signal 
the reader triggers a timer to measure (count) the overall 
procedure time. This time is marked T round trip 158. The 
propagation time of the ranging signal from the reader to the 
tag marked T 157 is the parameter that the procedure aim to 
estimate. Multiplying T with the propagation speed (c for 
wireless, sound speed for ultrasonic) will result in the dis 
tance estimation. 

0441. After receiving the ranging signal the tag start mea 
Suring its processing time 159. The processing time is the 
time from the reception of the correlation sequence of the 
ranging signal till the tag complete to send its ranging signal 
response to the reader. This measurement is marked with 
T tag processing 159. 
0442. The tag sends back its ranging signal 153. The 
assumption is that the locations of the tag and the reader as 
well as the environment are not changing significantly within 
the time of the measurement, so the propagation time of the 
signal from the tag to the reader is also T. 
0443. After receiving the tags ranging signal response the 
reader stop its time measurement. It now has an estimation for 
T round trip 158. 
0444 The tag sends a timing message 154 containing its 
measurement for T tag processing 159 as well as the frac 
tional error for the correlation measurement (t err tag, see 
next paragraph). 
0445. As T. round trip=2*T+T tag processing, 
reader has all the information to extract T. 

0446 
0447 a. Clock offset between the tag and reader can 
result in an error, especially in the case where T tag 
processing>T. This is because T round trip is mea 
Sured with the reader clock and T tag processing with 
the tag clock. This error could be compensated either by 
the reader measuring the clock offset during the recep 
tion of the Tag's timing message of by a double two way 
TOA measurement (see on following paragraphs). 

0448 b. The time difference between the actual arrival 
time of the ranging signal to the tag or reader and the 
time the receiver acknowledges it happen. This is dis 
cussed in the next paragraph. 

Single Two Way TOA Measurement 

the 

There are two main error factors in the procedure: 

15 
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0449 Timing Details of Two Way TOA Measurement 
0450. This section describes the timing details of the two 
way TOA measurement, focusing on the ranging signal. The 
timing diagram is illustrated below: 
0451. The reader and tag has the PHY clock frequency 
(not synchronized). Those clocks (clock 161 of the reader and 
clock 164 of the tag) could have a small offset which is 
irrelevant to this paragraph. 
0452. The reader sends the ranging signal 152 which is 
built from a sequence of several ranging symbols. This 
sequence is naturally synchronized to the reader's clock. The 
reader triggers a measurement of T round trip 158 driven by 
this PHY clock (161) at the end of the last symbol of the 
ranging signal. 
0453 The tag receives this signal with a delay of T 157. In 
this example, the received correlation peak happens at the end 
of the reception of the ranging signal marked with “real 
t tag correlation' 165. The tag PHY identifies this correla 
tion in the next clock cycle, at a time called “estimated t' 
tag correlation' 166. This correlation is used to trigger a tag 
timer measuring T tag processing 159. 
0454. Depended on the clock frequency, the clock period 
could be too large compared to the required accuracy of the 
estimation of T. In this case, the tag estimates the “real t tag 
correlation' 165 time using computational methods, taking 
into account the data sampled during the entire correlation 
sequence reception. From that computation the fractional 
error parameter t err tag 161 can be estimated. This param 
eteris sent back to the reader as part of the tag timing message 
so this computational task is not timing critical (it has nothing 
to do with tag processing time from ranging signal reception 
to transmission) and can be done "offline'. The computa 
tional methods used to estimate the error may be: 

0455 a. FFT based 
0456 b. Super resolution based 
0457 c. Maximum likelihood estimation 

0458. After reception, the tag moves from RX to TX and 
transmits back the ranging signal 153 to the reader. The mea 
Surement (counting) of T tag processing 159 is completed 
by the transmission of the last symbol of the ranging signal. 
0459. Thereader receives this signal with a delay of T 157. 
In this example, the received correlation peak happens at the 
end of the reception of the ranging signal marked with “real 
t reader correlation' 167. The reader PHY identifies this 
correlation in the next clock cycle, at a time called “estimated 
t' reader correlation' 168. The correlation of the ranging 
signal at the reader triggers the freeze of the counter measur 
ing T-round trip 158. 
0460. As with the tag, during the reader's reception of the 
ranging signal, there is an error in the correlation time esti 
mation called terr reader 169, and the reader can estimate 
that error using similar computational methods as in the tag 
case (the reader can use a different method). 
0461. After the reception of the tag timing message, and 
using the error estimations of the correlation times the reader 
can now estimate T with a Sub clock period accuracy. 
0462 Double Two Way TOA Measurement 
0463 FIG. 17 and the following paragraphs illustrates a 
method to cancel most of the error which is caused by the drift 
between the readers and tag's clock. In this method the two 
way TOA measurement is performed twice—one measure 
ments Reader->Tag->Reader and another one is Tag 
>Reader->Tag. As the main factor for offset error is with the 
estimation of the processing period, and as is each measure 
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ment the processing period is measured with a different clock, 
the error eventually cancelled out. The method is illustrated in 
the diagram below: 
0464. The reader sends a ranging beacon 151 that is fol 
lowed by transmitting the ranging signal 151 and triggers 
T trip 1179 measurement. 
0465. The Tag receives the ranging signal and triggers 
T tag processing 159 measurement. 
0466. The tag sends back its ranging signal 153, stops 
T tag processing 159 and starts T trip 2177 measurement. 
0467. The reader receives the ranging signal, stops 
T trip 1 179 measurement and starts T reader processing 
178 measurement. 
0468. The reader sends another ranging signal 171, and 
stops T. reader processing 178 measurement. 
0469 The tag receives the ranging signal and stops 
T trip 2177 measurements. 
0470 The tag sends the tag timing message 172 including 
now also T trip 2177. 
0471. The reader now performs two calculations based on 
two equations: 

T trip 1=2' T 1--T tag processing a. 

T trip 2=2*T 2+T reader processing b. 

0472. The estimation T=(T 1+T 2)/2 cancels out, to 
first order the clock offsets error 
0473 Sphere Connection 
0474. This section describes the sphere connection. A 
sphere is a subset of tags that are connected to a reader or few 
readers, in a beacon (s) driven centralized network. The main 
purpose of the sphere is to periodically validate the existence 
of the tags within the sphere by validating their connection to 
the reader. An illustration of a sphere 180 is shown in FIG.18: 
0475. The reader 181—initiates the sphere and manages 

its timing 
0476. The tags 182 assume a slave position, i.e. they 
respond to the reader beacon request. There could be an 
arbitrary number of tags (N) in a sphere. 
0477 The smart device application 183 acts as an addi 
tional GUI for the user to initiate a sphere, cease it and get 
indications 
0478. The Reader-Tags connection 184 is a wireless con 
nection 
0479. The Reader-Smart Device Application 185 connec 
tion is a wired or wireless connection 
0480 Sphere Set Up 
0481. A sphere is set up by the user or by a time/event 
driven process or by location event (e.g., application sets a 
certain sphere every day at 8 AM or starts a sphere when we 
leave home and ends it when we arrive to the office). The user 
can set up several spheres. The sphere setup could be done in 
several ways. The following describes options for setting up a 
sphere by a user using the application: 

0482 a. The user selects specific tags (or items which 
tags are attached to) that the user wants to initiate a 
sphere with. The application sends the reader the rel 
evant tag indexes 

0483 b. The user selects a predefined set of tags (or 
items which tags are attached to). This set is called “a 
kit'. The kit correlates to one offew broadcast IDs tags 
could have, and is also known by the reader, so the 
application only need to sends the reader the kit index 

0484 c. The user selects to set up a sphere to all tags 
with are in proximity (of certain distance for example— 
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one meter) to the reader. The reader then sends a broad 
cast command to all tags (using one of the broadcast IDs 
taggets during initiation) using pre-defined output TX 
power (to control range). The reader identifies the tags in 
range and set up a sphere with them. The user can later 
manipulate manually the set of tags 

0485 Time/event driven sphere could be set up using the 
two latter modes (pre-defined kits or all tags within range) 
0486 There could be option to add or delete tags from 
pre-defined KIT during the activation 
0487 FIG. 19 is a timing diagram 190 of a sphere initia 
tion in which the reader transmits a sphere identifier (sphere 
ID or kit ID), an optional sphere command (both denoted 191) 
and timing information 191" that is received during a recep 
tion window 192 of tagland a spaced apart reception window 
192" of tag.N. The sphere command can include pairs of (a) 
sphere identifier (kit ID) with or without sphere commands 
and (b) timing information. This is followed by having the 
reader transmit a sphere initiation 193 that is received during 
overlapping reception windows 193" and 193" of tag1 and 
tagN. The process ends with a transmission of an acknowl 
edgements 194' and 194" by tag1 and tagN during two out of 
N timeslots 194(1)-194(N) of reception window 194 allo 
cated by the reader for receiving ACK messages from N 
wireless tags of the sphere. 
0488 FIG. 20 is a timing diagram 200 of a sphere beacon 
stage (stage 842)—the reader transmits a sphere initiation 
193 that is received during a reception windows 193' of tag 1 
and reception window 193" of tag3. This is followed by 
having tagl transmit an acknowledgement 194' and having 
tag 3 transmit an acknowledgement 194" during first and 
thirds slots out of N slots of reception window 194 of the 
reader. 

0489. After the initiation the following sequence is 
repeated the reader transmits a sphere beacon 195 that is 
received during tag1 reception window 195' and tag3 recep 
tion window 195". This is followed by having tagl transmit 
an acknowledgement 197" and having tag3 transmit an 
acknowledgement 197" during first and third slots out of N 
slots of reception window 196 of the reader. 
0490 FIG. 21 is a timing diagram 210 of a beaconless state 
in which a reader transmits a sphere beacon and an instruction 
to operate in a beaconless mode in which tags transmit ACK 
messages even without receiving the beacon from the reader 
and after an expected time of reception of the beacon. 
0491. The reader transmits a sphere beacon 211 that 
includes a command to enter for few cycles into a beaconless 
state. This is received during tag1 reception window 211" and 
tag3 reception window 211". 
0492. This is followed by having tagl transmit an 
acknowledgement 212 and having tag3 transmit an acknowl 
edgement 212" during first and third slots out of N slots of 
reception window 212 of the reader. 
0493. This process may repeat multiple times. FIG. 21 
also illustrates an enlarged reception window 214' and 214" 
for receiving a beacon 214 from the reader. 
0494. This is followed by having tagl transmit an 
acknowledgement 212 and having tag3 transmit an acknowl 
edgement 212" during first and third slots out of N slots of 
reception window 212 of the reader. 
0495 FIG.22 is a timing diagram 220 that illustrates a lost 
connection event. 



US 2014/0145829 A1 

0496 The reader transmits a sphere beacon 211 that 
includes a command to enter for few cycles into a beaconless 
state. This is received during tag1 reception window 211" and 
tag3 reception window 211". 
0497. This is followed by having tagl transmit an 
acknowledgement 212 and having tag3 transmit an acknowl 
edgement 212" during first and third slots out of N slots of 
reception window 212 of the reader. This process may repeat 
multiple times. 
0498 FIG.22 also illustrates a drift of an enlarged receive 
window 215 opened by tag3—the drift causes tag3 to miss the 
beacon 214 set by the reader. At the following cycle (or after 
few cycles) tag 3 opens a further enlarged reception window 
216 and receives beacon 214. 
0499. This is followed by having tagl transmit an 
acknowledgement 212 and having tag3 transmit an acknowl 
edgement 212" during first and third slots out of N slots of 
reception window 212 of the reader. 
0500 User Parameters 
0501. In the tag association process, each tag is associated 
with criticality parameter indicating the expected behavior in 
case of a “Absent Tag” event while in a sphere. This informa 
tion is stored in the reader as well as in the Smart device 
application. Few examples for behavior: 
0502. By logging the event the reader and smart device 
application record all parameters during the event (e.g. time, 
GPS location is available, WLANAP connection Base station 
ID, ID, BT connection ID etc) 
0503. In case of an "Absent Tag” event-log the event and 
create a user indication immediately. Try to reconnect to the 
tag 
0504. In case of an “Absent Tag” event-log the event, try to 
reconnect to the tag, yet create a user indication after a certain 
timeout (example tag is identified as still absent after 10 
sec, the system tries to reconnect and if it fails it generates a 
user indication after 2 min) 
0505. In case of an “AbsentTag” event log the event, 
reader tries to reconnect to the tag and create a user indication 
only after there is a location change trigger by the reader 
(example—tag is identified lost after 10 sec, the system tries 
to reconnect and if it fails it will generate a user indicating 
only if the reader has been moving for more than few min, or 
the system identifies location change by associating to 
WLAN, GPS indication from the smart device application 
etc) 
0506. In case of an “Absent Tag” event log the event, try to 
reconnect to the tag for a predefined amount of time, and if fail 
do nothing 
0507 Sphere Initiation and Activity 
0508 After selecting the tag subset the user and setting up 
the sphere, the user initiates it: 

0509 a. In case of a pre-defined kit the reader will move 
all tags within range to awake state, it will then send a 
sphere command with the kit ID. After that the reader 
will send a sphere initiation command with the kit ID. In 
the sphere initiation command the reader can change the 
kit ID to an ad hoc Sphere ID. All kit members have 
pre-defined indexes (set up during the kit set up). This 
index defines the ACK slot position. From this stage, the 
sphere is set up. The reader sends periodically a beacon 
with the sphere ID, the tags respond according to their 
indexes. 

0510 b. If there is not pre-defined kit, the described 
process is repeated per tag 
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0511. The reader can send the tags a command to get into 
a beaconless respond for few cycles. In this case the tags send 
their ACK in the estimated time of the next slot even if beacon 
is not received. Their reception window on the next beacon 
may be enlarged (see, for example, FIGS. 21 and 22). 
0512. The reader can occasionally change the sphere ID 
(to ensure privacy, or for other reasons) by sending a change 
command within the beacon. 
0513. The frequency where the communication takes 
place could change (hop) every connection slot. The reader 
may define the hopping scheme during the sphere initiation 
phase 
0514. The tags estimate their clock drift relative to the 
reader with the reception of each beacon, and compensate for 
this drift in time counting for the next window. This is done in 
order to save consumption of current. In the case an expected 
beacon is not received, the tag increases its current and next 
reception windows to maximum. To compensate for connec 
tion lost because of time and not range. If no beacon reception 
is accomplished in the next L (pre-defined) windows (hence 
no ACK is sent for those slots), it is a “tag lost event. The tag 
goes back to standby mode, the reader and application 
behaves according to the “user defined parameters”. 
0515 Tag Description 
0516 Wireless tags are designed to be very small form 
factor, with long life cycle, simple to use, reliable and robust 
to environment conditions and very cost effective. 
0517 Physical Structure 
0518. The wireless tag can be of various dimensions, sizes 
and circuitry. It can be manufactured according to any prior 
art method. 
0519 Wireless tag size—As an example, a tag could have 
the following dimension 28x14x1-1.5 mm and its weight will 
be below 2 gr. 
0520. The mechanical structure could have up to seven 
layers. Some tags will be designed with all seven layers and 
others will be designed with a subset of those layers. On some 
cases some layers will be merged to a single layer. 
0521 FIG. 23 is a cross section of tag 230 attached to 
object 239 according to an embodiment of the invention. 
0522 The tag 2300 may include layers 231-236. 
0523 Attachment layer 236—most common will be uni 
Versal adhesive sticker, but for some application we might 
need to develop special solution—Sample attachment to my 
ski gloves, other fabric made objects. 
0524. Attachment layer alternative list: 

0525 a. Universal glue sticker with cover that the user 
will remove before sticking to the target item. 

0526 b. Mechanical contact for fabric—like plastic tiny 
nails and nuts. 

0527 c. Fast non adhesive sticker 
0528 d. Sleeve. 
0529 e. Zipper 
0530 f. Etc. 

0531. Substrate layer 235—some elastic, dielectric iso 
lated material, about 1.2 mm thick use in case of metal tagged 
object. Antenna may use the battery or object as a ground 
plane. 
0532 Tag circuit layer 234 build on flexible thin FR4 
PCB with optional printed antenna. Structure will enable to 
be encapsulated by the Battery. 
0533 Battery layer 233—eithera flexible battery orarigid 
one with special structure that either will be designed to be 
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non-replaceable or might enable the user to replace the bat 
tery. Battery can be primary or secondary. 
0534 Printed antenna layer 232—can be separate layer, 
printed on battery sleeve or printed in Tag circuit. 
0535 Cosmetic layer 231—can be part of the battery but 
might be design to be sticking and enable people to person 
alize the tag. It might represent a marketing value add. 
0536 FIG. 24 illustrates a top view and a cross sectional 
view of battery 244, and a tag and antenna portion (242 and 
246) of a tag according to an embodiment of the invention. 
The antenna can have a trapezoid cross section and may fit 
into a fitting opening formed by the antenna and circuit por 
tion. 
0537 FIG.25 illustrates various electrical components of 
the tag according to an embodiment of the invention. 
0538. It includes a dual band antenna 251 connected to an 
ASIC 252. The ASIC is fed by a slow clock (slow XTAL 253) 
and a fast clock (fats XTAL 254). It is connected via a one 
time switch 256 to battery 255. The slow clock can generate 
a clock signal, for example at 32.768 KHZ. The fast clock can 
generate a megahertz range radio frequency clock signal. 
0539. These electrical components can be assembled on a 
flexible PCB. The ASIC 252 may check the status of the 
battery 255 after converting analog readings of the battery 
Voltage and/or current using an analog to digital converter 
257. 
0540 FIG. 26 illustrates the ASIC 252 and dual band 
antenna 251 according to an embodiment of the invention. 
0541 ASIC 252 may include a portion 260 that is always 
open and MCU and PHY domains 261 and 262 that can be 
selectively shut down when operating in a power saving/low 
power mode. 
0542 Portion 260 includes an oscillator 2601, timers 
2602, power on reset 2603, wake up state sequencer 2604 and 
registration registers 2605. 
0543 MCU domain 261 includes MCU 2611, RAM 2612, 
ROM 2613m JTAG module, ADC module, UART/SPI mod 
ule, LDO 261-2617. 
0544 PHY domain 262 includes modem 2621, a wide 
band reception and transmission circuitries (balun 2628, 
receive transmit switch 2629, amplifiers 2627, pulse shaper 
2627, filters 2623, mixers 2626, and narrowband IQ ADC 
2624), a narrowband reception and transmission circuitries 
(balun 2628, receive transmit switch 2629, amplifiers 2627, 
filters 2623, mixers 2626 and narrowband IQ ADC 2624)— 
both are fed by a frequency synthesizer 2622 (includes phase 
detector PD oscillator and frequency divider). 
0545 Both narrowband and wideband circuitries are illus 
trated as applying quadrature modulation (I and Q channels) 
but other modulations can be applied. 

Reader Description 
0546. The reader is part of the PGA (personal Gear assis 
tance) system. The reader is the central unit that communi 
cates with the user's tags on one hand and the Smart device? 
application on the other hand. The reader can estimate the 
range and direction to the tags. Generally it has two operating 
modes—Smart device gateway, or stand lone (SA). In gate 
way mode it sends its estimated data to the application/smart 
device, in standalone mode f it works independently and 
display the results on a local display. 
0547. The reader may be designed to be compact, stylish 
in form factor, with rechargeable batteries, simple to use, 
reliable and cost effective. 
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0548. The reader can communicate with the Smart-device 
using Bluetooth, Bluetooth Low Energy, WLAN or any other 
suitable wireless or wired technology, and with the tags by 
communication protocol. It can communicate with other 
readers either using either the Smart-device-reader commu 
nication technology or communication link depend on the use 
CaSC. 

(0549. Reader Design Example: 
0550 a. Reader device dimensions are about 70x50x5 

0551 b. Slave only version without screen is 60x40x3 

0552 c. Weight 20 gr 
0553 FIG. 27 illustrates reader 270 front panel according 
to an embodiment of the invention. It includes: 

0554) 1. Reader case rectangle box about 70x50x5 

0555 2. Main display 272 color LED LCD display 
with optional touch screen. 

0556) 3. Three soft keys (273,274,275) that automati 
cally display user commands options. 

0557. 4. Three display command windows 276 that dis 
play actual command option. 

0558 FIG. 28 is a side view of the reader and it includes 
0559 a. Reader case 281—rectangle box about 
70x50x5mm, and display 282. 

0560 b. Sliding element: 287 Sliding element for 
attached the reader to Smart device adaptor (optional) 

0561 c. Upper side Three indication LEDs 288– 
Power on, Smart device link, and Multi color indication 
LED. 

0562 d. Lower side two hidden switches 289, on/off 
Switch and slide in micro switch that shut down the LCD 
for reader attached to Smart device adapter. Also charg 
ing jack. 

0563 Examples of ID design guidelines and comments. 
0564) a. Screen LED or TFT, low profile. 
0565 b. Li Ion Rechargeable battery built in not 
replaceable. 

0566 c. Fully sealed design. IP65. 
0567 d. LCD display will be designed as module— 
Reader will be fully slave functional without the LCD. 

0568 e. Smart device attachment will be designed 
with so it can fit easily to new Smart device. 

0569 f. Special charger adapter will enable parallel 
charging of Smart device and reader. 

0570 g. ID may include always on accessories: Smart 
device adapters, hand digital clock, belt adapter. 

0571 h. spare magazine—optional slot in the reader for 
1-2 spare tags that user can add for ad hoc item 

0572 Reader detailed description of GUI elements and 
operation buttons 
0573. Main Screen GUI Elements 
(0574 8 Direction Compass Rose 
0575 Display window/line—distance in meter 1 digit 
resolution and direction I.E “2.7 m NW 

0576 Status/search window “not found, “item found 
“item is missed” etc. and event hour I.E“wallet found, 09/23/ 
12 10:45’ Or—screen is off only status line show “con 
nected to App' 
(0577 Optional location window: IE “at home” or “at 
kitchen 
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0578. Optional map display. 
0579. Items ICON-ICON for most popular items. 
0580 LOGO. 
0581 Soft display command—see below 
0582 Cold/warm display graphic two color (faint to 
bold dark) indication for cold/warm (or close/far) indication. 
0583. Up down display indication for up direction or 
down direction in multiple floor site. 
0584 Wait bar or line or both display I.E “searching now 

0585 Battery indication—status and charging. 
0586 Soft keys: up to 4 Letter display. Buttons below is 
written from left to right. I.E FIND in (1.) is the most left 
button and OFF the most right. 
0587. Default display FIND (start find process), SPHR 
(Start Sphere and auto includes all), MENU 
0588 FIND operation Select item to FIND UP DOWN, 
SLCT or OK (Up down will scroll items list/icons) 
0589 FIND operation, FIND process FIND (restore 
same item search), OK/Dismiss (confirm Item found), Main 
(return to main menu). 
0590 Sphere creation option A ADD (add element to 
KIT), DEL (delete element from KIT), OK (confirm and 
lock). 
0591 Sphere creation (after add ADD or DEL). Up/ 
down, OK(OK confirm add or delete and return to (4.) 
0592) Sphere maintenance Mode (default immediate, 
toggle to quiet), STOP (release sphere)—stop sphere. FIND 
(start FINDbut without stop the sphere—sphere restore auto 
matically after FIND. 
0593 MENU operation Back(return to default display), 
Configure (select menu option), /Off (soft off, button). 
0594 Configure Sphere option (Kit selection), Buzzer 
volume, other TBD. 
0595 Reader circuit block diagram 
0596 Ant 290 multi band antenna. 
0597 Dual band Modem 291 chip PHY for TAG or 
inter reader communication. 

0598 Bluetooth/BLE Ant 292 BT/BLE antenna for 
Smart Device or other reader communication. 

0599 BT/BLE controller 293 Smart device/reader com 
munication device. 

0600 Main CPU and Memories 294 low power high 
performance CPU and memories. 
0601 Inertial sensor 295 2 or 3 Axis inertial sensors. 
0602 Compass sensor 296–2-3 Axis compass eSensor. 
0603 Display 297 LED or TFT display, modular ele 
ment. (Can be removed in production for only slave unit). 3 
LED indicators. 

0604 Soft Keys buttons 298 3 control buttons. 
0605 Power management circuit 299 LDOs, power 
save circuit. Battery charge circuit. 
0606 Hidden on/off switch 292 hidden (non-conve 
nient access) power Switch. 
0607 Li ION rechargeable battery 291 
0608 Micro switch 293 off the LCD and button on slave 
attached mode to Smart device. 

0609 Buzzer 294 used to find reader by smart applica 
tion 
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0610 More Example for Application 
0611. This section lists more applications that could be 
established on top of the described technology platform: 
0612 ADT silent alarm 
0613 App: identify and notify the user of items being 
moved in the house. 
0.614. As a productor as a hook in for service provider like 
ADT. 
0615 Medication container tagging and reminders 
0616 App: reminder to take pills, reminder when leaving 
house that you are leaving without the pills you have to take 
in 1 hour 
0617 Wine collectors 
0618 App: tag wine, guide collector to bottle on demand 
or on system trigger (bottle reached its ideal timing). Alert on 
temperature or humidity 
0619. Other collectors: DVD, cd, books, comics 
0620 Same app and considerations as wine 
0621 Ski kits weather proof tags 
0622 Runners/Tirathlones 
0623 Tag all needed stuff for a race/practice—shoes/ 
Socks/clothes/watch/cap/energy gels/registration etc. 
0624 Adventure competition 
0625 Running/biking/navigating in relations to others, in 
relations to tagged items etc (tough mudder, etc 
0626 Gaming extension to Wii or Kinect that extends the 
interaction to items like a ball, a bat, a gun etc 
0627 Social find 
0628 App: find users in a public place, accurate in door 
find, dating scene etc. 
0629 Sports app: 
0630 Automatic score loggers and “recorders' not a 
Video image capture—but digital recorder of items and users 
location that did what and was where when. 
0631 Basketball: reader on the hoop, tags in the ball 
0632 App: automatic score and stats board 
0633 App: auto digital recorder in your iPhone/smart 
phone of game for playback, logging, analysis and Facebook 
or alike upload 
0634 Players may wear tagged wrist bands etc 
0635 Baseball 
0636. App: speed ofball, angle of impact, distance of ball, 
glove to ball analysis 
0637 Tags or readers may be in gloves, club, balls etc 
0638 Golf 

0639 a. Where is the ball 
0640 b. How far are we from the hole 
0641 c. How fast did I hit it? 
0642 d. Automatic logger 

0643 Tennis 
0644 Auto score logger 
(0645 Blow by blow playback 
0646 Smart Home automation 
(0647. Smart home event creations 
0648. App: using the reader and tags location to create 
events that effect Smart home operation. Examples: 

0649) i. Turn on TV on my channel when I walk in the 
media room 

0650 ii. Turn on my music when I walk in 
0651 Low cost flower pot humidity measurement, 
reminder to water house flow pots. 
0652 Specialized tags 
0653. Forward calls to the room I’m in 
0654 B2B and organizations apps 
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0655 Libraries asset retrieval w finder 
0656. App: find titles on the shelves 
0657 Titles are books DVD CDs magazines 
0658) Museum location based audio guide 
0659. The user carries a reader and gets info per each art 
piece through his/her Smartphone based on the user location 
0660 Each art piece location is individually tagged 
0661 Museum customized tour 
0662. The user app asks for users to define his/her areas of 
interest and then guides the user through a tour based on 
repetitive “find to next tag 
0663 Large store supermarket item locator 
0664. In a Large store find the aisle (“Mexican food) or 
category (“imported cheeses') or brand (“Malkabeer”). Tag 
ging the store isle or shelf and putting reader on the cart, cloud 
app translates item to location and finds the relevant tag 
0665 Find a product based on search tells you where to 
find it 
0666. In mall store locator tagged stores 
0667 Same as in supermarket 
0668 Potential tag forwarding for distance considerations 
0669. Any small shop or SOHO or room/space in big 
company inventory management 
0670 Find using store owned reader 
0671 Value added buyer interaction data (what product 
was most moved) 
0672 Children and pets 
0673 Children monitor: 

0674) a. 1-3 year baby monitor mom/dad is aware 
where the baby is located. 

0675 b. Alarms if distance from reader then threshold 
0676 c. 0-2 year—add wet diaper monitor. 
0677 d. Alarm in case baby cry, baby stop breathing 
etc 

0678 Children gardens or school bus or at tour— 
0679 a. Monitor that all children at the garden square or 

all children belong to the group are not lost. 
0680 b. All kids that came off the bus later came back 
on the bus (a form of sphere) 

0681 c. Record incoming and outgoing log 
0682. Theme park finder and kids control 
0683 a. App associates tags (bracelets) to each other, 
and enable reader cloud to be accessed from appx for 
tags y and Z only 

0684 b. Examples: if parent has tag X, child has tag y 
and parent uses app Z on a Smartphone 

0685 c. The Parent (smart device app z) sets an alert 
that child (tagy) is missing, the readers will all look for 
tagy, and will show the child to the parent Smartphone 
only 

0686 d. The exit guard will only let child leave the 
premise when accompanied by parent (the system will 
alert if a child leaves w/o parent or w no tag) 

0687. Accurate location Pet monitor 
0688 Inform when pet gets out of the house yard. 
0689 Combine with triggering event like electric shocks 
and array of low cost reader. 
0690 Low cost solution for accurate of navigation of 
robots. 
0691 Find tags or triangulate multiple tags to establish 
location 
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0692 Smart case—very similar like PGA sphere concept 
with the difference that the reader is attached or built in the 
case or bag etc. will create alarm whenever item is “out of the 
case'. 
0693 Smart Shopping Bag. 
(0694. The bag has a built in reader with barcode or RFID 
capabilities and associate a software tag for each item that is 
in the bag that were identified, and removed it when its take 
Out 

(0695 Military smart dust. Examples: 
a. Platoon auto numbering. 
b. Auto inventory of relative big items—like shells of canons, 
tanks etc. 
0696 Agriculture wireless sensors. 
0697 Industry—locator of tools (do not forget) in big 
Hangars. (Like Boing hangar). 
0698 Industry CCM cold chain management. 
(0699 Aviation (similar to 32). FOD is Foreign Object 
Damage to planes often caused by misplaced tools after main 
tenance. 

0700 Aviation: tag passengers and baggage to know all 
are on board, at the gate etc'. For security, tag handbags so 
when found can be identified and also make Sure a passenger 
stays with his handbag during stay in the terminal. 
0701 Lost and Found Apps: 
0702 Basic app with basic “name tag readable to any 
reader. If you tag your gear with these cheap tags, can provide 
a secure and trusted service, over the cloud, to re-claim lost 
items left behind as long as there is a reader there. 
(0703. Single Reader Positioning 
0704. Current systems built for identifying the position of 
a certain item usually focus on estimating the position of the 
item relative to several “readers' or "hubs, each of which is 
at a known position. The GPS system is a simple example of 
that concept (the station or “the item” estimates its position 
relative to the satellites, while the position of the satellites is 
known). This is also the concept of current RTLS, or Real 
Time Location Systems, where each of the readers is usually 
fixed in space to a known position. 
0705. In order to estimate the position of the item vs. each 
of the “readers' one needs to estimate the distance and/or the 
angle between the item and each of the “readers’. The esti 
mation could be absolute or differential (i.e. estimation of 
distance could be done with ToA or DToA). Current systems 
usually require at least 3 different readers in order to provide 
an estimate. 

0706 Naturally, the error in the estimation of distance 
and/or angle results in inaccurate calculated position: Spe 
cifically, instead of deriving a location of a single point, the 
calculated position estimation will vary inside of either an 
area (2D) or a volume (3D) the dimensions of which depend 
on the reader to items distance and/orangle estimation errors. 
0707 Distance estimation could be done using time of 
flight techniques (RF, optical, Ultrasound etc), measurement 
of received signal strength (RSSI) or any other relevant tech 
nique. 
0708 Angle estimation is usually based on reception of a 
signal by several antennas and estimation of the received 
signal angle by comparing the signal phase of each of the 
different antennas. The main disadvantage of that approach is 
the space required between the different antennas, causing the 
reader size to increase 
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(0709 Single Mobile Reader Concept 
0710. The approach described below enable the use of a 
single, Small & mobile reader in order to estimate the position 
of an item. Being Small and mobile—this reader implemen 
tation is suitable for integration as part of, or working along 
side mobile instruments such as a mobile Smart phone etc. 
The position estimation of the item (distance and angle) is 
given relative to the mobile reader 
0711. The concept of operation is to perform several dis 
tance measurements over time, while tracking the movement 
trajectory of the reader. This way the reader gets distance 
estimations to the item from several different locations. As the 
reader knows the relative position of the measurement loca 
tions and assuming the item is stationary within the measure 
ments period, the reader can generate an estimation of the 
range and angle of the item, relative to the reader location 
after a minimum of 3 consecutive distance estimations. 
0712 FIG. 30 illustrates the process the location (301) 
of the first distance measurement is marked as the origin. 
After that the reader 304 is moving (from first location 301 to 
second location 302, and its trajectory 306 is tracked. The 
reader performs additional distance measurements over time. 
Using the tracked trajectory, the reader can then map the 
locations of the distance measurements—(X1.Y1)=(0,0), 
(X2.Y2), (X3.Y3) and potentially more (Xn,Yn). Per each 
measurement position the reader measures the distance Rest 
(n). 
0713 The crossing of the circles 301" (first measurement), 
302" (second measurement) and 303" (third measurement) 
with Radius Rest(n) 301', 302 and 303' and center locations 
(Xn,Yn) is the estimated position of the item (X,Y). Since 
the Cartesian system illustrated is determined by the initial 
reader position and initial movement direction the estimated 
location of the item is relative to the reader's position(s). 
0714 If one wants to show on a screen the estimated 
direction of the item relative to the reader, the orientation of 
the screen or the user relative to the first reading needs to be 
tracked as well over the movement trajectory. 
0715. The estimation could use 3 or more measurement 
positions. More positions may result in better accuracy but 
also in higher computation so the system can “reset the 
origin every once in a while or move a “sliding window' of 
positions, using a constant number of positions while older 
ones are being discarded as new measurement are being done. 
Measurements could be weighted according to a quality met 
ric, outliers could be completely discarded 
0716 Tracking the Movement Trajectory and Orientation 
0717. In order to track the movement trajectory of the 
reader, it may use common sensors (inertial and others) Such 
as gyroscopes, accelerometers, E-compass and others. Those 
sensors are commonly use in Smartphones and other 'smart 
devices”. If the reader resides inside a smartphone or a smart 
device (like a notebook or a tablet etc) it may use them 
directly, if it is external, and moves alongside the Smart device 
it may get the information from the Smart device. Another 
option is for the reader to track its absolute location using 
RTLS system or GPS system or a location based on commu 
nication with Wifi AP (fingerprinting, ToF, RSSI etc) or simi 
lar, proximity based system or similar positioning system. On 
this case the reader uses as a hub or and extender enabling the 
estimation of the location of items that cannot communicate 
directly with that positioning system 
0718 The reader may include, in addition the system 
described above, an antenna array enabling it to estimate the 
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AoA (Angle of arrival). This could enhance the accuracy and 
speed of the “item' position estimation. 
0719. Depended on the item distance and user preference, 
the reader may give a rough estimate of angle and distance 
(for example, 90 degrees granularity, or 45 degrees granular 
ity etc), in order to make the information simpler for user to 
understand. This can be done no by real triangulation but by 
identifying the change in measured distance vs. the distance 
the reader traveled (example if the reader move 1 m and the 
measured distance reduces by 1 m, the item is straight ahead) 
0720 FIG. 43 illustrates method 430 according to an 
embodiment of the invention. 
0721 Method 430 is for determining a location of a wire 
less tag. 
0722 Method 430 may start by stages 432 and 434. It may 
also include stage 433. 
0723 Stage 431 includes generating or receiving, by a 
wireless reader, information about multiple distance mea 
Surements of distances between the wireless tag and the wire 
less reader at different points of time; wherein the wireless 
reader is positioned at different locations in relation to the 
wireless reader at the different points of time. 
0724. The different points in time may be selected out of a 
larger group of points in time. For example—the different 
points in time may be included in a time window and wherein 
the method may include ignoring distance measurements 
obtained outside the time window. The time window may be 
a sliding time window. 
0725 Stage 433 (dashed box) may include receiving or 
calculating angular information about angles of reception of 
at least Some of the messages exchanged between the item 
and the wireless reader. This may include calculating the 
angle of arrival of a message received from the item. 
0726 Stage 433 may include receiving the message by 
antennas of an antenna array of the wireless reader. 
0727 Stage 434 includes generating or receiving by the 
wireless reader information about a spatial relationship 
between the different locations or receiving information 
indicative of the spatial. This stage may include generating by 
the wireless reader the information about the spatial relation 
ship between the different locations by tracking by one or 
more sensors a trajectory of the wireless reader. 
0728 Stages 432, 433 and 434 may be followed by stage 
436 of determining by the wireless reader, the location of the 
wireless tag in response to the multiple range measurements 
and the spatial relationship between the different locations. If 
stage 433 is executed than stage 436 may be responsive the 
angular information. 
0729. The location of the wireless tag can be a relative 
location (distance from wireless reader, direction to the wire 
less reader) or an absolute location (exact location, coordi 
nates). 
0730 This stage may include assigning the same weight or 
different weights to different distance measurements. The 
weights (same or different from each other) may be according 
to a criterion like: RSSI, estimated SNR, complexity of an 
estimated channel response (number and/or order of reflec 
tions). 
0731 Stage 436 may be followed by stage 438 of respond 
ing to the determination of the location. 
0732 Stage 438 may include at least one out of: (i) Gen 
erating by the wireless reader location information about the 
location of the wireless tag; (ii) displaying on a display an 
indication about the location of the wireless tag, wherein the 
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displaying is responsive to the information about the location 
of the wireless tag and an orientation of the display; (iii) 
providing a rough estimate of a location of the item based 
upon a spatial relationship between a subset of the different 
locations. 

0733 PGA and Solving Location Ambiguities 
0734 There is provided a Tags-and-Phone-only or 
“reader-less’ system that is using tags for triangulation. The 
user does not need to carry anything but a regular Smartphone 
(that is BLE or “BLE+ enabled phone). The function of 
establishing the distance and direction between the phone and 
eachtag is embedded in the tags network that is being created 
Ad-hoc. As long as 3 tags are static, the user may use them as 
triangulation points 
0735 Reader-less System Structure using Ad-Hoc Tags 
network. 

0736. The approach described below enable the use of a 
reader-less system. The system is built of a mobile phone that 
has a BLE/BLE+ connection and a minimal set of tags (4 or 
more). Optionally. A single (or few) Super-tag(s) may as well 
be a part of the system. Assuming such Super-tag exists, the 
system functionality may be enhanced. 
0737 Tags are used to locate and identify items that the 
user wishes to track. They can be located while attached to the 
user belongings (like purse, wallet, notebook, cloths etc.). 
There are no requirements for specific positions of tags. The 
concept of operation is to perform classical triangulation 
between tags' triplexes Subsets of the tags network within a 
certain location. Once the user wants to locate an item, or 
once the system wants to log the status of the tags, all tags are 
woken up (either by the phone, or by a timed event of the tag 
network itself). A mesh network is created and the distance 
between each tag and few (4-5) other tags is measured. The 
process is repeated until all tags in the network have at least 3 
or 4 distance measurements from other tags and the measure 
ment data is sent to either the phone or a specific tag or a 
processing unit or a storage unit for a later processing. Using 
the connected triangles created by those measurements, a 3D 
estimated structure (or map) of the tags locations can be 
generated. A 2D illustration is shown in FIG. 31 (only few 
distance measurements are shown). FIG.31 illustrates first till 
sixth tags 311-316 and distances 3112, 3116, 3123, 3124, 
3134, 3135, 3136, 3145 and 3146, wherein distance 31xy 
indicates the distance between tag X to tag y—for example 
distance 3112 is the distance between tags 1 and 2. 
0738. As generally there are no tags with pre-known loca 

tion, the structure orientation has 3D tilt and elevation ambi 
guity that need to be resolved. In addition, if the user is around 
the area of the tags, there is a need to show the location of the 
user within the area of the tags. 
0739 Solving Orientation Ambiguity. Use of User Tag 
0740 Solving the orientation ambiguity can be done in 
several ways. This section covers the case where the user 
carries a tag. The carried tag is not unique in any way, and 
behaves as any other tag. The only requirement is for the tag 
to move with the user and for the system to become aware that 
this is the “user tag. It is also assumes that the user carries a 
phone, uses the phone's screen and the system has access to 
the phone IMU sub-system (accelerometers, gyro meters, 
compass etc., if those exist). Once the initial tag map is 
generated (and the user's tag is one of the tags in this map) the 
user starts moving (the system can either guides him to move 
or just wait for him to move). 
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0741. After certain movement, the map is regenerated by 
repeating the process described above. If the tags (other than 
the user tag) are static, the system has enough information to 
create a map of a Subset includes 4 of the tags, including the 
user tag. Crossing the two maps (only user tag is moving) with 
the information coming from the phone compass can solve 
the ambiguity, to the level of radial symmetry around the 
movement path. If the user now moves in a somewhat differ 
ent direction, (i.e. on a direction other than a straight line 
continuation of the first movement) then the level of ambigu 
ity further decreases to binary symmetry relative to the sur 
face define by the trajectory of the user movements. 
0742 Generally, two non-identical movements will solve 
the ambiguity on 2D System and 3 non-identical movements 
will solve it for 3D system. This way static (for the period of 
the measurement) tags, serve as ad-hoc reference points for 
the triangulation. There are scenarios, where additional infor 
mation is knows and fewer movements are required. Once the 
orientation is solved, the system can generate a vector for the 
user (direction and range) to any desired tag. 
0743 FIG. 32 illustrates that tag 1311 is moves to a 
second location 311' and a third location 311" and in each 
location distance measurements are made updating dis 
tance 3112 between taglandtag 2 and distance 3116 between 
tag 1 and tag 6. In Addition to Following the Movements of 
Tag 1—Thus Allowing Determining the orientation of the 
map illustrated in FIG. 31. 
0744 Solving Orientation Ambiguity—Pattern Matching 
with Prior Knowledge 
0745) To the left, there is a baseline tag map that was 
generated with its orientation at a certain time. If the user 
wishes to repeat the processata later stage, the system repeats 
the initial stage generating the map without solving the ori 
entation. This is shown on the right diagram. As can be seen, 
tag 1 is missing on this case (for example, it is out of range) 
and tag 6 has moved since the previous procedure. 
0746 Accordingly in FIG. 33 there are no distances 
3112 and 3116 and distances 3336,3346 and 3356 between 
tag 6 and tags 3, 4 and 5 respectively have been added or 
updated. Nevertheless, the distances 3123,3124, 3134, 3145 
and 3135 remain the same and can allow 
0747. As the identity of the tags involved in the process is 
known to the system. It can compare the current structure with 
the previous one, looking for matching of patterns (distances 
3123,3124, 3134, 3145 and 3135 between tags 2.34 and 5). 
If it finds a matching pattern of Subset of tags, it can simply 
use the orientation of the subset as it was solved last time 
(assuming that the orientation of the map of FIG. 31 was 
Solved). In this example, tags 2.3.4.5 have not moved since 
the previous procedure. The system can identify this pattern 
and use the known orientation of the subset for the entire 
generated structure. Hence, in this case the ambiguity is 
known and need not be solved. 
0748 FIG. 46 illustrates method 460 according to an 
embodiment of the invention. 
0749 Method 460 is for determining a location of a group 
of wireless tags. 
0750 Method 460 includes multiple decision stages 
(stages 464, 467 and 471). It is noted that the method can 
include only one decision stages, some decision stages or all. 
(0751 Method 460 may start by stage 461. 
0752 Stage 461 may include receiving first information 
indicative of distances between each wireless tag of the group 
and between at least three other wireless tags of the group. 
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0753 Stage 461 may be followed by stage 462 of receiv 
ing first movement information or tracking a first movement 
of a certain tag of the group of wireless tag in relation to other 
wireless tags of the group to provide first movement informa 
tion. 

0754 Stage 462 may be followed by stage 463 of receiv 
ing, after the performing of the first movement, second infor 
mation indicative of distances between each wireless tag of 
the group and between at least three other wireless tags of the 
group. 

(0755 Stage 463 may be followed by stage 464 of deter 
mining locations of the wireless tags of the group in response 
to the first information, second information and the first 
movement information. 

(0756 Stage 464 may be followed by stage 465 of receiv 
ing second movement information or tracking a second 
movement of the certain tag of the group of wireless tag in 
relation to other wireless tags of the group to provide the 
second movement information. 

(0757. Stage 465 may be followed by stage 466 of receiv 
ing, after the performing of the second movement, third infor 
mation indicative of distances between each wireless tag of 
the group and between at least three other wireless tags of the 
group. 

(0758 Stage 465 and 466 may be followed by stage 467 of 
determining locations of the wireless tags of the group in 
response to the first information, second information, third 
information, the first movement information and the second 
movement information. 

(0759 Stage 467 may be followed by stage 468 of receiv 
ing third movement information or tracking a third movement 
of the certain tag of the group of wireless tag in relation to 
other wireless tags of the group to provide the third movement 
information. 

0760 Stage 468 may be followed by stage 469 of receiv 
ing, after the performing of the third movement, fourth infor 
mation indicative of distances between each wireless tag of 
the group and between at least three other wireless tags of the 
group. 

0761 Stage 469 may be followed by stage 470 of deter 
mining locations of the wireless tags of the group in response 
to the first information, second information, third informa 
tion, fourth information, the first movement information, the 
second movement information and the third movement infor 
mation. 

0762 Method 460 may include stage 472 of instructing a 
user that moves the certain tag to perform movements at 
directions that are oriented in relation to each other. The user 
can follow the instructions so that the first, second and third 
movements are not along a same line. 
0763 Method 450 may include stage 473 of receiving 
orientation information relating to an orientation of Some of 
the tags of the group of tags. Stage 473 may be followed by 
any one of stages 464, 467 and 471—and in this case these 
determinations will be further responsive to the orientation 
information. 

0764. The locations of the tags in the group can be absolute 
or relative location (for example relative to the user device). 
0765. The certain tag can be attached to a user or to a user 
device carried by the user. Method 460 may include stage 474 
of displaying a location of the user in relation to the locations 
of other tags of the group of tags. 

May 29, 2014 

0766 The user device may estimate its location based 
upon an exchange of signals between some tags of the group 
and the user device (that does not belong to the group). 
0767 Generating a Map with No User Tag 
0768. In this case, the user doesn't carry a tag but he carries 
a user device Such as a Smartphone that is capable of perform 
ing location measurements based on RSSI, or other locations 
based methods. Initiation of the tags map generation is done 
as before, but in order to estimate the location of the user 
within the tags map (FIG. 34 illustrates map 310 including 
tags 1–6 301—306 and distances between the tags) and a 
user location indicator 341. The user device uses RSSI (Re 
ceived Signal Strength Indication) information of BLE bea 
cons or advertising, transmitted by the tags 301-306. By 
measuring RSSI information from all tags within range, and 
by knowing the relating positions of the tags in the map (this 
map is fed to the user device), an estimation of the location of 
the user device (phone) within the tags map can be generated. 
As RSSI is less accurate, it is likely that the estimation will not 
be as good as the one with a user tag. Orientation can be 
Solved with pattern matching or with movement, as described 
before. 
0769. The Case of Compact Grid of Tags 
0770. The system should provide a solution also to the 
case where there are only 2 tags (one is a user tag and another 
is a tagged item) or few tags that are packed together (for 
example, all items are inside a bag). In this case, where the 
distance between the tags is in the same order of magnitude of 
the range estimation error and/or the distance between the 
tags could be considered a single tag for the purpose of 
mapping. This scenario is described in FIG. 35—a triplet of 
tags 351, 352 and 353 are close to each other and stationary. 
A user tag moves between locations 354, 355 and 356. 
Assuming the user is carrying a tag with him, this scenario 
could be resolve using the approach described in the paper 
“Single Reader Concept”.U.S. Provisional Patent Applica 
tion No. 61/832,872, filing date 9 Jun. 2013. 
0771. The system will periodically measure the distance 
between the user tag and the other tag(s), and send this infor 
mation to the phone over BLE channel. Using the IMU sub 
system of the phone, the phone will track the movement path 
of the user and will perform triangulation over time as 
described in the paper (in this case the phone performs the 
computation and not a separate “reader') 
0772 Communication Concepts and System States 
0773. Each tag has a BLE (Bluetooth low energy) and 
BLE+(a proprietary, enhanced communication protocol) Sub 
system and a range measurement Subsystem. BLE is used for 
communication of phone with tags and BLE+ or BLE is used 
for tag to tag communication. The range measurements sys 
tem is based either on UWB (IEEE802.15.4a) or any other 
accurate range measurement method. If the ranging technol 
ogy is capable of supporting also data transfer (like IEEE802. 
15.4 for example), communication between tags could be 
done also using the ranging technology. 
0774 Waking up all tags is done by the phone using BLE. 
Alternatively, the phone can wake up a single tag using BLE 
and let is wake up the rest of the tags using BLE+. There is 
also an option to wake up in a mesh Scheme while tags are 
waking up and communicating with other tags which are not 
necessarily within the communication range of the phone. 
0775. Once the system is awake, the phone can initiate the 
creation of the tags map. Communication between the tags 
mesh can be either done by BLE+ or by the ranging technol 
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ogy, if supported. Range measurements are being performed 
(generally between each tags pair, alternatively in a scheme 
ensuring each tag has 4 range measurements), and those 
measurements are being sent over the communication link 
(BLE+ or the ranking technology) to a tag (or few tags) 
communicating with the phone using BLE. The calculations 
are then made by the phone. 
0776 The system can also be initiated without the phone/ 
user using a time driven eventor another event. In this case the 
measurement data is stored in the tags or sent to an aggregator 
connected to the cloud or to a storage unit or a processing unit, 
if such exists. 
(0777. The use of Super-Tag 

0778 a. A Super-Tag is assumed to be static, with a 
known location to the user or to the system. 

0779 b. It is assumed to have large or rechargeable 
battery or be connected to power Supply or harvesting 
etc. 

0780 c. Its known position helps the user understand 
the diagram. 

0781 d. It can serve as a BLE to BLE+ bridge for tag 
wake up: phone connects to the Super-tag only using 
BLE, Super tag wakes up the tags using BLE+ and then 
the phone connects to the tags directly using BLE. This 
is useful, power consumption wise for sleep mode (an 
other issue with BLE/BLE+ is Sphere) 

0782. e. It can also serve as a Wifi to bridge. This means 
the user can access the tag network from anywhere 
(through a server service) to generate the above diagram 
which will be sent back to the phone (actually the raw 
measurements are sent, the diagram is generated by the 
location engine in the application). 

0783 Sphere Using Ad-Hoc Tags' Network 
0784. A sphere is a set of tags that the user wishes to keep 
with him/her i.e. continuously monitor their existence in the 
immediate vicinity. The system periodically generates com 
munication to all "kept tags. In case a tagged item is forgot 
ten or lost, the communication to its tag is lost and as a result 
a lost eventis generated and the user is notified. BLE Supports 
Such functionality using proximity profile, but the function 
ality is limited because of high power consumption and the 
limited number of tags that can be Supported concurrently. 
0785. The approach described here eliminates those limi 

tations. The idea is to create a BLE+ network or mesh (with 
minimum number of 2 tags) that tracks the existence of all 
members of the mesh. The phone is being notified through 
BLE communication only once a “lost item' event is identi 
fied. In addition, the phone can get an OK update on a very 
low duty cycle. An example for Such operation: the tags are 
initiated using BLE, or a specific tag is initiated and then 
initiates the other tags using BLE+. 
0786 The concept is to create a self-contained network 
chain which periodically checks and validates the existence 
of all tags in the chain. The FIG. 36 illustrates a user 366 and 
six tags 361-366 that (with or without a user attached tag— 
not shown) for a sphere. Each period, a token 3612 is being 
delivered from tag 1361 to tag 2362, a token 3623 is being 
delivered from tag 2 362 to tag 3363, a token 3634 is being 
delivered from tag 3363 to tag 4364, a token 3645 is being 
delivered from tag 4 364 to tag 5 365, and a token 3651 is 
being delivered from tag 5 365 to tag 1361—thus closing a 
loop. 
0787. As the tags expect the reception of the token every 
period, if a timeout passes without reception, all tags which 
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have not received the token starts initiating BLE transmis 
sions (advertising) to the phone. By identifying the advertis 
ing tags the phone can identify the lost item. In FIG. 37, tag 3 
363 is lost, the chain is broken and tags 364 and 355 initiate 
BLE communication 3641 and 3651 to the user device 367. 

0788. The weakness of the system if a scenario where all 
items are lost at once (no tag can trigger the phone). One 
Solution is to carry one tag on the phone or on the user. So the 
scenario cannot take place. Alternatively, the phone can get, 
on a low duty cycle, an “OK” BLE advertising message from 
the tags, just to Verify the chain is there. In order to balance 
power consumption the advertising will be done by another 
tag each time. This will not generate an immediate trigger but 
will trigger the user eventually. Such a scenario (all tags are 
lost at once) can also happen in the phone itself is lost. So in 
case no lost even occur and chain existence message is lost, 
after no response from the user the phone will assume. 
0789 FIG. 44 illustrates method 440 according to an 
embodiment of the invention. 

0790 Method 440 is for managing a sphere of wireless 
tags. 
0791 Method 440 may start by stage 442 of programming, 
by a wireless reader, a group of wireless tags to belong to the 
sphere of wireless tags. 
0792 Stage 442 may include programming each wireless 
tag of the sphere to increase a wireless tag reception window 
for detecting a sphere beacon after the wireless tag failed to 
receive a predefined number of sphere beacons. 
0793 Stage 442 may include programming the wireless 
tags of the sphere to enter a first operational mode during 
reception window S that correspond to expected timing of 
transmission of the sphere beacons and to enter a second 
operational mode after responding to the sphere beacons, 
wherein the second operational mode is characterized by a 
lower power consumption than the first operational mode. 
0794 Stage 442 may include calculating or receiving 
information about distances between the wireless reader and 
multiple wireless tags; and selecting the wireless tags of the 
sphere out of the multiple wireless tags to be within a prede 
termined distance from the wireless tag. 
0795 Stage 442 may include programming the wireless 
tags to belong to the sphere only during predetermined time 
periods. 
0796 Stage 442 may include instructing a wireless tag to 
transmit wireless tag identification information even without 
receiving beacon messages aimed to the wireless tag. 
0797 Stage 442 may be followed by multiple repetitions 
of a sequence that includes stages 444, 445. 446 and 448. 
0798 Stage 444 may include sending by the wireless 
reader a sphere beacon aimed to the wireless tags of the 
sphere. 
0799. The repetition of stage 444 may cause sphere bea 
cons to be transmitted according to a predetermined schedule, 
be responsive to events and the like. It may include periodical 
transmission of sphere beacons. 
0800 Stage 445 includes checking if all tags of the sphere 
acknowledged the reception of the sphere beacon. 
0801) 
0802. If the answer is no jumping to stage 446 of check 
ing if a wireless tag of the sphere did not respond to a prede 
termined number of sphere beacons. 
0803 

If the answer is yes jumping to stage 444. 

If the answer is no jumping to stage 444. 
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0804. If the answerisyes jumping to stage 447 of detect 
ing a loss of a wireless tag of the sphere if the wireless tag did 
not respond to a predetermined number of sphere beacons. 
0805 Stage 445 is followed by stage 448 of responding to 
the detecting of the loss of the wireless tag. 
(0806 FIG. 45 illustrates method 450 according to an 
embodiment of the invention. 
0807 Method 450 is for operating a wireless tag that 
belongs to a sphere of wireless tags. 
0808 Method 450 may start by stage 452 of participating 
in multiple sphere check cycles; and operating at an energy 
saving mode between the multiple sphere check cycles. 
0809. A participation of the wireless tag in a sphere check 
cycle of the multiple sphere check cycles may include: (i) 
searching (453), by the wireless tag and during a time win 
dow, for a preceding wireless tag token from a preceding 
wireless tag; and transmitting (454), by the wireless tag, a 
lack of reception indication indicative of a failure to receive 
the preceding wireless tag token during the time window. 
0810. The participation may also include transmitting 
(455) a wireless tag token by the wireless tag and to a next 
wireless tag. The wireless tag token transmitted by the wire 
less tag is treated as a preceding wireless tag token by the next 
wireless tag. The transmitting of the tag token can be executed 
(a) only if receiving the preceding wireless tag token; (b) only 
if not receiving the preceding wireless tag token, or (c) 
regardless of a reception of the preceding wireless tag token 
0811. The participation may also include transmitting 
(456) by the wireless tag an acknowledgement message in 
response to each reception (or multiple receptions) of the 
preceding wireless tag token. 
0812 Hybrid Mode of Operation 
0813. According to an embodiment of the invention there 
may be provided a hybrid operation solution. This communi 
cation and location Hybrid solution combines a narrowband 
and wideband communication methods in order to leverage 
the advantages of each of those methods while minimizing 
the impact of the disadvantages of those methods. The hybrid 
solution is designed to serve as the infrastructure for “internet 
of things' where “things' can economically, long lasting and 
economically—communicate with each other and—offering 
combination of ease of communication combined with accu 
rate location. 
0814. The concept is applicable to any wireless system 
that involves indoor ranging (distance, direction or location 
measurement). The wideband signal is being used in order to 
achieve good spatial resolution even in real life scenarios 
which usually involve reflections or multiple responses. Gen 
erally communication between network elements could be 
divided to two types 

0815 a. General communication: in this state there is a 
wireless communication between different elements of 
the network (two or more) which does not involve rang 
ing. For example: association, transfer of data etc. 

0816 b. Ranging: In this state there is a ranging and 
possibly direction estimation effort which is active 
between two or more elements. 

0817 Many ranging and location systems make use wide 
band signals (for example pulse UWB) which impose several 
challenges on the system. For example: power consumption 
could be higher compared to narrow band schemes. In addi 
tion, it is difficult and time consuming to synchronized a very 
narrow signal in time. (like a pulse UWB signal) 
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0818. A hybrid solution includes both wideband as well as 
narrow band transceiver (this could be implemented as two 
operation modes of the same transceiver). 
0819. The approach suggested is to use common narrow 
band communication methods (as an examples: Bluetooth, 
Zigbee etc) and have a narrow band transceiver or transceiv 
er's narrow band operation mode for: 

0820 a. All “general communication” modes which do 
not involve accurate ranging estimation; 

0821 b. Rough Ranging estimation 
0822 c. Setup of the link prior to ranging measurement, 
and transfer data between nodes after and during the 
ranging measurement. 

0823. The approach suggested in this paper is to use the 
wide band transceiver or transceiver's wideband operation 
mode for the ranging measurement itself only 
0824 FIG. 38 provided an example of the hybrid opera 
tion. One node (wireless tag) initiates a connection aiming to 
perform a range/location measurement to another node using 
a ranging signal and time of flight (TOF) measurement of that 
signal. As mentioned, the process involves two kind of com 
munication signal: 

0825 a. “Narrow band' those are used for communi 
cation. An example could be Bluetooth, 802.15.4 ("Zig 
bee’) etc” 

0826 b. Wide band' those are used for the ranging 
signal, leveraging the fact that wide band signal can 
achieve better spatial resolution this could be pulse 
UWB, wideband WLAN signal (like 802.11n or 802. 
11ac) etc 

0827 Ranging Process Description 
0828 This initiating node (can be implemented as 
“reader') brings the other node (can be implemented as 
"Tag”) or nodes to “ranging state' by sending an appropriate 
commands. This is done using narrowband scheme. 
0829. A ranging “beacon' 361 could be a narrow band 
(NB) signal which contains for example the following infor 
mation: 

0830 a. The node ID. 
0831 b. RSSI information of the node reception this 
helps the node calibrating its circuits for the ranging 
signal. 

0832 c. Timing information (coarse) on when the initi 
ating node (for example a “reader will send the wide 
band (WB) ranging signal. By sending that information 
the other node (for example a “Tag”) or nodes (for 
example “Tags’) can open a very short reception win 
dow for the ranging signal. (resolution may be a fraction 
of a narrow band symbol length) reducing its power 
consumption and implementation complexity. 

0833 d. Additional information that can help the other 
node(s). 

0834 e. A command 382 to the tag to find a future 
transmitted wideband (WB) ranging message. 

0835. The ranging signal (WB ranging message 383) is a 
wide band signal which is sent at a fixed delay after the 
ranging beacon has been sent. It contains the following: 

0836 a. It may contain an ID. 
0837 b. It may contain a correlation sequence which is 
known to all participating nodes. 

0838. In FIG.38 the tag receives the ranging beacon (NB 
beacon 381) and prepares its wide band circuitry to open a 
wideband reception window 387 to receive the WB ranging 
signal based on the ranging beacon parameters. 
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0839. After successful correlation the tag sends back to the 
reader the same (or other) WB ranging signal (WB response 
message 388), which the reader (which opens a WB reception 
window 384) correlates. Following that, the tag sends a NB 
ranging data message (NB ranging data and ACK 389) that 
may include: 

0840 a. Timing information from the tag that may con 
tain—the tag processing time from correlation to rang 
ing signal send completion. 

0841 
0842 c. The tag->reader->tag estimated flight time if a 
double two way TOA measurement is used. 

b. The estimation of the correlation time error. 

0843 d. A “Tag ID as an Ack. 
0844 e. Additional data required by the “Reader'. 

0845 FIG. 42 illustrates method 420 according to an 
embodiment of the invention. 

0846 Method 420 is for hybrid operation of wireless 
transceivers. 

0847 Method 420 starts by stage 422 of receiving by a 
narrowband reception circuit of the first wireless transceiver 
received narrowband messages; and transmitting by a nar 
rowband transmission circuit of the first wireless transceiver 
transmitted narrowband messages. Stage 422 may include 
maintaining wideband reception and/or transmission circuits 
in a low power mode (shut down, idle and the like). 
0848 Stage 422 may include stage 423 of receiving a 
received narrowband message that may include an indication 
about a future transmission of the wideband ranging message. 
0849. The indication may include timing information 
about timing of the wideband reception period. 
0850. The indication may include at least one wideband 
reception parameter associated with a reception of the wide 
band ranging message. 
0851 Stage 422 may be followed by stage 424 of receiv 
ing during a wideband reception period and by a wideband 
reception circuit of a first wireless transceiver a wideband 
ranging message and transmitting during a wideband trans 
mission period and by a wideband transmission circuit of the 
first wireless transceiver a wideband ranging response mes 
Sage. 

0852. The transfer from stage 422 to stage 424 may occur 
after a predetermined delay period lapsed from the receiving 
of the received narrowband message that may include the 
indication about the future transmission of the wideband 
ranging message. 
0853. The wideband ranging response message may 
include timing information about a time difference between 
the receiving of the wideband ranging message and the trans 
mitting of the wideband ranging response message. 
0854. The wideband ranging message may be transmitted 
by a second wireless transceiver and the wideband response 
message may include timing information about an estimated 
time difference between a transmission of the wideband rang 
ing message by the second wireless transceiver and a recep 
tion of the wideband ranging response message by the second 
wireless transceiver. 

0855 Stage 424 may include causing the wideband recep 
tion circuit to search for the wideband ranging message 
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within the wideband reception period that is defined in 
response to the indication. 
0856 Stage 424 may be followed by stage 422. 
0857 Indoor Navigation 
0858. The following text describes various embodiments 
of the invention for indoor navigation. For simplicity of 
explanation it is assumed that the indoor space is a store of a 
retailer. 

0859. The system locates the phone within the store, based 
only on received signal strength (RSSI) of few beacons (this 
method is sometimes called “RF fingerprint”) by the phone 
and an auto-mapping procedure of the beaconing tags. There 
fore, the user doesn’t have to own any hardware beyond his 
smartphone and the store/retailer benefits from a very low 
cost of ownership, as there is no need for indoor mapping of 
the beacons. Standard implementation of similar systems Suf 
fers from inherent inaccuracy of RSSI method leading to an 
unreliable system. This solution mitigates that by a cellular 
approach, as described below. 
0860 Prior art solution (FIG. 39) aim to solve the need for 
indoor location and navigation of a person inside a large store 
or a Supermarket (i.e. “retailer”). A common prior art Solution 
includes using several (at least 3) static nodes (sometimes 
referred as “readers') with known locations and measure the 
distance of the user to those readers. This is illustrated in FIG. 
39 the “readers' 3921, 3922, 3923 and 3934 are marked 
with X. Once the distance from the user 391 to those readers 
is known, the location of the user relative to the readers can be 
calculated. If the location of the readers in store (or on a map) 
is known, the location of the user in the store can now be 
calculated. 

0861. This approach requires (i) an accurate measurement 
of the distance from the user to the “readers', and (ii) accurate 
knowledge on the location of the readers in the store. 
0862 Inaccuracy on either of those will lead to inaccuracy 
in the estimation of the position of the user. 
08.63 Estimating the distance from the user to the reader 
0864. There are several approaches to estimate the dis 
tance. The most common ones are based on received signal 
strength (RSSI) and measuring the time of flight (ToF) of an 
RF signal. 
0865 RSSI. With this approach, the “readers' transmit 
periodically a beacon with a unique ID. The receiver esti 
mates the signal strength of the received signal. Assuming the 
transmit power is known, it can estimate the range by fitting 
those figure into a RF propagation model. RSSI main advan 
tage is the fact it can be implemented using Wi-Fi or Blue 
tooth, which are Supported by most phones today. This leads 
to a system which requires no extra hardware carried by the 
user. In addition, as there is no network connection between 
the readers and the phone (readers are transmitting beacons, 
phone is only receiving) the system is easily scalable and 
there are no capacity issues. The main disadvantage of this 
approach is accuracy. As signal strength is heavily impacted 
from physical blockers, a non-line-of-sight (LOS) estimation 
is very inaccurate and even a LOS Scenario could have sig 
nificant error due to reflections and fading. This results in 
accuracy in the range of 3-5 m. In order to try and mitigate 
that, a more sophisticated approach is to match a set of RSSI 
received from several Sources to a pre-measured or estimated 
'map' (this is called finger printing). This approach yields 
better results in a controlled environment (still couple of m 
accuracy) but in practice it also suffers from blockers or 
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interferers that were not there during the "mapping proce 
dure” (walking people for example) 
0866 ToF With this approach, the “readers' measure 
the propagation time of an RF signal from the reader to the 
user. This method could be unidirectional (DTOA) if the 
readers are synchronized or bi-directional if they are not. 
Assuming sufficient RF signal bandwidth is used this method 
is robust and accurate also in the presence of reflections and 
blocking and accuracy can be as good as 30 cm and below. 
The main disadvantage is the fact that current Smartphones do 
not support Such approach meaning the user must carry a 
special hardware with him. In addition a bi-directional system 
needs to cope with collisions and user access to the readers 
and a uni-directional system needs to synchronize all the 
readers. Both impose technical challenges which complex the 
system 
0867 Estimating the Location of the Readers 
0868. In many cases, the readers are located indoor, where 
GPS usage is impossible. In practice, the mapping of those 
readers is usually done manually—measure where they are 
and feed it to a database. Tracking if a reader has moved is 
problematic and the cost of ownership is high 
0869. The proposed method uses both RSSI as well as ToF. 
It uses “tags' which are capable for Bluetooth or Bluetooth 
low-Energy (BLE) communication as well as for ToF mea 
Surement using wideband signal (as described in US provi 
sional patent Ser. No. 61/729,601 filing date Nov. 25 2012 and 
US provisional patent Ser. No. 61/803,534 filing date March 
2O. 

0870. The idea is to locate the user in a small “cell using 
RSSI, and auto-create an accurate map of those cells using 
ToF measurements. The concept of operation is illustrated in 
FIGS. 40 and 41. 
0871 FIG. 40 illustrates the indoor space as including 
multiple shelves 393, 395 and 396. The majority of shelves 
(393) are spaced apart by passageways 394 and are parallel to 
each other. A large number of wireless tags 401 are attached 
to shelves 393, 395 and 396. 
0872 Cellular Structure 
0873. The store installs tenths to hundreds of tags 401. 
These tags could use for applications which are already being 
used such as BLE proximity for coupons or for smart shelf 
labeling (which install a tag per product category). This is 
illustrated in FIG. 40. Due to the larger number of tags, a 
“cellular approach can be used. Each cell includes of 3-10 
tags (or even a larger number, depended on the spacing 
between the tags). Each tag 401 periodically transmits a tag 
beacon with a tag ID—each tag has a unique ID. 
0874. The user device 391 receives transmissions from a 
Subset of the tags (or selects only the strongest transmissions 
it receives). These tags (of the subset) form a cell 401 that is 
proximate to the user device. The user device may use RSSI 
or other method to determine its location within the “cell’ 
0875 Referring to FIG. 41 the user device 391 includes 
transmissions from tags 401(2)-401(5) and 401(12)-401(15) 
within cell 410 and ignores transmissions from other tags 
(such as tags 401(1), 401(6), 401(11) and 401(16). These tags 
are attached to shelve 393(1) or shelve 393(2). 
0876. As indicated above Within this cell the method 
uses RSSI reception or RF-fingerprinting in order to estimate 
the location of the user in the cell (this means the tags peri 
odically transmit beacons with unique ID). A cell is illustrated 
in FIG. 40. This method is superior compared to the existing 
approach since: 

27 
May 29, 2014 

0877. Inside the cell there are no blockers such as shelves 
etc. 

0878 Statistically, the scenario of true LOS (no blockers, 
no interference from people) is more likely since the cell area 
is Small. 

0879. Since the cell is small, the slope of signal strength/ 
distance which is logarithmic is higher compared to a large 
hall. This results in better noise immunity 
0880. As the structure of the cell is known, and expected 
interference is limited the system can leverage the cell struc 
ture information to rule out outlier data 
0881. Auto-Mapping 
0882 Assuming the solution for the location of the user 
within the cell is done, there is a need to locate the cell 
referenced to the store map or to the rest of the tags. This is 
done by creating a mesh network and mesh mapping as 
described in US provisional patent 61/868,591 filing date 
Aug. 22 2013. The procedure can be done periodically (once 
a day, or few times a day) so the map of tags, which refers 
potentially to the map of products will get updated in case a 
product (and a tag has moved). The ambiguity of the map 
(setting the north) needs to be resolved once (manually or 
automatically). As most of the tags are static from map to map 
creations, ambiguity solution will be done using pattern 
matching as described in US provisional patent 61/868,591 
filing date Aug. 22 2013. The map is accurate since it is using 
ToF measurements; therefore the database generating the cell 
structure is accurate as well. 

0883. By combining the two methods (cellular RSSI and 
auto-mapping) the system performance and cost of owner 
ship is optimized: 

0884 a. The system uses RSSI to locate the user, lead 
ing to no need for additional HW for the user besides his 
phone 

0885 b. As it works in small simple “cells' with high 
probability for LOS conditions, it mitigates the main 
problem of RSSI approach which is accuracy in a NLOS 
Scenarios 

0886 c. The tags auto-map themselves avoiding the 
need for manual measurement of the location of the 
“reader' which is costly and inaccurate 

0887 d. As the auto-mapping process is done periodi 
cally, the system is self-maintained, and any change in 
location of an item is updated automatically. 

0888 e. This results in a low cost of ownership as there is 
no need for any human intervention after the first installation 
0889. The generation of tags map and the determining of 
the locations of the different tags can be done by a server 
(such as computer 408 of FIG. 40) that can receive informa 
tion from the wireless tags either directly, via user device, vie 
intermediate communication elements and the like. 

0890 
0891. The server stores the auto-mapping data. The mesh 
measures the relevant distances (as described in any of the 
mentioned above methods) and sends a distance matrix to the 
server (through a tag that has an IP connection, as mentioned 
in any of the mentioned above methods). The server builds the 
map from the distance matrix and solves the north ambiguity. 
As the measurement of distances is done periodically, the 
server also updates the map of products periodically. This also 
enable the back office to track location and existence of items, 
amount of changes etc. 

Server 
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0892 Client 
0893. The client operates on the user phone. When the user 
gets into the store it gets from the server the list of IDs of all 
tags and the map of those tags. It uses now the RSSI of the 
signals it receives in order to identify the cell he is at and 
estimate his location within the cell 

0894. Once those tasks are completed, and having the map 
from the server, the client now has his location on the map. 
This is processed locally but can be sent back to the server so 
the server can track and log user's movement and potentially 
guide them through desirable paths. 
(0895 FIG. 47 illustrates method 477 according to an 
embodiment of the invention. 

(0896 Method 477 includes stage 478 of generating, by 
multiple wireless tags, distance information about distances 
between the multiple wireless tags, the multiple wireless tags 
are positioned within the indoor space by applying a first type 
of distance estimation process that may include wirelessly 
transmitting messages between the multiple wireless tags. 
(0897 Stage 478 is followed by stage 479 of transmitting 
by the multiple wireless tags ranging beacons, wherein wire 
less tags ranging bacons transmitted by a wireless tag com 
prise a unique identifier of the wireless tag. 
(0898 FIG. 48 illustrates method 480 according to an 
embodiment of the invention. 

0899 Method 480 is for locating a user within an indoor 
Space. 

0900 Method 480 may start by stages 482, 483 and 484. 
0901 Stage 482 may include receiving by a computer, 
distance information about distances between multiple wire 
less tags that are positioned within the indoor space; wherein 
the distance information is obtained by the multiple wireless 
tags during a first type of distance estimation process that may 
include wirelessly transmitting messages between the mul 
tiple wireless tags. 
0902. There may be many wireless tags that may be 
arranged in multiple dense groups. FIG. 40 illustrates wire 
less tags 401 that are ordered in dense groups-two dense 
group per side of a shelf. For example, the multiple wireless 
tags comprise at least one hundred wireless tags and wherein 
a distance between adjacent wireless tags positioned on a 
same side of an object does not exceed centimeters. 
0903. The first type of distance estimation process may 
include wirelessly transmitting Bluetooth low energy mes 
sages between the multiple wireless tags. 
0904. The first type of distance estimation process may 
include wirelessly transmitting wideband and narrowband 
messages between the multiple wireless tags. 
0905 Stage 483 may include receiving or calculating cali 
bration information indicative of an actual or estimated loca 
tion of at least one wireless tag in the indoor space. 
0906 Stage 483 may include calculating the calibration 
information. This may include receiving a map of the indoor 
space, the map is indicative of shapes and orientations of 
multiple objects within the indoor space to which wireless 
tags are attached; determining spatial relationships between 
the multiple wireless tags based upon the distance informa 
tion; and calculating the calibration information based upon 
similarities between a shape and an orientation of at least one 
object and between spatial relationships between objects that 
are attached to the at least one object. 
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(0907 Stages 482 and 483 may be followed by stage 486 of 
determining locations of the wireless tags in the indoor space 
in response to the distance information and to calibration 
information. 
0908 Stage 484 may include receiving, from a user 
device, user device location information related to a location 
of the user device in relation to a sub-set of the wireless tags. 
0909. The user device location information may be 
obtained by applying a second type of distance estimation 
process that differs from the first type of distance estimation 
process. The second type of distance estimation process may 
be based upon received signal strength indication (RSSI) 
measurements of beacons transmitted from the wireless tags 
of the sub-set of wireless tags; and wherein the first type of 
distance estimation may be based upon tome of flight mea 
SurementS. 

0910 Each wireless tag of the multiple wireless tags may 
have a unique identifier that is included in messages trans 
mitted by the wireless tag during the second type of second 
type of distance estimation process. 
0911 Stages 484 and 486 may be followed by stage 488 of 
determining a location of the user device within the indoor 
space in response to the user device location information and 
to locations of the wireless tags of the Sub-set of wireless tags 
in the indoor space. 
0912 Stage 488 may be followed by stage 489 of respond 
ing to the location of the user. This may include transmitting 
(by wireless tags proximate to the user device) to the user 
device messages in response to the location of the user device. 
(0913 FIG. 49 illustrates method 490 according to an 
embodiment of the invention. 
0914 Method 490 is for locating a user within an indoor 
Space. 
(0915 Method 490 may start by stage 492 of receiving, by 
a user device, information about locations and identities of 
multiple wireless tags within the indoor space. 
(0916) Stage 492 may be followed by stage 494 of receiv 
ing by the user device messages from a group of wireless tags, 
the messages are indicative of identities of the wireless tags of 
the group, wherein the group of the wireless tags forms a 
fraction of the multiple wireless tags. 
(0917 Stage 494 may be followed by stage 496 of calcu 
lating, in response to the identities of wireless tags of the 
group, the information about locations and identities of mul 
tiple wireless tags and reception parameters of the messages, 
a location of the user device within the indoor space. 
0918 Stage 496 may include calculating a rough estimate 
of the location of the user device in response to the identities 
of wireless tags of the group and the information about loca 
tions and identities of multiple wireless tags. 
0919 Stage 496 may include calculating a fine estimate of 
the location of the user device in response to the reception 
parameters of the messages. 
0920. The reception parameters of the messages may be 
RSSI measurements related to the messages. 
0921 Smart Bag 
0922. There may be provided a smart-bag system for a 
consumer. The purpose of the Smart bag is to help a traveler 
monitor and keep important belongings, be able to Verify that 
all of the are inside the bag when he leaves, if something has 
been moved while he was away and also help the user locate 
a missing item. 
0923 Generally, prior art solutions for consumer systems 
that ensure the existence of an element within an area (or 
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Volume) use distance estimation based on received signal 
strength (RSSI) of an RF signal. The main issue of that 
approach is its inherent inaccuracy and Susceptibility to 
physical blockers and interferers, making it non-Suitable for 
any application that requires accuracy (like a Smart-bag). 
0924. The proposed method uses distance measurements 
based on ToF from either a single of two fixed tags in the bag 
to the tagged items. A Smartphone is used as the GUI for the 
USC 

0925 System Structure 
0926 The system is based on the approach described in 
US provisional patent 61/868,591 filing date Aug. 22 2013. 
The user tags every item he wishes to monitor. In addition, the 
bag has a pocket or two pockets in it, where tags could be 
placed. The use of pockets is important since the location of 
the pockets in the bag is “optimized for the use and could 
also be known to the application. A Smart device (Smart 
phone, tablet) communication with the tag (or just with the 
tag on the bag) is used as GUI for the user 
0927 Mapping 
0928 This is the process where the smart-bag (example of 
a tagged enclosure) or actually the tags on the bag create a 
'map' of the tagged items. 
0929. Single tag on bag case—in this case the bag has a 
single pocket for a tag. The ideal Solution is at the center of the 
bag (impractical) or at the center of the bottom of the bag. 
Mapping on this case means measuring the distance from the 
bags tag to the rest of the tags. We define a sphere with a 
radius that is the distance from the bags tag (center of bot 
tom) to an upper corner of the bag. The system collects all 
distances from the bags tag the tagged items. “In the bag” is 
defined as item within the sphere and “out-of bag” is an item 
out of the sphere. False positive identification happen in the 
Volume of the sphere which is out of the bag (assumed as a 
box) 
0930 Two tags on bag case In this case the bag has two 
pockets for a tag. The ideal solution is at the centers of the 
opposite Smallest sides of the bag (The bag is assumed to be 
a box). Mapping on this case means measuring the distance 
from the bag's two tags to the rest of the tags. We define a 
cylinder with a radius that is the distance from the bags tag 
(center of Small side) to a corner of that side. By measuring 
the distance to both tags we can determine if an item is inside 
or outside that cylinder. “In the bag” is defined as item within 
the cylinder and “out-of bag” is an item out of it. False 
positive identification happens in the volume of the cylinder 
which is out of the bag (assumed as a box). The false volume 
is Smaller than the one in the single bag tag case 
0931. The system can support the following use cases: 
0932 Are mythings with me? 

0933 a. When a person intends to leave the room with 
his bag he can “ask’ the system “is everything in the 
bag”? A mapping procedure is followed, and binary 
indication (“in the bag or “out of the bag”) is generated 
for all item. Status is generated on the phone. 

0934 Has something moved while I was away? 
0935 a. The user should enable that mode of operation 
before he leaves the room. Once enabled, the system 
periodically creates the map. It compares the “location” 
(2 distances in 2 tag's case) or distance (1 tag case) of all 
tags over times, and look for a change above a certain 
criteria bar. The comparison and logging is done on the 
bag tags (as the phone is away). There is no processing 
involved, just comparison of distance measurement over 
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time. When something has moved, the event is logged 
with a time stamp. When the user returns to his room the 
phone can communicate with the bag tag(s) and get the 
log. 

0936 
0937 a. Assuming something is identified as “out of 
bag or is just lost, the system can assist the user to find 
it. In this case, a “real' map is created, as described in the 
document “PGA+ad-hoc network'. If the user carries a 
tag with him (either on the phone or just a tagged item he 
takes in hand) ambiguity and direction relative to the 
user+bag can be solved without a user movement. 

0938 FIG. 50 illustrates method 500 according to an 
embodiment of the invention. 

0939 Method 500 is for detecting a presence of a tagged 
item within a tagged enclosure. 
(0940 Method 500 starts by stage 510 of performing dis 
tance measurements between at least one wireless tag of the 
tagged enclosure and the tagged item to determine the spatial 
relationship between the tagged enclosure and the tagged 
item. The distance measurements may be based upon time of 
arrival, RSSI or any other ranging process illustrated above. 
(0941 Stage 510 may be followed by stage 520 of deter 
mining, based upon the distance measurements, whether the 
tagged item is within the tagged enclosure. 
0942. The one or more locations of theat least one wireless 
tag within the tagged enclosure are known, the shape and size 
of the tagged enclosure are known so that the distances 
between the tagged item and the one or more wireless tag can 
be deducted from the distance information and the mentioned 
above knowledge. 
0943 Stage 510 may include merely determining which 
wireless tags are able to communicate with the tagged item 
and determine, based upon the coverage area of the wireless 
tags—whether the tagged item is within the tagged enclosure 
or outside the tagged enclosure. See, for example, FIGS. 51 
and 51 and the text below. 

(0944) Method 500 may also include stage 530 of evaluat 
ing a location of a tagged user device in relation to the tagged 
enclosure by evaluating distances between at least two wire 
less tags of the tagged enclosure and the tagged user device. 
(0945 FIGS. 51 and 52 illustrate tagged enclosures 600 
and 650 according to an embodiment of the invention. 
0946 Tagged enclosure 600 includes tagged enclosure 
pockets 601 and 602 in which wireless tags 603 and 604 are 
located. The coverage areas 605 and 606 of wireless tags 603 
and 604 (respectively) are three dimensional spaces that 
define an area in which each wireless tag is able to commu 
nicate with another wireless tag. A tagged user device 630 can 
try to attempt to communicate with the wireless tags 603 and 
604 in order to determine their locations—wherein the dis 
tance and/or location determination can be executed by any 
method, including any method disclosed in the specification. 
Yet for another example wireless tags 603 and 604 may 
attempt to communicate with an item of interest 620 that is 
associated (attached to, included in) with a wireless tag 608– 
and then may communicate to the user device 610 whether 
they receive the transmissions of wireless tag 608 or not. If 
both wireless tags manage to communicate with the wireless 
tag 608 then it may be determined that the item of interest is 
within the tagged enclosure. Else—it may be determined that 
the item of interest is outside the tagged enclosure 610. The 

Where is something? 
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tagged enclosure may be a Suitcase, a bag, and the like. The 
tagged enclosure may include one wireless tag, three or more 
wireless tags and the like. 
0947 Tagged enclosure 650 of FIG. 52 includes a tagged 
enclosure pocket 601 in which wireless tag 603 is located. An 
item of interest is considered to be included in the tagged 
enclosure if wireless tag 603 can communicate with its wire 
less tag. 
0948 If there are three or more wireless tags in the tagged 
enclosure then a mapping between the estimate coverage area 
of the wireless tags and the Volume of the tagged enclosure 
can be provided and decisions of whether a tagged item of 
interest is within the tagged enclosure can be determined 
based upon the wireless tags that communicate with the 
tagged item of interest and the mapping. For example—a 
tagged item of interest (such as 620) can be determined to be 
included in the tagged enclosure if a majority of wireless tags 
of the tagged enclosure communicate with it. Yet for another 
example—if a certain area of the tagged enclosure is “cov 
ered by the coverage area of one or more certain wireless 
tags than the tagged item of interest is deemed to be included 
in the tagged enclosure if at least these one or more certain 
tags communicate with the tagged item of interest. 
0949. The invention may also be implemented in a com 
puter program for running on a computer system, at least 
including code portions for performing steps of a method 
according to the invention when run on a programmable 
apparatus, such as a computer system or enabling a program 
mable apparatus to perform functions of a device or system 
according to the invention. The computer program may cause 
the storage system to allocate disk drives to disk drive groups. 
0950 A computer program is a list of instructions such as 
a particular application program and/or an operating system. 
The computer program may for instance include one or more 
of a Subroutine, a function, a procedure, an object method, an 
object implementation, an executable application, an applet, a 
servlet, a source code, an object code, a shared library/dy 
namic load library and/or other sequence of instructions 
designed for execution on a computer system. 
0951. The computer program may be stored internally on 
a non-transitory computer readable medium. All or some of 
the computer program may be provided on computer readable 
media permanently, removably or remotely coupled to an 
information processing system. The computer readable 
media may include, for example and without limitation, any 
number of the following: magnetic storage media including 
disk and tape storage media; optical storage media Such as 
compact disk media (e.g., CD ROM, CDR, etc.) and digital 
Video disk storage media; nonvolatile memory storage media 
including semiconductor-based memory units such as 
FLASH memory, EEPROM, EPROM, ROM: ferromagnetic 
digital memories; MRAM; Volatile storage media including 
registers, memory units or caches, main memory, RAM, etc. 
0952. A computer process typically includes an executing 
(running) program or portion of a program, current program 
values and state information, and the resources used by the 
operating system to manage the execution of the process. An 
operating system (OS) is the Software that manages the shar 
ing of the resources of a computer and provides programmers 
with an interface used to access those resources. An operating 
system processes system data and user input, and responds by 
allocating and managing tasks and internal system resources 
as a service to users and programs of the system. 
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0953. The computer system may for instance include at 
least one processing unit, associated memory and a number of 
input/output (I/O) devices. When executing the computer 
program, the computer system processes information accord 
ing to the computer program and produces resultant output 
information via I/O devices. 

0954. In the foregoing specification, the invention has 
been described with reference to specific examples of 
embodiments of the invention. It will, however, be evident 
that various modifications and changes may be made therein 
without departing from the broader spirit and scope of the 
invention as set forth in the appended claims. 
0955 Moreover, the terms “front,” “back,” “top,” “bot 
tom.” “over,” “under and the like in the description and in the 
claims, if any, are used for descriptive purposes and not nec 
essarily for describing permanent relative positions. It is 
understood that the terms so used are interchangeable under 
appropriate circumstances such that the embodiments of the 
invention described hereinare, for example, capable of opera 
tion in other orientations than those illustrated or otherwise 
described herein. 

0956. The connections as discussed herein may be any 
type of connection Suitable to transfer signals from or to the 
respective nodes, units or devices, for example via interme 
diate devices. Accordingly, unless implied or stated other 
wise, the connections may for example be direct connections 
orindirect connections. The connections may be illustrated or 
described in reference to being a single connection, a plurality 
of connections, unidirectional connections, or bidirectional 
connections. However, different embodiments may vary the 
implementation of the connections. For example, separate 
unidirectional connections may be used rather than bidirec 
tional connections and vice versa. Also, plurality of connec 
tions may be replaced with a single connection that transfers 
multiple signals serially or in a time multiplexed manner. 
Likewise, single connections carrying multiple signals may 
be separated out into various different connections carrying 
Subsets of these signals. Therefore, many options exist for 
transferring signals. 
0957 Although specific conductivity types or polarity of 
potentials have been described in the examples, it will be 
appreciated that conductivity types and polarities of poten 
tials may be reversed. 
0958 Each signal described herein may be designed as 
positive or negative logic. In the case of a negative logic 
signal, the signal is active low where the logically true state 
corresponds to a logic level Zero. In the case of a positive logic 
signal, the signal is active high where the logically true state 
corresponds to a logic level one. Note that any of the signals 
described herein may be designed as either negative or posi 
tive logic signals. Therefore, in alternate embodiments, those 
signals described as positive logic signals may be imple 
mented as negative logic signals, and those signals described 
as negative logic signals may be implemented as positive 
logic signal. 
0959. Furthermore, the terms “assert” or “set and 
“negate' (or “deassert” or “clear) are used herein when 
referring to the rendering of a signal, status bit, or similar 
apparatus into its logically true or logically false state, respec 
tively. If the logically true state is a logic level one, the 
logically false state is a logic level Zero. And if the logically 
true state is a logic level Zero, the logically false state is a logic 
level one. 
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0960 Those skilled in the art will recognize that the 
boundaries between logic blocks are merely illustrative and 
that alternative embodiments may merge logic blocks or cir 
cuit elements or impose an alternate decomposition of func 
tionality upon various logic blocks or circuit elements. Thus, 
it is to be understood that the architectures depicted herein are 
merely exemplary, and that in fact many other architectures 
may be implemented which achieve the same functionality. 
0961. Any arrangement of components to achieve the 
same functionality is effectively “associated such that the 
desired functionality is achieved. Hence, any two compo 
nents herein combined to achieve a particular functionality 
may be seen as “associated with each other such that the 
desired functionality is achieved, irrespective of architectures 
or intermedial components. Likewise, any two components 
So associated can also be viewed as being “operably con 
nected, or “operably coupled to each other to achieve the 
desired functionality. 
0962 Furthermore, those skilled in the art will recognize 
that boundaries between the above described operations 
merely illustrative. The multiple operations may be combined 
into a single operation, a single operation may be distributed 
in additional operations and operations may be executed at 
least partially overlapping in time. Moreover, alternative 
embodiments may include multiple instances of a particular 
operation, and the order of operations may be altered in 
various other embodiments. 
0963. Also for example, in one embodiment, the illus 
trated examples may be implemented as circuitry located on 
a single integrated circuit or within a same device. Alterna 
tively, the examples may be implemented as any number of 
separate integrated circuits or separate devices intercon 
nected with each other in a Suitable manner. 
0964. Also for example, the examples, or portions thereof, 
may implemented as soft or code representations of physical 
circuitry or of logical representations convertible into physi 
cal circuitry, Such as in a hardware description language of 
any appropriate type. 
0965 Also, the invention is not limited to physical devices 
or units implemented in non-programmable hardware but can 
also be applied in programmable devices or units able to 
perform the desired device functions by operating in accor 
dance with Suitable program code, such as mainframes, mini 
computers, servers, workstations, personal computers, note 
pads, personal digital assistants, electronic games, 
automotive and other embedded systems, cell phones and 
various other wireless devices, commonly denoted in this 
application as computer systems. 
0966. However, other modifications, variations and alter 
natives are also possible. The specifications and drawings are, 
accordingly, to be regarded in an illustrative rather than in a 
restrictive sense. 
0967. In the claims, any reference signs placed between 
parentheses shall not be construed as limiting the claim. The 
word comprising does not exclude the presence of other 
elements or steps then those listed in a claim. Furthermore, 
the terms 'a' or “an, as used herein, are defined as one or 
more than one. Also, the use of introductory phrases such as 
“at least one' and "one or more' in the claims should not be 
construed to imply that the introduction of another claim 
element by the indefinite articles “a” or “an limits any par 
ticular claim containing Such introduced claim element to 
inventions containing only one such element, even when the 
same claim includes the introductory phrases “one or more 
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or “at least one' and indefinite articles such as “a” or “an.” 
The same holds true for the use of definite articles. Unless 
stated otherwise, terms such as “first and 'second are used 
to arbitrarily distinguish between the elements such terms 
describe. Thus, these terms are not necessarily intended to 
indicate temporal or other prioritization of Such elements. 
0968. The mere fact that certain measures are recited in 
mutually different claims does not indicate that a combina 
tion of these measures cannot be used to advantage. 
0969 While certain features of the invention have been 
illustrated and described herein, many modifications, Substi 
tutions, changes, and equivalents will now occur to those of 
ordinary skill in the art. It is, therefore, to be understood that 
the appended claims are intended to cover all Such modifica 
tions and changes as fall within the true spirit of the invention. 
We claim: 
1. A method for detecting a presence of a tagged item 

within a tagged enclosure, the method comprising perform 
ing distance measurements between at least one wireless tag 
of the tagged enclosure and the tagged item to determine the 
spatial relationship between the tagged enclosure and the 
tagged item. 

2. The method according to claim 1 comprising determin 
ing, based upon the distance measurements, whether the 
tagged item is within the tagged enclosure. 

3. The method according to claim 1 comprising evaluating 
a location of a tagged user device in relation to the tagged 
enclosure by evaluating distances between at least two wire 
less tags of the tagged enclosure and the tagged user device. 

4. The method according to claim 1 further comprising 
transmitting to a wireless reader the outcome of the distance 
measurementS. 

5. The method according to claim 1 wherein the perform 
ing of the distance measurements between at least one wire 
less tag of the tagged enclosure involves determining whether 
the tagged item is within a coverage area of each one of the at 
least one wireless tag. 

6. A non-transitory computer readable medium that stores 
instructions that once executed by a computer cause the com 
puter to execute the stages of performing distance measure 
ments between at least one wireless tag of a tagged enclosure 
and a tagged item to determine the spatial relationship 
between the tagged enclosure and the tagged item. 

7. The non-transitory computer readable medium accord 
ing to claim 6 that stores instructions for determining, based 
upon the distance measurements, whether the tagged item is 
within the tagged enclosure. 

8. The non-transitory computer readable medium accord 
ing to claim 6 that stores instructions for evaluating a location 
of a tagged user device in relation to the tagged enclosure by 
evaluating distances between at least two wireless tags of the 
tagged enclosure and the tagged user device. 

9. The non-transitory computer readable medium accord 
ing to claim 6 wherein the performing of the distance mea 
Surements between at least one wireless tag of the tagged 
enclosure involves determining whether the tagged item is 
within a coverage area of each one of the at least one wireless 
tag. 

10. A wireless reader that comprises an interface and a 
processor, wherein the interface is arranged to receive dis 
tance measurements between at least one wireless tag of a 
tagged enclosure and a tagged item and wherein the processor 



US 2014/0145829 A1 May 29, 2014 
32 

is arranged to determine the spatial relationship between the 
tagged enclosure and the tagged item in response to the dis 
tance measurementS. 

11. The wireless reader according to claim 10 wherein the 
processor is arranged to determine, based upon the distance 
measurements, whether the tagged item is within the tagged 
enclosure. 

12. The wireless reader according to claim 10 wherein the 
processor is arranged to evaluate a location of a tagged user 
device in relation to the tagged enclosure by evaluating dis 
tances between at least two wireless tags of the tagged enclo 
Sure and the tagged user device. 

13. The wireless reader according to claim 10 wherein the 
processor is the distance measurements are indicative of 
whether the tagged item is within a coverage area of each one 
of the at least one wireless tag. 

k k k k k 


