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Wireless Management

The present invention relates to wireless communication networks and in particular to an apparatus

and method for handling interference.
Introduction

In computing networks, wireless communication can provide many advantages in terms of range and

ease of deployment compared with traditional wired communication networks.

Typically, wireless networks operate via radio transmissions ‘over an air interface to provide
communication between compatible devices. Examples of such wireless protocols are IEEE 802.11 Wi-
Fi, Bluetooth, WiMAX, GSM (Global System for Mobile Communications), UMTS (Universal Mobile
Telephone System), LTE (Long Term Evolution) and DVB-T (Digital Video Broadcasting - Terrestrial).
Each of these protocols operates within certain frequency ranges, for example Wi-Fi typically operates

in the 2.4 Ghz and 5 Ghz radio frequency spectrum range.

The number of wireless devices and transmissions has increased greatly in recent times due to the
convenience of data communication without wires. As a consequence, the potential for interference
between these devices becomes a problem. For a given wireless communicatioﬁ channel, ideally, only
one device should transmit at a time to avoid signal corruption at any receivers. Various schemes are
known in the art to manage transmissions between the various devices so as to avoid interference as
much as possible, for example scheduling, or code division which allows multiple data streams for
different devices to be carried at the same time. Unfortunately, such managing schemes are only
effective for the same types of networks and devices within networks. External interference cannot
be controlled. For example, a microwave oven also oberates around the 2.4 Ghz spectrum rang'e and
since these types of device do not considér the effect it may have on other devices, when active it will

interfere with 2.4Ghz Wi-Fi networks in the same area.

In other cases, devices such as wireless access points are suitable for operation on a wireless network
but are misconfigured depending on their location. For example there may be channel restrictions
such as use of channel 14 in the 2.4 Ghz in certain countries and or maximum transmission power

restrictions.

Clearly, misconfigured or illegitimately operating devices are not desirable in a wireless network
environment since they cause interference to legitimate devices and may infringe on commercial’

agreements.
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However, the detection of such “rogue” devices is not trivial. In general, network administrators of a
network do not become aware of misconfigured or non-compliant devices causing interference until
a fault or complaint regarding deteriorating network performance is logged. Once alerted, typically
the complaint must be investigated before any action can be undertaken. This can be a slow process,
and in dense usage locations such as an exhibition hall or concert arena, further complicated by the

high density of devices which are potential sources of interference.
The present invention aims to address these problems.

Statements of invention

In one aspect, an embodiment of the invention provides a management apparatus for managing
wireless devices in a wireless network environment comprising: a network interface for receiving
device related characteristic data relating to a device present in the wireless network environmen';;
identifying means for identifying whether said device is a possible source of wireless interference to
other devices in the wireless network environment; assessment means for assessing, in the event said
device is identified as a possible source of interference, a severity score indicative of the impact said
device may cause to the wireless network environment; and resolving means for determining in
accordance with said severity score, at least one configuration action for rectifying the source of

interference and generating instructions to carry out the at least one configuration action.

In another aspect, an embodiment of the present invention provides a network management system
for detecting and correcting wireless interference comprising: an apparatus as set out in any of claims
1 to 4; and a plurality of sensors for detecting devices which may cause interference to other wireless

networking devices.

In a further aspect, an embodiment of the present invention provides a method of managing wireless
devices in a wireless network environment comprising: receiving device related characteristic data
relating to a device present in the wireless network environment; identifying whether said device is a
possible source of wireless interference to other devices in the wireless network environment; and in
the event said device is identified as a possible source of interference? assessing a severity score
indicative of the impact said device may cause to the wireless network environment; and determining
in accordance with said severity score, at least one configuration action for rectifying the source of

interference and generating instructions to carry out the at least one configuration action.
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Figures

Embodiments of the invention will now be described with reference to the accompanying drawings in

which:

Figure 1 is an overview of wireless data network being managed by an interference management

server in accordance with a first embodiment;

Figure 2 is a schematic showing the functional components of the interference management server

illustrated in Figure 1;

Figure 3 is a flowchart showing the operation of reporting nodes connected to the interference

management server;

Figure 4 is a flowchart showing the operation of the components within the interference management

server when a device is detected by the sensor network; and

Figure 5 is an overview of a geographical area containing a number of wireless data networks and an

interference management server in accordance with a second embodiment.

Description

Although the invention is applicable to the detection of many different types of wireless
communication network, for ease of explanation, the first embodiment describes a simple exemplary
case of a Local Area Network (LAN) of computing devices such as a corporate network where most
authorised devices are connected using a wired networking protocol such as Ethernet and only a few

wireless access points are present to provide authorised wireless connectivity.

Figure 1 shows a LAN 1 in which the system according to the first embodiment can be deployed. The
LAN 1, is comprised of a number of computing devices such as laptops and desktop computers 3
connected via Ethernet to a network backbone 5 so that data can be exchanged between devices 3
across the network. In addition to the Ethernet wired devices 3, the LAN 1 also includes access point
devices 7 connected to the network backbone 5 to provide wireless connectivity for some authorised
mobile devices 9 to other wired devices 3 and wireless devices 9 on the LAN 1. For the rest of the
description, this network having both wired and wireless connectivity will be referred to as a Wireless

Local Area Network (WLAN) 1.
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In accordance with wireless networking protocols such as the IEEE 802.11 family relating to Wi-Fi, each
access point 7 in the WLAN 1 broadcasts data on one of a finite set of available radio channels. To
avoid interference, each access point 7 should be on a different channel to its neighbouring access
points 7 and ideally the transmissions should be using non-overlapping channels. Under IEEE 802.11n
2.4 Ghz Wi-Fi there are only three non-overlapping channels from a possible thirteen channels namely

channels 1, 6 and 11. Whilst in the 5 Ghz Wi-Fi spectrum there are more non-overlapping channels.

In a conventional system, the network administrators for the WLAN 1 Will typically specify the wireless
channel that each wireless access point 7 should use in view of the number and geographical location
of surrounding wireless access points 7. Such managed spectral allocation is designed to minimise the
interference between the different access points. For example, in Figure 1, a first wireless access point
7a is using channel 1 while a second wireless access point 7b is using channel 6. In this configuration,
and absent any other wireless access points transmitting on overlapping channels, neither access |

point 7 causes interference to the other access point 7.

Whilst the quality of wireless signal at any given location will typically vary with time due to the
number of connected devices and environmental fluctuations such as doors moving etc. Large
fluctuations are not common uniess a source of interference from another wireless device is present.
Interference on the wireless radio spectrum used by the access points 7 will manifest as degradation
or failure of the wireless data communications between wireless access points 7 and any connected

wireless devices 9.

In conventional systems, the network administrator is only made aware of such interference when
users log faults relating to a degradation of service. Then the task of identifying and rectifying the

problem is not trivial and can lead to inconsistent resolution.

In the system shown in Figure 1, an interference management server 11 is a part of the WLAN 1 and
is therefore connected to, and able to directly connect with, all of the wired devices 3 and wireless

access points 7 via the network backbone 5.

The interference management server 11 is aware of the location of each wireless device (in this
embodiment the information is provided by the network administrator). The interference
management server 11 can therefore decide how to allocate channels to access points 7, perhaps with
input from a network administrator. The interference ma nagement server 11 then notifies each access
point 7 using a conventional remote management protocol such as TR069 of the channel it should be
~using and therefore each access point 3 is configured so that the network as a whole is more efficient

due to a reduction in interference and CSMA/CA collision handling on the air medium.
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The interference management server 11 is also responsible for detecting the presence of potential
sources of interference on the WLAN 1 and any other device which are acting in a rogue manner. The
interference management server 11 furthermore attempts to resolve the situation without any

intervention from the network administrator.

Types of rogue/sources of interference

Within such a network there are a number of possible scenarios in which a device or set of devices

could be deemed as exhibiting rouge behaviour and therefore require resolution.
o Unauthorised access point connected to the network;
e Misconfigured authorised access point;
o Unauthorised wireless device; and
» Devices which are not part of the network but still cause interference.

Unauthorised access point connected to the network

The authorised access points 7 are access points which have been installed by a network administrator
for the purpose of providing wireless devices 9 with data connectivity to the WLAN 1. The inteﬁerence
management server 11 is therefore aware of the devices and their location so that the interference
management server 11 can specify which wireless channel and other transmission characteristics the

authorised access point 7 should possess.

However, it is recognised that some users of the WLAN 1 may bring their own “unauthorised” access
points 13 and connect them to the WLAN 1 via an available Ethernet port to the network backbone 5.
Since the operating parameters of the unauthorised access point 13 are not managed by the
interference management server 11, it may cause interference to authorised access points 7 due to
transmission on an overlapping channel. For example, if the unauthorised access point 13 is
transmitting on channel 3 it can potentially cause interference to both authorised access points 7a
and 7b. Equally, if the unauthorised access point 13 is transmitting on the same channel as one of the
authorised access points 7 it will cause co-channel interference. Furthermore since the authorised
wireless devices 9 generally decide to associate with an access point based on signal strength, they-
may connect to the unauthorised access point 13 in preference to an authorised wireless access point
7 and thereby increase the utilisation of the unauthorised access point 13 on the radio spectrum

beyond just responding to probe requests.
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Since the unauthorised access point 13 is connected to the WLAN 1, the interference management
server 11 can directly communicate with the unauthorised access point 13 in order to resolve the
situation once it has been detected. As will be explained later, depending on the situation, this may
involve asking it to change channel, or simply blocking it from using the network by a form of MAC
address filtering. Any connected devices would see the loss of connectivity to the network and choose

an authorised wireless access point 7.

Misconfigured authorised access point

Although the interference management server 11 specifies the radio frequency channel that any
pérticular authorised access point 7 should use, it is possible that the access point 7 will not be
~ configured with the recommended parameters. Aside from not being on the correct channel, the
transmission power may also be different. In particular, a misconfigured access point which has a
transmission power which is tco hith will cause interference over a wider area to neighbouring
wireless devices 7. A device may also be discovered to b.e misconfigured even if it is using its intended
configuration. For exémple, if an access point has an agreement to not interfere with other
neighbouring areas. If a barrier is removed or the power settings were incorrectly judged during

planning the device may be detected in one of the areas that it agreed not to cause interference.

The interference management server 11 is connected to the authorised wireless access points via the
network backbone 5 and therefore once the misconfiguration is detected, the interference network
manager 11 can communicate with the misconfigured wireless access point 7 to try to change the

incorrect parameters.
Unauthorised wireless device

In this embodiment network, the interference management server 11 maintains a whitelist of
authorised connected devices 9. Therefore only devices 9 which are allowed to access the WLAN 1 will
be allowed to connect to an authorised access point 7. Any other wireless devices 15 are not

authorised.

The whitelist is stored in the interference management server 11 and by comparing a new network
device against the list, the unauthorised device will not be allowed to enter the network. However,
even though unauthorised devices cannot connect to the WLAN 1, they can still be a source of
interference due to their repeated transmission of probe or association requests for available access

points. This extra traffic can affect the transmissions by authorised senders and receivers.
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The interference management server 11 can try to mitigate the interference by contacting the
unauthorised device 15 to reduce or stop its probe requests, send a message to the user of the
unauthorised device 15 or cause the authorised access points 7 to ignore the unauthorised wireless

device 15.

Sources of interference which are not part of the network

In addition to devices located within the WLAN 1, there are many external sources of interference
which will affect the wireless performance of the WLAN 1. The interference may be from a network
device forming part of a different WLAN which is not connected to WLAN 1, a networking device
operating under a different wireless protocol such as Bluetooth, or a non-networking device which

nevertheless causes interference in the Wi-Fi frequency range such as a microwave oven.

The options for resolving the interference will depend on the type, duration and level of the
interference. For example, most non-networking sources of interference are generally disruptive but
of a limited duration and so in one case the interference management server 11 will just note the

source of interference based on a profile and check for when it has been resolved.

Sensing new devices

Before any interference can be resolved, it is first necessary to detect the presence of devices which
may be potential sources of interference. In this way, it may be possible to block or alter the behaviour
of the device before it causes interference. in conventional systems, interference is not inferred until
a user has called the network administrators to report a deterioration or loss of service. In many cases
interference might not be investigated due to a report in deterioration of service or it may be one of

the later options investigated (e.g. after checking backhaul links, routing settings etc.)

In this embodiment, the interference management server 11 receives notifications of new
devices capable of interacting with the WLAN 1 from a number of sources which will be collectively

referred to as reporting nodes.

® Devices attaching directly to the network backbone 5 — When a new device such as an authorised
access point 7, an unauthorised access point 13 or a desktop device connects to the WLAN via an
Ethernet port to the network backbone 5 it will request an IP address from a DHCP server (not
shown). In this embodiment, the DHCP server is configured to notify the interference

management server 11 when it receives a request for an IP address. Alternatively, the DHCP server
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is not modified but a listening node on the network is configured to listen to network traffic and

detect the issuance of a new IP address before notifying the interference management server 11.

e Devices attaching via an access point - wireless devices wishing to connect to an access point which
is itself connected to the networ_k backbone 5 must perform an association and authentication
routine before it can connect to the WLAN 1. In this embodiment, the authorised access points 7
are configured to inform the interference management server 11 when a new device attempts to

associate with an authorised access point.

e Other devices near the WLAN - whilst the authorised access points can inform the interference
management server 11 regarding new devices which attempt to connect to them, other devices
may be present which can also cause interference. To detect these devices, a set of network
sensors 17 are present to monitor any transmissions in the 2.4Ghz and 5Ghz range emitted by Wi-
Fi devices which connect to unauthorised access points, Bluetooth devices, microwave ovens and
DECT phones. In this embodiment, the interference management server 11 also includes

equivalent function to a network sensor 17 so that it can detect wireless devices in its vicinity.

Format of notification message

Each of the reporting devices such as the DHCP server, wireless access point 7 and sensor network
sends a notification message to the interference management server 11 whenever a new device is
detected. In order to help the interference management server 11 identify whether the interference

is from a rogue device, the notification message contains a number of information fields including:

e Anidentifier for the reporting node — sui:h as MAC address, IP address;

¢ The time the possibly rogue device wés first detected;

e The time the report was sent;

¢ The type of device being reported, example classes include: Wi-Fi AP, Wi-Fi client, Bluetooth,
LTE cell, LTE handset, unknown interference

e The location of the reporting device

e Location (depends on reporter’s capabilities) — grid reference, room number, approximate
position relative to the reporting device, not known

* Frequencies: Value in Hz, channel number for a particular protocol, description of a channel
hopping pattern

e Signal level (dependent on device being reported) — received power, RSSI, RSRP
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o Signal characteristics — heavy/medium/light use, constant/intermittent/puise. Transmission

burst distribution, quiet time distribution

The format of the notification messages will vary in accordance with the type of sub-system which is

doing the monitoring.

For example, the DHCP server notification message will include a reporting device identifier, time of
new device detection, and time of the report. It does not have access to any wireless attribute
information and so these message fields are not included. In contrast, a network sensor will be able

to include a lot of wireless attributes of the new and possibly rogue device.

Interference monitoring server

Figure 2 shows the internal components of the interference management server 11 in the first
embodiment. The role of the interference management server 11 is to process reports that
interference has been detected, classify and determine a severity for the interference and attempt to

resolve the interference.

The interference management server 11 has a number of network interfaces 21 in order to
communicate with the authorised wireless access points 7, any wired devices connected to the
network backbone 5 of the LAN 1, and also to the network sensors 17. As mentioned above,
interference management server 11 also has a wireless monitor function so that it can detect devices

in its vicinity if required.

The monitoring sub-systems are configured to monitor for the presence of new devices operating in
the wireless spectrum range used by authorised access points 7 since unauthorised or misconfigured
devices may be potential sources of interference. When a new device is detected, each sub-system
notifies the inferference management server 11 via the network interface 21 and then returns to

listening for new devices.

The sensing sub-systems only need to report the presence of devices attempting to join the network,
the determination of whether they are authorised or rogue devices is handled by the interference
management server 11. Once a device notification has been received at the network interface 21, a
rogue identifier 23 is responsible for determining whether the new device is an authorised or rogue

device.

The rogue identifier 23 stores the data in the received notification messages into a rogue device data

structure 22 and then compares the data against two data stores; a connected device store 25 and a
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whitelist of authorised devices 27. The connected device store 25 contains data relating to which
devices have been previously identified by the rogue identifier 23. Since the notification sub-systems
are arranged to simply forward notification messages, they will often send duplicate notifications for
the same device when a DHCP renewal request is issued or where the device travels out of range of
the WLAN and then subsequently re-joinS performs re-association to an authorised access point 7.
Another reason for notifications is that separate devices send notifications about the same device. For
example, a device with a strong signal could be identified by neighbouring access points and many

sensor devices.

To avoid carrying out extra processing, the rogue identifier 23 maintains a list of devices it has already

encountered and processed so it can quickly determine how to process the device.

For new devices which have not joined the WLAN 1 before, the rogue identifier 23 uses a whitelist of
authorised devices 27 in order to see whether the new device is authorised. The whitelist is populated
by a user administrator and the presence of a device on the whitelist is used to influence the
subsequent processing. The device is then added to the list of connected devices in the connected

device store 25.

How to identify a rogue device

The rogue identifier 23 tests the new device against a set of network administrator rules to make a
determination of whether a device is a rogue. Example conditions include, detection of an unexpected
tran‘smissi‘on (based on time, frequency, modulation, power, etc.), or it could be detection of a
transmission whose Iowér layer packet headers identify that it is nbt a allowed/expected device, e.g.

a MAC address.

In this embodiment, for the WLAN, the rogue identifier 23 is configured by the network administrators
to determine any device which is not on the whitelist as a rogue. However, devices which are on the

whitelist are still sent on for further examination in case they are misconfigured.

Once the device has been logged with the rogue identifier 23, details regarding the new device are
updated in the rogue device data structure 22 and a message is passed to a rogue behaviour classifier

29 containing the location of the data structure 22.

o The data fields of the data structure 22 include: The time that the rogue device was first

detected

10
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o The most recent report send time (since a device may be detected by multiple reporting
nodes)

o Any identifiers such as IP address or MAC address

o Used frequencies: Value in Hz, channel number for a particular protocol, description of a
channel hopping pattern

o The type of wireless protocol: Unknown, LTE, Wi-Fi, GSM, Bluetooth

o Any protocbl specific details (different categories for different protocols): Modulation(s),
regional setting, transmit power (if known) |

e The most recent signal level detected by the reporting node

e The location of the reporting node(s)

e Device Location (depends on reporter’s capabilities + extra processes, e.g. triangulation, that
can be done by the rogue manager) '

e Signal characteristics — heavy/medium/light use, constant/intermittent/pulse.

e Transmission burst distribution, quiet time distribution

Classifying a rogue

Once a rogue device has been identified by the rogue identifier 23, the rogue behaviour classifier 29
processes the details entered into the data structure 22 by the rogue identifier 23 to assign a
classification to the rogue device based on a determination of the types of interference that could be

caused by the rogue device.

The classifier 29 uses information provided by a network administrator. A classification map 31

containing a list of all the possible rogue classifications.

"Once a rogue device has been identified, it is classified in accordance with its characteristics and the
type of interference it could cause. In this finer form of identification the attributes of the rouge
device are used, for example, the protocol in use, power, frequency, modulation, regional settings etc.
Importantly, this stage also identifies whether it is possible to communicate with the rogue. Since
several sensor sub-systems rhay detect the same device, the sensor which first detected the rogue

device might not be the best device to communicate with it.
Example rogue device classifications for WLAN 1 are:

e Not an access point;
e Authorised access point on wrong operating channel;

e Authorised access point with transmissions exceeding threshold Max EIRP;

11
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o Non-authorised access point;
e Non-authorised access point and having incorrect regional settings;
e Non-authorised access point with transmissions exceeding threshold Max EIRP; and

¢ Non-authorised access point using a channel that interferes with authorised access point.
Of course, a rogue device may fall within several classifications.

The classifier processor 29 matches the characteristics of an identified rogue device to a classification

based on information received from the sensor subsystems and updates the data structure 22.

Severity

The classification process by the rogue classifier 29 results in the rogue device being assigned a

classification label based on the type of interference it could cause.

The impact a particular type of the interference will have on a wireless network varies in accordance

with the use and context of that network.

The interference management server 11 includes a severity rating processor 33 and severity map 35.
The severity map contains data provided by a network administrator relating to how severe each
classification is the operation of the particular WLAN at a certain time. While the classifications are
absolute, the severity is affected by the type of network, commercia! agreements or even the time of

day.

For example, if a rogue device is in a classification such as being on the wrong channel where it can
potentially cause significant interference with a live broadcast of a premium sportihg event, or it could
prevent allied communications in é warzone, then it would have a high if not maximum severfty
mapping. Conversely, if the same classification is assigned for a low data rate and low utilisation
wireless network, then the device may be given a low severity rating. Other reasons for severity
ratings can simply be an unlicensed user, accessing spectrum in a licensed band. For example, a cellular
femto cell could be connected to the internet and run in a location where the operator does not have

a license.

The severity processor 33 is responsible for receiving details of the rogue device from the rogue
classifier 29, looking up the current severity rating associated with that classification and adding the
severity information to the data associated with that rogue device in the rogue device data structure

22.

Remedial action

12
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Having classified and assigned a network specific severity rating to the rogue device, the next step is
to determine whether remedial action is required to prevent the risk of interference to the WLAN 1

and if appropriate, to attempt the remedial action.

An action processor 37 is responsible for trying to prevent interference that could be caused by the
rogue device. The action processor uses the severity data provided by the severity rating processor
and list of permissible remedial actions held in a data store. The list is stored in a remedial actions

store 39 and each entry relates to or more possible actions in relation to the possible severity ratings. -

The network administrators provide the information stored in the remedial actions store 39. Possible

actions will now be described.

In this embodiment, when a device is determined by the rogue classifier to be a device operating in
the wrong regional settings (such as on Wi-Fi channel 14), the severity processor determines from the
severity map 35 that the network administrators did not regard this as a serious problem and
therefore the device is assigned a low severity since the rogué device does not cause any noticeable
performance degradation to the authorised access points 7 in the WLAN 1 and the current settings
are within the operating parameters of other local regional settings. In this case, the remedial actions
store may have a mapping to take no action except merely logging the attributes of the rogue device

in the rogue device data structure 22.

In 5 Ghz Wi-Fi installations, access points can opera'te in the U-NII-1 band for channels 36-48 and also
in the U-NII-2 bands for channels 48-64 and 100-136 in Europe. However, the bands have different
restrictions which are not found in the 2.4 Ghz Wi-Fi. For example, the U-NII channels 100-136 are in

an extended band which is subject to Dynamic Frequency Selection (DFS) controls.
Therefore in this embodiment, the network administrators have set the follbwing severity cases:

e Lowest — The device has the wrong regional settings, but is not actually able to use UNII-2
extended band; |

e Low-—The device is not operating in the UNII-2 extended band but can switch to an extended
band channel;

e Med — The device is operating in the UNII-2 extended band but radar primary user is not
active; and

e High — the device is operating in the UNII-2 extended band, and the primary radar user is

transmitting in the extended band.

13
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Therefore in the remedial actions store 39, the following actions may be stored to try to pre-emptively

resolve the potential interference.
Low severity

1. Try to communicate with the device to request that the regional settings are set to the local
| region;
2. Communicate with the rogue device to request that U-NII-2 is disabled;

3. Use containment to reduce the transmissions from the rogue device.
Medium severity

1. Communicate with the device to request immediate channel change to a channel outside of
the UNIi-2 extended band;

2. Communicate with the device to request that its regional settings are set to rhatch the local
region;

3. Communicate with the device to request that the UNII-2 extended band is disabled;

4. Use containment to reduce the transmissions from the rogue device.

Similar remedial actions are stored for the high severity action list, however, in this case the
communication with the rogue device must be via a wired interface since the remedial actions by the
interference management server 11 would themselves violate the DFS restrictions if transmitted using

WiFi.

Reporting to network administrator

Regardless of the severity level and rogue charaderistics, fhe .remed'ial actions cannot be actioned if
the interference management server 11 cannot communicate with the rogue device. Therefore the
fall-back position for the action processor 37 iS to compose an alert (with priority that is appropriate
for the severity of the rogue interference) message to the system administrators responsible for
maintaining the network. The alert message contains details regarding the severity rating, what the

rogue device is doing and information relating to where it might be located.

The network administrators can then be notified and a manual search and inspection for the rogue
access point can be initiated. Since the alert message is generated and received as soon as the rogue
device is detected, even rogue devices which cannot be automatically fixed can be investigated by the
network administrators armed with data gathered by the network sensors and the interference

management server.
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Finally, the interference management server 11 also includes an administrator user interface 41 for
allowing the network administrator to input data into the various lists and data stores such as

whitelists, classification to severity relationships and severity to remedial action relationships.

Processing of the network sensors
Figure 3 shows the processing of a sensor network node or connected wireless device.

In step s1, the sensor node 17 tunes to one of the monitored channels and listens for new devices. In
step s3, a test is performed if a device has been detected operating in the channel. If a device is
detected, or several devices are detected, then in step s5 a the sensor node generates a notification
message containing information about the device(s} and sends it to the interference manageme.nt
server and processing proceeds to step s7 where the next channel is tested. If device is not detected,
then processing also proceeds to check the next channel and the processing steps are repeated for

the new channel.

The above processing to scan the vicinity of the sensor node is repeated periodically, for example
every 30 seconds. Similarly, every other sensor node in the sensor network independently performs

the same scanning method and reports to the interference management server 11.

With this processing, the network sensor nodes can detect the devices within the range of the WLAN

1, even when these devices are not part of the WLAN 1.

Interference Management Server Processing

The operation of the interference management server will now be described with reference to Figure

4,

Figure 4 shows the processing of the management server. In step s11 a check is performed by the

network interfaces to see whether an notification message has been received from a reporting node.

Since the reporting nodes only notify the interference management server 11 about the presence of
a devices, in step s13 the device identity processor identifies whether the device is a rogue device

using existing data in the notification message, connected devices store 25 and the whitelist store 27.

In step s15 the rogue behaviour classifier 29 determines the type of non-compliance behaviour

exhibited by the rogue device.
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Next in step s17, the severity of the rogue’s behaviour is determined by the severity rating processor
33. Whilst the type of misconfiguration is an absolute condition, the severity of the non-compliance is
relative to the surrounding network. The correlation between classification and severity is supplied by

the network administrator.

Once a severity rating has been applied, in step s19 the action processor 37 tries to resolve the
interference caused by the rogue device in a manner determined by administrator provided rules. An
instruction is generated and, depending on the type of device which is causing the interference, the
instruétion is sent to the device requésting it to reconfigure itself in a manner set out by the action
processor, or to a proxy device in a case where the interference management server 11 cannot directly

communicate with the device.

In step s21 the action processor 37 checks whether the interference or potential interference related
to the rogue device has in fact been resolved by looking at later reports from the reporting sensing
nodes relating to that same device, i.e. to check if it _is no longer present in the case of devices which
are not authorised to be on the network, or if the device is present but now operating in a correct

manner in the case of misconfigured devices.

If it has, then in step s23 the action processor 37 notifies the device identity processor 23 that the .
device can be placed in the list of allowed devices and processing ends for that particular notification
message. However, if the recommended remedial action was not successful, then in step s25 a report
is generated for the network administrator so that the device and potential interference can be
rectified manually. The report contains information gathered about the properties of the device

causing the interference including its geographical location.
Finally processing ends for that particular instance of interference being detected.

In the first embodiment, an interference management server 11 is deployed in a WLAN 1 with a sensor
network in order to detect rogue devices which may go on to cause a form of interference to the
WLAN 1. When new devices are detected, the interference management server 11 takes steps to
automatically reduce the likelihood of that device causing interference in the wireless domain to
authorised devices. This is achieved by identifying rouges, classifying the nature of the rogue,
' determining a sevérity of the potential interference based on the current network conditions and-

taking one or more remedial actions.

As described, the first embodiment provides several advantages over a conventional network

management system, namely:

16



WO 2015/079202 PCT/GB2014/000495

1) speed of treatment — rogue devices can be handled very quickly without the delays

associated with human intervention;
2) thorough policing — the non-compliant conditions can be handled with consistency;

3) differentiation — policies can be used to apply different remedies in different scenarios

(such as time of day) and locations; and

4) more effective workforce — by removing some tasks via automation, and providing

quicker alerts and more information for tasks that do require workforce engagement.

Second embodiment

In the first embodiment, the interference management device is used to detect and attempt to resolve
interference that might affect a single network. In this situation the interference management server
is directly connected to the network backbone of the WLAN and can therefore directly communicate

with authorised devices which may be able to resolve the interference.

In a second embodiment, the interference management server is used to reduce interference for a
particular geographical area having a densely situated number of wireless networks. Examples of such
environments.are a sporting or press event with a large number of Wi-Fi access points. In these
situations, any authorised equipment taken into the event is generally registered with the company
managing the event, and commercial agreements may be in place to ensure that certain parties have
access to spectrum to ensure a particular quality of service. For example exclusive
broadcasting/transmission rights to external networks, dedicated Speétrurﬁ for inter or intra network

communications, etc.

Figure 5 shows a geographical area 101 containing a number of Wi-Fi wireless access point networks
103. Two of the wireless networks 103 are generated by two authorised wireless access point 105,
while a third wireless network is generated by an unauthorised wireless access point 107. A fourth
wireless network 103 is génerated by an incorrectly configured wireless access point 109. Other
cellular network access points operating other wireless protocols are also present, in Figure 5 a LTE

cellular data network transmitter 111 and a small cells transmitter 113 is also shown.

An interference management server 115 is present to detect interference and in particular whether

there are rogue devices which are causing interference. To detect devices which may be the source of
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such interference, a plurality of network sensors 117 are placed throughout the geographical area 101

and each sensor 117 is linked to the interference management server 115.

The network sensors 117 may include detectors for at least one type of wireless network protocol,
such as Wi-Fi, LTE, Bluetooth, small/femto/pico Cells, whitespace or any other wireless signal. As with
the first embodiment, the network sensors 117 are configured to continuously monitor for devices
and when a device is detected by a sensor, that sensor notifies the interference management server

115.

The operation of the interference management server 115 in the second embodiment is similar to the
operation in the first embodiment but the data stored in the various data stores would differ to suit

the particular geographical area 101.

The whitelist would contain a list of devices which have been registered with the event management
company as being authorised devices along with the entity which owns that equipment. Any devices
which are detected but are not present would be regarded as rogue devices. However, since
authorised devices can be misconfigured, the interference management server 115 still processes

devices on the whitelist.

Rogues can still be classified and assessed for severity as in the first embodiment. In the action
processor, the types of action that can be taken are more restricted given that the interference
management server will often not have direct access to the devices which may be causing

interference.

In this embodiment, commercial agreements have been established which grant the interference
management server 115 access to certain interfaces or a set of configurétion commands to each of
the networks being utilised in the sporting event. For example, each wireless network maintains a
proxy server which can reconfigure that particular wireless network in accordance with the resolution
commands set out by the interference management server 115. In this way, sources of interference

can be resolved automatically as in the first embodiment.

The second embodiment relates to an interference network monitor 115 which resolves network
interference without being part of the network 103. It is of particular relevance to events or
exhibitions where multiple networks are present and any interference is likely to affect a large number

of devices.

Alternatives and modifications
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In the embodiments, the interference rhanagement server is configured to attempt automatic

resolution of the detected interference in as many severity cases as possible.

However, even if no automatic resolution is performed, there are still benefits to the operation of the
networks by virtue of detecting any interference as soon as possible. Therefore in a simple case, the
output of the action processor is to notify the network administratoré whenever a rogue is detected
with information relating to the location of the rouge device and details of the rogue behaviour so
that the operators of misconfigured devices can take appropriate action. Similarly, for unregistered
devices, especially rogue access points, the event managers can be notified and if location data is

. available they can manually search for the rogue device.
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Claims

1. A management apparatus for managing wireless devices in a wireless network environment

comprising:

" a network interface for receiving device related characteristic data relating to a device present

in the wireless network environment;

identifying means for identifying whether said device is a possible source of wireless

interference to other devices in the wireless network environment;

assessment means for assessing, in the event said device is identified as a possible source of
interference, a severity score indicative of the impact said device may cause to the wireless network

environment; and

resolving means for determining in accordance with said severity score, at least one
configuration action for rectifying the source of interference and generating instructions to carry out

the at least one configuration action.

2. A management apparatus according to claim 1, further comprising a data store storing:

a first set of rules for use by the identifying means for determining whether said device is a

-possible source of wireless interference to other devices in the wireless network environment;

a second set of rules for use by the assessment means for assessing the severity of the

interference to the wireless network environment;

a third set of rules for use by the resolving means for determining at least one configuration

action for rectifying the source of interference and attempting the at least one action.

3. A management appafatus according to claim 1 or claim 2, wherein the generated instructions

are transmitted to the device identified as being a possible source of interference.
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4, A management apparatus according to claim 1 or claim 2, wherein the generated instructions
are transmitted to an intermediary apparatus which is able to reconfigure the device identified as

being a possible source of interference.

5. A network management system for detecting and correcting wireless interference comprising:
an apparatus as set out in any of claims 1 to 4; and

a plurality of sensors for detecting devices which may cause interference to other wireless

networking devices.

6. A network management system according to claim 5, wherein the sensors are configured to
detect wireless devices operating in accordance with at least one of the Wi-Fi, cellular data
communication, Bluetooth protocols and other wireless devices transmitting in the same radio

frequency spectrum used by said protocols.

7. A method of managing wireless devices in a wireless network environment comprising:

receiving device related characteristic data relating to a device present in the wireless network

environment;

identifying whether said device is a possible source of wireless interference to other devices

in the wireless network environment; and
in the event said device is identified as a possible source of interference:

assessing a severity score indicative of the impact said device may cause to the

wireless network environment; and

determining in accordance with said severity score, at least one configuration action
for rectifying the source of interference and generating instructions to carry out the at least one

configuration action.
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8. A method according to claim 7, further comprising a data store storing:

using a first set of rules in the identifying step for determining whether said device is a possible

source of wireless interference to other devices in the wireless network environment;

using a second set rules in the severity assessment step for assessing the severity of the

interference to the wireless network environment;

using a third set of rules in the determining step to determine at least one configuration action

for rectifying the source of interference and attempting the at least one action.

9. A method according to claim 7 or claim 8, further comprising transmitting the generated

instructions to the device identified as being a possible source of interference.

10. A method according to claim 7 or claim 8, further comprising transmitting the generated
instructions to an intermediary apparatus which is able to reconfigure the device identified as being a

possible source of interference.
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