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Bl CRYPTO struct bio_orypto_info TCP

(a) =1 Crigin TCP

1P header 1P header header

enoyption excent for weer _id
Protocol Frotocol
BIO_HASH  struct bio _digest_info TCR
T 2y Crigin TCP

(b) IP header IP header header Lee e

&

Keyed-Hash Digest over the IP datagram except for mutable field
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EH5
500
»
220 \ ersion ikl tos tot_ken I510
B EE 1 (2} authentication CPin HMaC key and — —
{identification field) " ormation FEE digestextracton 4— —HJIBE XA
T——— 2 E(fragment offset field)
Tl O_FRAG chieck
saddr
daddr
=6
= )
L fHGDD E|_+Jl
2t |3 Y E key start bit &=
¥ He10H
HAHHE = key starl bile 2 H f
56HIE =ZF ol 2= M A
¥ He20=H
=TT o= eomES Az |/
CIOJHAE dF & E
L 4
(== )
EH7

struct bio_digest I:r.a'n:__ll{h
strict bio _hash_header {
unsigned long h_sequeunce; | sequerce number for anti-replay attack

unsigned ink key_start_bit; /1 the start-bit number in the biometrics-data used as
per-packet symmetric-key for message authentication cod

¥ h_header;
struct bio_hash data {
unsigned int real _hash_len: the size of a digested message
unsigned char Digest_T SHAI_DIGEST_SIZE}; the digest over the IP datagram
unsigned char Digest_Fl3HAL _DIGEST_SIZE]; the digest ower the first fragmented packet

} h_data;

¥
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/ R '2: Sl s ken 7§ 21 &
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! — "-~. HMAC-SHAL Digest over the fragment except for mutable fields
™~ Mew
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'.' ~—~ IP Header DAk
= e
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| e S
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Protocol (BI ersion tos tot_len
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0O _FRAG
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Protocol (BI
daddr 4 O_FRAG thetk
saddr
daddr
kR
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calculate key_start bit using;

gelect a designated porticon based on
key start kit from the biometric data;
digest IP datagram using the selected portion as a key;

copy the result into Digest T

o]

add a new IP header with protocol EIQ_FRAG;

f bio_digest frag struct;

build an eIPBio packet and transmit;

alse

calculate key start bit using;

{ // No fragmentation

gelect a designated porticn based on

key_sztart kit from the biometric data;
digest IP datagram using the selected portion as a key;
copy the result into HMAC SHAL result

L

f bio digest info struct;

add a new IP header with protocol BIO HASH
build an IPBio packet and transmit;

EH]0
‘ HMAC-SHAL Digest over the IP datagram except for mutable fields N
?P Protocal IF Protocol : o
EBIO FRAG TCP
ey b Digest rigin TCP -
(@) IP Header IP Header | Header APRiza S Elats
s T
structhio_digest_frag I : :
|
HMAC-SHAL Digest over the fragmentexcept for mutable fields I : :
IE' Profocal @ IF Protocd ’: : :
EIO FRAG L TCP : :
e origin TCP 1 I
(b) 1P Header IP Header | Header BEIE 1 1
structhio_d ! :
R=0 )
C
© IP Header Data2 :
IP Protocal IP Protocd ¢ :
EIO_FRAG BIC_FRAG !
d R 4
(d) IP Header Rafs
EH]1la
98 : Af AFozE2H AZH 1 {3
% : BIO_FRAG T3, E.IO_HASH B
Outkhound BIOFRAGPrococtol BeforeFrag (P packet)
let p _size be the size of PB;
if (p_size > PMTU) then { J4 BPMTO Path MTU
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EH11b

Y8 ! pIo FRAG W7
=% ! BIO FRAG ¥

Outbound BIOFRAGProcotol AfterFrag(P : packet) |
let p type ke the type of P;
first p = first fragmentd packet among Ps;
if (p type == BIO FRAG) then |
if (first p == true) then {
calculate key start bit using;
gelect a designated portion bhased on
key start bit from the biocmetric data;
digest IP datagram using the selected porticn
as a key;
copy the result intc Digezt F
of bic digest frag struct;

else |
calculate key start bit using;
gelect a designated portion basged on
key start bit from the biometric data;
digest IP datagram using the selected portion
as a key;
gelect 16-bit porticon from 160-bit digest result
uging (formula 4-2) ;
XOR cperation selected le-bit portion and
first fragmented packet’'s identification walue;
copy calculated XOR-value inte identification field;
} recalculate IP header checksum and transmit;
ilse
follow normal IP protocel flow;

_15_
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HMAC-SHAL Digest aver the fragment

F Y

except for mutsble fields
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ew
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~

ke 2! Data k

Fu

ke
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o (a)
0110111101111010

T
=

(b)
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Protocal (BI

tl
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tl
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Selection
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#define HASH SZ 64

struct frag_info {
struct frag_info * next;
int first_frag_arrived:
unsigned int sacdr;
ursigred int daddr;
unsigned shott id,;
struct g buff * fragrments;
struct firmerlist irmer;

i
struct frag_info * frag_hash[H&SH 527

ZIHS3d 10-2009-0097418

ff hash chain

ff 1 arrived, 0 Mot arrived

ff source address

ff destination address

ff first fragrnent id or calod ated $OR-valu
F linked list of received fragments

Ff ot will this frag_info expire?

{f hash table

A g

'
=9 ! #4 HelE =7 (entry)

P EAF P FA

=

fraghashfn (saddr

A7 1P T4,

B

16 H|E A®Hza} gk Ex= 2

s

r

ok

%.;

: pource IP address,
: destination IP address,
identification walue or

authentication information) |

daddr
id or XOR :
HASH 5Z = &4,
h = saddr * daddr;
h "= (h == 16)"id or XCR;
h *= (h == 8); -

returmm h & (HARSH SZ - 1);

_18_



EH17

struct frag_info * frag_hash[e4]

0

&3

struct frag _info : A

SMHS

struct frag_info : B

siruct frag _info * next

int first_frag_arrived = 0

ursigned intsadda =C1

unsigned intdaddr =5

unsigned shortid = Oe7FD

struct sk_buff * fragments |

b 4

sfruct frag_info * next

intfirst_frag_arrived = 1

unsigned intsaddr = C2

unsigned intdaddr =S

unsigned shortid = 0x29E3

struct sk_buff * ragments

struct tirner _list fimmer struct timer _list fimer =
struct sk _buff struct sk buff
stroct sk_buff * next w ostruct sk buff * next
unsigned char * data ursigred dchar * data
frame buffer frame buffer
F a
fragment fragment

_19_
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=182

: BIO_FRAG ¥ 3
1954 2%std BIo PRAG HF

LA A28
AR R

Inbound BIOFRAGProtocol BeforReass(P : packet) |
let p type 1= the type of PB;
first p = first fragmentd packet among Ps;
L auth = false;
if (p_type == BIO_FRAG) then |
if (first p == true) then
b _auth = wverify (P, Digest F);
if (b auth == true) then |
lock up hash table using source/destination
addresgse and ldentificaticon wvalue;
if (pre-arrived fragments exist) then |
recover original IP datagram ldentification value;
relay them to IP layer for reassembly;
| first frag arrived = 1;
else |
if (frag_info structure does not exit) then |
allocate a frag Info structure and
regleter it to hash tabls;
first frag arrived = 1;

}

else // b auth == false
drop this fragment;

else { // first p == false

calculate key start bit using (formula 4-1);

select a designated porticn based on

key start kit from the bilometric data;

digest IP datagram using the selected portion

as a key;

gelect lé-kit porticn from 1le0-kit digest result

usging (formula 4-2);

XOR operation selected 1l6-bit portion and

this fragment’'s identification value;

lock up hash table using source/destination address

and calculated lée-kit XOR-value;

if (first fragment packet already arrived) then |
recover original IP datagram ldentificatiom
value;

relay this fragment to IP layer for reassembly;

else 1f (another fragments exist) then
link this fragment to “fragments” variable
of frag info struect;
else -
allocate a frag info struct
and reglster it to hash table;
}
}
else
follow normal IP protocol flow;

_20_
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EHI18b

4= @ 1p 93], BIo CRYPTO 3, BIO HASH 31, BIo FRAG T3
9 . 1p g3, 9FH 1P H3

Inbound elPBilcProtocol AfterReassi(P

packet) |
let p type iz the type of P;
b auth = false;
if (p type == BIO FRAG) then |
b auth = verify (P, Digest T);
if (b auth == true) then
relay this datagram to transport layer;
else |

fres frag info struct related to

B this datagram;
drop this datagram;

else 1f (p type == BIO CRYPTO || p_type
[algorithm 3-2];
elee

follow normal IP protocol flow;

BIO HASH)} then

_21_
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