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1. — MRS, Bf:
FREALES, RE - EBELAEBAEZEFMEUNITRERATES: U
GRH, PRt AR AR A B8 & U ) 2 2 BV IETE T .

2 WRFESK 1 FRidRSE, KR eEMAiES R ENTRE —EHAEES
RIEEBMLHEBEIGEAELHEE, UERESREPMERS _ABREAS —LH
wED.

3. WAUHIZESR 1 FTRIRS, KPR Zef S TidE —2BLHEEN S
BETAEN .

4. MRAER 1 rRERSE, KPR ReFESpRT, NTAREERITRS—
B S BT ) .

5. WAHER 1 iR RE, CEERERE, MRLEnSERVrEeRERTF
HURTIHE.

6. WARFER 1 RS, SR EBLAEFZLUIMNK AR LM
PHE—FHELHER.

7 WIRAER 6 FridRIRSE, HAHdE —BEAESTHRAMELSHIT, 7
HRASE =% M B &M ERANITRE —FHE&RHE.

8 WAFIER 7 FrdIR G, Hep R ARE &G v W BT s — € M
BEHR.

9. AFIER 8 Frid ARG, HPpmidsE 28 E A Bk 2 2 Byl
ERFRIAODR URNBE=FtA8LHEE.

10, —® 59k, B

R0 SR — R AL B AR A28 I iR A B
WU g UAD BB

it 2 =Ry SRR, UK
WATHrid 2 BN ZREF .

11, IR E SR 10 ik ik, BEELEEHLKHEEREAITRSE B E
2%, DAMETERTIRSE — iR b3 a5 b DAmA B 7 ST BTid 2 B AL 2 FE PP .«
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12, WARZER 10 Bridi75i%, KPR RPEHE L H B %H B TR — 2
BAHE IS RATIH B AEHIA .

13, WBCRIESR 12 Brid 75k, Hoep ik )0 S 70 0 7 45 9 3 A s LA R N Fie
BN

14, WAFIER 10 Fri’f7sik, HrpFriR ik s A AR B i LT AR 45 XA
BRI M A HE B RS

15, MBURER 14 Fridf 75k, HPArRkiEEm AR A LR pTis A A
PORRER 5E — I B BTIA R 4 DR R I 5E — & .

16, TRUFIZER 10 Fri&fidivs, HP ki 22 By HEEFSEpITITR
I ARG,

17, AFIER 16 Frdi7rik, R kit € 2B nEEFefitmdx
SEAUNREEFIREPFERETHFSEN.

18, —MEE, G

TR HE—ZELIEIFE B EAERRE;

AT RIERGBAEEIR %
ATRIFZEERVEEEREFHRS: UR

ATERBRE —ZHELEFNPITIRZ 2B MERFRRE.

19, WAMER 18 Frid3RE, EEFEATEE —THAKHERESRITEE —
BRAFBRH RS, UEERTRE LRSS EIITHR e BUYUEERF.

20, WRAER 18 FTAMIRE, TEFEATIEMRESHBERKE NMAHE
HZEFERTHRE.

21, AR ER 20 Frid AU E, EOMEMA T HBATRE A R R S — MR
PR i A R M 58 — B W .

22, WRRER 18 kMK E, LB TR 22BN BERFHY®
Fr o

23, —FhAbERRS, A
ZAMNIER, TAZEMANEBITE B UAN ZeRERs, B
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A R AR AT R IR, LUK
BEHBEE, MRBLHBEEKEE —THELHEEBUMNTRE —84, I
BURREE — % R 28 2 LA R BT A it 1) £

24, WAURIESKR 23 BriRpIACEESS, HAPTidn A RS @ HAE BRI
JGo

25, WIRAIESR 23 Bridpgab e, K@ zaM N EEER LA JA KRS
A 7 A% LA E B I A 1) Ao

26, WIRAER 23 Frikigsb B, KPRz MmN SEERmA SRR T MEALRT
B 1) R 2 JE BB R .

27 WBURER 23 Frid b, HPfid &l R 2R BHABALOR
R =R EB&LHR.

28, —Fih R4, BiE:

BEEEREE, R RLHREEENKEHE - SELHEBNE —FHEBLEHRL
R 2EE A

THH, TRTERAEREEZZELAERNFIA, DmMNTAE —%HRLH
B

29, WIANFIZEESR 28 PTRHIS A4, b BTid il iy 48 LB IR B A7 A B AR AL AR
ZhiE, LA A5 — 2B AEEREE T USLEZ L BRIERI.

30, WIRLRIESK 29 FTidSH4, ETFARESBBEERS.

31, WBUFIZESR 28 BRI A, CEFRE T RIEE BUE RN R ERE
7.

32, MBRER 28 Fridpi hdl, BBEFEXRTHFE, UEENRE —FTHE
LB ER TR BB E AR KA KRR T

33. —M R4, 8

BEAERE, TRZELHFEETZEMABENENTRZEMAZENE L
ZIHBBE; UK

BRA, FRGRFAEE_REHEBBEBUNTRE —SLHEEBENE —F
HREHEER, FHEEERENIRE, IRNAIA.
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34, WALMESK 33 Frid RS, TEFELZERBRAE LS 3h & S8 RN AT
REEWMNEH.

35, MAIESK 34 MRS, TEREdFRIZHE S A KR Y IR I
B AR IHTRIG .

36 MAAIER 34 RS, KPR —BLHREBKME T HELH
B, RPa@RABESERRRE TR EEZEEMRTERARIEEI XA
FiE#s

37. WAFIZER 34 RS, BREZ2EUNLERF.

38, WAAESR 37 MRS, KSR RS HAT Tid 2 & By
ERRFHIEE.

39, WMAEK 38 FridM RS, KPR namEiE, FALPIRGER A8
BRI EH, FRE L3238 R & U5 7 BT id 22 4 B L M 408 i LA mA B BT iR 2

4.

40, WALFIER 38 PRI RS, KPR -SSR HREEAME=FHAELH
B LAm N iR R as .

41, IBUFIESK 40 FRdM RS, HPRB=€HE&HEBERTIE R 2R
PN R R C A

42. —MI5ik, B

RIETHBELHEE:

WHIE 58 — 12 4R AL T4 N HOAR 4R 40RY s

Kk e By RERF; UK

FEFTR S —Z R L EB[APIT IR Z 2 EUNLKEREF .

43, WAUFIZESK 42 Rk 75i%:, BRIEREHHINIANFTRSE — BLHR .

44, WMALFIER 42 Frid i svE, ERBEEE @ E O E NPT RAE T
o

45, WRLRIZESK 44 k775, CBIELE D 4 W RE RS LR N BTR#A

46, WAUFIZESR 42 FrikidsvE, Ko Bk iEe RIS BRI R b #
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N A AR R HESRT

47, WMBUFIESR 46 PFridMI77iE, HppndRibR i & 1% LB BT e ih ANAs 9
B MEMPIRAIR AR W

48, WMER 42 Fridmyirik, HPRRiEZ 2B EREFREEHRITIR
(LA

49, HUAIZER 48 BRERINTHE, Ko FIARIE A BN SRR G AL
ISR R AR RN.
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HTHIT ZEHRIETR S REN A

AR

ARIBHEY RLEE R, FRAMB, W R T ET 8 S IR R AT
WAL R

BERLA

FEAMBUR R M AT ENL AT @B NFSHIINE CL#s) TiE e &
EHACER AR AR SL o IXLEFR 1K I B AR A () R A BRRA B it B B R AR AR
B . AP AN TFARATR RN SE . AR AR 2003 55 R s AT B %
Pao XHERP T EIEIE SR M R TIE R EE NELRTRILEFHEE A BTN
KRR, KL, AERSFIRERFETAE B, F5. HeFH. AHEHE
VRBH— BRI ARERETNAIHFR THEH.

DERIERET UMA—EREH AR AMERM . XA TR A x 6 &,
BER AR AR A AT LW LR T ERERTANN AR XA RS T X
LRAERGHIATT .

B P 52 B

AR R UASE R A0 07 SOR VIR, TSR LARR R 177 ORI, B P AR Y
B AR IR R KA R AR, o

B 1 ZAERCE S RSP PITRRFI RS R
B 2 BRI AR — AL TT R AR LG T (5 SR SRR B R GE3F
BRI |

Bl 3 AR A KR B — A ST R BIME RS B 2RI R R E

B 4A RIKEALKH—ANEHTR, EETHE 3 NLERAFRRREIPER L
ERRGrEHE.

Bl 4B RAKEAKW D —ERITR, E&TXRE 3 ZERAIF RG] AEE
BRETEE.

B 5 RIKI\EAKAR —ERTR, E6TXHE 3 KEFERERRGIERHA LS
RgrEk.

Bl 6 SRR AS A A — A~ SE T SR R AT I S0

B 7 BRARGEA KA — AL 07 SR A L e T AR SR AR B
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BT 50

THK ARG TEMOEBREN R FIERZEMEREAR. £ AT,
AT ENRBBEBALY, EATELRAEMET, @Bl KERERS . nE
PR, BEELSBR, URBEMT. R, FYUREARAGUSEEREM, WH EREK
MR USEHEA R EHEBERT, AT ARRARKY, RAFERRRSESEH.
[T EE B B A B R T8 . IRBAATEE KU A SR HXAN 7 BB
oM AR SRR LIS A ThREtE. AR RUMAEBZ RGN ALITH. &
M, URELAEBHEALATUERALY, FmBERESLES. DRAEHBKE
HHEM.

MAESEE 1, BHRFARAEMEESERETRITH—DNREIERERE. B 1+
IR EARRAER GERER) - HTERFATEITE, BERS 150 BFIRNAM
BFeEFERESERBENFRXBTEAEESTETEE. FEBIERKATHLLIA
(ring) & (0) K, ENE=EISENE. NAH 152, 154 F1 156 A BRI TR Z M4, #AE
HA FAFRR = (3) o RRFFBGFETE LU RIRERS 150 AN 152, 154, 156 47
ROX LR AT e F B 1 R BT EEEST, METRERGEHBIER
g 150 REEMEE. R, LR BT EREERRETEBRAVIZRRN. FRiXA &
MERBEEITRA 150 RN (RIBITHEEB) ., BIERSK 150 vJURHFSEH (B
RIGEEHRFIAN T Mt 3L, DRBIERS 150 tn] LE& MRS (Find A
FIIARBERGITFRERENREBWNE) WEL. BIERS 150 JUEERARER
45, i Microsoft®Windows®, Linux BY, Solaris®, & A LR HEEHE MBS
HAPTIRBHIRIERS . NASRERFZBITREEBITHREERBBELHRARREN.

MaES%E 2, BPHRIKERRH—A L7 R ELRE T ERe 2t
HRAMRPIEREINE 200, 7£E 2 WEHEAES, ABEIE 202, AEESS 212, 4ESH
222 MEER L EAESRE CRER) BN EMEALA. ZHEEHEATRT, EWARR
AR R AL R T AR L, AEBANREWRA UARE. EFEEEET RS, T
FfE—AERE AR DIETHRMBEAIATERE (thread) BB HB 03" RE#
IXELAb B, ‘

AbERAE 202, 212, 222 AILLEERE AR BERB BT USRS ERE.
Bitn, ALPFRES 202 AT IALE Z42%i N (SENTER) B# 204 DT #F#4TEF SENTER f5
4, FriRteATTLAB SIS RE. AL 202 AT LLES R BIBHE 206 LILH RS
B 230 LS ARLNE, SXFER SENTER #E. ERAMSEHA RS, HHA
240 FFFREFEHITHRE T LA RS A B RS N R R IE, X T2 N EBME, TUIEFEESD
Bk, AREEHEFRSP, THAEHEE R UEXLAHEISNITMEL AKX, H
FIAARE, FHAERAAEMEETUSMASG e EaErE. R e i oa it
B 202, 212, 222 BSHA 240 AR BHA TR S RE S| Tt WAl
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AR KA N EREE . Bt ERBLE BRI BT UE THRERESNARS
E. TRABAHE LWL ARERE N IZKEENES, PlmEMFaRESFFH
278, BEAWEHBLHENEMRMNERNZeES, WUREEENTETIETRFEN
R Bk 0 B S5 AT AT A

B, KPS 202 ATLLEE REHEMERS 208 TR eRIGERE. £— N EHAR
B, LB 208 FTLURALEESS 202 WA RIEEFSE, BFERTARNEIT. &
AL T RS, REFMER 208 iU RLHEMRS. HERmes, fnikHEss 212
FabEESS 222, WA LIfUHE SENTER 2% 214, 224. B2k B84 216, 226, UURE4E
FhEes 218, 228.

“GRALUE X —H BB FEE, eI F S U R EEN— A sE A
ShEBRFTIEITEMAN/ A (VO) #BE. BHEANBANTHTUAESEERNTR . —5i5
FESSBEZANGRF, SFEGHES. £/ 2 MSERARF, SHE 240 TUEHEX
RS VO BRIEMMEBEE, DISCHEAESS 202, 212 M 222, A—NERAE
B, AR 240 AT UL S VRS TR T 250-262 A1 & ) U35 248 &8, TUEE 248 4
SR RIEAL TR A A TR AT LAVS IR A5 TUTE 250-262 I HIE B. O 4 240 T LLEHE R
FYTRZEE 247, FrRBHEAT L AFEIELM VO & BIFFE T 250-262 HIPTIEER 7 HY
HEAERIEN (DMA) « EE—LHATEF, REVRIEZE 247 ATUEEATFRIES
FRVTAFEMFFEHEXER. EREEMHRS, RE&VHRIEZBHE 247 AL RKRFE
WEVRIAER 248 NP ERER. FHAHENEREESREERN, HAKRERS
TRMAN. EHELHETRT, SRR UES 4 240 KSR, ERHE
AR, A 240 FIShEEE ] AEE— NS MIE R & SR

HXFFEH SENTER #4E, ©HA 240 UL BIMEFEE BCHBLEHBEE 242 K
XRFRGEDE 230 IMEAHBEGHEE. XSEEARKERTRELTT AR EX@T
(key) ZTTE8% 244 M BAERAA AT 202, 212 5( 222, B AVFESAEEE 202,
212 8% 222 BB E FIK9 ALL-JOINED #5& 274, B£k7H BB 242 KM IR ErT LR IE S
AR B B RTESNERAEEXISTS & 8y 272 PUREZMEEBHIE —THELE
BIiEERTFAE“JOINS” & 7£4% 272 . EXISTS 1758 272 1 JOINS F475% 272 FINEH
LR AR R E S K ALL-JOINED #53&, UERAZHFELESRKESSZE
BNILTE.

R 240 W LLSTE VO RE& LRARE VO B1E, Frid /O B4&funsMa R D
(PCD) . JEEEED (AGP) . BRHEITEL (USB) . k5143 (LPC) BEai{E
TR V0 Bk GRonH) « B0 290 Af LA SR 4 240 5H7id 276 13, #5128
276 BE—ANRMENFEEEETFLE (PCR) 278, 279. fE— LR ES, £DO 290 1]
ARG MG I T b2z 4 FRRRE LPC A4 (KB4 (LPC) DML, %
IRAE 1997 4E 12 A 29 BRMEITHR 1.0) o bikZe4 BRI 8 A — A se il AL B FA
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HE, FIAUERERHE BRI ER, BAE 276 W FEERETFF4 (PCR) 278
Ve BEFr. FE—ANEHEH KT, i 276 (JLIEELH AR, £ LT EF,
ALVBEREFEEESR (TPM) 281, iXEIRTE 2001 4F 12 A 1 H B TCPA HARAIARA
lla A G H FEBKE (TCPA) TEMB P Y AT (£ FiF @I MN
www.trustedpc.com FJ153)) .

RS 200 AHAERBAN AR B 2BV EERF (SVMM) 282 iR
ML BIFD (SINIT-AC) 280 #HH. SVMM 282 R A LUMREARAERHBKHLE X
REFUHE, FHREFEBIXREMBHENE. E— 1 ERATRF, EFHEEZE
B FEZ AT, SVMM 282 ] I BN sk H HI 2] — N EkE N FEE T 250-262, ZakAL
BZE, TTUEIBERINIAE, i SVMM 282 0] ME N RSN & &SR IEkIETT,
B LAR SR A VR BT 4 70 B 22 () BTN N IR AE RSB A B4 V7 1) FELL R R B

ZARMANLTE T E R L) /E ] fEME H A S AR SE K YE B, IF BAH R WT LA &3
MRS, HAP TR R AERAPATIT IBA R . E— Nl RF, Ed
Z4HRIE (SINIT) R AHSATIXESE. XBEFE=1H0EZ/E, EXEFERNE
BAHRBEER. —ASIERTRERN EMHRRRALE XRBEH S EBlTRE, B
WRTARE L F IR ZENELA. £ ZlAFRP, —PMERPORRTLUE,
GHA 240 |EHFHBHBREAATHANRES NAR RS DS a2 p e TUE
250-262 NIIAHRIGLE . SBE-A3MERT LRI E W& U7 U R 248 A& V7R &%
247, LMRYT SVMM 282 I B+ IE A LA TN AZ AL E R R & T . 8B
=ABETT AR TFE RIS SVMM 282 #Ek i B 47, FFHIRRGIRGIfEES . KB
3 (register) "R SVMM282 FEMEL RBAFHFRR, HIWHA PCR278 BN
PCR279. AT T XABEHIENME, EENRGH S /T UK E SVMM282 KIAM{E K .

AL AR EE F E RIS R AT BAAE R SINIT A5, Ak, wJLUEFE SINIT ARGk #Bh
GHA 240 M2 Bsh. AT HE SINIT AR5, FE—ALHEAES, KRTEEH N
FI 4 EE SINIT BB, AR— MR REME. —NTHTRER— 160 fL
F{EREATWE. REESE— DL TP b A28 5 H 5 B (private key) X
WEHITNE, UWEREFEL. X4 SINIT REBSHNEFELWHAE RN, XM
E AT UARR A SINIT FZAUAS (SINIT-AC) 280. 1 F AR, SINIT-AC 280 f#5 W1 A] LAYE /5
IE .

SINIT-AC 280 A] MR FE R G/ BRE T KA B S LeiE REER EHN T, FF
AREEERIREHBHEMNE. A—DEETEP, EHHERZERNIEZAN,
SINIT-AC 280 A] LL# shak & I BIFEAE T 250-262 LAFE R SINIT-AC f7iESE B 5 L.

AR B A TSR BT L FF M 24 R shid 8, F AWM LR A B a2\ A 3
(ILP) . 7ZEASZHEEIH, ACFES% 202 4 ILP, RE RS AL 230 LT AL 23 BEf8 RL

10
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9 ILP. Ui, SINIT-AC280 F7fif 5 By # D s SVMM282 774 5k B ¥ N ES A BN B AT E
K1, BEABRTHEREZS, B4 EIZE DMA %4 ] LLE B 7 U 250-262.

R, ILP (AbEEEE 202) BT HHAES. XM EHBLSATURKRALZEHMA
(SENTER) 54, FH HULLH SENTER &4 204 37#F. SENTER f54 K#h4T 7] LAfE ILP
(AbFE3%202) HREEL 230 LA AERHBLER, REIMERNREIMESFHEEK

W B [E] (8] B . SENTER $ATH 25, XEEH A% E 2 —, Bl SENTER BUS
MESSAGE fERZ MLk 230 L) #. BRT ILP Z S HRLL 2 45 Ab B 35 v] LURK Jy W R 12 48
RhEEZE (RLP) , ENIAAIIERF#EEHmmN SENTER BUS MESSAGE. 7E 4 5 jiti
1, RLPEIEALFESS 212 FIALFERS 222, RLP & H & IESTH1E, ARG RE 230 &
&% RLP #ih (ACK) THESLMEE, ABHAFFRS. NixERE, ILP thERSR
£ 230 L RIZEEHCOK ACKHR.

HHE 240 ATLLE S —XTEFLS, EI“EXISTS"H 4% 270 FM“JOINS & 1728 272,

XL B AT LA RIS ILP 0BT RLP IE7E(E Z i SENTER BUS MESSAGE. £
— AR R, B EEEAAERTHITHAMRESRLELTIEUEAN EXISTS &F
F38 270 BIAERNAL, DA 240 FLUEHAEBEREN VA REZELHEBZHE
M. EALHHEF, REBL 230 LHEANFLSLFRERRAFR (feld) , FidF
BEEZHRLEBRAKT. E—NLHARS, XEOYELESFRTMENYEL
HERNBEEHEPTEEARIRFAR. B, wRAELESE 222 FRTHEAEERG DL
230 LEBAEFABLFS, WA 240 BEZFSPRIXNMEELHSIRRT, FH
e1"B XN EXISTS #7488 270 WHIFHNALE 286, 4Bt iEAE, HiabHEss 222 F
FIBANFR—RBERL DL 230 LREEHDH ACK 5B, &4 240 g R4
FRIRF, FHAIEIE AN JOINS F/78s 272 WINANALE 288, (7R 2 MsEitpl+, A
THESNMELEBERARTERENITEE. EAERTRY, YEAHEST
X HEAEE, ML MZEAIES. ) 4 JOINS FF8E 272 MNAS EXISTS
FAEES 270 A AUCECR, WS A4 240 ATLAR E ALL-JOINED #7i& 246, RS RR
FiIEREECLEXMIEN T SENTER BUS MESSAGE.

R —EH RS, # ALL-JOINED #r& 246 WEZ J&, EXISTS & fF8s 270 #
JOINS 21758 272 Wl A4ke: A Bh T4 4tt. 78 ALL-JOINED k5 246 WEZFHBW(E
WESBELERIE, SHA 240 7T A4k LLEAEXT JOINS TS 272 B &8
. FEXHAE, MRTHA 240 EEFAHENEELESR P RIS EFS, MRLE
AR HAIAE JOINS FAEE 272 WATHER, W4 240 AT LMRIX AN E E AL B 484
MRS BB T . XEES ERBELAEBEES NEZER3NIE, BT
REBETE (ZE2g) » EXFRERT, SHA 240 w7 LUE 2 g N DT XA Bt
FERFEREREZ . HE—DEHEFRF, SHA 240 7] LIEXFERBL T BB RS
Bhi. HEHE -AEHIES, £ ACK BEHBEWSZENENEST, BN S8
BBERS L LW S ETHNGEEES, T ASTEZUU<m 2 A XIS I . 72 A SL

11
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HEF, £ ALL-JOINED friK 246 WEZ G, WRGF A 240 MBI E 301 B2
HEBREEANWSES, MSHA 240 7 UHRBRXAZELOE RN AR EEH
IR T, FHEHTRERRBEE .

KA SENTER BUS MESSAGE 2 J&i, ILP (4b33% 202) #] ALL-JOINED #ri&
246 UURIRATE B AN AR T DS TN ACK &4 T TR, mRMARERE
& 246, JUFPSEILRATRERI. 76 ILP SR AR. BBy 8N e i 88 7] LMER
HKEAL, EM, REVRTILHFTEREREI. EE—BRT, RERGAT AL
BiEAT, HZEREBEREHIRY (HPUuREARFENLAESETSE, ReRBaidE
AR . IEERES, ERMFBIZE, ALL-JOINED #5#& 246 #®E, JFH ILP
AUBRITE R EZHEAEZ AT NFRRE.

%4 ALL-JOINED #5i& 246 #ER, A TRIFMMEEHATESTE SINIT-AC 280
i) SINIT /8A5, ILP (4bFESS 202) B LAIE SINIT-AC 280 #2 NIUFN S T 284 AN Z&TE4E
22208, E—NLHEHERD, XNEEFMHERS 208 FTLUR ILP (KhHEE 202) MR ERE®E
ZrEes, HFEREREREIT. *BF 284 RE5REXNNEA4E (public key) , FA
BRI ATE SINIT-AC 280 RN M FE R, BT 284 A kRRHFLES
AMEEAE SINIT A3, ZE—NEHT RS, KEF 284 WEROCAKRFEELESEA, B
YF{E N SENTER B4 204 —E45. FER—LHA RS, REF 284 i MREFEAELFA
240 RIS R EFAR 244 ), FESH 244 1 ILPiEH. EX—LHAREF, FRAHE
BT HAXRBETAE 244 TIEFRRARET 284 FINERE, HpET 284
KB EE7E SINIT-AC 280 #bi . BB XANLH RS, ILP NKEFEHFFE 244
EEEE, WECTHAZE SINIT-AC 280 WHISEF 284 FERINZEH S (hash) , I
B HBIX B DR TIR LA R B 284 —RIASLATE R,

)5, SINIT-AC #2 DR 433E AT AZE R &7 1688 208 WARTE. B AHHE
RS AEE SINIT-AC # NN FEL, ILP BIZERT LAIRIE SINIT-AC # 1. Fridfg
BEENEBRIRERRBE N, MRFHEHNRESXARGHEILE, W SINIT-
AC ¥ NFI'E /&1 SINIT RREH LA AR EH.

ZHEASSAER RLP (AHESE 212, AFEEE 222) MARKRL 230 UEAKERIE
SBRENGRA 240, ILP REFTURAH —FHEBLHE, Bl SENTER CONTINUE
MESSAGE . W FATHERBIARRE, BitiE SINIT-AC RPN FERHEE B N R EFRIC 276
WIS EE 14285 272 B, ILP AT LAt SINIT-AC MR FME— &4y @i 1EHAT
FEHEIBARTELE ILP Z2TEE7% 208 WIWA[{5 SINIT 4XA5$% D1, ILP XfH SENTER 1§
AHIBATIFEFT AL B, 7{5 SINIT REBARE T UPITER RGENAMEESNE, FH
R EiRERHE X, BTLLER SVMM fAAg Sk B #E DL,

LU LRI R SE R SVMM 77 (5EE R DU, 15— SEME R, BT

12
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ILP ) SENTER #54-4E 5 1 i SINIT-AC i EE N Z4hric 276 A PCR 278 H. Fl
J&, W{5 SINIT /A LB THE B R SVMM T EE A6 — PCR 278 BlZ 445 id
276 A5 — PCR 279 . WIHRIE SVMM HEE AJE— PCR 278 F1, M|ZzaFrid 276 H
Pi{E (SVMM %) FELRIBEWAE (SINIT #5E) , F BB RE[RE PCR278. 7EHE—IK

(FFEE) %F PCR278 1B A#:[R&I7E SENTER {84 HX LM Y, BENRHETLL
HERG(ZEMR (root of trust) .

—BA[{5F SINIT RIZELEREHHIT, HFHEHCELE SVMM K H4idR7E PCR
P, SINIT /RS AT LAE ILP $AT#Hl4E#45 SVMM. 7ERBIMSE TR 9, ILP $UATH
BAIH SVMM 1854RI SVMM I H B ahBIfE. ZE— AL RS, ILP v LB SR
RLP JOIN MESSAGE & f B 4kiH B RIZEAT RLP, ZEIAPATH SVMM # N )i
T, #4984 RLP JIA#/E. BIBaTEXANWA, M THE 3 MiTie TR, &
MERREBITEAERAT.

MAESEE 3, EFFRIKEARRA—ASEHET R ARG TERZER 4T
. £ 3 Milis RS, TR MERESRIETERMSE, FETUERENHEIR
g5 ERIEAT. SVMM350 ATk e P ekBh ik k 8 — A RE A EREHAE RS 340 F13E
A{E R 310-330 XS BEACE BRI 380 WE VIR ZE LT 3CH, “EalE N RUERRE
BAVE RGN EAEAT A AN, (B RAR T /EH 8 0 K NFT 22 R (5 15 T SE M 5 AF IE
FEHREREBITEERLE, FEREETRERTIRTRILEIIRE. EREKE
MRS, AEAEA0E R HE RSN AT EAL LT BUSk B0 i 0 R F 2R 480 Y 4H AR
H.

SVMM350 Al s A VFERT LR B — M REANTREREEROLEF 360 F1—4
REANTENA 370 FIXTEEM B 380 MBI R ATLLIRS| LRV ERZEROEF
360 FATE R A 370 R K/NAIThAENE, WA BITER LHTREELTHIEES . AI{EN
A 370 BT LARAE RAFE R AT PATHRAEMRARG. BF. fIRRREIEdE. Hik, ffE
REFH 370 °] AR & F S RS FSY, EBRETW CLERARX /NI, BIan Java 2277

B R A B IR R B RURER S 340 BZOVEIF 360 IEH AT 4 Bk
YERT LAY SVMM350 #2445, B miEFH Y. 3o RiFedad. fEhseiif], EHui
RISERT SRS, B SVMM350 #2EKTESTM T kA hiRERS 340 B LR/ 360 E
EPATHAERTERNIES, KEHREETREBYTEE Z /TR iE R AR EERK
A5 T AR A o

MESEZE 4A, BEPHRIESTIHRE 3 NZSREFE KR R4 400 1)
— AL R, CPU A 410, CPU B 414. CPU C 418 fll CPU D 422 7 LARE B i Infdhg B
BB T EHE RS RIAT. LR RS, XA SO E BT L
& 2 (] SENTER Z4& 204. XL MRS ULFEHBEHBERK LB 420 LA

13
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i, RERZ 420 AL LA B ERAE B B 2RI GEWE LR . E— LT
FH, THRASHBWRAAT LAHEBSIR, FluE 2 FELHEEBZE 206, KL, &
FAR 430 ATRARALT A4 420, FFER LR ERRSE R 420 RSB, Pt
HENPMETURER AL T RO BN, £ TR, LEHATUR
Intel®Pentium®ZR AL RS . £ PCI B4k 446, SiETIESEM, £ USB442, EHL
BEHIZHEE (IDE) 2%k CRER) , PMEITENRSEHE D (SCSD &4 CRERD
FAEAHE VO B, HHAE 30U EXREBFHERSERE, FlunEEEN 444 AT
AN 448, BEIEHEAN 444 AT BENEAN 448 T LLREE . BT . BEEE. ROLIXBHES.
CD-ROM. DVD-ROM. W+, BFZHERANKEERFES.

EE 4A WsEE T &=, JO4bHE 2% CPU A 410, CPUB 414, CPU C 418 1 CPU D
422 BN AN AR R se b, AL EIHARS, CEFBWHETUAR. EFE, ¥
B AAEET UAE MRS EAE S LIEIT R SL BT R IE R
B, EREENBORT, XLLEMEFEHMPBLERNRILE. ATEE -KRIRE
FITR RSN BE GBS MEANELESE FRRERNTMES, RX“BHELHIEI A
CAF SRR — N B AL B S B AE — N B M B B N BRIEMN LR, Bk, — MR
BaBBRT AN R —MEELEE, 2EEHSZOLERTLLANRS N EELHE
2.

E—ANEHEHED, A 430 5K LPC £ 450 % #. BUHR LPC B 48 450
AL SRIES A 430 522 hRi0 454 . B DA RS, FRid 454 i LLEFEH
A {EHEE S84 (TCPA) %48 TPM471.

NAES %K 4B, AFFIRAEETIRE 3 RRETEFREN S —MAES RS
490 FISEE S R. 5 4A PSRBT EAE, CPU A 410 1 CPU B 414 ARG RE A
402 AT LUEEERI T A 40 428, T CPU C 418 1 CPU D 422 I R4t 5 28 B 404 AT LR R
BHE 428. AHEEHEAES, MTUFRARANU ENRERE. £H —BRE/T R
d, AU AN ARL. TRESTUIREAREHBERELE A 402 RSER
2 B 404 LHIKRA, RERL A 402 MRS EL B 404 7] UEX LA R AE B 3 Z 2
WG ELHES . E— A LHEAFRY, THE%KE SRR LLHBERE, Film
B 2 H) R 2 7H B 1248 206.

E—AEHTET, B 28 BAEPRARLE A 402 MRS BL B 404 £I—
HUEFAR T, WRERSERE A 402 EREFEREAMBEHEE, THA 428 £
MER GE4ID REERZERLE B404 £, K2,

ZEM RS RS, BHEA 28RS R A 402 MRS RLZ B 404 BAEMAL
FEL%. ERAERE A 402 PRAVEMEHRLHEERNHTZE%E LHAERE, &
B, ZERZGRZ B 404 ERARMEMERBLHEERNATZRE LSS, 55

14
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RAERL A 402 BRI MES RTHERIRELE A 402 KALESETT
i, MAZEBLE B 404 FIEBATUEEEERIERE. HTHRARSERL A 402
L CPU A 410 #1 CPU B 414 B LM ZRIPFHIFMHEES, REEZ B 404 ERACHESS
CPU C 418 1 CPU D 422 WAPATEA1E S8 SENTER idf2, S — Mt FREZHNH
B, SHEERTARKDLE A 402 LA FSSE SIS,

MESERE 5, RAKBELARAI —LHAR, EETIHE 3 NZERHHER
RSB RE 500 HAREER. 58 4A WSSl REAR, §MG0EE (Bl CPU
A 510) FUERBEESHAR (FmSHAEE 593) , S AT, 6
W, FEEESRIhREMREHREEIE. dik, XEEFATRATFES (FlnfF
8% A 502) HEEEAAESE., HECAHARET LURBEAER PG A 530 %, &R
ZELk 520 LU ARAERSEHER.

FANE TR AR AT DA B M E BRI e A B RS R T 6 88, AR, SXTAEB ARG M
F|IUTRIAHLL, XU R AT EEAE 418, 7EFTEE SENTER HFEZ AT, WA LUE SINIT-
AC566 1 SVMM574 [I$2 DL E SE A 544 BASHBIERE RS 504, FEAK SINIT-ACS556 #5
DU SVMMST2 # M. fE—ANSERITRF, 1fLUEEFiERS 504, BN EBBEERN ILP K
MBI EEME, 7EE 5 SEHEFIF, X2 CPU B 514, AJiE#EHh, SINIT-AC566 Al
SVMM574 H#2 IUa] UREER IR T (dE ILP) AEBHHEFMEET, RE ILP514
BEME U Rl AR LLFE A% . A 2 HELHRMFBFE, CPUBILP 514 @3 & 17 SENTER 54
RN, FARFRLUNGERNRANBLAN. wEEseR’ 2 g, OhH
£ 530 7T LAFI A EXISTS F 788 576, JOINS & 772% 580 1 ALL-JOINED #77& 584, LA
ENELERETCLEYHMN T SENTER BUS MESSAGE, 3 HiBiXAME B RIES
ILP. ILP (CPU B 514) AJLAFIRIE SINIT-ACS56 W75 IE B8 VIER ~4H 564 H1#E NN
—RBANRETEMHEEE 560. 7 SINIT-AC556 HAFIICRK/E, ILP BLETLAGREEHHIT SVMM
FEAETE B HE TR A FIIE R .

NESERE 6, RAKBARE LT ENEFRENNKE. B 6 MIER
RNEATRPIHRARBHSHBENRRER, EXEEE 2 WTRTHRRE. BRAERE
ZEHAMEHREREKRMN, ERE 610, EM KM EALH BHREH SINIT-AC280 H
SVMM282 # I f TBE/5 ) SENTER $54. fEASEZMESIF, BT SINIT-AC280 #5 DU
SVMM282 #2 N B — A WL N T 250-262 . REEF—MAEE/ER ILP,
FEASZ G 2 AL EERE 202, ILP 7ERYIA] 612 KA SENTER 54, #ERI[A 614, ILP
SENTER #§4- % fi SENTER BUS MESSAGE 616, #Af5, 7ERTIE 628 BN “FHfFSH4A
{7 IRASZBT, ILP 7EB 8] 618 &7 'E 45 i) SENTER ACK 608.

A RLP, Hlanab3as 222, Eid#ErtE 620 HAA]SE LM AT+ 4 K. SENTER

BUS MESSAGE 616. %RJ5, RLP X% &1 SENTER ACK 622, SRJGH#HIIRZ 634, HAF
T2 4% SENTER CONTINUE MESSAGE.

15
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TR 240 7 7R IA] 624 KV E JOINS 54785 272 LANAN7E R4 B £k 230 LSRR
SENTER ACK {E 8. 24 JOINS F 128 272 WA 5 EXISTS &F 748 270 1A A ULECHT,
T H4H 240 ZEITE] 626 5 ALL-JOINED #r & 246.

7EREIE), ILP ZE%1 ALL-JOINED #ri& 246 I ] LMRFREMEIORE T . X ALL-
JOINED #5: 246 #iE, 3FH ILP ¥ ALL-JOINED #r& 246 7ERT[A] 630 W &M,
WG, ILP A LAZERTA] 632 ¥iIE]) &4 SENTER CONTINUE MESSAGE. ¥ SENTER
CONTINUE MESSAGE 7ER[A] 636 FTERG MLk 230 LAL#EEN, RLP nJLUEA “FfHF0
N7 BPRES. B0, ACFE3S 222 §) RLP 7E0Y 8] A HA 638 HAlE# AN “FRFMA” FPRZE.

— H &4 SENTER CONTINUE MESSAGE, ILP TR (ZERfiEAH#H 640 A9) mLaT LA
IS4 240 BB F TS 244 FIAHM SINIT-AC K TN E 2 &7 #35 208,
ATE BT A 4A#8 IURD SINIT-AC# . 7ESR—SLlA P, XBFFAH 2447 IEE
NMAWE, LHEAHTTUESTE SINIT-AC IS EGEE—&. mLEG&8E 25k, —
BIHIE SINIT-AC ¥ 01, ILP T RBir] AITE R A7 208 K SEFRAT SINIT-AC HI#
Mo

SINIT-AC 7E R & T2 208 WHIHE N ABPATZ G, BREE (B EEH 640 HR]D
Bl B3 SVMM HIFEAEEE B2 1. SVMM AU TERE LR EHRI0 276 B9 PCR278 K
ZJG, SVMM WA ELE B ARG FHRPAT. SeT, FEIEFESHAT BT E A HA 650 HAlE,
SVMM #1EE L7 ILP A

ILP SVMM BERWIEBEMM BRI —RERL L 230 LAMAMEK RLP JOIN
MESSAGES. —/MSEHEHIHL 2 T3S 222 1) JOIN MESSAGE 644. XANH BT LVETERF
RN AE, FiX(IE L RLP AFEES 222 AT UIDAMRIC TR SVMM 255 B K
PAT. ATIEFEMN, ILP SVMM BAET] B8 C L IT1EME RS B D R A S H 7628 NI Tl
EMESF, —BEEWF JOIN MESSAGE, RLP HM TR AL BEUEE BTGt . 78U
Z4bEEES 222 # JOIN MESSAGE ¥ B#fie BT takhtt 2 5, 7Emf A A 646 HHE,
RLP 4335 222 B BIXAMIE, FFHEHMABICFR SVMM A8 5 B # INKHAT.

fEFTH RLP EEMAEIZRE SVMM BHIERENZE, ROMMEEE MR
SHLRSE 200 LR TR,

ESEE 7, FRKR\BARA—ANEHET RO GREEE 2 (process block)
MREE. ATHE, B 7 ARSHTRENMERREN RLP Mgk, EHEEETRE
A DAELE LA BB AR b FE 2

AR 700 ML FRER 710 FFAh, IXEY, EELLIREEE HIREH R fifEf5 ) SENTER 54
BATVI ) SINIT-AC I SVMM 3k, 7ERXANSLHif+, fEdiEsk 712 4, ILP 38

16
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SINIT-AC 1 SVMM RGN KEEF B INBBIYEFHEBN. EEROEHET R,
A AL IS T LUK, MIA R ILP. W7 fEsk 714 FfiE, Wid$h4T SENTER
54, MHEB/AKH ILP. ZETFER 716 1, ILP SENTER 84 7ELEHR 716 k4
SENTER BUS MESSAGE. #R/5, ILP ZEid#2ik 718 F#'eE 45 ) SENTER ACK HEK
R H. WHBHTRER 720 iR, ILP TREBAZFRE, SHOFHBER ALL-
JOINED #77& .

7E9 RLP ZEid 725 770 0k 3] SENTER BUS MESSAGE 2 J&, ‘ELAHAIiE4
FISERREERAT, REEDER 772 b RAE H DK SENTER ACK. Wik
774 Fis, WA RLP FREBAFFRRE, S5 ILP 2>k SENTER CONTINUE
MESSAGE.

L B] SENTER ACK {5 BE, BHARE JOINS FFLEHN MMM, =1 JOINS
AESHNAESET EXISTS FHAFNAEN, & HRE ALL-JOINED #7i&, 4 ILP X
M55 UAAIBIE A2k 720 4842317 .

—B7E YES %42 FBE AW R 720, ILP FRBETESR 722 &4 SENTER
CONTINUE MESSAGE. X484 RLP KiZ(55 DN HIWHTFEL 774 SRE2381T. Al
TREER 776 Fin, REEA RLP #ASE - ANERPIRAE, 5fF SENTER JOIN MESSAGE.

FE, ILP 7R AEER 724 FFIES A A4 SINIT-AC i EHE NIBAEECHNZ
SR TZEHIT. ILP £ 726 PERTRASHRIE SINIT-AC K ZEF#EHE
B, REWITE. SINIT-AC MHITAT LU TRARER SVMM # NKIEK, KE
6% SVMM &, BJEEIFEIR 728 P LAPAT SVMM. 1ERHTELIEER 728 HHATHIZ)
YEWI—#8 4, ILP SINIT /W AR B AE 28 AU A A A% & U7 R TUH R 248 IR &7 i)
BiE 247, LMREYY SVMM 282 FAE5E B # UUE A AR L U A Z AE b B R & 1T
P, Wt FELR 754 FHTR.

ILP 7€ SVMM ## F FFEPITZ S, FEFESR 730 #, ILP 4445/~ RLP KiEHME]
SENTER JOIN MESSAGE. %&3% SENTER JOIN MESSAGE 2. J&, ILP Mja7EidfEE 732
th Fr & SVMM #1E .

SENTER JOIN MESSAGE HJ# Ut {#41 RLP ¥5%& YES BB HAWHIIESR 776
TSRS, BAETESR 780 F 4 SVMM #:4E. SENTER JOIN MESSAGE ] LA
A4 SVMM A/, RLP Z#MMA SVMM #BAIER XA D R4 . AlEFE, ILP
SVMM RS AT LIFEE 4 RLP AN RICRKERSMNEN (PIMAESFAN) , RLP—H
U3 SENTER JOIN MESSAGE M EH EEIE .

BANHIARZHE T RAEHANRE MG CZEEEAHLE) , HN%HE

17
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fif, XFEMZANEEIEF/EE AN LIRS LUE G 107 VT T Mk AR IR B 2%
H, FrRE At SHEHES N SERYHELERNAZ LA X, EEABEERENEAR
GHRATREE AL BT LA RS — AN E 8. EREEERT, — MBI L
REZNEE, NI EREESANEELES (FEFFER ILP 1 RLP) . A, &
HEBMT, TMEHA NS, BEERE, MAMATAFNZELEER. £
ERER T, WEARA RLP; R0, A a3 E AR TR kgD URBEAUTT R
e 57 AN Bl B3R 1 AT g

ERMREAEY, CESERRWRRGIESERT RS ET Tk Rin, R

W] LAY 2 i B AT B i 4 o500 A T S P 8 PR R SR B SR 35 B 3R 1 O A B B B A A S
TSR . B h I 15 BA 35 A0 B B VR BIAIE 1 B T AS R PR AU A9
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CILP) (RLP) (RLP)
202 212 222
S < S
200 AT EE AT BE 214 ALTE 25
N s AfsEnTeRiEE SENTERiZ 4 [ 224 |~| SENTERiZ 48
5’216 ]
206 Mgkl BB g DEEBRIBET 905 TELIEBIBIE
218 —
208 M RETFIEEE Eé?’?ﬁ%%ﬁr‘ 298 A RETFIESS
¢ 230 l J (
) RGE% )
280
§
BiLHBIBE
ikt 242
%
44T KEFHER
A1 AED 244 — 262
nmE
250
282 ALL A o
; i) & gy
l_\lc,\ ||:l H Io] ™ 4
ReE 246 947 'I']%ﬁ}..Z 8
AR 5
MiEF
EXISTSB 15
ZBGJ\D 270
JOINSH 17
/ 272
2 P11 272 | P — 278
K=z - 5 PR\ 579
lL‘.\H-gH 290 TPM 276
284 240 221
% 2
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[
JEATIE l TS
I
[
A
I
A 330 | RIS A
320 l
310 370
|
248 2 4 | A5/ %%
RiERE ~_ 340 %mLERF
I Yy
| 360
SVMM
5
350
s
G
S
380
3
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RLP ILP RLP RLP
CPU A CPU B CPU C CPU D
4621 AC L 460
464 TP
410 414 418 422
Rtk 1 L l _
< D)
420
: 433 : 436
479 Adsvm 4(32 &) i 48 S
EX1515 L~ 476
456 APRT [—Joiks I~ 480
ALL_ LPC FRig
o TP 471
484 T & T PCR
450 | L] o4
478 (EEF) 470
. 442
:l:.\H'gﬂ A S USB
EXISTS [01011000711010}~476 446
3 S PG
430
JOINS 10101g00001010}~480
482 .
’ B AR
444
A AC VMT\ 448
400 ¥
466 474
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B

LI VA %5/801

RLP |LP RLP RLP
CPU A CPU B CPU C CPU D
46211 AC | 460
464 MxET
410 414 418 422
RERLE A l Rygnt%k B
%‘l s +— 3
402 ' 404
- 433
FHE | O] e
479 /T-{SVMM 4§2 a2 48
TXTSTS /"476
456 71 KEY JOINS 480
Fris
= ALL
(R JOINED LPC TPMF471
‘ 484 T T PCR
450 ~ 454
458 T KE )
478 (R§=x) 470
Rk b WD
S
EXISTS [0101100011010}~ 476 446 SPCI
428
JOINS [0701100001010}~480 — T
482 BN AR EIE N
444 ™
A AC | ISVMM 448
)
490 466 474
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RLP ILP RLP RLP
riifas Fhi#es e FiEzS
A B C D
572 -7 |SVMM
556- T LAC
502 504 506 508
592 T~ 594 1596 598
S AThEE ~593 [mp@ame595  [eR@amales507  lmrana
CPU A CPU B |~514 CPU C 999) I cpu D
962 _1"AC L1560
si0] % xmd 518 522
45 i 4 520
(| mmes ] o
) R B
542 [z 570
USB S« 1§ ¥rit | PCRI™
AGP S——— 576 471
536 |—BEE {7580 O |TPM| 554
e )
584 ™ x5 |KEY[~558 550
CERT)
B 54\6 PCI
7//’ A ¢ >
500 530 ,
Bl T AR HEA
544 AC l
SVMM 548
T Nl
) )
566 574

% 5
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ILP o el RLP
710 A F8E ) .
_/ N \[/\ 700
I INIT-SV %
127 Fnsvmm
¥
714 #1TSENTERIE S
I ¥
% 7 SENTER _ L
64 “Liewen = — — T 7 i [ 1% % 7 R
BUS MSG 770
L2 4 y
| & IESENTER
718 ACK3E 52 M grooms ke - - &A%KSEI%N%E "tk
750 — B1FES ‘77_2
¥
__{ & ZEALL_JOINED
e .
752 2 A
% 1XSENTER 2205 2|
722 coNnTmse [T T — P — — — > oont?
¥ 774
OB FNSINIT-
724, ACBB NS IRE TR
£
WEFHIT
1260 siNIT-AC
1 14
Wik, 2R | _ _ ) B Eig&i5m <
7284 IB{TSINIT-AC THER /
% 754 9
KIRSENTER | |
730—| JOIN MSGS. -
¥
732 | SVMMIR{E Y
SVMMIE{E L
780
7
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