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SYSTEM5APPARATUS AND METHODS FOR COMPARING FRAUD
PARAMETERS FOR APPLICATION DURING PREPAID CARD ENROLLMENT

AND TRANSACTIONS

TECHNICAL FIELD

[001] This invention relates, in general, to fraud analysis in prepaid card systems,

and in particular, to systems, methods and apparatus to optimize fraud platform

parameters prior to implementation of the system.

BACKGROUND OF THE INVENTION

[002] Prepaid card portfolios may be monitored for suspect buyers and

cardholders. For example, a set of configurable parameters comprising limits and

thresholds provide the system with a set of rules that are used to signal the

possibility of fraudulent transactions. The parameters are run against a set of

prepaid card production data including for example, card holder enrollment data,

funding account data, issuance data (e.g., proper address) and usage or transaction

data. Any number of variables, such as for example, an incomplete or blank

address, an invalid address, no match to a name and an address, etc., may trigger

one or more of the fraud parameters to yield a number of suspected fraud cases.

When a possible instance of fraud is detected, a fraud case may be created, which

may then be assigned to a fraud analyst for further investigation, and eventual

disposition.

[003] Although a particular set of fraud parameters may produce a set of

suspected fraud cases, there may be times where an Issuer or Processor would like

to adjust or tweak the thresholds and limits within the parameters and/or turn

parameters on or off within the system to yield a different set of suspected fraud

cases. However, application of different parameters may result in a large number of

suspected cases and overwhelm the fraud management system, or may result in a

large number of negative fraud cases, wherein time and resources may be wasted

during investigation. There is no current method to compare parameters as applied

to certain data to optimize a parameter platform prior to implementation.



[004] Accordingly, as recognized by the present inventor, what is needed is a

system and method for tracking how a change in the fraud parameters would affect

the fraud cases that would result without having to actually move the new

parameters into production.

[005] It is against this background that various embodiments herein were

developed.

SUMMARY

[006] In light of the above and according to one broad aspect of one embodiment

of the present invention, disclosed herein is a method for comparing a set of

proposed or test fraud parameters to a set of control or production fraud parameters

for prepaid device analysis such as prepaid card fraud analysis. In one example, the

method may include creating a set of production fraud parameters for prepaid card

fraud analysis, the set of production fraud parameters comprising at least one of a

plurality of configurable limits, thresholds or rules that are used to signal one or more

potential fraud cases; loading the set of production fraud parameters into a

processing engine; running the set of production parameters against production data

to produce a set of one or more suspected fraud cases triggered by the set of

production parameters; changing one or more parameters within the set of

production fraud parameters to create one or more sets of test fraud parameters for

prepaid card fraud analysis; running the one or more sets of test fraud parameters

against production data to produce a set of one or more suspected fraud cases for

each set of test fraud parameters; and presenting suspected fraud cases triggered

by each set of fraud parameters for comparison with the cases triggered by the

production parameters.

[007] According to another broad aspect of another embodiment of the present

invention, disclosed herein is an apparatus for comparing a set of production fraud

parameters with one or more sets of test or proposed fraud parameters run against

prepaid card production data in a prepaid card analysis. In one embodiment, the

apparatus may include a system for uploading a set of production fraud parameters

and one or more sets of test fraud parameters; a processing engine for receiving the

uploaded parameters for running production data against the set of production fraud

parameters in tandem with the one or more sets of test fraud parameters to produce



a set of suspected fraud cases triggered by each set of fraud parameters; and one or

more databases integrated with or in communications with the processing engine for

card validation.

[008] These and other embodiments of the invention are described in further detail

below.

BRIEF DESCRIPTION OF THE DRAWINGS

[009] Fig. 1 illustrates a block diagram of an example of a system for processing

one or more proposed fraud platforms in tandem with a production fraud platform in

accordance with one embodiment of the present invention.

[0010] Fig. 2 illustrates an example of logical operations for creating a configurable

set of fraud parameters in accordance with one embodiment of the present invention.

[0011] Fig. 3 illustrates an example of graphical user interface that may be

provided for inputting prepaid card enrollment information in accordance with one

embodiment of the invention.

[0012] Fig. 4 illustrates an example of a graphical user interface that may be

provided in order to facilitate processing of a fraud parameter platform in accordance

with one embodiment of the invention.

[0013] Fig. 5 illustrates an example of a graphical user interface that may be

provided to configure a plurality of associated triggers in accordance with one

embodiment of the invention.

[0014] Fig. 6 illustrates an example of a graphical user interface for use in

assessing application of the fraud platform parameters to actual production data in

accordance to one embodiment of the invention.

[0015] Fig. 7 illustrates an example of a graphical user interface for use in viewing

the status of a fraud case in accordance to one embodiment of the invention.

[0016] Fig. 8 illustrates an example of logical operations that may be performed in

configuring one or more test parameters in accordance with one embodiment of the

invention.

[0017] Fig. 9 illustrates an example of a graphical user interface for use in

accessing a configurable parameter set in accordance with one embodiment of the

present invention.



[0018] Fig. 10 illustrates an example of a graphical user interface for configuring

limits and thresholds for a new parameter set in accordance with one embodiment of

the present invention.

[0019] Fig. 11 illustrates an example of a graphical user interface for configuring

the triggers associated with a new fraud rule set in accordance with one embodiment

of the present invention.

[0020] Fig. 12 illustrates an example of a graphical user interface for viewing the

status of a rule set comparison in accordance with one embodiment of the present

invention.

[0021] Fig. 13 illustrates an example of a graphical user interface for viewing the

results of a parameter set comparison in accordance with one embodiment of the

invention.

[0022] Fig. 14 illustrates an example of a graphical user interface for viewing the

results of a rule set comparison in accordance with one embodiment of the invention.

[0023] Fig. 15 illustrates an example of a graphical user interface for comparing

the number of hits triggered by limits or thresholds for current production values and

a set of comparison values.

DETAILED DESCRIPTION

[0024] Methods used to detect fraud in credit card type transactions are not

generally effective in a prepaid card environment. Because the prepaid card Issuer

is selling a product and not extending credit, credit scores alone are generally not

applicable. However, information associated with the credit scores may be used, as

described further herein. Similarly, back-end transaction fraud detection strategies

often rely on historical data to highlight out-of-character transactions, and the

number of transactions associated with a typical prepaid card may not meet the

requirements for an accumulated transaction history.

[0025] There are generally three types of fraud in the prepaid environment.

Roaming fraud, where an individual supplies demographic data including for

example, name, address, government ID, that are not their own in an attempt to

defraud the Issuer by enrolling under an alias. Load fraud, where an individual with

an otherwise legitimate card loads from a stolen or other fraudulent source, e.g., a



stolen credit card. Transaction fraud, where an individual uses various methods to

fraudulently use a card at merchants, ATMs and other POS transactions.

[0026] A set of fraud parameters may be provided comprising defined limits,

thresholds and rules designed to isolate suspect card activity. As explained further

below, the parameters may be run against prepaid card production data to trigger

potential fraud cases. Once certain cases are triggered, a fraud management

system may be used to determine appropriate courses of action.

[0027] In particular, a collection of Issuer and/or processor defined rules, limits and

thresholds may be applied to isolate suspect activity. However, certain

configurations of the rules, limits and thresholds may trigger an undesirable outcome

of suspected fraud cases. For example, an excessive number of fraud cases or an

inordinate number of false indicators of fraud cases. For this reason, it would be

beneficial to preview the outcome of application of a set of rules, limits and

thresholds before moving into actual production.

[0028] Embodiments of the present invention provide for a side-by-side

comparison of an implemented fraud parameter platform versus a test fraud

parameter platform to determine and understand how the differences between the

different platforms cause the suspected fraud cases to be triggered. Embodiments

of the present invention may provide an opportunity for an Issuer to test a fraud

parameter platform prior to implementation in order to assess whether the outcome

produced, i.e., the number and type of suspected fraud cases, are in accordance

with the number and type of cases desired. Various embodiments of the present

invention are described herein, and may be implemented as methods, systems,

apparatus or in other forms.

[0029] Cards are discussed in detail. However, other types of prepaid devices

such as fobs, phones, etc. are also encompassed by embodiments of the invention.

As used herein, the term "card" includes but is not limited to, for example, bank

cards, prepaid, preloaded or prefunded cards, such as general purpose reloadable

cards, travel cards, payroll cards, teen or student cards, commercial cards, gift

cards, or any other type of preloaded, prefunded or prepaid conventional payment

card that a customer can use in lieu of a cash payment, and these terms are used

interchangeably herein. The term "transaction" includes but is not limited to bill pay,

point-of-service purchase, ATM withdrawal, balance inquiry, or any other purchase

type activity through prepaid card usage. The term "cardholder" includes but is not



limited to, for example, a cardholder of any type of credit card (as that term is used

herein), a customer or account holder, and these terms are used interchangeably

herein. The term "Issuer" includes but is not limited to a bank or other financial

institution that issues the prepaid cards. The term "prepaid card processing network"

or "processing network" includes but is not limited to an electronic payment system,

or any conventional network or system for authorizing or processing electronic

payments and/or settling such payments between entities in a prepaid card system.

The term "processor" means a business entity, acting as an agent of a financial

institution that provides authorization and settlement of services. In various

embodiments, Processors may connect to the processing network and may manage

activities for a member.

[0030] In accordance with one embodiment, Fig. 1 illustrates an example of a

block diagram for processing one or more test fraud platforms in tandem with a

production fraud platform in order to assess how the differences within each platform

cause different fraud cases to be triggered. In Fig. 1, the system may include a

network processor comprising an administration system an a processing engine. In

a further embodiment, a fraud processing engine may be integrated with or in

communications with one or more databases that may be used to verify information

associated with a prepaid card.

[0031] As illustrated in Fig. 1, in one embodiment, a card holder provides certain

demographic information to a prepaid card administration system. Such information

may include, for example, card holder name, address, phone number, load source,

government ID, etc. The demographic information is uploaded to a processing

engine. In another embodiment, an Issuer communicates with a network processor

to configure one or more fraud platform parameters. The configured platforms may

be named or assigned a designation and uploaded to the processing engine.

[0032] The processing engine runs production data received from the network

processor on the implemented production fraud parameter platform (as shown in the

solid lines) and in tandem runs the same production data on the one or more test

parameter platforms (as shown with the dashed lines behind the production

parameter platform) and compares the fraud cases triggered for each test fraud

platform with the cases triggered for the production fraud platform. During

processing, the fraud processing engine may further run the production data against

a negative file database or another third party database.



[0033] In one embodiment, one or more test fraud parameter platforms or test rule

sets may be designed by configuring a template of configurable parameters. In

another embodiment, one or more test rule sets may be designed by altering an

existing production fraud parameter platform such that the test fraud parameter

platform is based on the production fraud parameter platform. A method for prepaid

card fraud and risk management is disclosed in US Patent Application No.

(Attorney Docket Number 16222U-033300US), entitled "Prepaid Card

Fraud and Risk Management" and being filed one the same day as the present

application, the entirety of which is incorporated herein by reference. Configuration

of a fraud platform is discussed generally herein.

[0034] In accordance with one embodiment, Fig. 2 illustrates an example of logical

operations for providing fraud management in a prepaid card environment. In a first

operation, card holder information is entered into the fraud management system

through an appropriate channel. In one example, a consumer web site may

comprise a graphical user interface to provide a series of fields that may be used by

the consumer to enter card holder information. The web site may further be

configured to accommodate the look, feel and branding of an Issuer. An example of

a GUI for card holder information is illustrated in Fig. 3 for a gift card. As shown in

this example, the Issuer requires a name, address, phone, date of birth, government

identification number, personalized question (for security purposes) and email

address.

[0035] In another example, card holder information may also be entered into a

system through an application such as, prepaid administration application. For

example, employers may do bulk enrollments or individual enrollments for new

commercial or payroll card holders. Thus, employers input the required information.

Although not specifically enumerated, it will be recognized that additional forms of

data entry are contemplated herein.

[0036] Referring again to Fig. 2 , in a second operation the card holder information

may be collected. In a third operation, the collected information may be run against

fraud rules and screened for authentication. During this step, an attempt is made to

verify the information provided by the card holder. To verify, the information may be

compared against a third party database or an internal database of known fraud

cases, e.g., a negative file database, as explained further below.



[0037] In general, validation is an attempt to identify information provided by the

cardholder that may be invalid, or does not exist. In one example, information

requiring verification is sent out to a credit reporting service and cross referenced

with the agency database. For example, the address may be cross checked to make

sure the inputted address is not high risk such as a hospital address; a jail address;

or an incomplete apartment address. Verification may also be used to identify

addresses that use a business address as a residential address. In a further

embodiment, high risk geographical areas may be flagged based on statistically

probable mail fraud risk.

[0038] In one embodiment, a third party database such as a credit

reporting/scoring database may be accessed to verify the card holder demographic

information. In one example, the database may be used to validate and verify one or

more pieces of information in combination. For instance, the name, address and

birth date may be evaluated to see if these separate pieces of information comport

with each other. If the information does not comport, for example, if a piece of

information does not match the information provided in the database, each piece of

information may be analyzed separately through one or more additional databases

including additional third party databases. For example, the phone number is run

against one or more databases to determine whether it is high risk, legitimate, a

business number, a high risk industry, mismatched area code and number, or simply

a random number, etc. In some cases, where completely random data has been

fully or partially entered into the system, a fraud case may be triggered and the

fraudulent data checked against the negative file database. The data may further be

added to the negative file database to trigger additional suspected cases.

[0039] In a further embodiment, a social security number database may be

accessed and compared with the card holder data. A rule may be triggered if, for

example, the social security number has been reported deceased or if the date of

birth does not match the social security number. In a further embodiment, the card

may be flagged because the social security number has been flagged as high risk in

the database.

[0040] In a further embodiment, Office of Foreign Asset Control (OFAC)

compliance may be provided and configurable by the processor or Issuer. For

example, one or more pieces of information such as social security number, name,

date of birth, and year of birth may be provided to a third party database for



screening. In one embodiment, the information is provided through an XML

interface. The third party may then run the data provided against their database and

send a reply. The Issuer receives the reply and based on the reply and Issuer rule

configuration, determines if the attempt passes OFAC screening. In a further

embodiment, the system may be configured so that each element submitted for

verification will return a verification case, so that if there is a match the account is

placed on hold according to the fraud rule triggered.

[0041] In a further embodiment, the system may provide for an optional periodic

screening, where the period may be measured in days, weeks, months, etc., for all

accounts on the prepaid platform. Such screening may be effective in continued

monitoring due to continual updates to the database and the potential for

cardholders who have a card that may become a new entry within the OFAC

database.

[0042] In one embodiment, the updated database may be provided to the Issuer or

processor on a periodic basis. The updated database may be run against the card

holder information on the prepaid platform and positive matches reported. The

search results may be used to create new fraud cases with the information

forwarded to the fraud queue for resolution. Depending on the rules, action may or

may not be taken on the account prior to resolution.

[0043] In still a further embodiment, the system may provide Patriot Act

compliance. The Patriot Act is the title of the Federal regulation requiring banks to

verify the identity of any person seeking to open an account to the extent that it is

reasonable and practicable. In one embodiment, the Issuer may require Patriot Act

compliance. The processor may verify the information via a third party for both the

card holder and the buyer by providing information to be run against the third party

database. For example, name, residence street address, date of birth, social

security number, drivers license and state of issuance, and other subject identifying

information. Once the card holder information is collected, the data can be

standardized and verified in-house or with a 3rd party database for example, via an

XML interface.

[0044] In one embodiment, the data is submitted to a third party database for

validation. Once validated, the third party database sends the reply to the Issuer or

processor who can, based on the reply, determine if the enrollment attempt has

passed the Patriot Act based on the configured rule.



[0045] In a further embodiment, the information associated with the Patriot Act

checks can be stored as required under the Patriot Act. In various embodiments, a

field may be added to the database for Patriot Act verification. Further, accounts

may be rescreened as any card holder data is amended. If on rescreening there is a

match to the database, a fraud case may be created.

[0046] Referring again to Fig. 2, in a fourth operation, if any of the rules configured

within the fraud parameters trigger on a system match to any of a plurality of

databases, a fraud case file may be created. In a fifth operation, the case file may

be promoted to the fraud queue and managed by the processor or Issuer. In a sixth

operation, the parameters may further be configured to direct the Issuer to place the

enrollment on hold, or in some cases to allow the card to issue even if some fraud

rules were triggered. In one embodiment, the Issuer may configure on a rule-by-rule

basis whether or not a case is created based on the results that come back from the

card holder data verification.

[0047] In operation, in the prepaid card system, the Processor may be responsible

for developing and maintaining a fraud and risk management system that is

designed for the unique features associated with a prepaid product. In a further

embodiment, the Processor may assist the Issuer in managing fraud by providing

configurable products and services based on the card program and card type. In

various embodiments, a fraud management system may combine industry standard

fraud tools, with products and services specifically designed for prepaid products.

The system comprises tools to reduce fraud by monitoring and identifying for

example, suspect card buyers and recipients, fraudulent enrollment attempts,

suspect funding transactions, and suspect transactions.

[0048] In one embodiment, a prepaid fraud and risk management system

functionality is configured during implementation of a card account or card program.

Configurable parameters provide the system with a set of rules that are used to

signal the possibility of fraudulent transactions. Because a single violation of one of

these parameters does not necessarily signal a fraudulent account, the system

provides a wide array of fraud monitoring parameters that collectively create a

cohesive, multi-layered fraud management system. These parameters may

comprise separate categories such as, limits, thresholds and rules.

[0049] According to one embodiment, system access may be accommodated

through an administration system. For example, the administration system may



comprise a browser based application for managing a prepaid card programs' back-

office and account maintenance functions, for example, account enrollment and

issuance, account maintenance, cardholder customer service, funds management,

fraud management and card inventory management.

[0050] In various embodiments, fraud rules may be used for example, when the

buyer/recipient address is initially entered during the card purchase process via the

consumer website; when the Buyer/recipient address is modified by the

buyer/cardholder via the consumer website; when the buyer/recipient address is

initially entered during the registration process via a type of administration system;

when the buyer/recipient address is modified via a type of administration system;

when the primary buyer address (not billing address) is initially entered during the

buyer profile set-up/process in the consumer website; when the primary buyer

address located in the buyer profile is modified by the buyer via the consumer

website; when the Buyer address located in the buyer profile is modified via an

administration system; when the buyer billing address is entered during the card

purchase process; when the buyer billing address is entered or modified by the

buyer in the buyer profile (update billing information) function; or individual card

orders entered via an administration system.

[0051] In one embodiment, the tools may be parameter driven and configured

based on the risk tolerance level of the institution. In one example, some fraud

mitigation tools may include for example, front end enrollment screening, OFAC and

Patriot Act checking, transaction monitoring, fraud and flash fraud rules, limits and

thresholds, and fraud queue monitoring and analysis.

[0052] In one embodiment, set-up of the fraud platform parameters provides the

foundation for the program upon which downstream products and services will be

based. The parameters are configurable and may comprise one or more separate

categories to provide a wide array of fraud monitoring parameters including for

example, limits, thresholds and rules. Although a single violation of a parameter or

threshold may indicate a fraudulent account, in various embodiments it is a

combination of factors that may signify a likely fraudulent account.

[0053] In one embodiment, a prepaid fraud and risk management system may

comprise a set of configurable parameters that are key indicators of potentially

fraudulent enrollment attempts. The parameter platform may comprise a series of

default rules configured by a Processor or other third party. The platform may be



provided to the Issuer. The Issuer may then further define the limits and thresholds

associated with a particular rule. A scoring model may further be provided to an

Issuer with a method to detect, identify and take action on potentially fraudulent

transactions. For example, based on a number of events, a score may be produced

and in combination with an Issuer defined threshold, an account may be identified as

potentially fraudulent. The Issuer may then be alerted to the potentially fraudulent

account.

[0054] In one embodiment, platform parameters may be defined, for example,

certain rules selected and limits and thresholds defined by the Issuer and set by the

Processor during card program implementation. Platform parameters may be run

against production data such as card holder enrollment data, funding account data,

issuance data (e.g., proper address) and usage or transaction data to determine how

the rule will trigger suspected fraud cases.

[0055] In another embodiment, thresholds may be associated with each

parameter. In many instances, an individual will conduct a fraudulent transaction just

below the platform parameter in an attempt to mask their transactions. Fraud

threshold settings are available for one or more limits and are intended to allow

Issuers the ability to identify transactions that occurred just below the limit

established by the parameter. In one example, the fraud threshold and the

corresponding limit are associated with each other and may then have the same

reset period and the same applied to dates. In operation, when one of the program

parameters with an established limit or threshold has been reached or exceeded, a

rule is triggered to alert the Issuer.

[0056] In one example, the platform limits or thresholds may be based on a rolling

period of time defined as a number of days. Based on the type of limit or threshold,

the Issuer can set up numerous limits or thresholds to allow for differentiation

between daily, weekly and monthly limits defined as days. In a further example,

each limit or threshold may have the same effective date. In this way, an Issuer may

change limits that will change how their program performs in production.

[0057] Fig. 4, described below, illustrates an example of a graphical user interface

that may be provided in order to facilitate processing of the fraud parameter platform

on the prepaid system. As illustrated in Fig. 4, in one embodiment, a scalable and

configurable prepaid fraud platform may be provided. The prepaid fraud platform

may comprise a set of flexible, parameter driven features and functions tailored to



particular business types and various prepaid card types. The parameter set may

comprise a series of triggers further defined by associated limits and thresholds that

may be set by the Issuer and/or the Processor. In a further embodiment, the triggers

are configurable by activation or deactivation. In another embodiment, as shown in

Fig. 4 , multiple sets of values may be specified for at least some limits and

thresholds.

[0058] Referring to Fig. 4, in one example, one trigger is defined by the number of

accounts purchased with the same buyer address. In operation, according to Fig. 4,

when 7 or more cards are purchased with the same buyer address or when the

threshold of 4 cards purchased for the same buyer address is reached, a rule is

triggered to alert the Issuer of a suspected case of fraud. The intent of the threshold

is to find transactions that are below the parameter limit but are still suspect.

Although further triggers and associated limits and thresholds are shown in Fig. 4 , it

will be recognized by one of skill in the art that this example is not meant to be

encompassing of all possible fraud triggers.

[0059] In various embodiments, limits can be placed on enrollment of the prepaid

cards. In one example, enrollment limits may be established at the Issuer card

program type level and may further be overridden by an appropriate entity (e.g., a

sub-client such as a merchant). For example, a buyer address may have an account

limit applied to it through one of the parameters. The Issuer may place a limit on the

number of card accounts which may be purchased within a specified number of days

with the same buyer address. If the account exceeds the limit the buyer is notified

and the purchase is declined.

[0060] In a further embodiment limits may be placed on the recipient address

account. For example, an Issuer may place a limit of the number of card accounts

which may be purchased within a specified number of days with the same recipient

address regardless of buyer or funding source. If the account exceeds the limit the

purchaser may be notified and the purchase may be declined.

[0061] In a further embodiment, a limit may be placed on the recipient phone

number. For example, the Issuer may limit the number of accounts which may be

purchased within a specified number of days with the same recipient telephone

number regardless of buyer or funding source. If the account exceeds the limit the

purchaser may be notified and the purchase may be declined.



[0062] In another embodiment the Issuer may define the initial purchase and value

load platform parameters and limits. In one example, funding and/or re-load limits

and initial purchase limits may be separated into two distinct sets of limits and

thresholds. For example, a limit may be placed on the number of cards that can be

purchased in a single order session. In addition, a limit may be placed on the

maximum value for a single purchase request, i.e. the total dollar amount that can be

purchased within a single purchase order or session.

[0063] In a further example, the Issuer may place a limit on the number of pre-paid

cards in a single funding account that may be purchased within a specified number

of days. If the account exceeds this limit the purchase may be declined. In another

example, an Issuer may place a limit on the funding account total purchase amount.

In this example, a limit may be placed on the total cumulative dollar amount of pre

paid cards in a single funding account that may be purchased within a specified

number of days. If the cumulative total amount exceeds this limit, the purchaser may

be notified and the transaction may be declined.

[0064] In a further example, the Issuer may place a minimum dollar balance per

card per purchase limit. If the initial purchase amount is below the minimum the

buyer may be notified and the transaction may be declined. In another example, the

Issuer may place a limit on the maximum dollar balance per card per purchase in this

example. If the initial purchase amount is above the maximum, the buyer is notified

and the transaction may be declined. In one embodiment, the limit cannot exceed

the maximum balance allowed on a per card balance.

[0065] In a further embodiment the Issuer may place re-load limits on the pre-paid

cards. For example, the Issuer may place a minimum re-load amount per

transaction on the card. In this embodiment, if the re-load amount is below the

minimum the cardholder/account holder is notified and the transaction may be

declined. In another example, the Issuer may place a limit on the maximum re-load

amount per transaction. If the re-load amount is above the maximum the

cardholder/account holder is notified and the transaction may be declined. In another

example, the Issuer may place a limit on the maximum re-load amount per day. In

this example, if the total dollar amount of all loads attempted during one calendar

day is above the maximum the cardholder/account holder is notified and the

transaction may be declined.



[0066] In another example, the Issuer may place a limit on the maximum re-load

amount per multiple day period on the pre-paid card. In this example, if the total

dollar amount of all loads attempted during a period defined as multiple days is

above the maximum the cardholder/account holder is notified and the transaction

may be declined. In another example, the Issuer may place a limit on the maximum

account balance allowed at anytime. If the total dollar amount of any load or

purchase exceeds the maximum the transaction is declined.

[0067] In a further example, an Issuer may place a limit on the maximum

contribution. The contribution limit may be calculated based on a calendar basis. For

example, the maximum account balance may be based on yearly basis and the

contribution reset at the beginning of each year. Funds can roll over from the

previous year and it does not impact the maximum contribution limit. The amount

can be reset on a calendar basis.

[0068] In a further example, an Issuer may place a limit on the maximum re-load

count. In this example, the total number of re-loads allowed per day, week and/or

month is defined as days. If the cardholder has exceeded the number of loads

permitted in the defined time period the account holder is notified and the transaction

may be declined.

[0069] In a further embodiment, the fraud parameters may further comprise

transaction processing parameters. Transaction processing parameters may include

for example, cash withdrawal, transaction limits, cash withdrawal time limits,

purchase limits, purchase time limits, aggregate dollar velocity limits such as the total

aggregate dollar velocity of cash and goods/purchase transactions that includes

funds spent at a merchant or ATM including OTC (over the counter), Cash-back,

signature and PlN transactions, lost stolen limits and limit overrides. As used herein,

cash withdrawal may refer to for example, ATM withdrawals, manual teller cash

withdrawals or cash back at the point of service. Limit overrides allow the Issuer to

determine which limits may be overridden by administration system override

functionality.

[0070] Some examples of enrollment threshold settings include but are not limited

to buyer address account threshold, that is the number of accounts that may be

purchased within a specified number days with the same purchaser address;

recipient address account threshold, that is the number of accounts that may be

purchased within a specified number of days within the same recipient address; and



recipient telephone number account threshold, that is number of accounts that may

be purchased within a specified number of days within the same recipient telephone

numbers. In another example, initial purchase threshold settings may include but is

not limited to maximum cards for a single purchase threshold; maximum value for a

single purchase request; funding account purchase account threshold; funding

account total purchase amount threshold; and maximum dollar balance per card

purchase threshold. Re-load threshold settings may include for example, re-load

amount per transaction threshold dollar loads per day threshold, dollar loads per day

threshold, dollar loads per multiple day period, account balance threshold, load count

threshold, funding account decline threshold. Transaction threshold settings may

include for example, cash withdrawal transaction threshold, cash withdrawal time

threshold, purchase threshold, purchase time threshold, aggregate dollar velocity

limit, that is the total aggregate dollar velocity of cash and goods or purchase

transactions that includes funds spent at a merchant or ATM which includes ATM

OTC (over the counter), cash back signature and pin transactions. The total

transactions may further be defined, for example defined in days and lost or stolen

card threshold.

[0071] In addition to the platform parameters, in one embodiment as shown in Fig.

5, the platform further supports a number of defined fraud rules that function to

highlight potentially fraudulent enrollment attempts and active accounts. Each rule

may further comprise one or more triggers. Each rule is configurable by activating or

deactivating one or more triggers within the rule.

[0072] Referring to Fig. 5, the rule shown is address verification. Within the rule,

are a number of triggers. For example, address ambiguous, match to business name

- residential address, business name match - no confirmation, etc. Each of these

triggers further comprise a field to activate or deactivate the trigger and thus further

configure the rule.

[0073] Fig. 6 shows an example of a graphical user interface for use by the Issuer

or Processor in assessing application of the fraud platform parameters to actual

production data. It is understood that these examples are provided as examples

only and that various embodiments of the present invention may or may not include

one or more features shown therein. Sample display screen may include a number

of fields showing case information including buyer demographic information, for

instance, buyer address, phone, phone type, funding account or accounts, email



address, government ID type and number, and date of birth. The user interface may

further include fields that enable adding the case information to a negative file or to

viewing of verification results. The display screen may further include a section for

viewing the rules, triggering events for the rule and notes related to the fraud case

file. For example, in Fig. 5, the rule "multiple accounts enrolled with the same

funding account" was triggered by exceeding the threshold of 4 cards within 1 day by

the actual value of 5 cards within 1 day. Under the notes, the rule was cleared

based on the Issuer's recommended actions.

[0074] Fig. 7 illustrates another example of a graphical user interface for use by

the Issuer or Processor in viewing the results or status of a prepaid card system

fraud case. The sample display screen may include a display of case information,

rules triggered, negative file history and case history and notes. The case

information field may be used to show for example, the card program, card number,

card status, case number, and case status. The rules triggered field may be used to

show for example, the rule triggered, the date and time that the rule was triggered

and the triggering event. For example, as shown the address velocity rule was

triggered at 18:00:21 on 11-01-2004 because the threshold of 5 cards within 2 days

was exceeded.

Fraud Comparison

[0075] In various embodiments, the Issuer may reconfigure the production

parameters to create one or more test parameters. Each test set may be run against

the production data to see if the production data triggers a different set of suspected

fraud cases than were triggered with the production parameter set. An Issuer can

configure the fraud rules according to their risk strategies. For example, a rule may

place a limitation on the number of card accounts that can be purchased within a

specified number of days with the same buyer or recipient address. In this example,

the Issuer may configure the number of card accounts and the number of days that

will violate the rule.

[0076] Fig. 8 illustrates an example of logical operations that may be performed in

configuring one or more test fraud parameters. In a first operation, a graphical user

interface may be used to select a base set of fraud parameters or parameter set.

Fig. 9 illustrates an example of a graphical user interface which the Issuer or

processor may access to select a configurable parameter set. The GUI may

comprise a series of fields including Issuer, Location and Card Program.



[0077] Referring to Fig. 8, in a second operation the Issuer may specify a set of

values for the displayed limits and thresholds. Fig. 10 shows an example of

graphical user interface comprising a configurable parameter set. In one

embodiment, the test parameter set is named to distinguish from other sets. The set

comprises a series of triggers, for example, number of accounts purchased with the

same buyer address, number of accounts purchased with the same cardholder

address, number of accounts purchased with the same cardholder phone, etc.

Associated with each trigger is a configurable limit and threshold. The parameter set

may further comprise a comparison between the production set and the test set

defined by value assigned and period applied.

[0078] For example, as illustrated a trigger may be defined as the number of

accounts purchased with the same buyer address having the associated limit for

production defined as 7 cards in 4 days with a threshold of 4 cards in 4 days. The

production values are compared to the test set which defines the limit as 7 cards in 3

days with a threshold of 3 cards in 3 days.

[0079] In a further embodiment, a test rule set may be configured. As illustrated in

Fig. 11, the rule parameters provide for a series of fraud rules with triggers. For

instance, a rule may be multiple accounts enrolled with the same funding account

wherein, as defined in the production set, the rule will trigger with 7 accounts

enrolled in a 4 day period. The test set is configured to trigger the rule when 7

accounts are enrolled in a 3 day period. Each rule set may be run against

production data and the results compared to determine whether the test rule set

should be moved into production.

[0080] In a further embodiment, each rule may be defined by a plurality of triggers.

The rule set may be dynamically configured by the Issuer setting each trigger that

relates to the rule on or off. In a further embodiment, the triggers may still be viewed

regardless of active status.

[0081] Once the fraud parameters have been configured, the Issuer may be

provided with the ability to compare a draft or test rule set against production data

and view the results via a graphical user interface accessed through a type of

system administrator. In one embodiment, the fraud rule sets may be supported for

limits/threshold and fraud rules as explained above. In a further embodiment, a

fraud rule set may be defined at the card program level with entity overrides.



[0082] In one embodiment, creation and submission of a fraud rule set may be

coordinated and implemented off-line or on-line. Once a test rule set is entered, a

time is entered for the comparison program to be initiated. Once initiated, the

comparison will occur for a predetermined number of days as defined by the Issuer.

In one embodiment, an Issuer can begin to analyze and view the information

resulting from the comparison as soon as the comparison begins by accessing a

graphical user interface. As shown in Fig. 12, the example display screen may

provide information as to the status of a comparison, for example, in process,

complete or rejected. The display may further provide an action, for instance, check

back later, view report or compare cancelled. The screen view may further include a

section designating whether a particular screen is selectable and whether the results

may be viewed and compared. Each status may further be associated with a status

description, for example, rule set is in compare mode and is processing data against

production.

[0083] In one embodiment, a test rule set is compared with a selected production

rule set. In this embodiment, the test rule set and the production rule set are run

against the same set of production data and the results compared.

[0084] In an alternate embodiment, a test rule set may be compared against

another test rule set. In this embodiment, each rule set is run in tandem against the

same set of production data and the results compared.

[0085] In one example, the production rule set and the test rule set are run in

tandem as shown in Fig. 1. It is generally preferred to run a limited number of rule

sets per program in compare mode at one time having an unlimited number of rule

set comparisons existing in the Queue. However, it is recognized by the inventors

that larger numbers of comparisons could be run coincidentally and these

embodiments are included herein.

[0086] In one example, the response to submission of the production rule set for

comparison with one or more test or comparison rule sets comprises all data that the

user interface will need in order to view the results. In one embodiment, within a

graphical user interface (GUI) screen, there is a tab for rule set comparison. In one

example, various security applications may be in effect to assure that only authorized

individuals may view the results of the comparison. In a further embodiment, access

of the results may limited to view only mode.



[0087] In one embodiment, the results of the rule comparison are associated with

an Issuer or card program. In an additional embodiment, past comparisons may be

viewed as stored in a history of all rule set comparisons.

[0088] In one embodiment, the system may display information with respect to the

rule set comparison work queue upon completion of the comparison. In one

example, both in-process and completed comparisons may appear in the queue.

The comparisons may further comprise data related to the comparison, for example,

a comparison set name, a reference set name, a type (e.g., limits/threshold, or fraud

rules), a comparison run duration, comparison status, and a results link.

Comparison data may be selected and printed for viewing by authorized users.

[0089] In another embodiment, the GUI may be configured to facilitate viewing of

status of the fraud comparison. In one example, files with a complete or rejected

status may be automatically removed according to a predefined period. In another

example, the removed files may be stored in an associated database.

[0090] In a further embodiment, the screens for viewing the comparison data may

further accommodate manipulation and sorting. For example, once a comparison is

selected, a user can modify the results screen to either show all of the locations that

are attached to a specific rule set or filter the results so that only one of the locations

attached to the program is shown. It is further contemplated that a user may select

only some of the attached locations.

[0091] In a further embodiment, the search screen or GUI for the comparison

process may be modified to accommodate viewing of the comparison results. In one

example, a location and card program may first be selected. The search may be

performed by accessing the fraud rule set by name or location. The database field

may further be modified to comprise fraud rule reference numbers as an alternate to

the name or location. Data may further be associated with the rule set including for

example, the name of the fraud rule set, the date the fraud rule set was placed into

production, and the locations attached to the rule set. A full set of default fraud rules

may further be displayed further comprising fields in which to turn the rules on or off.

Alternatively, the screen may be configured to display only the codes that are turned

on or turned off, respectively. In a further embodiment, the search screen may

communicate automatically or manually with a third party or a database through an

XML or compatible interface to verify that the fraud rules are current.



[0092] In another embodiment, an additional search screen for a limit/threshold

rule set may be modified and implemented. In one example, a location and card

program is selected. Based on the selection, the search may be performed by rules

set name or location. In one embodiment, location may be set as the default.

Alternatively, rule set may be set as a default.

[0093] In various embodiments, a fraud rule set may comprise supported values

for the existing limits and thresholds supported on the platform and the platform may

further comprise rules configured by a third party such as Experian or a network

processor.

In one embodiment, a valid rule set is required for comparison with a test rule

set. For example, a valid rule set comprises all values completed on the form, that

is, the parameters are defined. In another example, the valid rule value is defined in

terms of the production setting or a new value/time period.

[0094] An example of fraud rule comparison results are shown in Fig. 13. Certain

parameters are defined in order to compare one or more rule sets. Referring to Fig.

13, the Issuer, the rule set name, file type, start test date, card program, production

set name, file comparison duration and ending test date are defined. The rule set

comparison time period comprises the number of days that the rule-set will run

against production data. In one example, this value falls between 1 and 30 days. In

various embodiments, rule sets may be compared against all locations that are

attached to the rule set or a single location attached to the rule set. For example,

Fig. 13 shows 350 locations using this particular rule set.

[0095] The example display screen shown in Fig. 13 can be used to provide the

Issuer or Processor with a view of the case creation results. Referring to Fig. 13, the

display screen includes a section for the display of case type, production set value,

comparison set value, the difference between the production set and the comparison

set and the percent change between each set compared.

[0096] In a further embodiment, the display screen shown in Fig. 14 may further be

used to provide the Issuer or Processor with a comparison of the rule triggers for the

production compared to the comparison set. In this embodiment, the display screen

may include a section showing the Rule, the Production Set Trigger, the Comparison

Set Trigger, and the Difference between the number of hits for each set run. In a

further embodiment, the Production Set Triggers and the Comparison Set Triggers



may further comprise fields to activate/deactivate respective triggers, enter a value

and associated period for triggering the rule.

[0097] Referring to the Fraud Rules section illustrated in Fig. 14, the first rule

triggered was cards purchased by single funding account over a period. In this

example, the trigger was active for each the production trigger and the comparison

trigger. The value and period for the Production Set Trigger are 7 cards in 4 days

whereas, the value and period for the Comparison Set Trigger are 8 accounts in 4

days. The change from 7 cards to 8 accounts resulted in a loss of 100 hits, a

difference of -5%.

[0098] Still referring to Fig. 14, for the rule, rush card and address change the

value and period for the Production Set Trigger were set at Both Occur in 4 days and

Both Occur in 5 days for the Comparison Set Triggers. The change from 4 days to 5

days resulted in an increase in 50 hits, or a 3% increase in fraud cases indicated.

[0099] In another example, for the rule, rush card with name change & address

change, the value/period was set to all occur in 4 days compared to the value/period

for the Comparison Set Triggers set to all occur in 7 days. This change resulted in a

hit increase of 300 or an increase of 1500% in the number of suspected fraud cases

triggered. This is an example where implementation of the rule may have

overwhelmed the system had it been implemented prior to testing.

[00100] Fig. 15 shows an example display screen that can be utilized to provide an

Issuer or Processor with the ability to compare the number of hits triggered by limits

or thresholds for current production values and a set of comparison values. For

example, as shown for account volume limit, changing the current production values

from $2000 in 4 days to $2,500 in 4 days results in a 210 decrease in the number of

hits that would have been created using production values. In another example, as

shown for account volume threshold, changing the current production values from

$2,000 in 4 days to $2,500 in 4 days results in a 230 decrease in the number of hits

that would have been created using production values.

[00101] In one embodiment, based on the comparison data, an Issuer may move a

test rule set into production by requesting implementation of the rule set and

following the process as established for production rule sets.

[00102] Embodiments of the invention can be implemented via appropriate

software or computer program code instructions in combination with appropriate

instruction execution platforms, processors), hardware or the like. These



instructions may be in the form of a computer program product that can cause a

CPU to control operation of a processing engine according to an embodiment of the

invention. The combination of hardware and software to perform the functions

described can form the means to carry out the processes and/or subprocesses of

embodiments of the invention. In this regard, each block in the flowcharts or block

diagrams may represent a module, segment, action, or portion of code, which

comprises one or more executable instructions or actions for implementing the

specified logical function(s). Furthermore, an embodiment of the invention may take

the form of a hardware embodiment, a software embodiment (including firmware,

resident software, micro-code, etc.) or an embodiment combining software and

hardware aspects.

[00103] Any suitable computer usable or computer readable medium may be used,

taking into account that computer program code to operate a processing engine

according to embodiments of the invention may reside at various places during

assembly. The computer usable or computer readable medium may be, for example

but not limited to, an electronic, magnetic, optical, electromagnetic, infrared, or

semiconductor system, apparatus, device, or propagation medium. More specific

examples (a non-exhaustive list) of the computer readable medium would include the

following: an electrical connection having one or more wires, a portable computer

diskette, a hard disk, a random access memory (RAM), a read-only memory (ROM),

an erasable programmable read-only memory (EPROM or Flash memory), an optical

fiber, a portable compact disc read-only memory (CD-ROM), an optical storage

device, a transmission media such as those supporting the Internet or an intranet, or

a magnetic storage device.

[00104] In the context of this document, a computer usable or computer readable

medium may be any medium that can contain, store, communicate, propagate, or

transport the program for use by or in connection with an instruction execution

system, platform, apparatus, or device. The computer usable medium may include a

propagated data signal with the computer-usable program code embodied therewith,

either in baseband or as part of a carrier wave. The computer usable program code

may be transmitted using any appropriate medium, including but not limited to the

Internet, wireline, optical fiber cable, radio frequency (RF) or other means.

[00105] Computer program code for carrying out embodiments of the present

invention may be written in an object oriented, scripted or unscripted programming



language such as but not limited to Java, Perl, Smalltalk, C++ or the like. However,

the computer program code for carrying out embodiments of the present invention

may also be written in conventional procedural programming languages, such as the

"C" programming language or similar programming languages. It should also be

noted that functions and combination of functions described herein can be

implemented by special purpose hardware-based systems or operators which

perform the specified functions or acts. Any of the functions described in this

application may be embodied as computer readable code on a computer readable

medium.

[0106] While the methods disclosed herein have been described and shown with

reference to particular operations performed in a particular order, it will be

understood that these operations may be combined, sub-divided, or re-ordered to

form equivalent methods without departing from the teachings of the present

invention. Accordingly, unless specifically indicated herein, the order and grouping

of the operations is not a limitation of the present invention.

[0107] It should be appreciated that reference throughout this specification to "one

embodiment" or "an embodiment" or "one example" or "an example" means that a

particular feature, structure or characteristic described in connection with the

embodiment may be included, if desired, in at least one embodiment of the present

invention. Therefore, it should be appreciated that two or more references to "an

embodiment" or "one embodiment" or "an alternative embodiment" or "one example"

or "an example" in various portions of this specification are not necessarily all

referring to the same embodiment. Furthermore, the particular features, structures

or characteristics may be combined as desired in one or more embodiments of the

invention.



WHAT IS CLAIMED IS :

1. A method of optimizing fraud parameters for prepaid device fraud analysis,

comprising:

creating a set of production fraud parameters for prepaid device fraud

analysis, the set comprising a plurality of parameters, each parameter defined by at

least one of one or more limits, one or more thresholds and one or more rules;

configuring one or more production fraud parameters to create one or more

sets of test fraud parameters;

running the set of production fraud parameters and the one or more test fraud

parameters against production data to produce a result set of one or more suspected

fraud cases for each of the fraud parameter sets; and

comparing the result sets to determine an optimal fraud parameter

configuration based on desired results.

2. The method of claim 1, wherein creating the set of production fraud

parameters comprises assigning at least one value to one or more of the limits and

one or more of the thresholds.

3. The method of claim 2, wherein the assigned values for at least one of the

one or more limits and at least one of the one or more thresholds are selectively

changed to create the one or more test fraud parameters.

4 . The method of claim 1, wherein creating the set of production fraud

parameters further comprises associating triggers with the one or more rules.

5. The method of claim 4 , wherein at least one trigger is selectively changed to

create one or more sets of test fraud parameters based on the production fraud

parameters.

6. The method of claim 1, wherein the one or more rules are configurable by

selectively activating or deactivating the one or more rules within the fraud

parameters.



7. The method of claim 6, wherein at least one of the one or more rules are

selectively activated or deactivated in comparison to the set of production fraud

parameters to create each of the one or more sets of test fraud parameters.

8. The method of claim 1, wherein the set of production fraud parameters are

run in tandem against the one or more sets of test fraud parameters to produce a

result set of one or more suspected fraud cases for each of the one or more test

fraud parameters.

9. The method of claim 1, wherein a graphical user interface is provided to

facilitate configuration of the production and test fraud parameters.

10. A system for managing prepaid device fraud analysis, comprising:

a database storing prepaid device production data; and

a processing engine for running production data against a set of production

fraud parameters and one or more sets of test fraud parameters to produce a set of

suspected fraud cases for each set of the production and test fraud parameters, the

processing engine in communications with the database.

11. A system as in claim 10, wherein each of the fraud parameters comprise a

plurality of fraud triggers defined by one or more limits, one or more thresholds and

one or more rules.

12. The system of claim 10, wherein the production data comprises device holder

enrollment and load information associated with one or more prepaid devices.

13. The system of claim 10, wherein the processing engine runs the production

data against the set of production fraud parameters in tandem with the one or more

sets of test fraud parameters to produce a set of suspected fraud cases triggered by

each set of the production and test fraud parameters.

14. The system of claim 11, wherein the one or more limits and the one or more

thresholds are further defined by selectively configurable values.



15. The system of claim 11, wherein the one or more rules are further defined by

one or more triggers configurable by selectively activating or deactivating within the

fraud parameters.

16 . An apparatus for optimizing a fraud parameter rule set for analysis of fraud in

a prepaid device system, comprising:

one or more databases storing production data; and

a processing engine comprising a platform for running production data against

a set of production fraud parameters and one or more sets of test fraud parameters

to produce a set of suspected fraud cases triggered by each set of the production

and test fraud parameters and calculating a difference in number of fraud cases

produced, the processing engine in communications with the one or more

databases.

17. The apparatus of claim 16, wherein the sets of production and test fraud

parameters comprise a plurality of fraud triggers defined by one or more limits, one

or more thresholds and one or more rules.

18. The apparatus of claim 17, wherein the limits, thresholds and rules are

configurable.

19. The apparatus of claim 16, wherein the production data comprises device

holder enrollment and load information associated with one or more prepaid devices.

20. The apparatus of claim 16, wherein the processing engine runs the production

data against the set of production fraud parameters in tandem with the one or more

sets of test fraud parameters to produce a set of suspected fraud cases for each set

of the production and test fraud parameters.
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