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TITLE OF APPLICATION
Data Storage and Retrieval System Using Online Supervised Hashing

BACKGROUND

The present invention is related to the field of data processing systems, and in
particular to data storage and retrieval systems for storing/retrieving data objects to/from a
dataset. Even more particularly, the present invention relates to data storage and retrieval
systems employing methods of organizing, indexing and searching datasets.

A search technique called "similarity search" lies at the heart of many data processing
applications, and as datasets continue to grow and diversify, expediting the similarity search
process is becoming increasingly challenging and important. One promising family of
approaches is based on hashing, in which data is mapped to binary vectors in a Hamming
space using binary representations that permit fast searching with a low memory footprint.
Applications utilizing this approach include: image annotation, visual tracking, 3D
reconstruction, video segmentation, and object detection.

Hashing methods can be categorized broadly as data-independent and data-dependent
techniques. Locality Sensitive Hashing methods are examples of data-independent methods;
they give guarantees on the approximation to particular metrics, without regard to the dataset
to be indexed. For certain application settings, distances are defined only on the available
data set; thus, solutions are required for learning the hash codes directly from data. Data-
dependent solutions include: methods that approximate pair- wise distances via quantization
or spectral graph analysis, methods that leverage available label information for semantic
retrieval, and semi-supervised methods that utilize both the data distribution and available
label information.

Hashing schemes constructed via data-dependent techniques tend to yield superior
retrieval performance, primarily through use of a learning phase in which properties like
compactness and informativeness of the resulting binary codes are enforced. The
computational cost of learning may become excessive when large-scale datasets are
considered; most methods are batch-learners and slow. Moreover, with batch learning it is
difficult to adapt to variations in the dataset as it grows. Many applications require that the
hash mappings be versatile given such changes as it would be extremely costly to do learning

from scratch.
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SUMMARY

In hash-based search techniques, it may be important that the hash codes offer certain
properties such as: (1) easily computed for novel data points and (2) use a minimal number of
bits to represent the data. For so-called "online" datasets, i.e., those that are added to
indefinitely, the hash codes should also be amenable to the continued growth of the dataset.
In this work, an online supervised method is proposed for learning hash codes that satisfy all
three properties. A disclosed formulation is based on Error Correcting Output Codes
(ECOCs). More generally, the codewords may be any set of codes that has application-
specific desirable properties that promote selectivity of the hash codes that are produced by
the hash-based mapping, such as good separation (distance) in a Hamming space,
independence of bits of the codes (i.e. not assigning the same bit value in a certain position
for the codes), etc. Such codewords are generally referred to as "error correcting codes"
herein.

The disclosed online method may be significantly faster than batch-learning of
hashing parameters, and being online it is adaptable to variations in the incoming data. In
particular, the disclosed method may operate in a stochastic environment in which the hash
mappings are updated according to sequentially arriving data, and the number of labels
(corresponding to distinct groupings or classes of data/content items) is not known a priori.

A data storage and retrieval system and corresponding method are disclosed. The
system maintains a hash-based mapping (learned in an online manner from labelled data)
independent of the type(s) of indexing used to index data/content items. A query is
accompanied by a query content item which may or may be labelled. The hash-based
mapping is used to compute a hash code for the query content item, and that hash code is
used to retrieve stored content items, e.g., by computing the Hamming distance between this
hash code and the hash codes/indexes in an index structure, and retrieving content items
based on this computed distance.

The index structure contains index values for content items that may have been
inserted to the index structure in one of several ways:

(1) The hash-based mapping is used to calculate a hash code from the content item,
and the hash code is used as an index value;

(2) If the content item has label information associated with it, a corresponding ECOC

can be looked up and used as an indexing value;
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(3) If the content item has label information associated with it, the content item can be
indexed into two separate index structures, one based on the corresponding ECOC of the

label, the other based on the hash code generated by the hash-based mapping;

Given a query, retrieval may be done in a variety of ways, some of which are
explained below. In one case, retrieval is done by first comparing the hash code for a content
item of the query (generated by the hash-based mapping) to the index values in the first index
structure (ECOC-based) and identifying the closest items. These items can then be re-ranked
using by comparing the hash code for the content items to the index value in the second index
(hash-code-based) and identifying the closes items.

More particularly, a data storage and retrieval system is disclosed that includes a
storage subsystem and a processing subsystem. The storage subsystem stores a dataset of
content items, at least some of the content items of the dataset being labelled content items
having respective labels describing respective aspects of the content items. The processing
subsystem is coupled to the storage subsystem and has a communications interface coupled to
receive additions to the dataset and queries of the dataset. The processing subsystem being
configured and operative to:

maintain an index of the content items using hash codes and predetermined
codewords as index values, the codewords representing respective labels of the labelled
content items of the dataset, the codewords being error-correcting codes promoting selectivity
of the hash codes produced by the hash-based mapping;

maintain a hash-based mapping and use the hash-based mapping to generate the hash
codes as content items of the dataset are indexed, the hash-based mapping preserving
semantic similarities of content items, the hash-based mapping being updated using an
objective function of distance between the hash codes produced by the hash-based mapping
and respective codewords for the labelled content items; and

search the index to retrieve stored content items in response to the queries received
via the communications interface, including (i) using the hash-based mapping to calculate a
query hash code from a content item of the query, and (ii) use the query hash code to retrieve
stored content items indexed by similar codewords or hash codes.

In some embodiments, to maintain the hash-based mapping the processing subsystem
performs a calculation minimizing an upper bound on a Hamming loss between the hash

codes and the codewords.
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In some embodiments, the processing subsystem (i) maintains a reservoir sampling set
of selected content items and associated labels added to the dataset during operation, (ii) uses
the reservoir sampling set to determine when to update the index, and (iii) updates the index
at determined times. To determine when to update the index, the processing subsystem may
perform a calculation comparing a measure of an amount of change of the hash codes of the
reservoir to a predetermined threshold value. The threshold may be a dynamic threshold
adapted based on the number of labels observed in preceding operation.

In some embodiments, to maintain the hash-based mapping the processing subsystem
evaluates a regularizer term in addition to the objective function of distance, the regularizer
term encoding a measure of divergence between a current hash-based mapping and a
candidate new hash-based mapping to promote selection of a new hash-based mapping
requiring less updating of the index than other candidate new hash-based mappings. The
processing subsystem may maintain a reservoir sampling set of selected content items and
associated labels added to the dataset during operation, and uses the reservoir sampling set to
evaluate the regularizer term. The processing subsystem may also use the reservoir sampling
set to determine when to update the index, and updates the index at determined times. To
determine when to update the index, the processing subsystem may perform a calculation
comparing a measure of an amount of change of the hash codes of the reservoir to a
predetermined threshold value. The threshold may be a dynamic threshold adapted based on
the number of labels observed in preceding operation.

In some embodiments, to maintain the index and maintain the hash-based mapping,
the processing subsystem performs ongoing processes divided into cycles during each of
which a number of new labels are learned and corresponding content items are stored, both
the hash-based mapping and the index being divided into sections corresponding to the cycles
during which respective hash functions and codewords of the sections were first created and
stored therein, the processes including, at a time of updating the hash-based mapping and the
index based on adding a new labelled content item to the dataset:

identifying respective sections of the hash-based mapping and index structure
corresponding to a codeword for a label of the labelled content item; and

updating the identified sections.

In such embodiments, the codewords may comprise ternary symbols including an
inactive value, and wherein, to update the identified sections, the processing subsystem also
updates other sections of the index structure by appending a series of symbols having the

inactive value to existing symbols of existing hash codes.

-4 -
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BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other objects, features and advantages will be apparent from the
following description of particular embodiments of the invention, as illustrated in the
accompanying drawings in which like reference characters refer to the same parts throughout
the different views.

Figure 1 is a high-level block diagram of a data storage and retrieval system;

Figure 2 is a more detailed functional block diagram of a data storage and retrieval
system;

Figure 3 is a high-level flow diagram of operation;

Figure 4 is a depiction of respective codes for a query and stored content items

according to a cycle-based scheme updating scheme.

DETAILED DESCRIPTION

A technique for organizing and searching datasets employs online supervised hashing,
where "supervised" refers to labelling of dataset contents, and "online" refers to continual
growth of the dataset and corresponding adaptation of the organization and searching.

The technique may be incorporated into a variety of different types of applications,
including for example image storage/retrieval using datasets with images labelled in some
manner, e.g., according to a classification scheme. Other possible applications include
document storage/retrieval; records storage/retrieval such as medical records, legal records,
etc.; media storage/retrieval (e.g., audio); and storage/retrieval of scientific data such as
genome libraries, etc.

Key aspects of the disclosed technique are the following:

1. Use of a hashing technique with codes corresponding to labels and drawn from a
non-fixed, growing set of codes

2. Use of optimization to provide bounded Hamming loss

3. Use of error correcting codes for improved error tolerance

4. An efficient update scheme that limits the number of whole-index updates based on
reservoir sampling and use of a threshold defined on the reservoir sampled set.

5. An alternative updating scheme that avoids whole-index updates by a sectioning

technique that limits the extent of entries needing updating.
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Figure 1 shows a data storage and retrieval system 10 including a processing
subsystem 12 and a storage subsystem 14. The storage subsystem 14 stores a collection,
referred to herein as a "dataset", of content items. These may be data objects such as
documents, images, media (audio, video) files/objects, etc. At least some of the content items
are "labelled", i.e., they carry one or more descriptive labels. Labels may be taken from one
or many domains, depending on the application. To illustrate, the system 10 may be used in a
fingerprint storage/retrieval system, in which case the labels may pertain to one or more
aspects of fingerprint images. In a more general-purpose application such as a store for
personal photographs, the labels might be drawn from several distinct domains such as given
names, place names, type of object(s) in an image, etc. The processing subsystem 12 handles
operations upon the dataset such as query and insert operations (shown as QUERY/INSERT)
from a separate application/system, where "query" refers to a request to retrieve one or more
stored items and "insert" refers to a request to add one or more items to the dataset.

It will be appreciated that both the processing subsystem 12 and storage subsystem 14
may be realized by respective physical computers having computer hardware including one
or more processors, memory, and interface circuitry interconnected by data interconnections
such as one or more high-speed data buses. The interface circuitry provides a hardware
connection to an external network_and perhaps other external devices/connections. There may
also be local storage such as a local-attached disk drive or Flash drive, in addition to a larger
physical data store provided by the storage subsystem 14 for the dataset. In operation, the
memory stores data and instructions of system software (e.g., operating system) and one or
more application programs which are executed by the processor(s) to cause the hardware to
function in a software-defined manner. Thus the computer hardware executing instructions of
a dataset search application, for example, can be referred to as a dataset search component,
and it will be understood that a collection of such components can all be realized and interact
with each other as one or more sets of computer processing hardware executing different
computer programs as generally known in the art. Further, the application software may be
stored on a non-transitory computer-readable medium such as an optical or magnetic disk,
Flash memory or other non-volatile semiconductor memory, etc., from which it is retrieved
for execution by the processing circuitry, as also generally known in the art.

Figure 2 shows the system 10 in greater detail as a collection of functional
components including an index component 20, a mapping component 22, a store/update
component 24, and a retrieve component 26. QUERY/INSERT (X, ¥) refers to a content item
being the subject of a search or being added (inserted) to the dataset, with X being the actual

-6-
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content (e.g., an image) and ¥ being a set of one or more labels for the content. As described
below, in different uses one of X or ¥ may not be provided for some operations. In the present
description, Y is assumed singular without loss of generality. Content items may carry
multiple distinct labels, and in such case the presence of multiple distinct labels is handled in
some appropriate manner. In one example, every distinct combination of such distinct labels
can be treated as a unitary super-label, which would be represented by Y in this description.
In another example, multiple codewords are used for all content items having multiple labels,
and the operations herein are performed with respect to each codeword.

The following are high-level descriptions of the components shown in Figure 2;
further details are provided in the description that follows:

INDEX 20: Index for stored content items of dataset stored in storage subsystem 14,
also referred to as "store". Stored content items are organized into bins with content and label
for all content items. The index 20 may be organized into two distinct sub-indexes, one using
the ECOC codewords (CW) as index values, the other using the hash codes (HC) generated
by the mapping 22.

MAPPING 22: Set of hash functions mapping a content item to a hash code. The
mapping is identified as @ in the description below, and is also referred to herein as a "hash
mapping" or "hash-based mapping".

STORE/UPDATE 24: Structure and functionality for adding content items to the
dataset and updating the mapping and index as necessary.

RETRIEVE 26: Structure and functionality for identifying stored content items based
on the Query. Retrieval can be accomplished by querying the index 20 with the query hash

code. The index 20 can contain both codeword-based and hash mapping based indexes.

Figure 3 shows operation of the system 10, and specifically the processing subsystem
12, at a high level. More detailed description follows.

At 30, the processing subsystem 12 maintains an index of the content items using
hash codes and predetermined codewords as index values. The codewords represent
respective labels of the labelled content items of the dataset, and the codewords are error-
correcting codes promoting selectivity of the hash codes produced by the hash-based
mapping.

At 32, the processing subsystem 12 maintains a hash-based mapping and uses it to
generate the hash codes as content items of the dataset are indexed. The hash-based mapping

preserves semantic similarities of content items, and is updated using an objective function of

-7-
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distance between the hash codes produced by the hash-based mapping and respective
codewords for the labelled content items.

At 34, the processing subsystem 12, searches the index to retrieve stored content
items in response to the queries received via the communications interface, including (i)
using the hash-based mapping to calculate a query hash code from a content item of the
query, and (i1) use the query hash code to retrieve stored content items indexed by similar

codewords or hash codes.

Detailed description of basic organization and operation

As mentioned, the present disclosure is directed to expediting search for datasets that
continue to grow and diversify. In particular, disclosed techniques are based on the approach
of hashing, in which data is mapped to binary vectors in Hamming space using binary
representations that permit fast search mechanisms with a very low memory footprint.
Example applications utilizing this approach include: image retrieval/annotation, audio
retrieval, document retrieval, visual tracking, 3D reconstruction, video segmentation, and
object detection. Dataset contents are referred to generally as "content items", as well as
"instances" and "points".

Of particular interest is the task of retrieving semantically similar neighbors for a
given query. This task has its use in many applications including label-based image retrieval
and annotation, semantic segmentation, image super resolution, etc. For this task, supervised
hashing methods tend to offer superior performance, mainly due to leveraging label
information in learning the hash functions.

Specifically, there is use of labels having distinct categorical identities. In operation,
the goal is to retrieve instances that share the same label(s) with the query. In the stochastic
environment the hash mappings are updated according to sequentially incoming data with the
use of ECOCs. No prior information on the label space is assumed. The arriving data can be
associated with possibly previously unseen labels and the hash functions are accommodated
to such variations. The supervised hashing method allows the label space to grow.

Data points are denoted {(x,,y,),...,(X,,¥y)} where x € X’ denotes an instance in the
feature space X and y — V is a subset of the label space ) . The goal of hashing is to learn
a mapping ®: X — H” such that similarities in the original space X are preserved in the

B — dimensional Hamming space 7" . The similarity can be induced from a particular metric

or it can be derived from label information. A set of hash functions is utilized for the

-8-
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mapping, i.e., ®(x)=[#(x),...,h,(x)]" where each hash function /(+0,): X —{-1,1} is
responsible for the generation of one bit and 0, 1s its associated parameter vector.

An ECOC matrix A ={c,,...,¢ }T is used, where each row or codeword ¢, € {-1, l}B

corresponds to a label. The binary code for a point x is the codeword ¢ corresponding to the
5 label for the point. If no label information is available, e.g. for a query point, it is taken to be

®(x). Two distinct binary codes can be used to index a point x ; the codeword ¢
corresponding to its label (if available) or the output ®(x). Given a query x,, D(x,) is

computed and the instances can be retrieved according to Hamming rankings between the
binary codes. Coupled with strong error-correcting properties of A, an indexing using

10 codewords can have superior performance due to greater robustness to hash function errors
during retrieval.

The disclosed technique employs ECOCs in an online setting, in which the hash
functions are updated sequentially with incoming data. Moreover, no prior information on the
label space ) is assumed, so the incoming instances may or may not be associated with

15 previously observed labels. The method has to accommodate newly arrived data with its
possibly never-seen labels. This is an essential feature given the ever-growing sizes of

datasets and the inclusions of initially unknown classes.

Given an instance (x,y’), it is necessary to update the mapping ® . For simplicity,

assume |y'| =1, i.e,, each data point is associated with a single label only. Let A, denote the

20 corresponding codeword for y'. A, € {~1,1} then denotes the binary label of y* in the i"

bipartitioning. Generally, any type of hash functions can be used. The present description

uses hyperplanes of the following form:
h(x;0) =sgn(w'x —w,), (D)
where 8 =[w’;w,]. The goal is to solve the following problem:

B
25 min@:[gl;.‘.;gg];[/\yi # hi(xt;ei)]o\l’ (2)
where © is the concatenation of parameter vectors &, . Replacing the 0\1 loss with a

convex function / such as the exponential loss and dropping the non-differentiable sgn in Eq.
1, the objective function becomes convex and a technique such as stochastic gradient descent

(SGD) can be used to minimize it. SGD has been successfully applied to large-scale learning
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problems as it provides huge memory savings and substantial computational time
improvements.

As described more below, it may be helpful to consider independently updating each
hash function 4 for minimizing Eq. 2. Specifically, hashing /4 1s updated according to the
following rule:

0" < 0 —1'V, I(h(x';8),A,,), 3)

where the learning rate 7' is a positive real number.

Although the choice of A is important, it is also important to address error-correlation
among individual hash codes for retrieval performance. Even if the ® that minimizes the
objective function is found, errors made by the hash functions will typically be correlated;
therefore, reducing this correlation is important for the success of an ECOC based algorithm.
This problem may be tackled so as to handle error-correlation and take into account previous
mappings when updating each hash function.

Formally, 4, is updated as follows:

0" 0= 'V [(H, , +h (x50 A,), v

i-1
where H, | = DA wh (x';0,) . With this approach, the error-correlation problem is handled in
k=1

a way that is not possible when applying SGD on ©® directly.

When a new label is observed, a new codeword is assigned to it and the system
proceeds with the update as usual. The codeword can be generated on-the-fly, but to further
reduce the computational overhead it is helpful to construct a sufficiently large set of
codewords or a codebook, beforehand. The performance of the method also depends on this
construction, e.g., the distance between the codewords must be large enough to ensure error-
correction. In practice, randomly constructing the binary codebook may perform better than
using construction heuristics. Therefore, in one embodiment, random construction is used for
codebook generation. This online method for learning the hash functions is summarized in

Algorithm 1 below:

-10 -
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Algorithm 1: Online learning for hashing

To populate the hash table after learning, a training point x may be indexed by using
either the codeword ¢ corresponding to its label (if available) or the output ®@(x). If the data

points to be indexed have label information it is more convenient to use the corresponding

codewords as the binary codes of the points, since it can compensate a number of hash

function errors during retrieval and thus provide improved performance. Given a query x_,

®(x,) is computed and the instances are retrieved via Hamming ranking between the binary

codes.

Alternative formulation, and cycle-based updating

The biggest advantage of ECOC:s is the error-correcting property, which enables
recovery from hash function errors in computing the binary encoding.

Let C = 'H” denote a codebook. Usually the elements of C, i.e., the codewords, ought
to satisfy good error-correcting properties such as having ample bit differences. Each
codeword ¢ € C will be assigned to a label in Y . One intuitive way to preserve the semantic

similarity is to minimize the Hamming distance between ®(x) and its corresponding

codeword ¢, . Formally, it is desired to find @ such that d,(®(x),c,) is minimized where

-11 -
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d,(a,b) is the Hamming loss/distance between a and b. Hence, the objective can be

formulated as:
J(®) 2B, [d,(®(x).c,) |2 d,(®(x).¢,)dP(2). 5)

It s desired to solve Eq. 5 in an online manner. This allows the computations to grow

linearly with data input size, which is crucial given large-scale datasets.

The Hamming distance is defined as d,(®(x),¢c,) = Z[ [[f,(x) # cy,]] where both d,

and the functions f, are non-differentiable. Fortunately, 7, can be relaxed by dropping the
sgn function in Eq. 1 and deriving an upper bound on the Hamming loss. Note that
d,(®(x),c,) = Z[" f(x) = cy[" < Ztl(—cy[wfx) with a suitably selected convex margin-based
function. Thus, by substituting this surrogate function into equation (5), J(®)(> J(®P))
becomes convex where © = [wlT,..., w;]. Therefore, this upper bound can be directly
minimized using stochastic gradient descent:

0"« 0 -1V,J(0), (6)

where 77, > 0. For SGD, requiring J(0®) to be a differentiable Lipschitz-function is

sufficient for obtaining a regret bound that diminishes as O(1/ JT ), where 7' is the iteration

number.

Expanding and diversifying datasets are common in many practical problems. Hence,
it is crucial that the mapping accommodates these variations. In the online setting, an
incoming point may be associated with a previously observed class label or may even be
associated with a new particular class label. The online framework allows the hash functions
to be adapted with streaming data. If a new label is observed, a unique codeword from c is
assigned to the label and proceed on with the minimization.

As discussed, the concept of adaptive hash functions is extremely appealing; though,
it could require that all previously computed hash codes must be updated with every change
of ®. Assume N b-length hash codes are already stored in an index. This requires updating
Nb bit entries in the indexing structure. After 7 iterations a total of O(Nb1) computations
must be carried out to keep the index up to date. Although hash function evaluation is usually
fast, if NV is large and the index is partially stored on a disk, these computations may require
disk access and become extremely inefficient. Hence, a solution that reduces hash bit entry

updates in indexing is needed.

-12-
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To address this issue ternary codewords ¢, € {~1,0, 1}’ may be used, where 0 denotes
an inactive bit. As used in classification problems, the inactive bit allows us to avoid any
changes to the corresponding (inactive) generator hash function. Formally, the Hamming

distance d, now becomesd, (D(x),¢,) = Zt"f[(x) # cy[|||cy[| < Z,l(_cthtTX)|cyt|~ Hence, as
the inactive bits do not contribute to the Hamming distance, their partial derivative V_ J in

Eq. 615 0.

The framework is online and the number of labels is not known a priori.
Consequently, rather than fixing the code length parameter 4, the binary codes may be
grown or increased systematically with incoming data.

Figure 4 shows an arrangement in which codewords ¢, corresponding to observed
labels are stored as rows in an ECOC matrix A . A cycle in this method consists of observing
o new labels; for example, the first set of p labels observed during learning constitute the
first cycle. At the end of each cycle, the matrix A is altered by appending & inactive

columns to the right. Let m denote the number of cycles so far. The next incoming newly

observed label is assigned the ternary code ¢, =[0-- -OEy] with (m—1)k inactive bits and a

k -length binary codeword Ey € C. Therefore, A grows in both directions with streaming

data. This is summarized in Algorithm 2 below.
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Algorithm 2

Algorithm 2 requires user-specified choices for C, o and k. The performance may
5 not critically depend on delicate parameter choices.
Central to the method is the codebook C, where its elements Ey e{-1,1}" are used to

construct target hash codes for the mappings. Though these binary codes can be computed on
the fly with demand, it is more appropriate to construct them offline to reduce online
computations. These codes ought to have good row and column separation properties. A

10 randomly generated codebook may be used, which is simple to construct and may perform

better compared to other heuristics.
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Though no prior information is assumed for the label space, let L denote the total
number of labels that are anticipated. During learning, the ternary codewords are constructed
from codes sampled from the binary codebook C . Since the inactive bits in the ternary
codewords do not contribute to the Hamming distance, the binary codes Ey € C instead must
have ample bit differences. To ensure this property, codebook C must have a sufficiently
large number of codes. Specifically, 2° > L must be satisfied where & is the length of .
This is a mild requirement given the common choices of & (k£ =32,64,...) which work well
in practice.

Another situation to avoid is p <logk , as this can lead to identical columns
(bipartitions) in a cycle. To examine why it is necessary that p >logk , consider the
codewords assigned to o labels in a particular cycle. Ignoring the inactive bits, notice that
the columns denote bipartitions of the data based on labels in which the hash functions can be

considered as dichotomizers. Eq. 5 can be reorganized by interchanging the integral and sum,

yielding J(®) = ZIZ / (—cthth)dP(z) . Hence, with the upper bound, minimizing the
t

Hamming loss between the target hash codes ¢, and the mapping ®(x) can be viewed as
minimizing the sum of expected losses or the binary classification errors. If identical
bipartitions exist then the learned dichotomizers will be highly correlated as the classification
error of each dichotomizer will independently be minimized based on these same bipartitions
(data splits).

In general, & must be selected so that the inequality 2" > L > p >logk holds. For
randomly generated o codes of & -length, the probability that all bipartitions are unique is

271 . . . S
W. Thus, a good choice for p might be 4logk where this probability is > 0.9 for
common choices of & .

As previously mentioned, a point x may be indexed by either using its corresponding
codeword ¢, (if label information exists) or by using the output of the mapping, i.e., @(x).
Figure 4 shows that, using ternary codewords, the inactive bits do not contribute to the
Hamming distance (only highlighted areas are compared).

After learning the mapping @, the hash table can be populated by either indexing a

point x using its corresponding codeword ¢, in A or by using the output of the mapping,
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e, @(x). Given a query x,, ®O(x,) is computed and instances are ranked based on the

Hamming distances between the binary codes. Note that ®(x) € {~1,1}" while the hash codes

of the points are ternary, as described above. Even with ternary codes, the Hamming distance
computation can be carried out with the same efficiency by masking out the inactive bit
positions.

If the point to be indexed has label information y, then using the corresponding
codeword as its binary code may perform better. Instances can be ranked by merely

computing the Hamming distance between the test query code @(x,) and the codewords.

Since the number of codewords is usually much smaller than the number of instances, this is
much more efficient and the ECOC error-correcting property also allows a number of hash
function errors to be compensated for during this retrieval. Moreover, since the hash table is
populated via codewords ¢, an update to previously stored entries is not required when the
mapping @ is changed. This is an important property for an adaptive hashing technique since
updating the index for each change in the hash mapping might be computationally infeasible
for large structures.

However, label information may not always be available. In such a case, ® can be
used to compute the binary code of an instance. However, such codes must be accommodated
to the changes to @ ; thus, reducing this need to update the hash table becomes essential. This
may be done by allocating sets of hash functions to sets of classes with the usage of ternary

codewords as explained above.

Efficient updating using recularization and reservoir set

This section presents alternative techniques for more efficiently updating the index
structure. This issue can be addressed using two techniques. First, the online updates are
regularized to reduce binary code re-computations. This is formulated by considering the
expected number of bit changes that might occur for a change in the mapping. This
expectation is approximated via a method known as reservoir sampling that maintains a
subset of data items (reservoir set) sampled from the streaming data. In this manner, it is
ensured that successive updates to the hash mapping are proximal in terms of their output.
Secondly, at each step the binary codes are re-computed only if the number of bit changes in
the reservoir set exceeds a threshold value, which may be set dynamically. Combined, these
two techniques may significantly reduce the need to re-hash data during the online learning

process.
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As noted above, a difficulty in optimizing Eq. 5 above is that the Hamming distance,

defined as d,(®(x),¢,) = [sgn(w, x) = (¢,;)], is not differentiable or continuous. Instead a

convex surrogate d , that avoids use of the sgn function can be optimized on the Hamming
loss: aA’L,(CD(x),cy) £y f(—c,wix)= Zi"sgn(wiTx) #c, ", where / is a suitably selected

margin-based loss. As an example, £ is chosen to be the hinge loss.

Finally, with an observed training set {(x,,y,)}, the empirical risk minimization

(ERM) problem then becomes:

@’ =argmin,, ZaA’[(CD(xt),cyl (7)
t

Thus, by substituting this surrogate function into Eq. 5, J(®) becomes a convex

where @ =[w] .. w.].

Reducing Re-Hashing Using Regularization

It is desired to solve Eq. 7 in an online manner, processing examples incrementally
over time. This allows the computational complexity to grow linearly with data size, which is
important in large-scale settings. As discussed above, the concept of adaptive hash functions
is very appealing, although applying online updates to the hash functions could require the
hash table to be updated with every change of @ .

As above, let us define a "hash table" or "index" for a set of examples {x,,...,x,} to
be the collection of their binary codes {®(x,),...,P(x,)} computed with respect to hash

functions @ . Assume a total of N b -bit hash codes already stored in an index. An update
requires updating Nb bit entries in the indexing structure. After 7' iterations, a total of
O(NbT) operations must be carried out to keep the binary representations up to date.
Although hash function evaluation is usually fast, if N is large and the index is partially
stored on a disk, these operations may become extremely inefficient.

For online optimization of Eq. 7, one solution may be to perform stochastic gradient
descent (SGD). However, a drawback of SGD is that it lacks the ability to properly regularize
successive updates, meaning that a large number of binary code changes could still occur
across update steps. Although enforcing a small step-size in SGD has the effect of keeping

the next solution ®,,, close to ®,, doing so may not correctly reflect the desired geometry,

and may artificially slow down the learning process.
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Instead, online updates of the following form may be used:

®,,, =argmin, d,(®(x),¢,) + AR(D,D,), ®)

where there is minimization of a surrogate loss with respect to a stochastic example
revealed at time 7 + 1, together with a regularization function R . A is a weighting
parameter.

The regularization function R needs to encode a certain measure of divergence

between the previous hash functions ®, and the new ones. R essentially should act as a

proxy for the differences in the resulting hash tables before and after online updates to the
hash functions.

Expanding and diversifying datasets are common in many practical problems. Hence,
it is important that the mapping accommodates these variations. In the online setting, an
incoming point may be associated with a previously observed class label or may even be
associated with a new particular class label. The online framework allows the hash functions
to be adapted with streaming data. If a new label is observed, unique codeword from C is
assigned to the label and the minimization proceeds.

The regularizer R penalizes a new solution that requires a large number of binary
code re-computations. A useful indicator is that one can conveniently measure the difference
between two hash tables (corresponding to two different sets of hash functions) by the
expected number of bit differences between two hash tables computed on the same set of
data.

Assume the Hamming space H is populated with an infinite amount of data items
sampled from Z . A re-computation of a hash code is required when bit flips occur in the

code due to changes in the hash mapping. Formally, the expected number of bit flips
occurring between mappings @ and ©, is E, [dh(cb(x), CD’(x)] .

Using the expected number of bit flips as the regularizer R , the single-step objective

Eq. 8 now becomes:

®,,, =argmin, d,(®(x),¢, ) + A, [ d,(P(x). D' (x)) ] 9)

During online learning, the goal is to minimize or control the number of bit flips to

the hash table across iterations, while minimizing the target loss.
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Dynamic Regularizer Based on Reservoir Sampling

This subsection empirically approximates the expectation term in Eq. 9. In the batch
setting, this can be achieved as long there is a set of 1.1.d. samples from Z . However, during
online learning the challenge is how to obtain uniformly random samples from an incoming
stream of data.

A solution known as reservoir sampling is used. It is a family of randomized
algorithms to sample from a set of items in which the cardinality of the set is too large or
unknown. It can be used to provide a Monte-Carlo approximation of the expectation in Eq. 9
in terms of the average number of bit flips incurred in the reservoir. This reservoir set of
examples is maintained and updated in each iteration. Thus reservoir sampling is relied upon
to maintain a representative subset of the data observed thus far, thereby approximating the

expectation without any need to access the potentially large index structure.
Formally, let S, = {;i;;} denote the reservoir at time 7. After applying the convex

surrogate d , on the Hamming distance d, (recall that d, is non-differentiable and non-

continuous), a tractable version of Eq. 9 is obtained:

A SN —t —
®,, =argming d,(®(x,).¢,)+ 4> d, (CD(X,-),CD[(X,-)). (10)
i=1

Eq. 10 is what will actually be solved in practice. The first term emphasizes a correct

mapping of x to its target code ¢, while the second term puts a penalty on the amount

deviation to the previous hash mapping based on the reservoir S,. Thus the regularizer is a

dynamic regularizer that changes along with the updates to the reservoir set. A surrogate
convex function is used to upper-bound the non-differentiable regularizer.

Although Eq. 10 already ensures that successive update steps for @ are proximal in
terms of their output, ensuring an overall reduction in the expected number of bit flips, the
question of when to actually perform hash table updates is still open. This can also be
addressed using the reservoir. Due to the reservoir sampling, the hash codes or hash table of
S is a noisy but unbiased estimate for the hash table of the entire data stream. Assuming that
the reservoir set is small and can fully reside in memory, after each update to the hash
functions, the reservoir hash table can be updated efficiently. Changes in this table can serve
as indicators of whether the binary codes in the actual hash table are outdated and require re-

computing.
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For this purpose a predetermined threshold value may be used, which may be static or
dynamic. If the number of bit changes in the reservoir set exceeds the threshold, the hash
table is updated. There can be numerous ways to establish a threshold, which may be
application-specific. A particular dynamic threshold is described below that is used with the
ECOC based hashing formulation. Other types of thresholds may be used, independent of
whether the ECOC based hashing formulation is used. As an example, a static threshold is
generally independent of the hashing formulation.

A dynamic threshold value may be used that is based on the number of class labels
seen thus far. After an update occurs in both the hash mapping and the reservoir hash table, it
is determined whether the average number of bit changes in reservoir hash table exceeds this
threshold. The hash codes are only re-computed in the actual index if the dynamic threshold
is exceeded, thereby further reducing the amount of binary re-computations.

Regarding the dynamic threshold value, the following proposition can be provided:

Proposition 1: [ d,(®,(x),c,) =0 for V(x,y) € Z, the expected minimum Hamming
distance p is independent from the number of items in an index and is given as
b I-1 _ I-1
bt Zr[H[l M,}H@M,D
r=1 /=1 2 =1 2
where L and B(b,r) are the number of labels observed thus far and the amount b -

length binary codes in hamming ball with radius r, respectively.

The above proposition states that, if the hash mapping ideally outputs the target code
of the underlying (possibly hidden) label, then the expected minimum Hamming distance of
the hashed codes in a hash table, p, is only a function of the number of observed labels.

This value can be used as a threshold to determine whether to update the hash table.

In each iteration, an update to the actual hash table is done only if the following is

satisfied:

1 |Sr|

- -t
EZdh(d)M(xs),d)t(xs)) >p/2.
1 s=1

Practically, the hash functions will not be perfect, i.e., d,(®(x),¢,) will be non-zero,

hence this value is an optimistic upper-bound.
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Algorithmic Details
ECOC Codes

The online algorithm is able to adapt to variations in streaming data. An important
aspect of that is, no prior information on the label space ) is assumed, but instead a record
is kept of the observed labels as the algorithm progresses. This can deal with ever-growing
datasets where new labels may become available later on.

A set L is kept of observed labels at any point during online learning.

To assign binary target codes to observed labels, the availability of a codebook C is
assumed, which contains ECOCs that are pre-computed or computed on-the-fly. Each time a

new label y is observed, a new codeword from C is assigned to y. A codeword matrix M

is also maintained that contains target codes for all seen labels in £ .

Approximate Online Updates

To further improve the efficiency of the algorithm, instead of solving the update
equation Eq. 10 exactly, one may resort to approximate solutions in practice. It has been
found that just taking a single gradient descent step on Eq. 10 retains good results, but with
significant speedups. Because the loss term in Eq. 10 is defined with respect to a single
stochastic sample, this approximate strategy can also be regarded as a modified SGD step,

reweighted by the contribution from the reservoir.
Algorithm Pseudocode

Pseudo-code for the overall algorithm in Algorithm 3, and the reservoir sampling

algorithm in Algorithm 4.

-21-



PCT/US2016/053414

WO 2017/053779

‘
%
%
“
o)
&

wr
-
o

Dynamic Online Supervised Hashing

Algorithm 3

AL A W W % B W s X% WM W W W 3
pn wAL ph owA h LR B B L

which allows

(x, y) may be
such items are indexed according to the
and/or a combination of x and y. The result of

2

Update Reservoir Set
_02-

, y alone

Algorithm 4
As noted, in some embodiments either x or y may be omitted from some operations.

inserted especially for training hash mappings, while unlabeled items of the form x may also
mapping @(x) only, as the lack of a label y prevents use of label-associated codewords. As
explained above, it may be preferable to index items according to labels when available.

The basic formulation assumes that the dataset is at least partially supervised
for the possibility that not all stored items are labelled. In particular, pairs

be inserted using the learned hash mappings. That is,

Queries may be done based on x alone

10
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a query may inform a subsequent insertion. For example, if a query for an item x; returns one
or more items bearing a label y1, then the item x; might inherit that label if/when x; is
subsequently inserted into the dataset. A query based on y alone will typically return all items
bearing the corresponding label. A query based on both x and y may be implemented by some
manner of sorting/merging two sets of results, one based on x and the other based on y.

The technique may alternatively operate without supervision over a label space ¥
(unlabeled data); in such a case, the hash functions may instead be trained using partitions
over the input space X.

While various embodiments of the invention have been particularly shown and
described, it will be understood by those skilled in the art that various changes in form and
details may be made therein without departing from the spirit and scope of the invention as

defined by the appended claims.
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CLAIMS

What is claimed is:

1. A data storage and retrieval system, comprising:

a storage subsystem for storing a dataset of content items, at least some of the content
items of the dataset being labelled content items having respective labels describing
respective aspects of the content items; and

a processing subsystem coupled to the storage subsystem and having a
communications interface coupled to receive additions to the dataset and queries of the
dataset, the processing subsystem being configured and operative to:

maintain an index of the content items using hash codes and predetermined
codewords as index values, the codewords representing respective labels of the
labelled content items of the dataset, the codewords being error-correcting codes
promoting selectivity of the hash codes produced by the hash-based mapping;

maintain a hash-based mapping and use the hash-based mapping to generate
the hash codes as content items of the dataset are indexed, the hash-based mapping
preserving semantic similarities of content items, the hash-based mapping being
updated using an objective function of distance between the hash codes produced by
the hash-based mapping and respective codewords for the labelled content items; and

search the index to retrieve stored content items in response to the queries
received via the communications interface, including (i) using the hash-based
mapping to calculate a query hash code from a content item of the query, and (i1)
using the query hash code to retrieve stored content items indexed by similar

codewords or hash codes.

2. The data storage and retrieval system of claim 1, wherein to maintain the hash-based
mapping the processing subsystem performs a calculation minimizing an upper bound on a

Hamming loss between the hash codes and the codewords.

3. The data storage and retrieval system of claim 1, wherein the processing subsystem
(1) maintains a reservoir sampling set of selected content items and associated labels added to
the dataset during operation, (i1) uses the reservoir sampling set to determine when to update

the index, and (ii1) updates the index at determined times.
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4. The data storage and retrieval system of claim 3, wherein to determine when to update the
index, the processing subsystem performs a calculation comparing a measure of an amount of

change of the hash codes of the reservoir to a predetermined threshold value.

5. The data storage and retrieval system of claim 4, wherein the threshold is a dynamic

threshold adapted based on the number of labels observed in preceding operation.

6. The data storage and retrieval system of claim 1, wherein to maintain the hash-based
mapping the processing subsystem evaluates a regularizer term in addition to the objective
function of distance, the regularizer term encoding a measure of divergence between a current
hash-based mapping and a candidate new hash-based mapping, to promote selection of a new
hash-based mapping requiring less updating of the index than other candidate new hash-based

mappings.

7. The data storage and retrieval system of claim 6, wherein the processing subsystem
maintains a reservoir sampling set of selected content items and associated labels added to the

dataset during operation, and uses the reservoir sampling set to evaluate the regularizer term.

8. The data storage and retrieval system of claim 7, wherein the processing subsystem also
uses the reservoir sampling set to determine when to update the index, and updates the index

at determined times.

9. The data storage and retrieval system of claim 8, wherein to determine when to update the
index, the processing subsystem performs a calculation comparing a measure of an amount of

change of the hash codes of the reservoir to a predetermined threshold value.

10. The data storage and retrieval system of claim 9, wherein the threshold is a dynamic

threshold adapted based on the number of labels observed in preceding operation.

11. The data storage and retrieval system of claim 1, wherein to maintain the index and
maintain the hash-based mapping, the processing subsystem performs ongoing processes
divided into cycles during each of which a number of new labels are learned and
corresponding content items are stored, both the hash-based mapping and the index being

divided into sections corresponding to the cycles during which respective hash functions and
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codewords of the sections were first created and stored therein, the processes including, at a
time of updating the hash-based mapping and the index based on adding a new labelled
content item to the dataset:

identifying respective sections of the hash-based mapping and index structure
corresponding to a codeword for a label of the labelled content item; and

updating the identified sections.

12. The data storage and retrieval system of claim 11, wherein the codewords comprise
ternary symbols including an inactive value, and wherein, to update the identified sections,
the processing subsystem also updates other sections of the index structure by appending a

series of symbols having the inactive value to existing symbols of existing hash codes.

13. A method of operating a data storage and retrieval system storing a dataset of content
items, at least some of the content items of the dataset being labelled content items having
respective labels describing respective aspects of the content items, the data storage and
retrieval system having a communications interface for receiving additions to the dataset and
queries of the dataset, comprising:

maintaining an index of the content items using hash codes and predetermined
codewords as index values, the codewords representing respective labels of the labelled
content items of the dataset, the codewords being error-correcting codes promoting selectivity
of the hash codes produced by the hash-based mapping;

maintaining a hash-based mapping and use the hash-based mapping to generate the
hash codes as content items of the dataset are indexed, the hash-based mapping preserving
semantic similarities of content items, the hash-based mapping being updated using an
objective function of distance between the hash codes produced by the hash-based mapping
and respective codewords for the labelled content items; and

searching the index to retrieve stored content items in response to the queries received
via the communications interface, including (i) using the hash-based mapping to calculate a
query hash code from a content item of the query, and (ii) using the query hash code to

retrieve stored content items indexed by similar codewords or hash codes.

14. The method of claim 13, wherein maintaining the hash-based mapping includes

minimizing an upper bound on a Hamming loss between the hash codes and the codewords.
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15. The method of claim 13, further including (i) maintaining a reservoir sampling set of
selected content items and associated labels added to the dataset during operation, (ii) using
the reservoir sampling set to determine when to update the index, and (iii) updating the index

at determined times.

16. The method of claim 15, further including, to determine when to update the index,
performing a calculation comparing a measure of an amount of change of the hash codes of

the reservoir to a predetermined threshold value.

17. The method of claim 16, wherein the threshold is a dynamic threshold adapted based on

the number of labels observed in preceding operation.

18. The method of claim 13, wherein maintaining the hash-based mapping includes
evaluating a regularizer term in addition to the objective function of distance, the regularizer
term encoding a measure of divergence between a current hash-based mapping and a
candidate new hash-based mapping, to promote selection of a new hash-based mapping

requiring less updating of the index than other candidate new hash-based mappings.

19. The method of claim 18, further including maintaining a reservoir sampling set of
selected content items and associated labels added to the dataset during operation, and using

the reservoir sampling set to evaluate the regularizer term.

20. The method of claim 19, further including using the reservoir sampling set to determine

when to update the index, and updates the index at determined times.

21. The method of claim 20, wherein to determine when to update the index includes
performing a calculation comparing a measure of an amount of change of the hash codes of

the reservoir to a predetermined threshold value.

22. The method of claim 21, wherein the threshold is a dynamic threshold adapted based on

the number of labels observed in preceding operation.

23. The method of claim 13, wherein maintaining the index and maintaining the hash-based

mapping are ongoing processes divided into cycles during each of which a number of new
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labels are learned and corresponding content items are stored, both the hash-based mapping
and the index being divided into sections corresponding to the cycles during which respective
hash functions and codewords of the sections were first created and stored therein, and
further including, at a time of updating the hash-based mapping and the index based on
adding a new labelled content item to the dataset:

identifying respective sections of the hash-based mapping and index structure
corresponding to a codeword for a label of the new labelled content item; and

updating the identified sections.

24. The method of claim 23, wherein the codewords comprise ternary symbols including an
inactive value, and further including, upon updating the identified sections, also updating
other sections of the index structure by appending a series of symbols having the inactive

value to existing symbols of existing hash codes.

25. A data storage and retrieval system, comprising:

a storage subsystem for storing a dataset of content items, at least some of the content
items of the dataset being labelled content items having respective labels describing
respective aspects of the content items; and

a processing subsystem coupled to the storage subsystem and having a
communications interface coupled to receive additions to the dataset and queries of the
dataset, the processing subsystem being configured and operative to:

maintain an index of the content items using hash codes and predetermined
codewords as index values, the codewords representing respective labels of the
labelled content items of the dataset;

maintain a hash-based mapping and use the hash-based mapping to generate
the hash codes as content items of the dataset are indexed, the hash-based mapping
preserving semantic similarities of content items, the hash-based mapping being
updated using an objective function of distance between the hash codes produced by
the hash-based mapping and respective codewords for the labelled content items;

search the index to retrieve stored content items in response to the queries
received via the communications interface, including (i) using the hash-based
mapping to calculate a query hash code from a content item of the query, and (i1)
using the query hash code to retrieve stored content items indexed by similar

codewords or hash codes,
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wherein maintaining the index includes (i) maintaining a reservoir sampling set of selected
content items and associated labels added to the dataset during operation, (ii) using the
reservoir sampling set to determine when to update the index, and (ii1) updating the index at

determined times.

26. A data storage and retrieval system, comprising:

a storage subsystem for storing a dataset of content items, at least some of the content
items of the dataset being labelled content items having respective labels describing
respective aspects of the content items; and

a processing subsystem coupled to the storage subsystem and having a
communications interface coupled to receive additions to the dataset and queries of the
dataset, the processing subsystem being configured and operative to:

maintain an index of the content items using hash codes and predetermined
codewords as index values, the codewords representing respective labels of the
labelled content items of the dataset;
maintain a hash-based mapping and use the hash-based mapping to generate
the hash codes as content items of the dataset are indexed, the hash-based mapping
preserving semantic similarities of content items, the hash-based mapping being
updated using an objective function of distance between the hash codes produced by
the hash-based mapping and respective codewords for the labelled content items; and
search the index to retrieve stored content items in response to the queries
received via the communications interface, including (i) using the hash-based
mapping to calculate a query hash code from a content item of the query, and (i1)
using the query hash code to retrieve stored content items indexed by similar
codewords or hash codes,
wherein maintaining the index and the hash-based mapping includes performing ongoing
processes divided into cycles during each of which a number of new labels are learned and
corresponding content items are stored, both the hash-based mapping and the index being
divided into sections corresponding to the cycles during which respective hash functions and
codewords of the sections were first created and stored therein, the processes including, at a
time of updating the hash-based mapping and the index based on adding a new labelled
content item to the dataset:
identifying respective sections of the hash-based mapping and index structure

corresponding to a codeword for a label of the labelled content item; and
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updating the identified sections.
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MAINTAIN INDEX OF THE CONTENT ITEMS USING
HASH CODES AND PREDETERMINED CODEWORDS
30 ) AS INDEX VALUES, THE CODEWORDS

REPRESENTING RESPECTIVE LABELS OF
LABELLED CONTENT ITEMS OF DATASET, THE
CODEWORDS BEING ERROR-CORRECTING CODES
PROMOTING SELECTIVITY OF HASH CODES
PRODUCED BY HASH-BASED MAPPING

MAINTAIN HASH-BASED MAPPING AND USE IT TO
GENERATE THE HASH CODES AS CONTENT ITEMS
OF THE DATASET ARE INDEXED, THE HASH-BASED
32 MAPPING PRESERVING SEMANTIC SIMILARITIES OF

) CONTENT ITEMS, THE HASH-BASED MAPPING
BEING UPDATED USING AN OBJECTIVE FUNCTION
OF DISTANCE BETWEEN THE HASH CODES
PRODUCED BY HASH-BASED MAPPING AND
RESPECTIVE CODEWORDS FOR LABELLED
CONTENT ITEMS

SEARCH INDEX TO RETRIEVE STORED CONTENT
ITEMS IN RESPONSE TO QUERIES RECEIVED VIA
34 | COMMUNICATIONS INTERFACE, INCLUDING (1)
USING HASH-BASED MAPPING TO CALCULATE
QUERY HASH CODE FROM CONTENT ITEM OF THE
QUERY, AND (Il) USE THE QUERY HASH CODE TO
RETRIEVE STORED CONTENT ITEMS INDEXED BY
SIMILAR CODEWORDS OR HASH CODES

Fig. 3
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(x,y,) —>¢, =[-1...,+],—0—,—0—]

—

K

(X27YZ) - cy2 = [_O_7+17"'7+17 _O_]

x, > ®(x,)=[+1,...,-1,-1,-1,-1,+1,... +1]
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