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(57) ABSTRACT 

An apparatus, System, method and program providing a 
multi-tenant software as a service (SaaS) application or cloud 
computing service that manages and monitors the use of other 
SaaS applications or cloud computing services via a common 
connection and database framework. An Internet-based inter 
face is provided as a single portal for monitoring and manag 
ing the use of SaaS applications or cloud computing services. 
Objects and the State of these objects including all associated 
attributes related to the SaaS applications or cloud computing 
services are stored in databases associated with the Internet 
based interface. The Internet-based interface also provides a 
Social networking infrastructure and an application exchange 
infrastructure that allows sharing of information related to the 
SaaS applications or cloud computing services. 
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CENTRALLY MANAGING AND 
MONITORING OF CLOUD COMPUTING 

SERVICES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application claims the benefit of U.S. provi 
sional patent application No. 61/202.738 entitled “Internet 
Based Portal System, Method And Program For Supporting 
Operations Of Multiple Non-Integrated Internet-Hosted Ser 
vices And Internal Services' filed on Mar. 31, 2009, the 
contents of which are fully incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

0002 1. Field of the Invention 
0003. The present invention generally relates to a multi 
tenant software as a service (SaaS) application or cloud com 
puting service that manages and monitors the use of other 
SaaS applications or cloud computing services via a central 
ized common connection and database framework. 
0004 2. Description of the Related Art 
0005 SaaS refers to a software application delivery model 
where a software vendor develops a web-native software 
application and hosts and operates the application for use by 
its customers over the Internet. SaaS applications are an 
increasingly popular model for providing Software function 
ality as it is economical in terms of both cost and customer 
hardware resources. AS SaaS applications and services 
become more readily available, it is evident that more corpo 
rate entities, in particular, will adopt these services as a 
replacement for on-premise solutions. 
0006. These SaaS services are also referred to as cloud 
computing services. These cloud computing services may 
relate to applications such as email, financial systems, 
accounting, bookkeeping and others. The challenge related to 
Such cloud computing services is that they are offered by 
differententities spread across the Internet. Thus, as the avail 
ability of cloud computing services multiply, the administra 
tive overhead needed to monitor and manage these services 
will also multiply. Thus, it is desirable to reduce the time and 
effort required for the administrative overhead needed to 
monitor and manage these SaaS applications or cloud com 
puting services. 

SUMMARY OF THE INVENTION 

0007. An embodiment of the invention is directed to a 
method for monitoring and managing the use of a plurality of 
SaaS applications or cloud computing services within a com 
mon connection and database framework. 
0008. The method includes receiving a request for moni 
toring and managing information and attributes related to the 
SaaS applications or cloud computing services, wherein the 
request is received via a single portal within the common 
connection and database framework. An Internet-based inter 
face is then displayed, which is configured to display, select 
and access information and attributes related to the SaaS 
applications or cloud computing services. 
0009. Using the Internet-based interface, a selection of an 
object related to the SaaS applications or cloud computing 
services to be monitored and managed is received. When 
monitoring is performed on the selected object, the monitor 
ing includes: selecting at least one item from a list of available 
items on which to perform a monitoring operation based on 
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the object selected; selecting at least one SaaS application or 
cloud computing service from a list of available SaaS appli 
cations related to the object selected; selecting a type of report 
for reporting monitoring results; selecting a time period for 
performing monitoring, if the time period is necessary; and 
providing a monitoring result report. 
0010. On the other hand, when management is performed 
on the selected object, the management includes: selecting a 
management operation for the object selected; selecting at 
least one SaaS application or cloud computing service and at 
least one item from a list of available SaaS applications or 
cloud computing services and a list of available items related 
to the object selected; performing the management operation 
on the at least one item selected and for at least one SaaS 
application or cloud computing service selected; and storing 
a result of the management operation performed. 
0011. The monitoring and managing of the information 
and attributes can be performed for selected categories, 
objects, items and SaaS applications or cloud computing 
services displayed in the Internet-based interface via the 
single portal within the common connection and database 
framework. 

0012. The method also includes partitioning of the infor 
mation and attributes available for display, selection and 
access via the Internet-based interface, wherein the partition 
ing is based on SaaS applications or cloud computing services 
registered to a user or corporate entity. For example, each user 
or corporate entity may have associated objects and object 
attributes related to SaaS applications or cloud computing 
services that can be accessed using a unique but common 
identification key. Such a key can be used to create logical 
partitions for each of the users or corporate entities. 
0013 An example of the monitoring operation includes 
reading, extracting, analyzing, correlating and reporting 
information, wherein the management operation includes, 
but is not limited to, reading, writing, modifying, deleting and 
copying. Additionally, the monitoring result may be provided 
via a textual or graphical representation. The objects include, 
but are not limited to, users, groups, policies, mailboxes and 
phones; and the items include Subsets of the users, the groups, 
the policies, the mailboxes and the phones related the use of 
the SaaS applications or cloud computing services. 
0014. In an embodiment of the invention, a method for 
monitoring and managing SaaS applications or cloud com 
puting services within a common connection and database 
framework provides a social networking infrastructure that 
allows sharing of information related to the plurality of SaaS 
applications or cloud computing services by connecting to the 
common connection and database framework. The informa 
tion may include existing experiences with the use of an SaaS 
application or cloud computing service, or a rating of an SaaS 
application or cloud computing service. The information can 
be presented in a graphical format along with text comments 
related to the rating of the SaaS application or cloud comput 
ing service. Additionally, an embodiment of the invention 
includes providing an application exchange infrastructure 
that allows for the exchange of information related to the 
user-defined code Submission interface with this application 
and SaaS applications or cloud computing services. 
0015. Another embodiment of the invention is directed to 
a program stored on a non-transitory computer-readable stor 
age medium for monitoring and managing the use of the SaaS 
applications or cloud computing services within a common 
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connection and database framework, the program causes a 
computer to perform the methods of the embodiments of the 
invention noted above. 

0016. An embodiment of the invention is directed a system 
for monitoring and managing the use SaaS applications or 
cloud computing services within a common connection and 
database framework. The system includes databases config 
ured to store information and attributes related to the SaaS 
applications or cloud computing services, wherein the data 
bases include an objects database, a methods database and a 
logs database. 
0017 Additionally, the system includes an Internet-based 
interface configured to display, select and access the informa 
tion and attributes related to the SaaS applications or cloud 
computing services; and a first data access layer configured to 
establish data communications between the Internet-based 
interface and the databases based on a command received 
from the Internet-based interface, wherein the data commu 
nications includes, but is not limited to, retrieving and storing 
the information and attributes related to the SaaS applications 
or cloud computing services 
0018. A push-pull data layer is configured to push data to 
and pull data from the SaaS applications or cloud computing 
services based on a command received via the Internet-based 
interface; and a second data access layer configured to estab 
lished data communications between the push-pull data layer 
and the SaaS applications or cloud computing services based 
on a command received from the Internet-based interface. 

0019. The system also includes a first network interface 
configured to establish a connection to the Internet-based 
interface from a third-party apparatus via a public network; 
and a second network interface configured to establish a 
connection between the push-pull data layer and the SaaS 
applications or cloud computing services via the public net 
work. 

0020. If desired, the system is configured to monitor and 
manage selected information and attributes of the SaaS appli 
cations or cloud computing services available within the 
Internet-based interface via a single portal to the system via 
the first network interface and the public network. 
0021. An embodiment of the invention is directed to an 
apparatus for monitoring and managing the use of SaaS appli 
cations or cloud computing services within a common con 
nection and database framework. The apparatus includes: an 
Internet-based interface configured to display, select and 
access information and attributes related to the SaaS applica 
tions or cloud computing services; and a first data access layer 
configured to establish data communications between the 
apparatus and a plurality of databases based on a command 
received via the Internet-based interface, wherein the data 
communications including storing and retrieving the infor 
mation and attributes stored in the plurality of databases. 
0022. The apparatus includes a push-pull data layer con 
figured to push data to and pull data from the SaaS applica 
tions or cloud computing services based on a command 
received via the Internet-based interface; and a second data 
access layer configured to establish data communications 
between the apparatus and the SaaS applications or cloud 
computing services based on a command received from said 
push-pull data layer. 
0023. If desired, the apparatus is configured to monitor 
and manage selected information and attributes of the SaaS 
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applications or cloud computing services available within the 
Internet-based interface via a single portal to the apparatus via 
the public network. 
0024. Additionally, in other embodiments of the inven 
tion, both the system and apparatus include a social network 
ing infrastructure and an application exchange infrastructure 
that allows sharing of information related to the plurality of 
SaaS applications or cloud computing services by connecting 
to the common connection and database framework. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0025. In the drawings, like reference numbers generally 
indicate identical, functionally similar and/or structurally 
similar elements. Embodiments of the invention will be 
described with reference to the accompanying drawings, 
wherein: 
0026 FIG. 1 illustrates a system for monitoring and man 
aging the use of SaaS applications or cloud computing Ser 
vices in accordance with an embodiment of the invention; 
0027 FIG. 2 illustrates an Internet-based interface for 
monitoring and managing the use of SaaS applications or 
cloud computing services in accordance with an embodiment 
of the invention; 
0028 FIG. 3 illustrates a flowchart for performing a 
method of monitoring the use of SaaS applications or cloud 
computing services in accordance with an embodiment of the 
invention; 
0029 FIG. 4 illustrates a flowchart for performing a 
method of managing the use of a plurality of SaaS applica 
tions or cloud computing services in accordance with an 
embodiment of the invention; 
0030 FIG. 5 illustrates a flowchart for performing the 
social network function related to the use of SaaS applications 
or cloud computing services in accordance with an embodi 
ment of the invention; 
0031 FIG. 6 illustrates a flowchart for performing the 
application exchange function related to the use of SaaS 
application or cloud computing service inaccordance with an 
embodiment of the invention; 
0032 FIG. 7 and FIG. 8 illustrate examples of the textual 
and graphical representations of the information available via 
the Social networking function; 
0033 FIG. 9 illustrates a flowchart for performing a 
method of searching information related to the SaaS applica 
tions or cloud computing services in accordance with an 
embodiment of the invention; and 
0034 FIG. 10 illustrates a monitoring and managing appa 
ratus inaccordance with an embodiment of the present inven 
tion. 
0035. Additional features are described herein, and will be 
apparent from the following description of the figures. 

DETAILED DESCRIPTION OF THE INVENTION 

0036. In the description that follows, numerous details are 
set forth in order to provide a thorough understanding of the 
invention. It will be appreciated by those skilled in the art that 
variations of these specific details are possible while still 
achieving the results of the invention. Well-known elements 
and processing steps are generally not described in detail in 
order to avoid unnecessarily obscuring the description of the 
invention. 
0037. In the drawings accompanying the description that 
follows, often both reference numerals and legends (labels, 
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text descriptions) may be used to identify elements. If legends 
are provided, they are intended merely as an aid to the reader, 
and should not in any way be interpreted as limiting. 
0038 FIG. 1 illustrates a system for monitoring and man 
aging the use of SaaS applications or cloud computing Ser 
vices inaccordance with an embodiment of the invention. The 
system is an Internet connected portal system that includes a 
security framework for connection to an Internet-based inter 
face for providing, for example, access to databases for data 
storage and aggregation, object and object attribute manage 
ment and monitoring capabilities, report and event correla 
tion, and plug-in frameworkfor controlling the administrative 
operations for multiple non-integrated Internet hosted SaaS 
services. A user will utilize this system by accessing the 
Internet-based interface as a single sign-in portal via a public 
network such as the Internet. 
0039 Starting from the top of FIG. 1, all external connec 
tions to and from the system 100 are performed over the 
public Internet 101. A firewall 102 provides standard encryp 
tion protocols used to secure communications to and from the 
system 100, and to and from the SaaS applications or cloud 
computing services 120-123 via the Internet 101. The firewall 
102 may be a part of the system 100, but is preferably pro 
vided as part of a Supporting infrastructure that provides 
protection the system 100 as a whole. 
0040. A user interface to the system 100 is provided as an 
Internet-based (e.g., front end) portal 103. The primary com 
ponent of the portal 103 includes a dashboard that acts as a 
container for all other user interface elements or widgets 105 
for initiated functions of the system 100. The widgets 105 are 
graphical elements that are linked and dependant on a push 
pull data layer or user-defined code submissions 112-115 
(hereafter referred to as “user-defined code submissions 112 
115). The user-defined code submissions 112-115 can be, 
for example, a PHP computer language that allows data com 
munications within the framework of the system 100 via the 
dashboard of portal 103 and to the SaaS applications or cloud 
computing services 120-123 via the Internet 101. For 
example, the user-defined code submissions 112-115 allows 
the system 100 to push data to and pull data from the SaaS 
applications or cloud computing services 120-123 based on 
an activity initialed from the dashboard of the portal 103 or at 
periodic intervals. Additionally, the widgets 105 also contain 
links or shortcuts to other functions of the system 100 avail 
able through the portable 103. 
0041. The graphic elements or widgets 105 are not con 
fined to a stationary location, but can be moved, docked, and 
undocked from the dashboard of the portal 103 by the user of 
the system 100. To this end, the dashboard of the portal 103 is 
dynamic in nature and can be customized. 
0042. A data access layer 106, 110 provides access to and 
from the databases 107, 108,109. The databases include, but 
are not limited to, an objects database 107, a methods data 
base 108 and a logs database 109. The object database 107 
contains all tables, queries, stored procedures, and applica 
tion code required to store, add, append, delete, modify, and 
execute all methods to objects and object attributes defined 
therein. All write and query operations against the object 
database are controlled and brokered via the data access layer 
106. The data access layer 106 validates and secures all con 
nections to and from the object database 107. The object and 
object attribute are configured and defined by the users of the 
system 100 so as to manipulate the corresponding SaaS and 
cloud computing objects and object attributes as defined and 
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provided in the user-defined code submissions 112-115 
related to the SaaS applications or cloud computing services 
120-123. The user of the system 100 may be an individual 
user of the system 100 or preferably a corporate entity. 
0043. The objects and object attributes are stored in the 
object database 107 in a cross-tabular format to allow the 
system 100 to index and quickly query across all object and 
object attributes stored in the system 100. The system 100 can 
synchronize specific objects and object attributes and Subsets 
of object attributes with external sources such as, but not 
limited to, LDAP, XML, CVS, TSV, and XLS as provided by 
the user of the system 100. Synchronization with these exter 
nal sources is defined by the user and will be controlled, 
secured and normalized by the data access layer 106, 110. 
This synchronization can be performed in a single or bi 
directional method. 

0044) The methods database 108 contains all tables, que 
ries, stored procedures, and application code required to 
store, add, append, delete, modify, and execute all actions 
available to be performed against object and object attributes 
related to the SaaS applications or cloud computing services. 
Actions contained within this database 108 includebutare not 
limited to add, delete, modify copy, clone, grow, and shrink 
operations. These actions stored in the database 108 are made 
available to the system framework, and the user-defined code 
submissions 112-115 via the data access layer 106, 110. All 
write and query operations against the methods database 108 
are controlled and brokered via the data access layer 106. The 
data access layer 106, 111 validates and secures all connec 
tions to and from the methods database 108 and to and from 
the user-defined code submissions. The available methods set 
are configured and defined by a system administrator and the 
user of the system 100 to manipulate the corresponding object 
or object attributes related to an SaaS application or a cloud 
computing service defined and provided in the user-defined 
code submissions 112-115. 

0045. The logs database 109 contains all tables, queries, 
stored procedures, and application code required to store, 
add, append, delete, modify all activity, events, incidents, 
security, operational, performance, uptime, and other SaaS 
application or user specific information in the system 100. 
The system 100, using user-defined time intervals, remotely 
queries and records responses for performance and uptime 
into the logs database 109 via the data access layer 106. The 
uptime and performance queries are performed utilizing stan 
dard IP protocols such as ICMP types 8.0 and TCP 80 
(HTTP). All responses and the time intervals between request 
and responses via the system 100 are recorded in sequence in 
the database 109 via the data access layer 106. The data 
contained within the database 109 is extracted via the data 
access layer 106 and presented to the user via textual and 
graphical representations, such as, tables, graphs, plots, 
trends, pivots, and other reports defined within the system 
1OO. 

0046. The system 100 maintains a logical separation of 
data contained in the databases 109 to isolate the log data 
from other users. That is, the system 100 performs a parti 
tioning of the information and attributes available for display, 
selection and access via the Internet-based interface, wherein 
the partitioning is based on SaaS applications or cloud com 
puting services registered to a user or corporate entity. For 
example, each user or corporate entity company may have 
associated objects and object attributes related to SaaS appli 
cations or cloud computing services that can be accessed 
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using a unique but common identification key for each user or 
corporate entity. Such a key can be used to create logical 
partitions for each of the users or corporate entities. 
0047 Operations performed by the user-defined code sub 
missions 112-115 with respect to the system 100 are brokered 
and secured by the API (Application Programming Interface) 
111 and all the code, logic, functions and parameters con 
tained therein. Additionally, all requests by the system 100 to 
the SaaS applications or cloud computing services 120-123 
are brokered and secured by the APIs 115-117 of the SaaS 
applications or cloud computing services and all the code, 
logic, functions, and parameters contained therein. The API 
contains all code, logic and methods that are made accessible 
to the user-defined code submissions 112-115 in order to 
access the framework and databases 107, 108, 109 and per 
form the primary functions of the system 100. Additionally, 
the data access layer 111 validates and secures all connections 
between the databases 107, 108, 109 and the API 115-117. 
0048. Additionally, the API 115-117 and all associated 
code, methods, and logic may not be used to perform the 
systems 100 secondary function. All operations performed on 
object or object attributes via the secondary function of the 
system 100 can automatically be processed and distributed 
via the plug-in framework to the various hosted SaaS appli 
cation or cloud computing services 120-123. The plug-in 
framework will provide as the APIs. The plug-in frame work 
may be a community development of plug-ins that will work 
within the confines of the system framework. The objects and 
the state of these objects including all associated metadata 
will be stored in the databases 107, 108, 109 associated with 
the Internet connected portal 103. 
0049 FIG. 2 illustrates the Internet-based interface for 
monitoring and managing the use of SaaS applications or 
cloud computing services in accordance with an embodiment 
of the invention. The user Internet-based interface to the 
system 100 is provided as an Internet-based (e.g., front end) 
portal 103. As seen from FIG. 2, the portal 103 includes 
interface elements or widgets 105 for initiated functions of 
the system 100 related to SaaS applications or cloud comput 
ing services. The widgets 105 are graphical elements that are 
displayed to the user in a web browser 210 that acts as a 
dashboard (hereafter referred to as “dashboard 210’). The 
widgets 105 are linked to and dependant on the user-defined 
code submissions 112-115, and the user-defined code sub 
missions 112-115 are related to SaaS applications or cloud 
computing services registered to users of the system 100. The 
widgets 105 also contain links and or shortcuts to other func 
tions 200 of the system 100 available through the dashboard 
of the portal 103 allowing a user to jump into either the 
primary or secondary function provided by the system 100 
from the dashboard 210. 

0050. The widgets 105 displayed in the dashboard 210 are 
dynamic in nature and can be customized to some extent by 
the user and based on the SaaS applications or cloud comput 
ing services registered to the user. The widgets 105 can inter 
act with the system 100 and the system framework and dis 
play information related to SaaS applications or cloud 
computing services 120-123 associated with the widgets 105 
using, for example, various graphical and textual formats. 
0051. As seen in FIG. 2, the dashboard 210 also includes 
graphical elements related to the primary and secondary func 
tions of the system 100. For example, the two primary func 
tion of the system 100 can be initiated by selecting “monitor 
and “manage' graphical elements 201, 202 of the dashboard 
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210. Additionally, the secondary function of the system 100 
can be initiated by the selecting the “connect” and “search” 
graphical elements 203, 212 of the dashboard 210. The pri 
mary and secondary functions of the system 100 will be 
explained in more detail with reference to the figures that 
follow. The dashboard 210 also provides access to a social 
networking function “messages and replies' 205, which may 
be based on the use of SaaS applications or cloud computing 
services by users and may include access to feedback and 
ratings of an SaaS application or cloud computing service. 
The dashboard 210 also provides means for determining 
overall health of the system 209, latest status updates 204 and 
options related to advertising 211. 
0.052 The dashboard 210 also contains design elements 
and functional elements such as buttons, fly-out menus, 
scrolling text and graphics, and input dialog boxes. Addition 
ally, when a user interacts with one or many of the graphical 
elements displayed on the dashboard 210, and windows exter 
nal to the dashboard are generated for more refined user input 
and interaction. The windows include, but are not limited, to 
buttons, text, graphics, input fields, drop down menus, single 
and multi select lists expand/contract lists, and combo boxes. 
The purpose of these windows is to collect more information 
from the users for performing the application's primary and 
secondary functions. 
0053 Graphical elements available for display to the user 
via the dashboard 210 are dependent on what user-defined 
code submissions 112-115 and related SaaS applications or 
cloud computing services are registered to the user of the 
system 100. The user-defined code submissions 112-115 reg 
istered or unregistered to a user populate or omit the options 
available to the user via the dashboard 210 of the portal 103. 
These options would include, but are not limited to objects, 
object attributes, methods, reports, and graphical interface 
elements related to SaaS applications or cloud computing 
Services 120-123. 
0054 FIG. 3 illustrates a flowchart for performing a 
method of monitoring the use of SaaS applications or cloud 
computing services in accordance with an embodiment of the 
invention. The monitoring function illustrated in FIG.3 is one 
of the two primary functions performed by the system 100. 
Generally, the monitoring function performed by the system 
100 includes, but is not limited to, read, extract, analyze, 
correlate, and report, in either tabular or graphic representa 
tions of the data, on operational events, logs, incidents, per 
formance, uptime, and other user specific operational metrics 
related to SaaS applications or cloud computing services. 
0055. In step 300, the monitoring process can be started by 
connecting to the system 100 and initiated in step 301 by the 
selection of a graphical element within the dashboard 210 
such as “monitor 202. The monitoring function may also be 
initiated by selecting an option within one of the other graphi 
cal elements (e.g. 200, 212) in the dashboard 210. 
0056. When the monitoring function is initiated in step 
301, the user will be queried as to what object is to be moni 
tored. That is, the user is presented with a list of objects that 
are available based on the user-defined code submissions 
112-115 and SaaS applications or cloud computing services 
120-123 registered to the user. The object listed may relate to 
but are not limited to user, group, policy, mailbox, phone or 
user defined plug-in for SaaS applications or cloud comput 
ing services. In step 302, an object is selected by the user via 
the dashboard 210. In step 303, it is determined if a selection 
has been completed, and if not, the system 100 will again send 
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a query to the user regarding the selection of an object. In step 
303, if it is determined that a selection has been completed, 
then the user is presented with a list of available items on 
which to perform a monitoring operation based on the object 
selected. 

0057. In step 304, the user selects an item or items for 
performing the monitoring operation based on object selected 
via the dashboard 210. In step 305, if it is determined whether 
a selection has been completed, and if not, then the user is 
again sent a query regarding the selection to be performed. In 
step 305, if it is determined if a selection is complete, then the 
user is presented with a list of associated SaaS applications or 
cloud computing services for which the monitoring operation 
of the items or items is to be performed. The list of associated 
SaaS applications or cloud computing services and items 
presented to the user is based on the user-defined code sub 
missions 112-115 and SaaS applications or cloud computing 
services 120-123 registered to the user. Additionally, the SaaS 
applications or cloud computing services presented to the 
user depend on the object selected. For example, if the object 
selected is “mailbox” then only the SaaS applications or 
cloud computing services presented to the user for selection 
will relate to e-mail services. In step 306, the user makes a 
selection of the associated SaaS applications or cloud com 
puting services and the items or items via the dashboard 210. 
0058. In step 307, the user selects a type or report for 
reporting the results of the monitoring being preformed for 
the SaaS applications or cloud computing services and item 
or items selected. The user selects the type or report via the 
dashboard 210, and it is preferred that only one type of report 
be selected at a time for reporting the monitoring results. 
0059. In step 308, the user selects a time variable for 
performing the monitoring, if needed. For example, a time 
variable may include but is not limited to a certain start time 
and end time for performing the monitoring. Additionally, not 
all reports of monitoring results will require a time variable. 
In step 309, the results of the monitoring are provided to the 
user. For example, the user can select an option within the 
dashboard 210 to generate a report for the monitoring being 
performed. The report can be run and displayed on a screen 
within the dashboard 210, and the user can print the requested 
report. In step, 310, the user determines if there is any other 
type of report, object, items or SaaS applications or cloud 
computing services for which monitoring results are needed. 
If so, the user can make another selection as in step 302. On 
the other hand, if no other monitoring results are needed, then 
the user can end the monitoring function performed by the 
system 100 in step 311. 
0060 FIG. 4 illustrates a flowchart for performing a 
method of managing the use of a plurality of SaaS applica 
tions or cloud computing services in accordance with an 
embodiment of the invention. The managing function illus 
trated in FIG. 4 is the second primary function performed by 
the system 100. Generally, the managing function performed 
by the system 100 includes, but is not limited to read, write, 
modify, delete, and Subsets or variations of these actions, such 
as, clone or copy on or against userspecific objects and object 
attributes related to SaaS applications or cloud computing 
services. 

0061. In step 400, the managing function can be started by 
establishing a connection to the system 100, and initiated in 
step 401 by the selection of a graphical element within the 
dashboard 210 such as “manage’ 201. The managing func 
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tion may also be initiated by selecting an option within one of 
the other graphical elements (e.g. 200, 212) in the dashboard 
210. 

0062. When the managing function is initiated in step 401, 
the user will be queried as to what object is to be managed. 
That is, the user is presented with a list of objects that are 
available based on the user-defined code submissions 112 
115 and SaaS applications or cloud computing services 120 
123 registered to the user. The object listed may relate to but 
are not limited to user, group, policy, mailbox, phone or user 
defined plug-in for SaaS applications or cloud computing 
services. In step 402, a selection of an object is made via the 
dashboard 210. In 403, it is determined if a selection has been 
completed, and if not, the system 100 will again send a query 
to the user regarding the selection of an object. 
0063. In step 403, if it is determined that a selection has 
been completed, then in step 404 the user selects a manage 
ment operation to be performed on the object selected. The 
management operations available to the user are based on the 
user-defined code submissions 112-115 and SaaS applica 
tions or cloud computing services 120-123 registered to the 
user, and the selection of a management operation to be 
performed is made via the dashboard 210. In step 405, it is 
determined if a selection of a management operation has been 
made, and if not, the user is again sent a query regarding the 
selection of a management operation. 
0064. In step 405, if it is determined that the selection of a 
management operation is complete, then the user is presented 
with a list of SaaS applications or cloud computing services 
and items on which to perform the selected management 
operation. The list of associated SaaS applications or cloud 
computing services and a list of items available for selection 
are based on the user-defined code submissions 112-115 and 
the SaaS applications or cloud computing services 120-123 
register to the user. In step 406, the user makes a selection of 
an item or items and associated SaaS applications or cloud 
computing services on which to perform the management 
operation via the dashboard 210. The selection by the user 
may include a single selection or a selection of multiple items 
and associated SaaS applications or cloud computing services 
for performing the selected management operation. In step 
407, it is determined if the user would like to save the selected 
management operation for later use, and if so in step 408 the 
management operation is saved in one of the databases 107. 
108 and 109. 
0065. After saving the management operation in step 408, 
the user can choose to make another selection of an object, 
item(s) and SaaS application(s) or cloud computing service 
(s) on which to perform a management operation in step 410. 
Otherwise, if the user wishes to perform the selected man 
agement operation, then in step 409 the selected management 
operation is performed on the item or items and for the SaaS 
applications or cloud computing services selected. In step, 
410, it is determined whether the user would like to make 
another selection of an object, item(s) and SaaS application(s) 
on which to perform a management operation. Otherwise, the 
user can decide to end the management function performed 
by the system 100 in step 411. 
0066 FIG. 5 illustrates a flowchart for performing the 
social network function related to the use of SaaS applications 
or cloud computing services in accordance with an embodi 
ment of the invention. The social networking infrastructure 
and framework offered by the system 100 allows users to 
share and expand on existing experiences with SaaS applica 
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tions or cloud computing services. The Social networking 
function includes a user contributed and maintained knowl 
edge base with feedback and comment functionality, which 
includes various rating systems for SaaS applications or cloud 
computing services, and rating system for the applications 
user-defined code Submissions. 

0067. Each SaaS application 120-123 and the related user 
defined code submissions 112-115 will belong to categories 
and one or more Subcategories. These categories and Sub 
categories aid in the search and organization of the SaaS 
applications or cloud computing services and the related user 
define code submissions within the social network and via the 
dashboard 210 of the portal 103. The social network allows a 
subset of the above mentioned functions to be used and 
viewed by anonymous connections to the system 100 while 
the full extent of the above mentioned functions are available 
for registered users only via a membership module. The mem 
bership module being a more customized dashboard that 
would include widgets 105 related to the SaaS applications or 
cloud computing services and user-defined code Submission 
registered to the member. 
0068. The social networking function provides users of 
the system 100 both anonymous and registered aggregate 
performance data from all SaaS applications or cloud com 
puting services being managed and monitored by the system 
100. This data will be provided in order for potential SaaS or 
cloud computing customers of particular SaaS or cloud com 
puting services or applications to see what current customers 
of the SaaS applications or cloud computing services are 
experiencing with respect, for example, SLAS, uptime, and 
performance. Using this data, potential SaaS customers will 
be able to easily search and discover SaaS or cloud computing 
providers that are meeting or exceeding real business SLAS in 
uptime and performance. This in combination with a user 
rating system provides the users of the Social networking 
function a unique place to review, rate, and research SaaS 
providers and their service levels. 
0069. As seen in FIG. 5, the social network function starts 
at Step 500 when a user requests a connection to the common 
connection and database framework of the system 100 via the 
public network 101. The system 100 displays the dashboard 
via the internet-based portal 103, and the social network 
function is initiated in step 501 by a selection of graphical 
element related to the social networking function within the 
dashboard 210. In step 502, a list of categories of services 
available to the user via the Social networking function are 
displayed and the user is queried with regard to the selection 
of a category of interest. In step 503, it is determined if a 
selection of a category is complete, and if not, the user is 
queried again with regard to making a selection. In step 503, 
if the selection of the category is complete, the user is pre 
sented with a list of Sub-categories of the selected category 
selected and queried as to a sub-category of interest to be 
selected. In step 504, the user selects a sub-category of inter 
eSt. 

0070. In step 505, it is determined if the selection of a 
Sub-category is complete, and if not, the user is queried again 
with regard to the selection of a subcategory. In step 505, if a 
selection of sub-category is complete, then in steps 506 and 
507, the user is provided access to and the ability make a 
selection of the data available for the subcategory selected. As 
noted above, an example of the data available may include 
SaaS or cloud computing providers meeting or exceeding real 
business SLAS in uptime and performance. Additionally, the 
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data may be related to a user rating system that provides the 
users of the Social network a unique place to review, rate, and 
research SaaS providers and their service levels. 
0071. The social network function also offers the ability of 
a user to provide data regarding their use or experience with 
an SaaS application or cloud computing service. Accordingly, 
in steps 508, it is determined if the user wishes to store data 
related to the selected sub-category and, if so, in step 509 the 
data is stored. In step 508, if the user does not wish to store 
data related to the selected Sub-category, then the process 
ends in step 511. However, in step 510, it is determined if the 
user wants to make another selection of a category of interest, 
and if so, another selection can be made, as in step 502. 
However, if no additional selection is to be made in step 510, 
then the process ends at step 511. 
0072 FIG. 6 illustrates a flowchart for performing the 
application exchange function related to the use of an SaaS 
application or cloud computing service inaccordance with an 
embodiment of the invention. 
0073. The application exchange function of the system 
100 allows external developers to utilize a public application 
Software development kit to access and utilize databases and 
infrastructure to perform the primary functions of the system 
100. The software development kit (SDK) contains all meth 
ods needed to interface with the system APIs. With the SDK 
format, developers are able to provide objects, attributes and 
operational data that will allow interaction with selected SaaS 
applications or cloud computing services. The user-defined 
code submissions are contributed to the system 100 via, for 
example, an interactive application storefront. Additionally, 
the application storefront allows registered users of the sys 
tem 100 to select, register, unregister, and rate all the available 
user-defined code Submissions. 
0074 As seen in FIG. 6, the application exchange function 
starts at Step 600 when a user requests a connection to the 
common connection and database framework of the system 
100 via the public network 101. The system 100 displays the 
dashboard via the internet-based portal 103, and the applica 
tion exchange function is initiated in step 601 by a selection of 
graphical element related to the application exchange func 
tion within the dashboard 210. In step 602, a list of categories 
of services available is displayed and the user is queried with 
regard to the selection of a category. In step 603, it is deter 
mined if a selection of a category is complete, and if not, the 
user is queried again with regard to making a selection. In step 
603, if the selection of the category is complete, the user is 
presented with a list of sub-categories of the selected category 
selected and queried as to a sub-category to be selected. In 
step 604, the user selects a sub-category via the dashboard 
210. 

(0075. In step 605, it is determined if the selection of a 
Sub-category is complete, and if not, the user is queried again 
with regard to the selection of a subcategory. In step 605, if a 
selection of Sub-category is complete, then in steps 606 and 
607, the user is provided access to and the ability make a 
selection of the data available for the subcategory selected. As 
noted above, the data may relate to objects, attributes and 
operational data that will allow interaction with selected SaaS 
applications or cloud computing services. In step 608, the 
user can initiate the application exchange by, for example, 
storing the data that will allow interaction with selected SaaS 
applications or cloud computing services. 
0076. The application exchange function also offers the 
ability of a user to contribute data to the system 100, wherein 
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the data may relate to objects, attributes and operational data 
that will allow interaction with selected SaaS applications or 
cloud computing services. Accordingly, in steps 609, it is 
determined if the user wishes to store data related to the 
selected Sub-category and, if so, in step 610 the data is stored. 
In step 609, if the user does not wish to store data related to the 
selected Sub-category, then it is determined if the user wants 
to make another selection of a category of interest n step 611. 
If the user wishes to make another selection, then another 
selection can be made as in step 602. However, if no addi 
tional selection is to be made, then the process ends at Step 
612. 

0077 FIGS. 7 and 8 illustrate examples of the textual and 
graphical representations of the information available via the 
Social networking function. As noted above in the discussion 
of FIG. 5, a user connected to the social networking function 
via the dashboard 210 is provided with a list of categories of 
services that are available to the user. 
0078 FIG. 7 is an exemplary representation of a list 700 of 
categories of services 701, 702, 703, 704, 705, 706, 707 
available to the user through the social network function of 
the system 100. In this case, it is assumed that the category of 
interested selected by the user is “Financials & Accounting 
701. FIG. 8 illustrates the list 800 of sub-categories 801, 802. 
803 of the “Financials & Accounting 701. A user would 
reach the sub-categories 801, 802, 803 by making a selection 
of the category "Financials & Accounting 701 show in FIG. 
7. As seen in FIG. 8, the list 800 of sub-categories includes 
“Peachtree”801, “QuickBooks”802, and “NETSUITE803. 
Additionally, FIG. 8 includes rating information 805 for each 
of the sub-categories “Peachtree” 801, “QuickBooks' 802. 
and “NETSUITE 803 listed. Based on a review of the data 
related to a sub-category, the user can register for a Subcat 
egory, which is related to an SaaS application or cloud com 
puting service, by making a selection 804 to add the corre 
sponding Sub-category to the list of registered SaaS 
applications or cloud computing services available to the 
USC. 

0079 Additionally, the secondary function offered 
through the system 100 is also very beneficial to the user of 
the application with respect to business compliance and gov 
ernance. Operational and Security log information can be 
extracted from an SaaS application via the user-defined code 
Submission and stored centrally within the applications logs 
database 109. The data contained within this database 109 can 
then be queried and reported in various formats. This data is 
also able to be sorted and filtered by user, date, time, appli 
cation, event type, and severity type. By gathering and corre 
lating all this data into a central repository the user of the 
application can create reports used for testing evidence for 
audits such as SOX, GLB, PCI, HIPAA, and other industry 
specific data and information security compliance regula 
tions. Such data can also be used to produce activity reports 
for a single user or a group of users across all managed and 
monitored SaaS applications or cloud computing services. 
0080 FIG. 9 illustrates a flowchart for performing a 
method of searching information related to the SaaS applica 
tions or cloud computing services in accordance with an 
embodiment of the invention. As seen in FIG. 2, the dash 
board 210 includes search option 212 for searching within the 
system 100 via the dashboard 210. As seen in FIG. 9, search 
function begins in step 900, when a user requests a connection 
to the common connection and database framework of the 
system 100 via the public network 101. The system 100 
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displays the dashboard 210 via the internet-based portal 103. 
and the search function initiated in step 901 by a selection of 
graphical element 212 related to the search function within 
the dashboard 210. A list of services available to the user to be 
searched via the Social networking function is displayed and 
the user is queried with regard to the selection of the service 
to be searched. 

I0081. In step 902, the user makes a selection of the service 
to be searched. In step 903, it is determined if a selection of a 
service is completed, and if not, the user is queried again with 
regard to making a selection. In step 903, if the selection of a 
service is completed, then in step 904 the user is presented 
with a list of objects and object attributes related to the service 
selected. In step 905, it is determined if the user would like to 
access the monitoring function of the system 100 with regard 
to the object or object attributes listed. The monitoring func 
tion available to the user is similar to that discussed with 
reference to FIG.3 and therefore will not be repeated here. 
I0082 In step 905, if it is determined that the user does not 
wish to access the monitoring function, then in step 906 it is 
determined if the user would like to access the managing 
function of the system 100 with regard to the object or object 
attributes listed. The managing function available to the user 
is similar to that discussed with reference to FIG. 4 and 
therefore will not be repeated here. In step 906, if it is deter 
mined that the user does not wish to access the managing 
function with regard to the objects and object attributes listed, 
then in step 907 it is determined if the user would like to select 
another service to be search, and if so, then another service is 
selected, as in step 902. In step 907, if it is determined that 
another service will not be selected, then in step 908 the 
process ends. 
I0083 FIG. 10 illustrates an exemplary monitoring and 
managing apparatus in accordance with an embodiment of 
the present invention. In FIG. 10, the monitoring and manag 
ing apparatus 1000 includes a memory 1001, a processor 
1002, user interface 1003, application programs 1004, com 
munication interface 1005, bus 1006 and API 1007. 
I0084. The memory 1001 can be non-transitory computer 
readable storage medium used to store executable instruc 
tions, or computer program thereon. The memory 1001 may 
include a read-only memory (ROM), random access memory 
(RAM), programmable read-only memory (PROM), erasable 
programmable read-only memory (EPROM), a smart card, a 
subscriber identity module (SIM), or any other medium from 
which a computing device can read executable instructions or 
a computer program. The term "computer program' is 
intended to encompass an executable program that exists 
permanently or temporarily on any computer-readable Stor 
age medium as described above. The computer program is 
also intended to include an algorithm made up of executable 
instructions stored in the memory 1001 that are executable by 
the processor 1002, which may be facilitated by one or more 
of the application programs 1004. 
0085. The user interface 1003 allows for interaction 
between a user and the monitoring and management appara 
tus 1000. The user interface 1003 includes the Internet-based 
(front end) portal 103, wherein the portal 103 includes the 
dashboard 210 that acts as a container for all other user 
interface elements or widgets 105 for initiated functions of 
the system 100. The communication interface 1005 provides 
for two-way data communications to and from the monitoring 
and management apparatus 1000. 
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I0086. The application programs 1004 may include, but are 
not limited to, an operating system or any special computer 
program that manages the relationship between application 
software and any suitable variety of hardware that helps to 
make-up a computer system or computing environment of the 
monitoring and management apparatus 1001. General com 
munication between the components in monitoring and man 
agement apparatus 1001 is provided via the bus 1006. 
0.087 Additionally, the monitoring, managing, Social net 
working, connecting and searching functions as described 
with reference to FIGS. 3-9 can all be performed by the 
application programs 904 or by programs or algorithms that 
are stored, for example, in the memory 1001 of the monitor 
ing and managing apparatus 1000 and executed by the pro 
cessor 1002. The application programs 1004 also include the 
user-defined code submissions 112-115 that allows datacom 
munications via the dashboard of portal 103 and to the SaaS 
applications or cloud computing services 120-123 via the 
Internet 101. As noted with reference to FIG. 1, the user 
defined code submissions 112-115 allows the monitoring and 
managing apparatus 1000 to push data to and pull data from 
the SaaS applications or cloud computing services 120-123 
based on an activity initialed from the dashboard of the portal 
103 or at periodic intervals. Additionally, the widgets 105 also 
contain links and or shortcuts to other functions available 
through the portable 103. 
0088. The communication interface 1005 may also 
include a digital subscriber line (DSL) card or modem, an 
integrated services digital network (ISDN) card, a cable 
modem, or a telephone modem to provide a data communi 
cation connection to a corresponding type of telephone line. 
As another example, communication interface 1005 may be a 
local area network (LAN) card (e.g., for EthernetTM or an 
Asynchronous Transfer Model (ATM) network) to provide a 
data communication connection to a compatible LAN. 
0089. Further, the communication interface 1005 may also 
include peripheral interface devices, such as a Universal 
Serial Bus (USB) interface, a Personal Computer Memory 
Card International Association (PCMCIA) interface, and the 
like. The communication interface 1005 also allows the 
exchange of information across one or more wireless com 
munication networks. Such networks may include cellular or 
short-range, such as IEEE 802.11 wireless local area net 
works (WLANS). And, the exchange of information may 
involve the transmission of radio frequency (RF) signals 
through an antenna (not shown). The communication inter 
face 1005 also includes the data access layers as described 
with reference to FIG. 1 that allow data access between the 
monitoring and managing apparatus 1000 and the databases 
107,108 and 109, and between the user-defined code submis 
sions and the SaaS applications or cloud computing services. 
0090 The APIs 1007 of the monitoring and managing 
apparatus include all the code, logic, functions and param 
eters for brokering and securing communications with the 
user-defined code submission 115-117 and the SaaS applica 
tions or cloud computing services 120-123, as described with 
reference to FIG. 1. 
0091 For easy of explanation, the internet-based portal 
103, dashboard 210, user-defined code submissions 112-115, 
data access layers 106, 110, and API 111 described with 
reference to FIG. 1, are contained within the computer archi 
tecture of the monitoring and managing apparatus 1000 of 
FIG. 10. The above elements may be an application program 
1004 or a program stored in the memory 1001 and executed 
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by the processor 1002 for performing the functions described 
with reference to this figure as well as FIG. 1. That is, the 
monitoring and managing apparatus 1000 can be part of the 
system 100 described with reference to FIG.1. Accordingly, 
the detailed operation of the above elements are the same as 
that already described with reference to FIG. 1 and thus will 
not be repeated here. 
0092. From the description provided herein, those skilled 
in the art are readily able to combine software created as 
described with the appropriate general purpose or special 
purpose computer hardware for carrying out the features of 
the invention. 
0093. Additionally, it should be understood that various 
changes and modifications to the presently preferred embodi 
ments described herein will be apparent to those skilled in the 
art. Such changes and modifications can be made without 
departing from the spirit and scope of the present Subject 
matter and without diminishing its intended advantages. It is 
therefore intended that such changes and modifications be 
covered by the appended claim. 

1-25. (canceled) 
26. A method for managing the use of a plurality of cloud 

computing services within a common connection and data 
base framework, the method comprising: 

receiving a request for managing information and 
attributes related to a plurality of cloud computing Ser 
vices, the request being received via a single portal 
within a common connection and database framework; 

displaying an Internet-based interface that is configured to 
display, select and access information and attributes 
related to the plurality of cloud computing services; 

receiving a selection criteria for an object related to the 
plurality of cloud computing services within the Inter 
net-based interface to be managed; 

selecting a management operation to be performed for the 
object selected; 

selecting at least one cloud computing service from a list of 
available cloud computing services related to the object 
selected; 

selecting at least one item from a list of available items 
related to the object selected; 

performing the management operation on the at least one 
item selected and for the at least one cloud computing 
service selected; 

storing a result of the management operation performed; 
and 

determining when additional management is required, 
wherein managing is performed for selected objects, items 

and cloud computing services displayed in the Internet 
based interface via the single portal within the common 
connection and database framework. 

27. The method according to claim 26, further comprising: 
partitioning of the information and attributes available for 

display, selection and access via the Internet-based inter 
face, wherein the partitioning is based on cloud comput 
ing services registered to a user or corporate entity. 

28. The method according to claim 26, wherein the man 
agement operation includes reading, writing, modifying, 
deleting and copying. 

29. The method according to claim 26, wherein the objects 
include users, groups, policies, mailboxes and phones related 
the use of the plurality of cloud computing services. 
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30. The method according to claim 28, wherein the items 
include Subsets of the users, the groups, the policies, the 
mailboxes and the phones related the use of the plurality of 
cloud computing services. 

31. The method according to claim 26, further comprising: 
providing an application exchange infrastructure that 

allows sharing of information related to the plurality of 
cloud computing services by connecting to the common 
connection and database framework, the providing of 
the application exchange infrastructure comprises: 

receiving a request for connection to the common connec 
tion and database framework; 

displaying the Internet-based interface that is configured to 
display, select and access information related to a num 
ber of the plurality of cloud computing services; 

receiving a selection criteria for a category of services 
related to the number of the plurality of cloud computing 
services within the Internet-based interface to be 
searched; 

Selecting a Sub-category related to a selected category of 
services from a list of available sub-categories related to 
at least one of the number of the plurality of cloud 
computing services to be searched; 

providing access to the information related to the selected 
Sub-category of services; 

initiating an application exchange related to the at least one 
of the number of the plurality of cloud computing ser 
vices related to the selected Sub-category: 

storing new information related to the selected sub-cat 
egory, when new information is to be stored; and 

determining when a category or Sub-category for another 
of the number of the plurality of cloud computing ser 
vices is to be searched via the Internet-based interface. 

32. The method according to claim 26, further comprising: 
providing a social networking infrastructure that allows 

sharing of information related to the plurality of cloud 
computing services by connecting to the common con 
nection and database framework, the providing of the 
Social networking infrastructure comprises: 

receiving a request for connection to the common connec 
tion and database framework; 

displaying the Internet-based interface that is configured to 
display, select and access information related to a num 
ber of the plurality of cloud computing services; 

receiving a selection criteria for a category of services 
related to the number of the plurality of cloud computing 
services within the Internet-based interface to be 
searched; 

Selecting a sub-category related to the selected service 
from a list of available sub-categories related to at least 
one of the number of the plurality of cloud computing 
services to be searched; 

providing access to the information related to the selected 
Sub-category: 

storing new information related to the selected Sub-cat 
egory, when new information is to be stored; and 

determining when a category or Sub-category for another 
of the number of the plurality of cloud computing ser 
vices to be searched via the Internet-based interface. 

33. The method of claim32, wherein the social networking 
infrastructure further provides managing of information and 
attributes related the number of the plurality of cloud com 
puting services via the Internet-based interface. 
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34. The method of claim 31, wherein the application 
exchange includes the exchange of an application program 
interface enabling the use of a cloud computing service. 

35. The method of claim 32, wherein the new information 
includes existing experiences with the use of a cloud comput 
ing service. 

36. The method of claim 32, wherein the new information 
includes a rating of a cloud computing service. 

37. The method of claim 31, wherein the new information 
includes objects, attributes and operational data that will 
allow interaction with selected cloud computing services. 

38. The method of claim 36, wherein the rating is presented 
in a graphical format along with text comments related to the 
rating of the cloud computing services. 

39. A program stored on a non-transitory computer-read 
able medium for managing the use of a plurality of cloud 
computing services within a common connection and data 
base framework, the program causing a computer to perform 
steps comprising: 

receiving a request for managing information and 
attributes related to a plurality of cloud computing Ser 
vices, the request being received via a single portal 
within a common connection and database framework; 

displaying an Internet-based interface that is configured to 
display, select and access information and attributes 
related to the plurality of cloud computing services; 

receiving a selection criteria for an object related to the 
plurality of cloud computing services within the Inter 
net-based interface to be managed; 

selecting a management operation to be performed for the 
object selected; 

selecting at least one cloud computing service from a list of 
available cloud computing services related to the object 
selected; 

selecting at least one item from a list of available items 
related to the object selected; 

performing the management operation on the at least one 
item selected and for the at least one cloud computing 
service selected; 

storing a result of the management operation performed; 
and 

determining when additional management is required, 
wherein managing is performed for selected objects, items 

and cloud computing services displayed in the Internet 
based interface via the single portal within the common 
connection and database framework. 

40. A system for managing the use of a plurality of cloud 
computing services within a common connection and data 
base framework, the system comprising: 

a plurality of databases configured to store information and 
attributes related to a plurality of cloud computing Ser 
vices; 

an Internet-based interface configured to display, select 
and access the information and attributes related to the 
plurality of cloud computing services, 

a first data access layer configured to establish data com 
munications between the Internet-based interface and 
the plurality of databases based on a command received 
via the Internet-based interface, the data communica 
tions including at least retrieving and storing the infor 
mation and attributes related to the plurality of cloud 
computing services, 
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a push-pull data layer configured to push data to and pull 
data from the plurality of cloud computing services 
based on a command received via the Internet-based 
interface; and 

a second data access layer configured to established data 
communications between the push-pull data layer and 
the plurality of cloud computing services based on a 
command received from the Internet-based interface; 

a first network interface configured to establish a connec 
tion to the Internet-based interface from a third-party 
apparatus via a public network; and 

a second network interface configured to establish a con 
nection between the plurality of cloud computing ser 
vices and the push-pull data layer via the public network, 

wherein the system is configured to manage selected infor 
mation and attributes of the plurality of cloud computing 
services available within the Internet-based interface via 
a single portal and the first network interface, 

the plurality of databases includes an objects database, a 
methods database and a logs database, 

the objects database includes all tables, queries, stored 
procedures and application code required to store, add, 
append, delete and modify the object and object 
attributes related to the managing of the use of the plu 
rality of cloud computing services, 

the methods database includes all tables, queries, stored 
procedures and application code required to store, add, 
append, delete, modify and execute actions related to the 
managing of the use of the plurality of cloud computing 
services, and 

the logs database includes all tables, queries, stored proce 
dures and application code required to store, add, 
append, delete and modify all activity, events, incidents, 
security, performance related to the plurality of cloud 
computing services. 
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41. An apparatus for managing the use of a plurality of 
cloud computing services within a common connection and 
database framework, the apparatus comprising: 

an Internet-based interface configured to display, select 
and access information and attributes related to a plural 
ity of cloud computing services; 

a first data access layer configured to establish data com 
munications between the cloud computing services 
management apparatus and a plurality of databases 
based on a command received via the Internet-based 
interface, the data communications including storing 
and retrieving the information and attributes stored in 
the plurality of databases: 

a push-pull data layer configured to push data to and pull 
data from the plurality of cloud computing services 
based on a command received via said Internet-based 
interface; 

a second data access layer configured to established data 
communications between the cloud computing services 
management apparatus and the plurality of cloud com 
puting services based on a command received from the 
push-pull data layer, 

a social networking infrastructure that allows sharing of 
information related to the plurality of cloud computing 
services by connecting to the common connection and 
database framework; and 

an application exchange infrastructure that allows sharing 
of information related to the plurality of cloud comput 
ing services by connecting to the common connection 
and database framework, 

wherein the cloud computing services management appa 
ratus is configured to manage selected information and 
attributes of the plurality of cloud computing services 
available within the Internet-based interface via a single 
portal to the cloud computing services management 
apparatus. 


