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$§302 Determining that a window to be detected appears on a
mobile terminal display interface

§304 Extracting feature information about at least one element in
the window to be detected

AA  Using a pre-set feature information base to perform feature
matching on the feature information, so as to obtain an element
matching result

BB Determining the security type of the window to be detected
according to the element matching result
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(57) Abstract: A security detection method and
security detection apparatus for a mobile terminal
input window. The security detection method
based on a mobile terminal interface window com-
prises: determining that a window to be detected
appears on a mobile terminal display interface
(8302); extracting feature information about at
least one element in the window to be detected
(S304); using a pre-set feature information base to
perform feature matching on the feature informa-
tion, so as to obtain an element matching result
(S306); and determining the security type of the
window to be detected according to the element
matching result, wherein the feature information
base pre-stores element feature information about
a window of a payment-type software type and/or
element feature information about a window of a
malicious sample. The method and apparatus can
perform matching of window element features us-
ing a window to be detected on a display interface,
so as to prevent the case where a malicious pro-
gram intercepts user information by means of win-
dow camouflage, which improves the security of
user information.
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