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SYSTEM & METHOD FOR HANDBAG AUTHENTICATION

TECHNICAL FIELD
[0001] This invention relates to the image analysis of handbags by classification with
machine learning models; and more particularly, to handbag authentication using image

analysis.

BACKGROUND ART

[0002] The luxury resale market has been increasing for many years due to consumer
preferences putting an emphasis on sustaimnability and variety. With buying and selling of
secondhand luxury goods comes an increase in counterfeiting, where a third party imitates a
manufactures product with an intent to deceive and use 1n 1illegal transactions. Counterfeit
ooods are typically of inferior quality and can be hard to detect by an average consumer.
Counterfeit goods, an already major problem, will only become worse as the luxury resale
market continues to grow. This problem 1s especially prevalent in luxury handbags.

[0003] Many options have existed in the art for authentication and counterfeit
1dentification, such as holograms, RFID tags, and barcodes. Recently, physical unclonable
functions (PUF), which 1s a digital signature typically applied to authenticate semiconductors,

have also been used to authenticate handbags.

SUMMARY OF INVENTION

Technical Problem

[0004] Handbag authentication requires a person with years of training to make visual
determinations. In addition, one skilled to authenticate must continue to study new releases of
authentic and counterfeit handbags, especially as the difference between the two continues to
diminish. Even those considered to be experts still require time that can slow down the
authentication process.

[0005] Current solutions such as holograms, RFID tags, and barcodes add a physical
tag to the object. This process increases time and cost of the manufacturing process.
Furthermore, the physical tag can be removed, forged, or even duplicated and used to

counterfeit other goods. Even more state-of-the art solutions including PUFs can be expensive

_1-



WO 2021/092183 PCT/US2020/059122

and have been harder to adopt both by handbag manufacturers and resellers.

[0006] Even solutions that utilize image-analysis from machine learning rely on custom
hardware touching the handbag at a magnification greater than 100x. This can slow down the
authentication process and prevent from performing in manner similar to a factory line

automation.

Solution to Problem

[0007] The advancements of machine learning technology, and especially 1n the field
of computer vision, have allowed computers, smartphones, and other devices to automatically
perform actions that at one point was only capable of being performed by a human actor. One
such process that can utilize computer vision for automatic classification 1s related to
authenticating luxury goods such as handbags.

[0008] The invention 1s directed to a method, and related systems, for identifying
counterfeit handbags. The method comprises a series of steps: using a portable electronic
device comprising a camera, and a lens-accessory attached to the portable electronic device
such that an optical feature of the lens-accessory 1s positioned in front of the camera: acquiring
one or more pictures of a handbag, sending the one or more pictures to a network asset
configured to execute a counterfeit-classifier model, the counterfeit-classifier model being a
bilinear convolutional neural network (CNN) model trained from a plurality of stored images,
comparing at least a portion of each of the one or more pictures with the plurality of stored

1mages, and determining if the handbag 1s a counterfeit based on said comparing.

Advantageous Effects of Invention

[0009] The ability to automatically authenticate a handbag with off-the-shelf hardware
would result in a more efficient process than that of the prior art and could allow for factory
line automation. The number of transactions for the selling and reselling of handbags will
continue to increase and can benefit from a more efficient authentication procedure.

[0010] A person with years of experience in authenticating handbags would no longer
be required for such authentication, and the training of new employees would be greatly
reduced.

[0011] When a lens-accessory on a portable electronic device 1s used conjunction with
a bilinear convolutional neural network (CNN) model, an accurate image analysis model can
be trained without requiring further custom hardware or inefficient techniques to acquire

pictures.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0012] The detailed description 1s described with reference to the accompanying
figures. The use of the same reference numbers 1n different instances 1n the description and the
figcures may i1ndicate similar or 1dentical 1tems. Various embodiments or examples
(“examples™) of the present disclosure are disclosed 1n the following detailed description and
the accompanying drawings. The drawings are not necessarily to scale. In general, operations
of disclosed processes may be performed 1in an arbitrary order, unless otherwise provided in

the claims.

[0013] FIG.1 1s a system block diagram representation of an embodiment of a handbag
authentication system;

[0014] FI1G.2 1s a flow chart representation of a bilinear CNN model;

[0015] FIG.3 1s a flow chart representation of a method of building a counterfeit-

classifier model for authenticating handbags;

[0016] FIG.4 1s a flow chart representation of an example of a method of data
augmentation;
[0017] FI1G.5 1s a flow chart illustrating a method for authenticating handbags;
[0018] FI1G.6 1s a representation of a portable electronic device and handbag;
[0019] FI1G.7 1s a table of data before performing data augmentation;
[0020] FIG.8 1s a table of data after performing data augmentation; and
[0021] FI1G.9 1s a table of accuracy results.
DETAILED DESCRIPTION
[0022] For purposes of explanation and not limitation, details and descriptions of

certain preferred embodiments are hereinafter provided such that one having ordinary skill in
the art may be enabled to make and use the invention. These details and descriptions are
representative only of certain preferred embodiments, however, and a myrnad of other
embodiments which will not be expressly described will be readily understood by one having
skill 1n the art upon a thorough review of the instant disclosure. Accordingly, any reviewer of
the instant disclosure should interpret the scope of the invention only by the claims, as such
scope 15 not intended to be limited by the embodiments described and illustrated herein.

[0023] For purposes herein, “portable electronic device”™ means a computing device

such as a smartphone, a tablet, or any other device having computing functionality and data
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communication capabilities in a portable form factor;

[0024] “Lens-accessory” means an accessory configured to be attached to a portable
electronic device having a camera, such that an optical feature of the lens-accessory 1s
positioned 1n front of the camera. The camera and lens-accessory may combine to have a
magnification between 10x and 50x;

[0025] “Counterfeit-classifier model”™ means a machine learning model trained to
classify one or more 1images of a handbag as either authentic or counterfeit:;

[0026] “Bilinear convolutional neural network (CNN)” means an image classification
model where an 1mage 1s processed through two feature extractors utilizing different CNN
architecture convolutional steps, combined by a multiplication of an outer product and fed into
a classifier;

[0027] “Stored 1mages™ means a images/pictures of handbags stored on a network;
[0028] “Authentic-1dentifying features™ means features from one or more pictures of a
handbag useful to authenticate a brand and/or style of a handbag, such features may include
bumps, wrinkles, stitching, creases, color, or any other unique fabric characteristics that can be
seen 1n a magnified 1mage;

[0029] “Stored-image features” means features from stored images of handbags with a
known brand and/or style, such features may include bumps, wrinkles, stitching, creases, color,
or any other unique fabric characteristics that can be seen 1n a magnified image;

[0030] “Outer product” means a linear algebra mathematical procedure wherein the
outer product of two vectors 1s a matrix. If two vectors have dimensions n and m respectively,
then their outer product 1s an nxm matrix. An outer product of two multidimensional arrays of
numbers 1S a tensor;

[0031] “Style” means a subclass of a brand, where a style can have distinct
characteristics such as fabric, size, and shape that distinguishes the style from other styles.
Multiple styles may have a common fabric.

[0032] While this disclosure 1s illustrative of a method and system for authenticating
handbags, the method and system can be similarly adapted to other fashion items, such as
shoes, jewelry, clothing, and the like.

[0033] In a first embodiment a method of 1dentifying counterfeit handbags 1s disclosed.
The method comprises the steps of using a portable electronic device comprising a camera. A
lens-accessory 1s attached to the portable electronic device such that an optical feature of the
lens-accessory 1s positioned 1n front of the camera. The portable electronic device acquires one

or more pictures of a handbag, sending the one or more pictures to a network asset configured
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to execute a counterfeit-classifier model. The counterfeit-classifier model 1s a bilinear
convolutional neural network (CNN) model trained from a plurality of stored images. Then, at
least a portion of each of the one or more pictures 1s compared with the plurality of stored
1mages. The counterfeit-classifier model determines 1f the handbag 1s a counterfeit based on
said comparing.

[0034] In some embodiments, the portable electronic device 1s spaced apart from the
handbag during said acquiring of the one or more pictures of the handbag.

[0035] In some embodiments, the optical feature of the lens-accessory may comprise a
magnification of between 10x and 50x.

[0036] In some embodiments, said comparing the at least a portion of the one or more
pictures with the plurality of stored images comprises: for each of the one or more pictures,
extracting a plurality of authentic-identifying features from the handbag for each of the one or
more pictures. The plurality of authentic identifying features 1s then compared with a plurality
of stored-image features from each of the plurality of stored images.

[0037] Generally, the one or more pictures are each processed through a first feature
extractor generating a first output, a second feature extractor generating a second output. The
first and second output are subsequently multiplied together by an outer product multiplication.
[0038] In some embodiments, the training of the bilinear CNN model comprises a first
feature extractor generating a plurality of first outputs from the plurality of stored images, and
a second feature extractor generating a plurality of second outputs from the plurality of stored
1mages. An outer product multiplication 1s then calculated wherein the plurality of the first
outputs 1s multiplied respectively with the plurality of the second outputs using an outer product
mathematical operation.

[0039] In the first embodiment, the first feature extractor and the second feature
extractor may each be executed on a common set of 1nitial features.

[0040] In a second embodiment, a system 1s disclosed. The system comprises a portable
electronic device, including: a camera, a processor, and a non-transitory computer-readable
medium. A lens-accessory 1s configured to couple with the portable electronic device. The lens-
accessory 1ncludes an optical feature configured for positioning in front of the camera of the
portable electronic device. The non-transitory computer-readable medium of the portable
electronic device 1s configured to store instructions that when executed by the processor cause
the processor to perform steps comprising: acquiring one or more pictures of a handbag,
sending the one or more pictures to a network asset configured to execute a counterfeit-

classifier model, the counterfeit-classifier model being a bilinear convolutional neural network
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(CNN) model trained from a plurality of stored images, comparing at least a portion of each of
the one or more pictures with the plurality of stored images, and determining 1f the handbag 1s
a counterfeit based on said comparing.

[0041] In the second embodiment, the optical feature of the lens-accessory may
comprise a magnification of between 10x and 50x.

[0042] In some embodiments, the comparing the at least a portion of the one or more
pictures with the plurality of stored images includes, for each of the one or more pictures,
extracting a plurality of authentic-1dentifying features from the handbag contained therein, and
comparing the plurality of authentic-identifying features with a plurality of stored-image
features from each of the plurality of stored images.

[0043] Generally, the one or more pictures are each processed through a first feature
extractor and a second feature extractor in parallel. Both the first and second feature extractors
generate a first output and a second output respectively. The first and second outputs are
multiplied together using an outer product.

[0044] In some embodiments, the training of the bilinear CNN model comprises a first
feature extractor generating a plurality of first outputs from the plurality of stored images. The
training of the bilinear CNN model further comprises a second feature extractor generating a
plurality of second outputs from the plurality of stored images. Subsequently, an outer product
multiplication 1s determined wherein the plurality of the first outputs 1s multiplied respectively
with the plurality of the second outputs.

[0045] In the second embodiment, the first feature extractor and the second feature
extractor may each be executed on a common set of 1nitial features.

[0046] In a third embodiment, a non-transitory computer-readable medium configured
to store instructions 1s disclosed. The instructions, when executed by one or more computers,
cause the one or more computers to perform operations comprising: acquiring one or more
pictures of a handbag, sending the one or more pictures to a network asset configured to execute
a counterfeit-classifier model, the counterfeit-classifier model being a bilinear convolutional
neural network (CNN) model trained from a plurality of stored images, comparing at least a
portion of each of the one or more pictures with the plurality of stored images, and determining
1f the handbag 1s a counterfeit based on said comparing.

[0047] In some embodiments, said comparing the at least a portion of the one or more
pictures with the plurality of stored images comprises: for each of the one or more pictures,
extracting a plurality of authentic-1dentifying features from the handbag contained in each of

the one or more pictures, and comparing the plurality of authentic-identifying features with a
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plurality of stored-image features from each of the plurality of stored images.

[0048] Generally, the one or more pictures are each processed through a first feature
extractor generating a first output, a second feature extractor generating a second output. An
outer product 1s calculated by multiplying the first and second outputs using an outer product
operation.

[0049] In some embodiments, the training of the bilinear CNN model includes
generating a plurality of first outputs from the plurality of stored images utilizing a first feature
extractor. Additionally, training of the bilinear CNN model includes generating a plurality of
second outputs from the plurality of stored images utilizing a second feature extractor. Once
the plurality of first and second outputs are generated, the first and second outputs are combined
by an outer product operation. The outer product operation must be respective, meaning only
a first and second output from a common picture should be combined.

[0050] In the third embodiment, the first feature extractor and the second feature
extractor may each be executed on a common set of 1nitial features.

[0051] Now to the drawings, FIG.1 shows an embodiment of a system block diagram
(100). The system comprises a portable electronic device (110), an authenticator interface
(130), a network (120), and a server (200). The portable electronic device includes a camera
(111), and attached to the portable electronic device 1s a lens-accessory (112). The portable
electronic device, 1n conjunction with the camera and lens-accessory, acquires one or more
pictures of a handbag. The one or more pictures are sent to a server (200) via a network (120).
The one or more pictures are each processed through a bilinear CNN (210) and subsequently
sent to at least one of a plurality of counterfeit-classifier models (220). Each counterfeit-
classifier model from the plurality of counterfeit-classifier models 1s trained from a plurality of
stored 1mages (230). After a determination 1s made if whether the handbag 1s authentic or
counterfeit, predictions are sent to the authenticator display via the network.

[0052] The authenticator interface (130) can be on any device including the portable
electronic device (110) or a device operated by a third party. The portable electronic device
may be operated by a buyer interested in purchasing the handbag, or alternatively by a seller
interested 1n selling their secondhand handbag. In one embodiment, the buyer physically
recerves the handbag and uses the portable electronic device to acquire pictures to deternune 1f
the handbag 1s authentic before finalizing the purchase. In another embodiment, the seller uses
the portable electronic device to upload one or more pictures of the handbag to the server (200)
to 1dentify the handbag’s authenticity. In this embodiment, the authenticator interface would

be on a device operated by the buyer.
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[0053] The portable electronic device (110) 1s a portable computing device such as a
smartphone, tablet, portable computer, or any other device having computing functionality and
data communication capabilities. The lens-accessory (112) may include any commercially
availlable magnification lens capable of magnifying an 1mage. such as OlloClip Macro 21x
Super-Fine Pro Lens (https://www.olloclip.com/products/connect-x-macro-2 1x-pro-lens).
Preferably, the magnification would be between 10x and 50x. Alternatively, the lens-accessory
can be customized in accordance with the level of knowledge of one having skill in the art.
[0054] The one or more pictures may be sent from the portable electronic device (110)
to the network (120) by an application programming interface (API) which 1s downloaded to
the portable electronic device. The bilinear CNN (210) and the plurality of counterfeit-classifier
models (220) can each be powered with graphic processing units (GPUs) while being deployed
on the server (200). The API can include the authenticator interface (130), and in addition may
provide instructions on a number of pictures required along with preferred distance between
the portable electronic device and the handbag. Generally, distances of about six to about
twelve inches may be preferred. If a secondary classifier model 1s created and trained to classify
acceptable pictures, then acceptable pictures can be automatically determined, and feedback
can be given 1f an insufficient number of acceptable pictures are provided.

[0055] The bilinear CNN (210) comprises a set of processes to extract features from
the one or more pictures prior to sending to at least one from the plurality of counterfeit-
classifier models. The set of processes include extracting features with two feature extractors,
sum-pooling, and outer product. Further discussion of the bilinear CNN can be found in FIG.2.
[0056] At least one counterfeit-classifier model from the plurality of counterfeit-
classifier models (220) receives features from an output of the bilinear CNN (210), including
extracted features, and processes the features through a classifier to make a prediction. The
prediction 1s whether the handbag 1s authentic or counterfeit. The plurality of counterfeit-
classifier models 1s trained from a plurality of stored images (230). Preferably, each trained
model from the plurality of counterfeit-classifier models 1s trained on one type of fabric. For
example, Monogram 1s a fabric used by Louis Vuitton on over one-hundred different styles of
handbags. If a fabric used has common features among different styles of handbags, then stored
1mages comprising the fabric can be consolidated and used to train a model. The model 1s then
capable to infer 1f a particular fabric from a picture 1s a counterfeit or 1s genuine.

[0057] In one embodiment, characteristics of the handbag are identified prior to
authentic classification. Based on 1dentified characteristics, such as brand/style or fabric, the

one or more pictures can be sent to a correctly trained model. The correctly trained model 1s
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trained from stored 1mages comprising fabric common to the identified characteristics.
Determination of the characteristics can be performed automatically by a handbag classifier
trained for i1dentifying handbag characteristics. Alternatively, the determination of
characteristics can be performed manually by someone having skill in the art and subsequently
inputting the characteristics into the API of the portable electronic device (110). In another
embodiment, the handbag characteristics are 1gnored and instead the one or more pictures are
classified by each of the plurality of counterfeit-classifier models, whereby models which
output a classification below a preset probability are disregarded and only a counterfeit-
classifier model that produces a prediction above the preset probability 1s selected.

[0058] Alterative to having a plurality of counterfeit-classifier models, a multi-class
model can be trained on a plurality of fabrics to make a prediction of authenticity. The multi-
class model would comprise a plurality of classifications, each classification comprising a
fabric type and either an authentic or counterfeit label.

[0059] Referring to FIG.2, a flow chart representation of a bilinear CNN model (210)
1s shown. In the model, an 1mage (211) 1s fed into a first feature extractor (212a) and a second
feature extractor (212b). The first and second feature extractors can each be one of a variety of
CNN architecture models truncated at a convolutional layer of the respective CNN architecture
model. Examples include M-Net comprising 14 layers of convolution, and D-Net comprising
30 layers of convolution. After an 1image 1s processed through the first and second feature
extractors, a first output (213a) and second output (213b) are respectively created. The first
and second outputs and then multiplied together by an outer product (214), after which, sum-
pooling (215) 1s then executed to aggregate bilinear features across the image, resulting 1in a
bilinear vector. The bilinear vector 1s then fed 1n a classifier (216).

[0060] The classifier (216) can either be a linear classifier or nonlinear classifier. Linear
classifiers include support vector machines (SVM), logistic regression, or perceptron.
Nonlinear classifiers include k-nearest neighbors (kNN) and kernel SVM. Logistic regression
can be advantageous due to outputting a probability of a maximum likelihood estimation.
However, 1t can be appreciated that alternative classifiers can also be used, and may also
comprise a plurality of fully-connected layers.

[0061] Referring to FIG.3, a flow chart representation of a method of building a
counterfeit-classifier model (300) for authenticating handbags 1s shown. The method of
buillding a counterfeit-classifier model comprises the steps data acquisition (310), data
augmentation (320), training (330), and testing (340).

[0062] Data acquisition (310) may be conducted by human curators. Each of the human
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curators can use portable electronic devices to collect pictures from both authentic handbags
and counterfeit handbags. Each of the portable electronic devices are capable of acquiring
pictures with magnification up to 50x. It 1s preferred if each of the portable electronic devices
were similar 1n performance to provide consistency of pictures acquired. When acquiring
pictures from a handbag with a particular fabric, multiple 1mages should be captured of various
parts the particular fabric. Given the possibility of having a limited number of counterfeit
handbags, 1t 1s important to ensure that there 1s a sufficient number of counterfeit handbags
saved for testing after training 1s performed. As for the authentic handbags, a similar number
can be set aside for testing, or alternatively, newly arrived handbags from the handbag’s
manufacture may be used.

[0063] As has been described already, a fabric that 1s used on multiple handbag styles
can be consolidated as long as features of the fabric are common among the multiple handbag
styles. Factors that should be considered include whether a common fabric 1s sourced for all
related styles, and whether each handbag style undergoes similar pre- and post-processing
manufacturing steps. Common features can be determined manually by one having skill in the
art of counterfeit handbags by sampling fabrics of different styles and subsequently compared.
Alternatively, handbag manufacturers can be contacted to confirm common fabric 1s used
among different styles.

[0064] Data augmentation (320) may be needed to address class imbalance. The class
imbalance, where data for counterfeit handbags 1s significantly outweighed by data for
authentic handbags, can affect quality and reliability of results. Classifiers tend to become
biased towards classifying authentic handbags and do not perform as well classifying
counterfeit handbags. To rectify a class imbalance, pictures of counterfeit handbags can be
augmented, or perturbed, to increase the data for counterfeit handbags. For each picture of a
handbag fabric, which alternatively can be described as a training example, a random
perturbation process 1s selected and applied the picture. The random perturbation process 1s
performed with a uniformly random parameter set. For example, perturbation processes that
may be considered include contrast, scaling, gaussian noise, and 1mage rotation. A uniformly
random parameter set of the perturbation process of image rotation could comprise -30 degrees,
-20 degrees, -10 degrees, +10 degrees, +20 degrees, and +30 degrees. Data augmentation by
perturbation 1s described more in FIG.4.

[0065] Training (340) 1s conducted by a bilinear convolutional neural network (CNN)
as described 1n FIG.2. The bilinear CNN can model local pairwise feature interactions in a

translationally i1nvariant manner. Furthermore, the bilinear CNN can simplify gradient
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computation which allows end to end training of both first and second feature extractors using
only labels of an image. CNN architectures used as the first and second feature extractors can
be pre-trained on an 1image dataset, such as ImageNet, which 1s then subsequently followed by
fine-tuning specific to handbags. Outputs of both the first and second feature extractors are
multiplied using an outer product operation at each location of the image and pooled to obtain
a bilinear vector. The bilinear vector 1s then passed through a classifier to obtain predictions.
A preferable method of training a counterfeit-classifier model includes training a separate
model for each fabric. Alternatively, a single model can be trained on all fabric types with only
pictures of authentic bags. If a probability output from a softmax layer 1s below a threshold
amount, then the handbag 1s classified as counterfeit. The single model approach 1s based on
logic that a handbag that doesn’t match closely with any of a plurality of authentic bags 1s
predicted as a counterfeit.

[0066] Testing (340) 1s the step that proceeds training (330). Testing 1s performed with
holdover data which was not used during testing. It can be advantageous that pictures used
during tramning and testing each comprise a mixture of old and new to smooth out any
procurement or manufacturing changes that inevitably can occur over time. To ensure
counterfeit handbags are 1dentified, a threshold of the softmax layer can be deliberately chosen
to catch all counterfeits while misclassifying a small portion of authentic handbags.

[0067] Referring to FIG.4, a flow chart representation of an example of a method of
data augmentation (320) 1s shown. The method comprises the steps:

[0068] Step 1: Determine a desired increase per counterfeit training example (321).
One example of a method to determine the desired increase 1s as follows: calculate a difference
of a number of authentic and counterfeit training examples and divide by the number of
counterfeit training examples. The method described herein will equalize the number of
counterfeit training examples with the number of authentic training examples.

[0069] Step 2: Select one counterfeit training example from the plurality of counterfeit
examples (322).

[0070] Step 3: Randomly select a perturbation process from a group of perturbation
processes (323). Performing a selection randomly 1s used to prevent any bias from a particular
perturbation process.

[0071] Step 4: Process the counterfeit training example through the randomly selected
perturbation process to create a perturbed 1mage (324).

[0072] Step 5: Consolidate the perturbed 1image with any previously perturbed images

from a common counterfeit training example (325).
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[0073] Once all perturbed 1mages from a counterfeit training example are consolidated
into a total number of perturbed 1images, the total number of perturbed 1mages are compared to
the desired increase determined 1in Step 1 (321). If the total number of perturbed 1mages 1s less
than the desired amount, the method returns to Step 3 (323) where another perturbation process
1s randomly selected and performed. If the total number of perturbed 1mages 1s greater than or
equal to the desired amount, then the tramning example 1s removed from the plurality of
counterfeit training examples. An assessment of the plurality of counterfeit training examples
1s then conducted. If there are no counterfeit training examples remaining, then the data
augmentation 1s complete. Otherwise, the method returns to Step 2 (322) where a new
counterfeit training example 1s selected and processed similarly.

[0074] Alternative approaches can be made from the flowchart described in FIG.4.
They may include randomly selecting only one perturbation process once, and performing said
perturbation process multiple times for a counterfeit training example. Another approach
involves randomly selecting a plurality of perturbation processes for each counterfeit training
example and performing each of the plurality of perturbation processes only one time.

[0075] Referring to FIG.5, a flow chart illustrating a method for authenticating
handbags (400) 1s shown. The method for authenticating handbags comprises the steps:
acquiring one or more pictures of a handbag (410), sending the one or more pictures to a
network asset configured to execute a counterfeit-classifier model (420), comparing at least a
portion of each of the one or more pictures with a plurality of stored images (430), and
determining 1f the handbag 1s a counterfeit based on said comparing (440).

[0076] The acquiring one or more pictures of a handbag (410) step comprises a portable
electronic device having a camera, and a lens-accessory coupled to the portable electronic
device. The lens-accessory may have a magnification level between 10x and 50x. The portable
electronic device requires a distance from the handbag close enough such that the one or more
pictures acquired embody features that will subsequently be fed in a bilinear CNN. Said
features may include bumps, wrinkles, stitching, creases, color, or any other unique fabric
characteristics that can be seen 1n a magnified image. However, positioning the camera such
that the camera 1s touching the handbag 1s not necessary. This allows for a more efficient
process of acquiring pictures. The efficient process could be leveraged, for example, by
creating a factory line authentication process wherein multiple handbags can be consecutively
authenticated using an assembly line model.

[0077] The step of sending the or more pictures to a network asset configured to

execute a counterfeit-classifier model (420) 1s generally executed next. It 1s preferable to
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include, either before or with the one or more pictures, a brand and style which can be inputted
by an operator of the portable electronic device. Including the brand and style has several
purposes, including verifying that said brand and style has been trained in the counterfeit-
classifier model. If the counterfeit-classifier model has not been trained on the brand and style,
the operator of the portable electronic device can be notified. Another purpose of including the
brand and style prior to or with the one or more pictures relates to when there 1s a plurality of
counterfeit-classifier models each trained on a separate fabric. The brand and style can be used
to send the one or more pictures to an appropriate model from the plurality of counterfeit-
classifier models.

[0078] After the one or more pictures are sent, the step of comparing at least a portion
of each of the one or more pictures with a plurality of stored images (430) follows. More
specifically, the one or more 1mages are processed through a bilinear CNN and subsequent
classifier, said subsequent classifier 1s trained from the plurality of stored images. Training the
classifier with the plurality of the stored images includes extracting features from the plurality
of stored images. The features from the plurality of stored images are ultimately compared with
features extracted from the one or more pictures.

[0079] The final step of the method authenticating a handbag comprises the step of
determining 1f the handbag 1s a counterfeit based on said comparing (440). A threshold of a
softmax output can be deliberately chosen to catch all counterfeit handbags while mus-
classifying a small portion of authentic handbags. If a counterfeit classification 1s charactered
as a positive, then 1t can be appreciated by one having skill in the art that the threshold of the
softmax output maximizes recall while making a sacrifice in precision. This 1s preferred due to
an 1mportance of catching counterfeits.

[0080] If a plurality of pictures 1s sent to a counterfeit-classifier model, 1t 1s possible,
though unlikely, that some of the plurality of pictures may be predicted as authentic while
others will be predicted as counterfeit, despite the plurality of pictures comprising a common
handbag. Procedures such as a majority vote can be employed to determine a final predicted
classification. A percentage needed to generate the final predicted classification can be
customized wherein an amount lower than the percentage would return a counterfeit
classification or no classification at all.

[0081] Referring to FIG.6, arepresentation of a portable electronic device and handbag
(500) 1s shown. The representation comprises a portable electronic device (510) and a handbag
(520). The portable electronic device includes a lens-accessory (512), wherein the lens-

accessory and the portable electronic device, when used together, 1s capable of acquiring
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pictures having a magnification between 10x and 50x. The portable electronic device 1s capable
of acquiring one or more photos of the handbag while being spaced apart therewith. The
handbag comprises a fabric (§21) which includes features that can make the handbag distinctive
from other handbags.

[0082] Referring to FIG.7, a table of data before performing data augmentation 1s
shown. The table of data before data augmentation demonstrates a problem of class imbalance
between authentic 1mages and counterfeit 1images. For example, Louis Vuitton having the
Monogram fabric comprises 8021 authentic images and only 2008 counterfeit. To correct the
class imbalance, a method, such as described in FIG.4, may be used to create more counterfeit
1mages through perturbation.

[0083] Referring to FIG.8, a table of data after performing data augmentation 1s shown.
This table shows the quantities of both authentic 1mages and counterfeit images. Number of
authentic 1mages remains the same, and number of counterfeit images have been increased via
data augmentation to match the number of authentic 1images. It 1s not necessary that the number
of counterfeit images must match the number of authentic 1mages, and one having skill in the
art will appreciate that a different number of counterfeit images can still solve class imbalance
problems.

[0084] Referring to FIG.9, a table of accuracy results 1s shown. The table exhibits
testing results from three different fabrics, namely Monogram, DamierEbene, and Caviar. A
model trained with training data of the Monogram fabric was tested with 562 authentic 1mages
and 242 counterfeit images, producing a 98% and 100% accuracy respectively. Similar results
are also shown for the DamierEbene and Caviar. Increasing or decreasing false negatives and
false positives can be achieved by modifying a threshold of a softmax output. It will be
appreciated by one having skill in the art that to decrease false negatives or false positives will

likely increase the other.
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CLAIMS

What 1s claimed 1s:

2.

A method of 1dentifying counterfeit handbags comprising:

using a portable electronic device comprising a camera, and a lens-accessory attached
to the portable electronic device such that an optical feature of the lens-
accessory 1s positioned 1n front of the camera: acquiring one or more pictures
of a handbag;

sending the one or more pictures to a network asset configured to execute a
counterfeit-classifier model, the counterfeit-classifier model being a bilinear
convolutional neural network (CNN) model trained from a plurality of stored
1mages;

comparing at least a portion of each of the one or more pictures with the plurality of
stored 1mages; and

determining 1f the handbag 1s a counterfeit based on said comparing.

The method of claim 1, wherein the portable electronic device 1s spaced apart from

the handbag during said acquiring of the one or more pictures of the handbag.

3.

The method of claim 1, wherein the optical feature of the lens-accessory comprises a

magnification of between 10x and 50x.

4.

The method of claim 1, wherein said comparing the at least a portion of the one or

more pictures with the plurality of stored images comprises:

for each of the one or more pictures, extracting a plurality of authentic-1dentifying
features from the handbag contained therein; and
comparing the plurality of authentic-identifying features with a plurality of stored-

1mage features from each of the plurality of stored images.

The method of claim 1, wherein the one or more pictures are each processed through:
a first feature extractor generating a first output;

a second feature extractor generating a second output; and

-15-
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an outer product multiplication wherein the first and second outputs are multiplied by

an outer product.

6. The method of claim 1, wherein the training of the bilinear CNN model comprises:
a first feature extractor generating a plurality of first outputs from the plurality of
stored 1mages;
a second feature extractor generating a plurality of second outputs from the plurality
of stored 1mages; and
an outer product multiplication wherein the plurality of the first outputs 1s multiplied

respectively with the plurality of the second outputs.

7. The method of claim 6, wherein the first feature extractor and the second feature

extractor are each executed on a common set of initial features.

8. A system comprising:
a portable electronic device, including:
a camera,
a processor, and
a non-transitory computer-readable medium; and
a lens-accessory configured to couple with the portable electronic device, the lens-
accessory including an optical feature configured for positioning in front of
the camera of the portable electronic device;
the non-transitory computer-readable medium of the portable electronic device being
configured to store instructions, the instructions when executed by the processor cause the
processor to perform steps comprising:
acquiring one or more pictures of a handbag;
sending the one or more pictures to a network asset configured to execute a
counterfeit-classifier model, the counterfeit-classifier model being a bilinear
convolutional neural network (CNN) model trained from a plurality of stored
Images;
comparing at least a portion of each of the one or more pictures with the plurality of
stored 1mages; and

determining 1f the handbag 1s a counterfeit based on said comparing.
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0. The system of claim 8, wherein the optical feature of the lens-accessory comprises a

magnification of between 10x and 50x.

10. The system of claim 8, wherein said comparing the at least a portion of the one or
more pictures with the plurality of stored images comprises:
for each of the one or more pictures, extracting a plurality of authentic-1dentifying
features from the handbag contained therein; and
comparing the plurality of authentic-identifying features with a plurality of stored-

1mage features from each of the plurality of stored images.

11. The system of claim 8, wherein the one or more pictures are each processed through:
a first feature extractor generating a first output;
a second feature extractor generating a second output; and
an outer product multiplication wherein the first and second outputs are multiplied by

an outer product.

12. The system of claim 8, wherein the training of the bilinear CNN model comprises:
a first feature extractor generating a plurality of first outputs from the plurality of
stored 1mages:;
a second feature extractor generating a plurality of second outputs from the plurality
of stored 1images; and
an outer product multiplication wherein the plurality of the first outputs 1s multiphed

respectively with the plurality of the second outputs.

13. The system of claim 12, wherein the first feature extractor and the second feature

extractor are each executed on a common set of initial features.

14 A non-transitory computer-readable medium configured to store instructions, the
instructions when executed by one or more computers, cause the one or more computers to
perform operations comprising:

acquiring one or more pictures of a handbag;

sending the one or more pictures to a network asset configured to execute a

counterfeit-classifier model, the counterfeit-classifier model being a bilinear
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convolutional neural network (CNN) model trained from a plurality of stored
1mages:

comparing at least a portion of each of the one or more pictures with the plurality of
stored 1mages; and

determining if the handbag 1s a counterfeit based on said comparing.

15. The non-transitory computer-readable medium of claim 14, wherein said comparing
the at least a portion of the one or more pictures with the plurality of stored images
comprises:
for each of the one or more pictures, extracting a plurality of authentic-identifying
features from the handbag contained therein; and
comparing the plurality of authentic-identifying features with a plurality of stored-

1mage features from each of the plurality of stored images.

16. The non-transitory computer-readable medium of claam 14, wherein the one or more
pictures are each processed through:

a first feature extractor generating a first output;

a second feature extractor generating a second output; and

an outer product multiplication wherein the first and second outputs are multiplied by

an outer product.

17. The non-transitory computer-readable medium of claim 14, wherein the training of
the bilinear CNN model comprises:
a first feature extractor generating a plurality of first outputs from the plurality of
stored 1mages:;
a second feature extractor generating a plurality of second outputs from the plurality
of stored 1images; and
an outer product multiplication wherein the plurality of the first outputs 1s multiphed

respectively with the plurality of the second outputs.

18. The non-transitory computer-readable medium of claim 17, wherein the first feature
extractor and the second feature extractor are each executed on a common set of initial

features.

-] 8-



PCT/US2020/059122

WO 2021/092183

179

sabeuw
POIO)S

0EC

Sopo\
JBIISSE|)-}I9HaIUN0Y

Jo Ajljeln|d

0¢¢

0Cl

309U

J0)B2NUBYINY
Otl

l Ol

NNO

Jeaul|ig

80INa(]
O1UOJ)O9|3

9|qelod

0LC

00¢

Okl

A10SS820y-Sua]

47

elawen

1
x~00l



WO 2021/092183 PCT/US2020/059122

219

210 ~
211
212a 212b
First feature extractor Second feature extractor
212a 213b

First output Second output

214
Outer product

214

Sum-pooling

216

Classifier

FIG. 2



WO 2021/092183 PCT/US2020/059122

3/9

300~

310
Data Acquisition
320
Data Augmentation
330
340

FIG. 3



WO 2021/092183 PCT/US2020/059122

4/9
320~

321~

Step 1: Determine the desired increase of pictures per
counterfeit training example

322

Step 2: Select one counterfeit training example from the
plurality of counterfeit training examples

323

Step 3: Randomly select a perturbation process from a
group of perturbation process

324

Step 4: Process the counterfeit training example through
the randomly selected perturbation process to create
a perturbed image

325

Step 5: Consolidate the one or perturbed image with any
other perturbed images from a common counterfeit
training example

326

Is the total number equal to or greater than the mount
determined in step 17

321
Are there counterfeit training examples left?

328

Data augmentation complete

FIG. 4



WO 2021/092183 PCT/US2020/059122

5/9
400~
410
Acquiring one or more pictures of a handbag
420

Sending the one or more pictures to a network asset configured
to execute a counterfeit classifier model

430

Comparing at least a portion of each of the one or more
pictures with a plurality of stored images

440

Determining if the handbag is a counterfeit based on said comparing

FIG. 5



WO 2021/092183 PCT/US2020/059122

6/9

500

FIG. 6



PCT/US2020/059122

WO 2021/092183

719

L Ol

sabew J18L18)uno0n sabew| onuayiny HH




PCT/US2020/059122

WO 2021/092183

8/9

8 Ol

sabew J18L18)uno0n sabew| onuayiny HH




PCT/US2020/059122

WO 2021/092183

9/9

%001

%001

%001

A2BINd2Y 1I8J48JUN0Y)

LCE %66

2742 %66

cve %86

JI9BJUN0D | AoeINd2Y dnuayIny

€499

19/

¢95

opuayINy

Jelnen
auaq3JeIweq
welbouo

Jlige

[]sueysn)

UOJ)INA SINOT

UOJ)INA SINOT]

pUBIg



INTERNATIONAL SEARCH REPORT International application No.

PCT/US 20/59122

A. CLASSIFICATION OF SUBJECT MATTER
IPC-  GOBN 20/00 (2020.01)

CPC - GO6N 20/00; GO6N 3/0454; GO6N 3/08

According to International Patent Classification (IPC) or to both national classification and IPC
B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
See Search History document

Documentation searched other than minimum documentation to the extent that such documents are included 1n the fields searched
See Search History document

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
See Search History document

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US'2019/0236614 A1 (Accenture Global Solutions Limited) 01 August 2019 (01.08.2019), entire | 14, 15

— document, especially Abstract and para [0016], para [0032] - [0036], para [0039], para [0042], |---------ro-m-emmomemm-

Y para [0050]. 1-13, 16-18

Y US 2014/0132781 A1 (Adams et al.) 15 May 2014 (15.05.2014), entire document, especially 1-13

Abstract and para [0005], para [0023].

Y WO 2019/122271 A1 (Alpvision S.A) 27 June 2019 (27.06.2019), entire document, especially 2
Abstract and Fig. 4 and Pg 4 In 25 - In 30.

Y -~ | LIN et al. Bilinear CNN Models for Fine-grained Visual Recognition, Proceedings of the 5-7, 11-13, 16-18
International Conference on Computer Vision (ICCV), 2015, pp. 14498-1457 [online), [retrieved
on 2020-12-14). Retneved from the Internet <URL: https://www.cv-
foundation.org/openaccess/content_iccv_2015/papers/Lin_Bilinear_CNN_Models_ICCV_2015_
paper.pdf>, entire document, especially Pg 1450 Section 2.

D Further documents are listed in the continuation of Box C. D See patent family annex.

* Special categories of cited documents: “T" later document published after the international filing date or priority

“A” document defining the general state of the art which is not considered date and not in conflict with the 3PE"‘?3“°“ but cited to understand
to be of particular relevance the principle or theory underlying the invention

“D” document cited by the applicant in the international application “X” document of particular relevance; the claimed invention cannot be

considered novel or cannot be considered to involve an inventive step

“E” ' ication n h international :

E %zil{ll:gl;' zegllcat on or patent but published on or after the internationa when the document s taken alone

“L” document which may throw doubts on priority claim(s) or which “Y” document of particular relevance; the claimed invention cannot
is cited to establish the publication date of another citation or other be considered to involve an inventive step when the document is
special reason (as specified) combined with one or more other such documents, such combination

“O” documentreferring to an oral disclosure, use, exhibition or other means being obvious to a person skilled in the art

“P* document published prior to the international filing date but later than “&” document member of the same patent family
the priority date claimed :

Date of the actual completion of the intemational search Date of mailing of the intermational search report

03 FEB 2071

14 December 2020 (14.12.2020)

Authorized officer

Name and mailing address of the 1ISA/US

Mail Stop PCT, Attn: ISA/US, Commissioner for Patents
P.0O. Box 1450, Alexandria, Virginia 22313-14350

Facsimile No. 5§71-273-8300

Lee Young

Telephone No. PCT Helpdesk: 571-272-4300
Form PCT/ISA/210 (second sheet) (July 2019)



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - claims
	Page 18 - claims
	Page 19 - claims
	Page 20 - claims
	Page 21 - drawings
	Page 22 - drawings
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - wo-search-report

