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METHOD AND SYSTEM FOR TRANSPORTING AND CONTROLLING
VOICE, DATA, AND VIDEO TELEPHONY

FIELD OF THE INVENTION

This invention relates generally to a packet-switched fiber optic private network for the
purpose of transporting voice, data, and video telephony using the Internet Protocol, referred to as
Voice over Internet Protocol ("VoIP"), and more particularly to a unique method and system for
transporting voice, data, and video telephony that optimizes traffic across the private network that

results in high speed, inexpensive, and reliable voice, data, and video traffic.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 shows a block diagram of the major components of an embodiment of the system
for transporting voice, data, and video telephony of the present invention.

Figure 2 shows a block diagram of an embodiment of the transport system for voice, data,
and video telephony of the present invention.

Figure 3 shows a block diagram of an embodiment of the administration and customer access
of the system for transporting voice, data, and video telephony of the present invention.

Figure 4 shows a block diagram of an embodiment of the types of service of the system for
transporting voice, data, and video telephony of the present invention.

Figure 5 shows a flowchart of the method of receiving digital data within a POP in an
embodiment of the VoIP private network of the present invention and transmitting VoIP voice data
across the WAN backbone to a remote POP.

Figure 6 shows a flowchart of the method of receiving VoIP voice data over the WAN
backbone in a remote POP in an embodiment of the VoIP private network of the present invention
and transmitting the call to the final destination.

Figures 7 to 42 are screen shot representations of Web pages accessible to a customer

through a Web Browser which demonstrate the customer interface of the present invention.
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Figures 43 to 58 are screen shot representations of Web pages accessible to VoIP network
personnel through a Web Browser which demonstrate the management interface of the present

invention.

DETAILED DESCRIPTION OF THE INVENTION

Figure 1 shows a block diagram of the major components of an embodiment of the system
for transporting voice, data, and video telephony of the present invention. Referring nowto FIG. 1,
initiating/receiving telephones 102/104 are connected to communications network 106, which
includes the Public Switched Telephone Network ("PSTN") and a private communications network
(described more fully in FIG. 2). Tens of thousands or more initiating/receiving telephones 102/104
may be connected to communications network 106, but only two are shown for simplicity.
Initiating/receiving telephones 102/104 may be residential or business phones and may be located in
different geographic locations around the world.

The private communications network intelligence is represented by system administration
108. A customer subscribing to the voice, data, and video telephony transport system of the present
invention may access information regarding the customer's personal account via customer Web
Browser 112 (described more fully in FIG. 3). Management and control of the voice, data, and
video telephony transport system is secured through staff Web Browser 110 (also described more
fully in FIG. 3).

The rapid development of the Internet has introduced a new dynamic market of Internet-
based voice, data, video and facsimile communications, which has created a new communication
paradigm based on the Internet Protocol ("IP"). The transmission of voice over the Internet has
emerged as a potential low cost alternative to traditional long distance telephony. Initial attempts at
telephony over the Internet were accomplished through use of personal computers and resulted in
calls being sent across many "hops" of Internet switches. Unacceptable delays in the routing of
these calls, and poor quality resulting from degradation and transfer delays at each hop along the
network, rendered ordinary Internet telephony unsuitable for widespread commercial use.
Communications services over the public Internet also suffered because providers typically did not
have the ability to manage and control the network, thereby rendering it unable to guarantee voice

traffic prioritization and provide Quality of Service ("QoS") assurances. Bottlenecks and congestion
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are problems of chronic concern to users of the public Internet. These problems are avoided in the
present invention. Though the Internet Protocol is used as a method of addressing and routing
communications, the present invention does not use the public Internet for transport, but instead uses
aprivate "backbone" network. Because the system of the present invention operates and controls its
own private backbone network, it can manage traffic loads, anticipate growth, and provide the
priorities and QoS guarantees that are not available on the public Internet. The method and system
of the present invention controls the access and bandwidth allocation of the private network and
therefore is able to guarantee the audio QoS, as well as system availability, that its target customers
expect.

The method and system of the present invention implements a state-of-the-art private VoIP
network for delivery of high quality, lower cost voice and data services to business customers across
the United States. The unique implementation of the latest networking and Internet technologies
over a privately managed network produces QoS that rivals traditional circuit-switched calls and
allows customers to capitalize on the convergence of traditional circuit-switched voice networks
with packet-based networks. The method and system of the present invention includes proprietary
account management, call detail recording, and accounting software that complements the
equipment and satisfies the administrative needs of business customers. Customers receive the
added security and flexibility of "virtual private networks" through the implementation of IP
technology, advanced switching equipment, and Asynchronous Transfer Mode ("ATM") operation
of the fiber optic backbone.

Packet-switched data networks using a core ATM "backbone" offer superior functionality to
legacy circuit-switched networks. When actively managed by a private provider, such networks
utilizing IP and packet-switched technology may become the network of choice for voice, video,
facsimile, and other voice-enabled services, as well as data traffic, which can be carried over the
same network.

Historically, voice telephone calls have proceeded over dedicated circuits using the PSTN.
Several new technologies have emerged which suggest that this traditional method of providing
long-distance voice telephony using circuit switching is now obsolete and imposes an inordinate and
unnecessary expense on business as well as residential customers. Fiber optic broadband networks,

established by many firms, now span the country and allow for high-speed transmission of very high
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volumes of voice and data using the IP addressing mechanism, which allows interconnection among
many different types of equipment. Another key development has been the implementation of
"packet switching" across these broadband networks. Essentially, information to be transmitted
(voice, data, video or facsimile) if not already in digital form is first digitized, then "vocoded"
(compressed and encoded), and then sent in "packets" or "frames" over the network to a destination
switch, where it is uncompressed (and converted to analog form, if necessary) and then delivered in
the appropriate form to the end user. The advantages given by a packet-switched network allow for
a more efficient usage of available bandwidth. Specifically, this efficiency is described as
"statistical multiplexing." Essentially this means that available bandwidth on a line can be filled
with more packets, regardless of their contents. This differs from the circuit-switched model where
a call is allocated a bandwidth of 64 kbps, regardless of usage. So any bandwidth unused by a call
(silence, etc.) goes to waste. The bandwidth itself is the same, this is simply a more efficient usage.
Packet switching networks can transport a far higher volume of data over a given medium.

The development of packet-switching technologies and networks has been at the core of the
astonishing growth in use of the public Internet for data transmission using standard IP. Despite the
theoretical efficiencies of using high-speed IP networks to carry voice traffic, QoS for VoIP has
been problematic. Hence, today VoIP constitutes only a tiny percentage of the traffic currently
transported over private IP networks. The method and system for transporting voice, data, and video
telephony of the present invention eliminates the historical obstacles that have previously prevented
the large-scale commercial exploitation of VoIP.

New network equipment technology that is utilized within the private network of the present
invention has helped solve the QoS problem that has inhibited commercial exploitation of VoIP.
The newest equipment has performance features which provide "toll-call quality" phone-to-phone
VoIP when using a private, packet-switched network.

The new network switches and routers minimize the network "latencies" and delays
otherwise experienced by previous generation routing and switching equipment and employ
advanced techniques for the transfer and prioritization of delay-sensitive information, such as voice
and video. In the private network implementation of the present invention, voice packets are
assigned a special priority along with identification and routing information and are transmitted

across the backbone of the private network in a single "hop" without any intermediate routing
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delays. Coast-to-coast transport of voice calls over the private network take no more time (and
sometimes less) than what occurs over legacy circuit-switched systems. The method and system for
transporting voice, data, and video telephony of the present invention delivers customer calls that are

essentially indistinguishable, in sound quality, from what they would hear using any representative
circuit-switched telephone carrier.

The present invention utilizes a nationwide private, packet-switched fiber optic network
providing high-quality, low-cost, secured transport of voice, data, video, and facsimile. The private
network design utilizes leading edge network equipment installed at strategic locations throughout
the United States. The private network is operated using ATM for the primary purpose of carrying
VoIP. IP is the addressing and end-to-end transport scheme which rides atop the ATM network.
ATM provides the QoS assurances needed on the backbpne.

The private network and its intelligence control systems eliminate the historical obstacles
that have previously prevented the large-scale commercial exploitation of VoIP. While the private
network is capable of carrying "data" traffic as well as "voice", the present invention's solution
identifies voice "packets" as they enter the private network and such voice traffic always receives
priority over data (which is less time-sensitive). As a result, the present invention can provide
superior VoIP services without the risk of congestion and overload that would degrade the necessary
QoS.

The private network can carry live video, facsimile, and other image or data file traffic just
as capably as voice, and without requiring any additional or distinctive network facilities. Obviously
video would require very different network facilities on each end (camera, encoder, display, etc.),
but the backbone itself can handle different applications without physical modification. Video and
real time facsimile (as defined in ITU-T.38 Real Time Fax over IP) are similar to voice calls in that
they are sensitive to delays in transmission that would compromise QoS, video being more so than
real time facsimile. The same attributes that enable the present invention to carry voice with the
high QoS will also allow the present invention to carry customers’ video and facsimile traffic. The
fiber optic network backbone structure is inherently fault-tolerant and backup route paths are
available in the event of any point failure or obstruction. The installed equipment is robust and
employs advanced "intelligent" addressing techniques that accomplish efficient call re-routing with

minimal delays.
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Using the equipment and private network strategies described above, the present invention is
able to offer to each of its business customers a Virtual Private Network ("VPN") using the high-
capacity fiber optic backbone network. The architecture and operation of the private network allows
high speed, high-quality transport of voice, facsimile and video from office-to-office, with a high
degree of reliability, and without requiring the specific point-to-point dedicated lines or dedicated
transmission equipment that formerly would be required to tie remote offices together for facility-to-
facility voice communications. VPNs have many attractive features for sophisticated customers,
notably predetermined, highly efficient routing, and a high degree of security.

The method and system of the present invention is able to deliver reliable, high-quality
voice, video and facsimile via its private network using IP at a cost substantially below that of
\conventional InterExchange Carriers ("IXCs"). The total capital expense of the private VoIP
network is substantially less than "legacy" infrastructure costs of conventional providers of circuit-
switched telephony.

The fiber optic backbone connects each city in which a gateway is maintained. Point-to-
point fiber, connecting the gateways, is leased from a variety of providers. Within the backbone,
packetized information is transported using high capacity switch equipment. The capacity of these
switches can be easily increased via equipment upgrades, such as circuit cards to increase
ingress/egress ports, or use of higher bandwidths.

Each customer gains the advantage of a VPN using the hardware and leased fiber. This
private network is used primarily for voice traffic and associated information services (facsimile or
video), and only secondarily, on a managed non-interference basis, for other forms of data transfer.
The private network is not shared with any other carrier.

Targeted customers are businesses with mﬁltiple offices, which seek to reduce the costs of
inter-office long distance calls. The method and system of the present invention offers high-quality,
high-functionality VoIP, ease of operation, and strong management and accounting services to such
customers.

The flexible architecture allows for adaptation of the basic functionality of the VPN and the
VoIP technology to different customer needs and different classes of potential customers. A high-
volume customer may connect to the private network through a dedicated "T1" line, and would

produce the lowest effective price to the customer. The same functionality can be achieved by
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delivering calls to and from a gateway via Digital Subscriber Line ("DSL") services, ISDN, frame
relay, or by using the PSTN.

Figure 2 shows a block diagram of an embodiment of the transport system for voice, data,
and video telephony of the present invention. Referring now to FIG. 2, analog voice data may
originate from either initiating/receiving telephone 102 or 104. For purposes of this description, it is
assumed that the analog voice data originates from initiating/receiving telephone 102 and that
initiating/receiving telephone 102 has been provisioned for the transport system for voice, data, and
video telephony of the present invention through subscribing for the service.

The analog voice data captured by initiating/receiving telephone 102 is converted into digital
voice data within PSTN 202. PSTN 202 then forwards the digital voice data to the nearest Point Of
Presence ("POP") 208 associated with the present invention. The transport system for voice, data,
and video telephony of the present invention may have multiple POP locations throughout the
country, but only two are shown in FIG. 2 for simplicity. Within POP 208 is edge gateway 212
which handles the duty of 'translation’ between the circuit-switched PSTN 202 and the packet/cell
switched private network 206. Edge gateway 212 may be a MAX TNT or a MAX TNT2
manufactured by Lucent Technologies, or a similar and comparable piece of equipment. In one
embodiment edge gateway 212 utilizes the International Telecommunications Union (ITU-T)
(.729a standard for the compression and encoding/decoding of speech.

The frames of digital voice data are handed to the IP section of edge gateway 212 for
encapsulation into an IP datagram for transmission upstream to WAN switch 216. WAN switch 216
may be a CBX-500 ATM switch or a CBX-500 ATM switch plus a GX-550 ATM switch, both
manufactured by Lucent Technologies, or a similar and comparable piece of equipment. The CBX-
500 ATM is currently the only switch directly doing IP duties. Once the IP traffic is encapsulated in
ATM, the traffic can be carried on any ATM network. The GX-550 is simply a higher capacity
ATM switch used when increased capacity is called for (OC-48 and greater) and currently has no
direct IP duties. Conceptually, edge gateway 212, and the CBX-500 ATM and the GX-550 ATM
within WAN switch 216 are the edge, border, and core of the private network, respectively.

In one embodiment the IP datagram is ITU-T H.323 compliant. Additional industry
standards which may be utilized include: ITU-T H.245 for call control (for connecting and

terminating calls); ITU-T H.323 for media control (for policing the media stream, i.e. voice traffic);
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Real-time Transport Protocol (RTP, as defined by IETF RFC1889) for the media stream itself,
which is what the G.729a frames are put into. All of these are protocols within IP and specifically
they range from layers 4-7 of the Open Systems Interconnection (OSI) Interconnect Model.

Within the IP layer, another protocol, the Resource Reservation Protocol (RSVP), aids in the
allocation of network resources between POP 208 and POP 210. RSVP is functionally outlined in
IETF RFC2750. For transit onto WAN backbone 224, which in one embodiment is an
Asynchronous Transport Mode (ATM) backbone, the IP datagrams are encapsulated into ATM cells.
These cells contain destination information corresponding to the POP 210 that services the
destination of the call. Atthe ATM layer, specifically the encapsulation process, two key features
are implemented. The first is a method for a tighter integration of the profoundly differing IP and
ATM layers, known as Multi-Protocol Label Switching ("MPLS"). The second is the further
integration of the ATM layer’s QoS capabilities with the benefits of MPLS, which is implemented
specifically on edge gateway 212 as IP Navigator from Lucent. The overall solid integration of IP
connectivity along with QoS enforced via the ATM layer allows for much improved flexibility in
supporting differing traffic profiles (voice and data) across WAN backbone 224. Configuration
aspects of the WAN backbone 224 itself are handled via Naviscore, and its extensions to IP
Navigator. Naviscore itself is a set of extensions to the HP Openview management environment.

There are in reality two autonomous systems at work ensuring QoS relating to voice traffic:
RSVP and IP Navigator. Because the IP layer is functionally oblivious to the ATM layer, which
subsumes IP and everything above it, the packets conceptually only take a 'single hop' between POP
208 and POP 210. The traffic itself is traveling one IP hop, which may actually be multiple ATM
hops. Although instead of hops, which implies a decision being made at each point on where to
send the traffic, a predetermined path through the private network is determined through Virtual
Circuit Switching. A label denoting which Virtual Circuit an ATM cell belongs to is contained in
the header of the ATM cell.

The link between edge gateway 212 and WAN switch 216 is typically 100baseT Ethernet
(100 megabits per second). The link from the WAN switch 216 into WAN backbone 224 (which
will connect to another edge gateway 218 in POP 210) is at least a DS-3 which when running ATM
yields approximately 40 megabits per second (mbps), and more commonly is an OC-3

(approximately 155 mbps) and tops out at OC-12 (approximately 622 mbps). The GX-550 is
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capable of OC-48 connections (approximately 2.4 gigabits per second). The MAX TNT2 (also
know as the APX-8000) supposedly has better ATM capabilities than the MAX TNT, so OC-3 may
become a viable interconnect into WAN switch 216/222. The interconnection to the PSTN of edge
gateway 212 is channelized DS-3, provided either by the local telephone company ("telco") or
multiplexed from DS-1's provided by the telco.

To clarify the interface between POP 210 and PSTN 204, POP 210 receives the IP voice
packets, handles all decoding of the packets, opens a connection to PSTN 204 via its dedicated links,
and transmits voice in a digital format familiar to PSTN 204. PSTN 204 does not participate in any
manipulation of voice data, and is there solely to complete the last mile' of the call.

Due to the fact that the telephony services of the present invention are IP based, great
freedom is given in the design of a large WAN such as WAN backbone 224, as there are a wide
range of transport methods friendly to IP. IP is a communications format oblivious to the underlying
transport mechanism, so in theory as long as the underlying mechanism can move an IP datagram
from one point to another, you have IP connectivity. Beyond simple connectivity, requirements of
the application at hand must be taken into account. Voice telephony demands a basic assurance of
quality, and perhaps more importantly, that quality needs to be consistent. So in order for the
undertaking to be successful, quality assured IP service must be provided. The term 'quality IP
service' has long been an oxymoron of sorts in the industry. IP is inherently a service delivered in
terms of 'Best Effort', so if the IP datagram makes it to the other end, it is purely by chance, albeit a
very good chance. In other words, IP has no abilities to dictate quality which are core to the concept
of IP itself.

There are extensions to IP which attempt to alleviate the pure Darwinism of the IP model,
such as RSVP. RSVP is implemented on each POP and participates in negotiations between POPs
for a quantity of 'resources' reserved on the POP itself. This concept of resources amounts to
network availability and processor time on the POP, and speaks nothing of the transport medium
used between POPs, which is vastly more crucial to the delivery of a quality IP telephony call. So,
in summation, the quality of an IP telephony call is directly related to the quality of the link between
POPs.

After this analysis, the requirements of the private network are: links capable of carrying IP
traffic, quality transport of said traffic, and ability to support massive bandwidths (since scaling of
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the system may continue indefinitely). When applying these requirements to network technologies
available, ATM has immediate appeal, and upon further analysis, is the clear winner. ATM links
can carry IP traffic. ATM ensures quality through fine-grained control of bandwidth usage on a link.
ATM supports bandwidth in the range of several gigabits per second. In order to pick up in features
where IP falls short, ATM represents a complete paradigm shift from IP in its architecture. ATM
communicates with the concept of a Virtual Circuit, or a logical direct connection betwéen two
points with a predefined level of quality, whereas IP is a connectionless protocol which essentially
forwards a packet verbatim to the next link en route to its destination. In IP the destination is
known, but the path is subject to routing decisions made by each IP router along the way. These
routing decisions take time. ATM virtual circuits imply a predetermined destination and path
through the private network. Looking at the nature of voice traffic itself, it is highly time-dependent.
Changes in IP voice traffic flows manifest themselves as warped or distorted audio. These
variations in the flow of speech at best annoy the people on the call, and at worst make the call
altogether unusable. So consistent traffic flow is key to maintain the flow of different sounds which
make up speech. The primary antagonists to the smooth flow of traffic are latency, or the time
required for a packet to traverse the network and arrive at its destination, and jitter, or delay
variation, which is the change in latency between arriving packets. Jitter is the bigger obstacle of the
two, as it is much harder to compensate for than latency, which says nothing about the traffic flow
itself. ATM is, by design, suited to handle time-sensitive traffic, due to its granularity of bandwidth
allocation, and the construction of predefined paths through the network. The scheme of predefined
paths, known as switching, removes the relatively time-consuming forwarding decision process
inherent to a routed IP network, and thus has the effect of greatly smoothing the flow of traffic. The
gateways themselves attempt to compensate for jitter through buffering some of the voice traffic to
allow for smooth playback to the end user. These jitter buffers can help, but with widely varying
amounts of latency and jitter, voice traffic can still easily break down. But in combination with the
improved traffic flow characteristics of ATM, jitter is essentially eliminated. The method and
system of the present invention utilizes IP at the edge and ATM at the core of the transport system.
The next issue is the unification of the two into a seamless system. The first tendency is to

carry ATM as far as possible, to take advantage of its benefits in order to minimize the introduction

of additional latency and jitter into the network. The MAX TNT has limited ATM capabilities.
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These were fully explored and rejected due to the sub-par performance of ATM hardware on the
MAX TNT.

Another option utilizes a router (not shown in FIG. 2) in-between edge gateway 212 and
WAN switch 216 essentially doing the translation of IP to ATM. The GRF series of routers
manufactured by Lucent Technologies are preferred because they are high capacity IP and ATM
capable routers. In one embodiment, edge gateway 212 is connected to the GRF router via
100baseT Ethernet, and the GRF router up-links to WAN switch 216 via OC-3 (155 mbit) running
ATM. This fully-functional design was implemented in the private network to a limited extent and
proven to be a stable VoIP platform. So technically the gap was bridged between the IP and ATM
worlds. GRF routers in each market talk to each other via ATM virtual circuits which are
predefined by the network administrator and handle the passing of VoIP traffic between gateways.
This means that whenever a new market is brought into service, the network administrator must
build a virtual circuit between the new GRF and all existing GRF's on the private network. This
'mesh' of virtual circuits must be correctly maintained, despite growing exponentially with the
addition of each new market. Thus this platform, while very functional and theoretically scalable,
would create massive management headaches down the road, thus putting a glass ceiling on
scalability and as such is not a preferred embodiment. The preferred embodiment as shown in FIG.
2 utilizes MPLS to support the building of the virtual circuit mesh. MPLS is implemented in
Lucent's IP Navigator and resides locally on WAN switch 216. In addition to this software,
additional hardware for WAN switch 216, namely the 100baseT Ethernet interface, condenses the IP
abilities of the GRF routers into a slot card on WAN switch 216. The MPLS abilities of IP
Navigator are what allowed for the removal of the separate GRF router. It allows the WAN switch
216 to handle the duties that originally required a separate GRF router. The CBX-500 ATM is
currently the only switch directly doing IP duties. The GX-550 is simply a higher capacity ATM
switch used when increased capacity is called for (OC-48 and greater) and currently has no direct
bearing on IP Navigator functions.

Edge gateway 212 is now directly up-linked into the ATM backbone, removing an additional
source of latency/jitter and greatly simplifying management tasks on the private network, naturally

improving scalability, not to mention removing another point of failure. So in FIG. 2 MPLS is

-11-
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responsible for the unification of IP routing and ATM switching, and greatly lessens the
management burden, while retaining the beneficial characteristics of both communication methods.

As further integration of the IP abilities of MPLS with ATM's traffic management features
continues, one skilled in the art will recognize that new capabilities may be introduced into the
private network. An example would be controlled peering of other VoIP capable networks, as is
currently handled on the PSTN by a tandem switch. This could now be done in the sense of a
'virtual IP tandem' where multiple providers could exchange traffic at the IP level, taking advantage
of VoIP's cost savings, versus doing costly circuit-switched peering.

The configuration of the POPs is constantly evolving, and with each evolution, there are
usually an improved set of interconnects that go along. For instance, gatekeeper servers, such as
gatekeeper server 314 of FIG. 3, may be geographically distributed, meaning that the larger traffic
POPs in each region may have their own gatekeeper server (not shown in FIG. 2) doing gatekeeper
duties mounted in the rack alongside edge gateway 212 and WAN switch 216. One skilled in the art
will recognize that other pieces of equipment may be added to improve redundancy and fail over and
may be implemented as conditions permit.

The IP datagrams encapsulated into ATM cells sent over WAN backbone 224 in a single hop
arrive at the destination POP 210, avoiding intermediate routing delays, and are received in edge
gateway 218. Edge gateway 218 decompresses the IP voice packets received and WAN switch 222
then sends them to destination PSTN 204. PSTN 204 serves to complete the delivery of the call to
initiating/receiving telephone 104.

Figure 3 shows a block diagram of an embodiment of the administration and customer access
of the system for transporting voice, data, and video telephony of the present invention. Referring
now to FIG. 3, a customer subscriber to the method and system for transporting voice, data, and
video telephony can access information about his or her account using the public Internet 304 and
customer Web Browser 302. Through public Web Site 306 the customer is given access to.certain
information regarding private network 206. An authorization/inferface module 308 located between
public Web Site 306 and private network 206 authenticates the customer’s identification and
password and determines which data the customer is to be given access to regarding private network
206. Assuming a valid id and password, authorization/interface module 308 references a security

profile belonging to that user id. The security profile simply lists what abilities the customer has
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within authorization/interface module 308. Authorization/interface module 308 is for management
of the services provided. Information passed to and from authorization/interface module 308 resides
in database 312 common to authorization/interface module 308 and private network 206. Database
312 is essential to the scalability of a customer base and gives the ability to maintain a central record
of all available services and all provisioning and management aspects of those services.

A customer can do several things from customer Web Browser 302 which accesses certain
features enabled by proprietary software. A customer can monitor certain data in real time. A
typical customer is a business with many telephone lines. Such a customer can monitor in real time
the number of its lines that are dialed into private network 206, and the length of each telephone call
to or from a customer line. In addition, the customer can use customer Web Browser 302 to assign a
speed dial code to certain numbers. Customer Web Browser 302 also allows the customer to
perform many management functions without assistance with respect to its account from public Web
Site 306. For example, online bill presentment and payment is available, along with usage analysis
to determine the best value calling plan. Optional features include an on line phone book and
unified messaging.

Giving the customer the ability to watch their account usage in real time for whatever
purpose has not been done to this scale before. The closest analogy is sitting at the console of a
PBX feeding calls to a dedicated call center. But in the implementation of the method and system of
the present invention the usage of any one account can be tracked with a global scope. So instead of
a manager watching the PBX to track his marketing force, the analogy is extended to a manager
watching his virtual call center, tracking his employees who can now be located virtually anywhere.

A staff Web Browser 316 interfaces with private Web Site 318 allowing VoIP private
network personnel to control private network 206 and to access information about it. Private
network data that is available using staff Web Browser 316 includes network performance and usage
data, error logs, technical and engineering information regarding the network, etc. Both proactive
and reactive monitoring of services are enabled via staff Web Browser 316. Alerts for exceptional
conditions may be sent via the Web, or email, pager, etc. Automated provisioning is enabled via an
interface with VoIP private network vendors as well as real time management of private network
costs from information supplied by the vendors. Staff Web Browser 316 also allows real time

access to customer data, such as billing information, the current status of the customer’s account,
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etc. Using staff Web Browser 316, VoIP private network personnel can communicate with
customers via the public Internet 304. Staff Web Browser 316 has permissions above that of
customer Web Browser 302 to modify information in the common database 312 upon which
authentication module 310 operates. Communication between staff Web Browser 316 and private
network 206 is handled via database 312.

Authentication module 310 interfaces with the POPs (FIG. 2) in private network 206 via
gatekeeper server 314 and authorization/interface module 308. Authentication module 310 performs
several functions and carries out those functions based on data retrieved from database 312. One
such function is the authentication of a user’s ID and password. Authentication module 310 also
prevents fraudulent use of private network 206 by looking for specific indicia of fraud. For
example, authentication module 310 may be programmed to look for calls by a particular user to
unauthorized telephone numbers. Similarly, it may be programmed to look for calls by a particular
user that exceed a specified number during a given time period.

Authentication module 310 also gathers certain types of private network data, such as overall
use of the private network or specific resources. It also can be programmed to identify private
network equipment that is being heavily used or has gone down, and route calls around that
equipment.

Gatekeeper software resides on Gatekeeper server 314 and serves to maintain
communication between the edge gateways and authentication module 310. The gatekeeper
software is essentially authentication module 310's means of communication with the edge
gateways. Authentication module 310 is responsible for the actual routing and accounting logic.
Gatekeeper server 314 may be located anywhere within private network 206. The gatekeeper
software maintains a list of telephone numbers and corresponding IP addresses. Each WAN switch
(FIG. 2) uses a table to determine the IP address of a destination Wan switch. Such table look up is
known in the art and is often referred to as a spanning tree or virtual circuit switching. The
gatekeeper software in one embodiment is Lucent MultiVoice Access Manager ("MVAM"), and has
an Application Programming Interface (" API") which gives direct control of how calls are handled
between edge gateways in each POP (FIG. 2). The core technologies at work in MVAM are IP,
H.323, and their supporting components. The MVAM architecture consists of an edge gateway
(FIG. 2) and the gatekeeper software and its API through which authentication module 310
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interfaces, linking to proprietary back office functions. The MVAM specification speaks only of
what is relevant to completing and accounting for a VoIP call, and says nothing of interim transport
methods used. So, in essence, MVAM describes a workable system for talking between edge
gateways and gatekeeper software, as if they were adjacent to each other. An aspect of the present
invention is to extend the capabilities of the MVAM platform across thousands of miles, into a
working global long-distance telephony network. The obstacles introduced in architecting a WAN
backbone capable of supporting the MVAM platform in a scalable and reliable manner across vast
distances, not to mention international boundaries and differing technological paradigms implied
therein, are quite different from hooking them back-to-back and making a call complete.

The gatekeeper software has its own functions to facilitate routing and accounting of calls,
although they are simplistic and not suited to provide the scalability required by a telephony
network. In the implementation of the present invention these functions are handled by
authentication module 310. This proprietary module, also called Keymaster, interfaces with the
edge gateways via the gatekeeper software, as well as database 312 common to
authorization/interface module 308. Authentication module 310 carries out its functions based on
information retrieved from database 312 regarding both authorization information for the account,
and routing information required to complete the call to the remote edge gateway. Authentication
module 310 is a custom application which provides ultimate fine-grained control of the telephony
call, while providing scalability due to its level of integration with database 312. Regarding
database integration, in one embodiment the authentication module 310 methods of communicating
with database 312 are standards-based Open Database Connectivity ("ODBC") and will talk to any
database which complies with those standards. All Structure Query Language ("SQL") servers ‘
comply with these standards, and there is nothing specific to any one database vendor.

Authentication module 310 is responsible for: call authorization, call routing, and call
accounting. Some functions in one category hinge on the result of functions in another category.
For example, available routes for calls are dictated by the results of the authorization of the calling
user. Specifically, call authorization allows or disallows access to private network 206 based on a
number of methods: currently Personal Identification Number ("PIN") and Automatic Number
Identification ("ANI"). This functionality may be extended to any combination of unique identifiers

present when making a call. Call routing is handled by a pre-populated database of areas covered by
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private network 206 in conjunction with attributes tied to the account of the calling party which can
dictate available calling areas.

For every destination, there are multiple routes available to complete the call. These routes
are selected in whatever manner is desired, usually the one with the least cost first. This also
provides for alternate routes to complete the call should the first selection be unavailable for
whatever reason. Call accounting functions simply record the stop and start times of the call as the
related stop and start notices are ;eceived from the edge gateways involved in completing the call.
This figure has rates applied to it in database 312, then the proper account's information is updated.

The proprietary software of authentication module 310 is integrated with the equipment to
provide customers with accounting, network, and utilization management tools. The proprietary
accounting system provides detailed billing and usage monitoring for VoIP services. The billing
system provides customers with immediate, real time access to billing information and calling
patterns. The billing system generates a call detail record and corresponding bill immediately upon
the termination of each call. The billing system also generates and continuously updates call
reports, billing records, and utilization information, which is instantly available at the command of
the customer via remote access from customer Web Browser 302, 24 hours a day, seven days a
week.

Private network data is stored in database 312. Off the shelf database software products,
such as Microsoft’s OLAP and Sequel, may be used to collect and store data in specific formats and
to perform data searches.

Figure 4 shows a block diagram of an embodiment of the types of service of the system for
transporting voice, data, and video telephony of the present invention. Referring now to FIG. 4, four
different types of service, referred to as Tier One, Tier Two, Tier Three, and Tier Four are shown. A
major focus is on serving large companies that have a substantial volume of office-to-office local
long and long-distance voice and data traffic, and companies with a high volume of voice traffic
between pre-established destinations who are seeking a lower cost alternative to traditional long-
distance service. Significant savings can be realized by such business customers for their inter-
office calls (and facsimile traffic) being handled by the VoIP private network.

The VoIP private network can be upgraded rapidly and may be provisioned for growth in

arrangements for "co-location" space at its POP locations and in supporting agreements with
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competitive local exchange carriers ("CLECs") and Incumbent Local Exchange Carrier ("ILECs")
who for some subscribers will originate calls to or terminate calls from the VoIP private network.

The VoIP private network co-exists with the conventional PSTN, thereby enabling corporate
subscribers to route their office-to-office or other traffic via conventional long-distance providers at
any time, should the need arise. A subscriber may connect directly to the VoIP private network POP
using a dedicated T1 line. For some services, the VoIP private network has interconnect
relationships with CLECS and ILECS for low cost "first mile" and "last mile" call handling.
Favorable primary rate interface ("PRI") agreements allow the VoIP private network to expand the
geographical areas served by its POPs and therefore reduce its capital expenditures by allowing
service to more customers with fewer POP installations. |

Tier One Service: Office-to-Office viaa T1 line. This business-to-business customer will
use the VoIP private network primarily for office-to-office voice, facsimile, and video
communications. For this class of customer, the Tier One Service is most efficient. Each
participating customer facility (e.g., an office in New York, an office in Chicago, and an office in
Los Angeles) would be connected to the nearest VoIP private network POP by a T1 or other
dedicated, private line. Ateach customer location, the subscriber’s switch would identify all office-
to-office calls for routing to the VolP private network via the dedicated line. Atthe POP, the call
would be digitized and packetized, assigned VoIP priority tags, and then transported in a single
"hop" across the ATM backbone to the VoIP private network POP nearest the destination customer
facility. The call would then be carried by T1 to the customer’s destination site. Substantial cost
savings are possible with this architecture, as it avoids entirely the expensive long-distance and local
exchange infrastructure of traditional carrier routes, without requiring the high expense of long-
distance dedicated switched lines. This "private carriage" bypasses the PSTN entirely.

Tier One Service is accompanied by management, accounting and billing features that are
important to managers as well as users of the customers it serves. For the employees of customers
using Tier One Service, the VoIP private network offers attractive ease of use as well as QoS equal
to conventional circuit-switched calls. An employee of a Tier One customer will be able to place
voice calls or transmit facsimiles to any other connected office location using a simple dialing
scheme no more difficult to execute than an intra-office call from one extension to another. No

elaborate or special dialing schemes are required. Nor is any special training needed. Indeed, a Tier
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One business-to-business system is designed specifically to complement and co-exist with the
customer’s other local, local long, and long-distance arrangements. This not only offers substantial
cost savings to the customer, but improves customer "security" as vulnerability to interruption in
PSTN facilities is reduced.

For example, a Tier One Service office-to-office call may be executed as follows. A
subscriber telephone 402 is connected to subscriber switch 404 (required for Tier One Service). A
T1 line 406 carries the call to POP 208 over WAN backbone 224 to POP 210. T1 line 430 carries
the call to subscriber switch 428 which is connected to subscriber telephone 432. Tens of thousands
or more subscriber telephones 402/432 may be connected and provisioned with Tier One service, but
only two are shown for simplicity.

Tier Two Service: Office-to-Office Plus. VolIP services over the VoIP private network may
be further enhanced to increase utility and value to core business subscribers while maintaining the
favorable regulatory position that contributes to the cost/price advantage of the present invention.
Many business subscribers using Tier One Service will be able to identify a defined group of
"outside" numbers repeatedly called by its employees, e.g., important customers and vendors. The
VolIP private network can take such calls originating from the subscriber's facility and route these
over the VoIP private network to the POP nearest the location of the call destination. From the POP,
the call will be carried over the PSTN to its ultimate point of termination. Favorable arrangements
with CLECS and ILECS allow for low-cost provision of these so-called "last mile" services.

The Tier Two Service takes advantage of the capability of typical on-premises customer
telephone switch equipment which stores records of frequently-called numbers. When a business
subscriber selects such a number from among those either stored on his or her individual phone set,
or stored as a workgroup or "system" telephone number, the switch automatically routes the call
through the dedicated T1 line to the nearest POP and onto the private network. Thus, all of the cost
savings of using the private network and packet voice communication are achieved. A termination
charge will be payable to the CLECS and ILECS at the call destination, and that local carrier will be
responsible to pay applicable access and FCC charges. Under current law the provision of telephony
services to a "closed user group" on a customer-specific basis is considered a "private carrier" and
not a "common carrier" service. Hence, under current law certain of the VoIP private network

service offerings will not be subject to the federal or state rules applicable to common carriers. By
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providing services beyond voice telephony, such as data, video and facsimile carriage, the VoIP
private network also may offer "enhanced information services" which also are presently outside
regulation as telecommunications services.

For example, a Tier Two Service office-to-vendor or office-to-customer call may be
executed as follows. Frequently called vendors and customers of the subscriber, represented in
simplicity by subscriber customer telephone 412/436 and subscriber vendor telephone 414/438,
stored in subscriber switch 404/428 respectively, are included in Tier Two service. A call initiated
from subscriber telephone 402 to subscriber vendor telephone 438 will travel from subscriber
telephone 402 to subscriber switch 404 over T1 line 406 to POP 208 through WAN backbone 224 to
POP 210 over line 448 to PSTN 442 over line 444 to subscriber vendor telephone 438. A call
initiated from subscriber telephone 432 to subscriber customer telephone 412 will travel from
subscriber telephone 432 to subscriber switch 428 over T1 line 430 to POP 210 through WAN
backbone 224 to POP 208 over line 424 to PSTN 410 over line 420 to subscriber customer telephone
412.

The business subscribers can also select another Tier Two Service that again leverages the
same dedicated, high-capability network and its low-cost structure. The business-to-business
subscribers can choose to provide a VoIP private network access number to their employees. When
working off-premises, employees will be able to call the employer’s nearest facility (that is
connected to a POP) and then have the remainder of their call routed over the VoIP private network
to other customer offices or to other destinations.

For example, a Tier Two Service working off-premises employee call may be executed as
follows. An access number may be given to a subscriber's employee to access the VoIP private
network when away from the subscriber's office, represented in simplicity by subscriber employee
telephone 408/434. For example, a call initiated off-premises from subscriber employee telephone
408 will travel over line 420 to PSTN 410 over line 422 to subscriber switch 404 over T1 line 406 to
POP 208 through WAN backbone 224 to POP 210. From POP 210 the call will travel either over T1
line 430 or to PSTN 442 depending upon the final destination of the call.

Tier Three Service: Office-to-General Public. Corporate customers using Tier One and Tier
Two Services may also use the VoIP private network to carry their voice calls and facsimile

transmissions to the general public. Such telephone numbers can be routed as VoIP calls over the
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VoIP private network. This allows corporate customers to have an alternate means to traditional
IXCs for long-distance carriage. It also allows business customers the option of concentrating their
service requirements and fully exploiting the flexible, real time call reporting, traffic management,
and billing systems. The "last mile" of such telephone calls would be handled by arrangements with
the CLECs and ILEC:s that provide local access for calls, while using the VoIP private network for
the long-haul component. At the present time, it is not believed such calls would be subject to
"access charges" or other FCC regulatory costs.

For example, a Tier Three Service office-to-general public call may be executed as follows.
Subscribers may also make calls to the general public represented in simplicity by general public
telephone 416/440. For example, a call initiated from subscriber telephone 402 to general public
telephone 440 will travel from subscriber telephone 402 to subscriber switch 404 over T1 406 to
POP 208 through WAN backbone 224 to POP 210 over line 448 to PSTN 442 over line 444 to
general public telephone 440.

Tier Four Service: Small Businesses. The VoIP private netwogk may also offer service to
provide savings to small businesses with multiple locations. Representative Tier Four customers are
retail or wholesale businesses with many locations. Tier Four Service handles store-to-store voice
and facsimile transmissions. Access to and from the VoIP private network would be through
negotiated local Primary Rate Interface agreements with CLECs and ILECs. In-store phones would
be programmed to route store-to-store calls through the VoIP private network. Even allowing for
the possibility that ingress and egress charges would be paid to access the VoIP private network, and
other FCC-mandated charges, there are considerable cost savings for such small business customers
in contrast to other long-distance solutions. Should a national or regional headquarters be connected
to the VoIP private network via a T1 line (thus receiving the "Tier One" Service), such a customer
could achieve even greater savings and functionality. The headquarters facility could realize "value
added" by employing the capability of the VoIP private network for distribution of multi-office
facsimiles.

For example, a Tier Four Service store-to-store call may be executed as follows. Subscribers
may make calls from one store to another store represented in simplicity by store telephones

450/452. For example, a call initiated from store telephone 450 to store telephone 452 will travel
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from store telephone 450 over line 420 to PSTN 410 over line 424 to POP 208 through WAN
backbone 224 to POP 210 over line 448 to PSTN 442 over line 444 to store telephone 452.

To-and-From the General Public. The VoIP private network may also support telephone
calls to and from the general public in much the same way as described above for store to store calls.
Both intra-state and inter-state calls may be handled over the VoIP private network.

| International IP Calls. International IP telephony through private transport of IP formatted
voice to international destinations is also supported.

Figure 5 shows a flowchart of the method of receiving digital data within a POP in an
embodiment of the VoIP private network of the present invention and transmitting VoIP voice data
across the WAN backbone to aremote POP. Referring now to FIG. 5, a telephone provisioned with
VolP service, such as subscriber telephone 402 or store telephone 450, initiates a call. In step 502,
edge gateway 212 within POP 208 receives a digital voice data stream either from line 424 from
PSTN 410 or from T1 line 406 from subscriber switch 404. Step 504 compresses, encodes, and
encapsulates the digital voice data stream into IP datagrams. Edge gateway 212 transmits the IP
datagrams to upstream WAN switch 216 in step 506.

Wan switch 216 in step 508 encapsulates the IP datagrams into ATM cells. In step 510 the
ATM cells are transmitted over WAN backbone 224 to the next WAN switch, such as WAN switch
222 in POP 210. MPLS features come into play in this step by associating a Virtual Circuit on
WAN backbone 224 connecting WAN switch 216 with a destination IP address. Virtual Circuits are
pre-established between all the WAN switches within private network 206. This occurs when IP
interfaces are configured on each WAN switch. Since the path is predetermined, there is only
transmission taking place, which is why switching is faster than routing,

Step 512 determines if there are more IP datagrams to be processed. Ifyes, control returns to
step 506 where the next IP datagram is transmitted to WAN switch 216. If the determination in step
512 is no, then step 514 determines if a next digital voice data str‘eam from another call is being
received. If yes, control returns to step 502. If step 514 determines that no more digital voice data
streams are being received, then the method of the present invention ends.

Figure 6 shows a flowchart of the method of receiving VoIP voice data over the WAN
backbone in a remote POP in an embodiment of the VoIP private network of the present invention

and transmitting the call to the final destination. Referring now to FIG. 6, in step 602 an ATM cell
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is received in WAN switch 222 over the Virtual Circuit from WAN switch 216. The IP datagrams
within the ATM cells are de-capsulated (the ATM cell headers are stripped) in step 604. In step 606
the IP datagram is transmitted to edge gateway 218. Edge gateway 218 in step 608 receives the IP
datagram, and based on ITU-T H.245 call setup information, selects a channel from the pool of the
dedicated PSTN circuit-switched connections, picks up the channel, and dials the destination
number of the call. Upon connection of the PSTN circuit, in step 610 edge gateway 218 begins the
decoding and decompression of the ITU-T G.729a audio frames and transmission of audio data onto
the established PSTN circuit. Step 612 determines if there are more ATM cells to receive. If yes,
control returns to step 602. If not, then the method of the present invention ends.

Figures 7 to 42 are screen shot representations of Web pages accessible to a customer
through a Web Browser which demonstrate the customer interface of the present invention.
Referring now to FIGS. 7 to 42, after a customer or user of the VoIP private network of the present
invention requests the URL of the VoIP private network public website 306 via customer Web
Browser 302, the home page is displayed (not shown). Customer Web Browser 302 may be
Microsoft Internet Explorer or Netscape Navigator or any other appropriate Web Browser.
Microsoft Internet Explorer is the Web Browser shown in FIGS. 7 to 42.

From the home page, the customer is invited to login to access the customer's account
information by entering a user name and password in a window presented on the home page.
Authorization/interface module 308 authenticates the user name and password entered and, if the
user name and password are valid, retrieves Customer Info Web Page 700 from public Web Site 306
and returns it to customer Web Browser 302 for display. Frame 702 displays the customer's general
account information. Customer info tabs 704, 706, 708, 710, 712, and 714 give the customer access
to various account functionality. Help icon 716 allows the customer to access an on-line help
function. In FIG. 7 Customer Info tab 704 is active, giving the customer access to several select
buttons 718. The customer may click on any of the select buttons 718 to access the feature
represented by the particular select button.

A staff member of the VoIP private network may access any of the Web pages that a
customer can from staff Web Browser 316. When a staff member accesses Customer Info Web

Page 700, additional select buttons 720 are presented, as well as several links 722. The staff

-22-



WO 01/95063 PCT/US01/18459
member may click on any of select buttons 718, select buttons 720, or links 722 to access the
features represented by them.

Clicking on Addresses select button 724 causes Addresses Web Page 800 of Fig. 8 to be
displayed on customer Web Browser 302. Frame 802 displays address information about the
customer and allows the customer to modify address information as appropriate.

Clicking on Phones select button 726 causes Phone Numbers Web Page 900 of Fig. 9 to be
displayed on customer Web Browser 302. Frame 902 displays phone information about the
customer and allows the customer to modify phone information as appropriate.

Clicking on Secrets select button 728 causes Change Secret Web Page 1000 of Fig. 10 to be
displayed on customer Web Browser 302. Frame 1002 displays secret "code" word information
about the customer and allows the customer to modify the secret "code" word information as
appropriate.

Clicking on Contact Email select button 730 causes Contact Email Address Web Page 1100
of Fig. 11 to be displayed on customer Web Browser 302. Frame 1102 displays email contact
information about the customer and allows the customer to modify email contact information as
appropriate.

Clicking on Logout select button 732 will log the customer out of the account information
portion of the Web Site and return the customer to the home page.

Referring now to the additional select buttons 720 of FIG. 7 which are only displayed when a
staff member accesses Customer Info Web Page 700, clicking on Deactivate select button 734
causes the customer account to be deactivated so that it can no longer be used. This is a staff
member function only.

Clicking on Change PIN select button 736 causes Change Voice over IP PIN Web Page 1200
of Fig. 12 to be displayed on customer Web Browser 302. Frame 1202 displays information
allowing the PIN number for the customer to be changed. This is a staff function only. Change
Voice over IP PIN Web Page 1200 also gives the staff member access to several select buttons 1204.
The staff member may click on any of the select buttons 1204 to access the features represented by

the select button.

-23~



WO 01/95063 PCT/US01/18459

Clicking on Add VoIP Rate select button 738 causes VoIP Signup Web Page 1300 of Fig. 13
to be displayed on customer Web Browser 302. This allows a VoIP rate to be added to the account
of a customer who already has a rate of another type. This is a staff member function only.

Clicking on Add Dial Rate select button 740 causes Add Dialup Web Page 1400 of Fig, 14 to
be displayed on customer Web Browser 302. Frame 1402 displays information that allows a dialup
rate to be added to the account of a customer who already has a rate of another type. This is a staff
member function only.

Clicking on Add Hosting select button 742 causes Web Hosting Web Page 1500 of Fig. 15 to
be displayed on customer Web Browser 302. Frame 1502 displays information that allows a hosting
rate to be added to the account of a customer who already has a rate of another type. This is a staff
member function only.

Selecting Account Manager tab 706 causes Account Manager Web Page 1600 of FIG. 16 to
be displayed on customer Web browser 302. Frame 1602 displays the customer's specific account
information and rates for the types of service the customer has signed up for. Account Manager tab
706 gives the customer access to several select buttons 1618. The customer may click on any of the
select buttons 1618 to access the features represented by the select button and see more information
about the customer's account.

Selecting Phone tab 708 causes Phone Service Web Page 1700 of FIG. 17 to be displayed on
customer Web browser 302. Frame 1702 displays information about the customer's phone service,
such as user ID, local access number, total calls, length in minutes, etc. Phone tab 708 gives the
customer access to several select buttons 1718. The customer may click on any of the select buttons
1718 to access more information about the phone service.

Clicking on Usage select button 1720 causes Usage Web Page 1800 of FIG. 18 to be
displayed on customer Web browser 302. Frame 1802 displays information about the individual
calls made by the customer, such as time of call, duration of call, destination, destination city, and
call origination. The customer can select the start date and stop date for the usage information
displayed.

Clicking on Most Called select button 1722 causes Most Called Numbers Web Page 1900 of
FIG. 19 to be displayed on customer Web browser 302. Frame 1902 displays information about the
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most called destinations, destination city, and the number of calls made, listed in descending order.
The customer can select the start date and stop date to alter the summary information displayed.

Clicking on Usage Summary select button 1724 causes Usage Summary Web Page 2000 of
FIG. 20 to be displayed on customer Web browser 302. Frame 2002 displays summary information
about the month, day, calls, and minutes made by the customer based on criteria selected by the
customer. ,

Clicking on My Phone Book select button 1726 causes My Phone Book Web Page 2100 of
FIG. 21 to be displayed on customer Web browser 302. Frame 2102 displays the current phone
numbers and description that have been entered by the customer. A speed dial number is
automatically assigned to each entry. To add an entry, the customer clicks in a blank cell in the
table and types in the information. Entries may be deleted by clicking in the cell and pressing the
delete button on the customer's keyboard.

Clicking on Quick PIN select button 1728 causes Quick PIN Web Page 2200 of FIG. 22 to
be displayed on customer Web browser 302. Frame 2202 displays information that allows the
customer to enter information regarding the phone number(s) where the customer will make calls
from. This enables the customer to only have to dial 0# instead of the customet's entire PIN number
when making a call.

Clicking on Current Calls select button 1730 causes Current Calls Web Page 2300 of FIG. 23
to be displayed on customer Web browser 302. Frame 2302 displays a tracking window that
displays all calls in real time that are currently in progress. The date and time of the start of the call,
the number called, the city, and the billing number of the originating party (ANI) are displayed.

Clicking on Check PIN select button 1732 causes Check PIN Web Page 2400 of FIG. 24 to
be displayed on customer Web browser 302. Frame 2402 displays a box in which the customer can
enter their PIN number and verify if it matches the VoIP private network records. Clicking on
Logout select button 1734 will log the customer out of the account information portion of the Web
Site and return the customer to the home page.

Selecting Hosting tab 710 causes Web Hosting Web Page 2500 of FIG. 25 to be displayed on
customer Web browser 302. Frame 2502 displays information about the customer's Web Sites

hosted by the VoIP private network. Hosting tab 710 gives the customer access to several select
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buttons 2518. The customer may click on any of the select buttons 2518 to access the features
represented by each select button.

Clicking on FTP select button 2520 causes FTP Usernames Web Page 2600 of FIG. 26 to be
displayed oﬁ customer Web browser 302. Frame 2602 displays a table that allows a customer to
manage FTP (File Transfer Protocol) access for their domains to enable or configure file sharing
services.

Clicking on FrontPage select button 2522 causes FrontPage Extensions Web Page 2700 of
FIG. 27 to be displayed on customer Web browser 302. Frame 2702 displays a table that allows a
customer to 4manage Microsoft FrontPage access to enable or configure Web publishing services.

Clicking on Quota select button 2524 causes Quota Web Page 2800 of FIG. 28 to be
displayed on customer Web browser 302. Frame 2802 displays a table that allows a customer to
manage the amount of disk space, email space, and bandwidth transfer allocated to the customer's
accounts.

Clicking on Usage select button 2526 causes Usage Web Page 2900 of FIG. 29 to be
displayed on customer Web browser 302. Frame 2902 displays aggregate reports on service usage.

Clicking on Traffic select button 2528 causes Domain Traffic Analysis Web Page 3000 of
FIG. 30 to be displayed on customer Web browser 302. Frame 3002 displays detailed reports on
accesses to the customers various Web sites.

Clicking on DNS select button 2530 causes DNS Web Page 3100 of FIG. 31 to be displayed
on customer Web browser 302. Frame 3102 displays the DNS (Domain Name Service) entries for
the customer's domains.

Clicking on Domain Name select button 2532 causes Domain Names Web Page 3200 of
FIG. 32 to be displayed on customer Web browser 302. Frame 3202 displays domain registry
information from the Internet registrar.

Clicking on SSL select button 2534 causes SSL Web Page 3300 of FIG. 33 to be displayed
on customer Web browser 302. Frame 3302 displays SSL (Secure Socket Layer) Web site
information allowing the customer to enable or configure a Web site to communicate securely with
customers. Clicking on Logout select button 2540 will log the customer out of the account

information portion of the Web Site and return the customer to the home page.
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Selecting Dialup tab 712 causes Dialup Information Web Page 3400 of FIG. 34 to be
displayed on customer Web browser 302. Frame 3402 displays dialup information by user name,
showing the primary dialup number, total calls in the last 30 days, length in minutes of those calls,
etc. for each user name. Dialup tab 712 gives the customer access to several select buttons 3418.
The customer may click on any of the select buttons 3418 to access the features represented by each
select button.

Clicking on Usage select button 3420 causes Dialup Usage Web Page 3500 of FIG. 35 to be
displayed on customer Web browser 302. Frame 3502 displays aggregate reports on usage.
Clicking on Logout select button 3422 will log the customer out of the account information portion
of the Web Site and return the customer to the home page.

Selecting Email tab 714 causes Email Addresses Web Page 3600 of FIG. 36 to be displayed
on customer Web browser 302. Frame 3602 displays the email addresses currently stored in the
VolIP private network that have been entered by the customer. The email addresses may be grouped
by common domain name. Email tab 714 gives the customer access to several select buttons 3618.
The customer may click on any of the select buttons 3618 to access the features represented by each
select button.

Clicking on Passwords select button 3620 causes Change Password Web Page 3700 of
FIG. 37 to be displayed on customer Web browser 302. Frame 3702 displays the customer's email
account names and allows the customer to change the password on any of the email accounts.

Clicking on Add Email select button 3622 causes Add Email Address Web Page 3800 of
FIG. 38 to be displayed on customer Web browser 302. Frame 3802 displays the types of services
the customer may add an email address to.

Clicking on Delete Email select button 3624 causes Delete Email Addresses Web Page 3900
of FIG. 39 to be displayed on customer Web browser 302. Frame 3902 displays a list of the
customer's current email accounts and allows the customer to select one or more email accounts to
delete.

Clicking on Forwarding select button 3626 causes Email Forwarding Web Page 4000 of
FIG. 40 to be displayed oh customer Web browser 302. Frame 4002 displays email information by

domain, and allows the customer to configure an email address to forward to another email address.
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Clicking on Auto Responder select button 3628 causes Email Auto Responders Web Page
4100 of FIG. 41 to be displayed on customer Web browser 302. Frame 4102 displays a list of the
customer's email addresses and allows the customer to configure an email address to send a
predefined message to the original sender.

Clicking on Repair Email select button 3630 causes Repair Email Web Page 4200 of FIG. 42
to be displayed on customer Web browser 302. Frame 4202 displays a list of the customer's email
addresses and allows the customer to attempt to fix a problem with an email account. Clicking on
Logout select button 3632 will log the customer out of the account information portion of the Web
Site and return the customer to the home page.

Figures 43 to 58 are screen shot representations of Web pages accessible to VoIP network
personnel, also referred to as "staff members", through a Web Browser which demonstrate the
management interface of the present invention. In addition, staff members have full access to all of
the Web pages that a customer can access from public website 306.

Referring now to FIGS. 43 to 58, staff Web Browser 316 may be Microsoft Internet Explorer
or Netscape Navigator or any other appropriate Web Browser. Microsoft Internet Explorer is the
Web Browser shown in FIGS. 43 to 58. Staff members are provided with a browser that already has
the staff login page listed in their bookmarks. The staff login page only allows access from certain
predetermined network addresses. On the staff login page a request is made for the staff member to
enter a user name and password. Authorization/interface module 308 compares the user entry with
the staff database entries and allows access only if the user name and password match an entry in
database 312. Private Web Site 318 is run under a HTPPS (Hypertext Transfer Protocol Secure)
server 128 bit SSL (Secure Socket Layer), which means the user names and passwords are not
passed in clear text across the network as is the case with normal HTTP.

Each page in the system has security checks which check first to ensure that the request is
coming in on a secure server. If the request is not on a secure server the staff member is redirected
to the secure server. The second security check is the staff members network address. This ensures
that access can not be made from unwanted networks. The third security check is on a page basis.
Each page has a security check which checks the staff members security profile and ensures that the
staff member has the required security. If security requirements are not met the staff member is not

allowed to use the page.
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If the user name and password are valid, and all the security requirements are met, Personal
Web Page 4300 of FIG. 43 is retrieved from private Web Site 318 and returned to staff Web
Browser 316 for display. Frame 4302 displays the staff member's name and a message indicating if
there are any waiting notes for the staff member. Clicking on "My Links" displayed in frame 4302
accesses a simple bookmark function for the staff member. If the staff member uses a particular
Web Site frequently, the staff member can enter that Web Site's address with a personalized
description into the "My Links" function.

Staff Options tabs 4304, 4306, 4308, 4310, 4312, 4314, 4316, and 4318 give the staff
member access to various VoIP private network functionality. In FIG. 43 Personal tab 4304 is
active, giving the staff member access to several select buttons 4320. The staff member may click
on any of the select buttons 4320 to access the feature represented by the particular select button.

Selecting Admin tab 4306 causes Admin Web Page 4400 of FIG. 44 to be displayed on staff
Web browser 316. Admin tab 4306 gives the staff member access to several select buttons 4420.
Clicking on Contact Customer select button 4422 accesses a simple query tool that allows staff
members to create dynamic customer contact lists. For example, if a staff member in marketing
wanted to contact all customers who already own a dialup account in order try to sell these
customers new services, the staff member can access the Contact Customer tool and create a contact
list of all existing dialup customers.

This tool can also be used to notify customers of service outages, upgrades, etc. For
example, if a VoIP private network access number changed or was out of service, a staff member
could use the Contact Customer tool to query all the customers who use that access number and
inform them of the service issues.

Clicking on Staff Profile select button 4424 accesses a manager function to manage the staff
members of the system. Clicking on Logout select button 4426 will log the staff member out of
private Web Site 318 and return the staff member to the staff login page.

Selecting Billing tab 4308 causes Billing Homepage Web Page 4500 of FIG. 45 to be
displayed on staff Web browser 316. Frame 4502 displays any recent notes posted by staff members
pertinent to this Web page. Billing tab 4308 gives the staff member access to several select buttons
4520. The staff member may click on any of the select buttons 4520 to access the features

represented by the select button.
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Selecting Sales tab 4310 causes Sales Web Page 4600 of FIG. 46 to be displayed on staff
Web browser 316. Frame 4602 displays any recent notes posted by staff members pertinent to this
Web page. Sales tab 4310 gives the staff member access to several select buttons 4620. The staff
member may click on any of the select buttons 4620 to access the features represented by the select
button.

Sales Web Page 4600 is an outbound sales lead tool. Purchased contact lead lists are
imported into database 312. When a sales staff member is ready to start selling, the sales staff
member clicks on New Leads select button 4622 to access a new lead. This brings the next
available contact lead onto the Web page and allows the staff member to contact the lead. If the
lead agrees to service, the lead information is posted to the signup forms and the lead is added into
the VoIP private network. If the lead does not agree or is not available to be contacted, the lead is
marked appropriately and goes back into the lead system.

Selecting Tracking tab 4312 causes Tracking Options Web Page 4700 of FIG. 47 to be
displayed on staff Web browser 316. Frame 4702 displays several links 4722 of tracking options
which correspond to several select buttons 4720. The staff member may click on any of the links
4722 or select buttons 4720 to access the features represented by the link or select button.

Clicking on Current Calls select button 4724, or the corresponding link, causes Current VoIP
Calls Web Page 4800 of FIG. 48 to be displayed on staff Web browser 316. Frame 4802 displays all
real time calls that are in progress on all gateways in the VoIP private network. Select A Gateway
pull down list 4804 allows the staff member to view all real time calls that are in progress on the
gateway selected.

Clicking on Gateway Usage select button 4726 or the corresponding link causes Gateway
Usage Web Page 4900 of FIG. 49 to be displayed on staff Web browser 316. Frame 4902 displays
information about each gateway in the VoIP private network.

Clicking on VoIP Usage Cube select button 4734 or the corresponding link causes VoIP
Usage Drilldown Web Page 5000 of FIG. 50 to be displayed on staff Web browser 316. Frame 5002
displays summary usage information based upon staff member entered criteria.

Selecting NOC tab 4314 causes Network Operations Center Web Page 5100 of FIG. 51 to be
displayed on staff Web browser 316. Frame 5102 displays a virtual “frame” encapsulating access to

various other internal monitoring systems. It provides a single convenient method of accessing
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multiple heterogeneous monitoring systems through a single and consistent interface. NOC tab
4314 gives the staff member access to several select buttons 5120. The staff member may click on
any of the select buttons 5120 to access the features represented by the select button.

Selecting Engineer tab 4316 causes Engineering Web Page 5200 of FIG. 52 to be displayed
on staff Web browser 316. Frame 5202 displays notes posted by staff members pertinent to this
Web page. Engineer tab 4316 gives the staff member access to several select buttons 5220. The
staff member may click on any of the select buttons 5220 to access the features represented by the
select button.

Clicking on Mon select button 5222 allows the staff member to set the configuration for
SiteScope, a monitoring and alerting system (not shown). Clicking on Netstat select button 5224
gives the staff member access to WAN/Internet peering point monitoring (not shown). Clicking on
MRTG select button 5226 causes Cluster Machines Overview Web Page 5300 of FIG. 53 to be
displayed on staff Web browser 316. Frame 5302 displays several Multi Router Tracking Graphs
("MRTG"). MRTG is a freeware graphing tool that VoIP private network data is fed into in order to
create various tracking graphs. The MRTG graphs show information about the VoIP private
network's clustered internet servers. These servers provide email, ftp (File Transfer Protocol), dns
(Domain Naming System), Web hosting, and other related services.

Clicking on Cluster Control select button 5228 gives the staff member access to a freeware
Web based tool called Cluster Control to manage the clustered services (not shown). The internet
services of the VoIP private network are designed to run in a clustered environment, but staff
members need to be able to start, stop, and configure these services on separate machines. For
example, instead of logging on to each server in the cluster to restart the email service, the staff
member simply clicks on the "restart clustered email" option (not shown) and the Cluster Control
tool contacts each server and instructs each server to restart email service.

Clicking on Zeus Cluster Control select button 5230 gives the staff member access to the
control mechanism, called Zeus Cluster Control (not shown), provided by the VoIP private network's
Web server software provider. Zeus Cluster Control is just framed into the VolP private network's
interface.

Clicking on CBX hyperlink 5248 causes Traffic Analysis Web Page 5400 of FIG. 54 to be
displayed on staff Web browser 316. Frame 5402 displays another MRTG graph showing
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information on a WAN switch, such as WAN switch 216/222. All network devices are sampled at
five minute intervals to retrieve operational data. For the WAN switches, backbone circuit use is
sampled.

Clicking on TNT hyperlink 5250 causes Traffic Analysis Web Page 5500 of FIG. 55 to be
displayed on staff Web browser 316. Frame 5502 displays another MRTG graph showing
information on an Ethernet Slot for a particular gateway. The operational performance of all
pertinent systems of the VoIP private network are sampled and graphed and the cost components
thereof.

Clicking on TNT Debug hyperlink 5252 causes TNT WAN Overview Web Page 5600 of
FIG. 56 to be displayed on staff Web browser 316. Frame 5602 displays another MRTG like
function. The VolIP private network has internally developed scripts that go out and query the edge
gateways, such as edge gateways 212/218, for PSTN specific call traffic information. Such
information includes number of attempted outbound calls, number of attempted inbound calls,
number of completed outbound calls, number of failed outbound attempts, and number of busy
outbound attempts. This lets the engineer view performance data from a centralized location and is
helpful with troubleshooting and resource management. ‘

Clicking on the voip (voip): etho hyperlink 5254 causes VoIP Connections Web Page 5700
of FIG. 57 to be displayed on staff Web browser 316. Frame 5702 displays other MRTG graphs
showing sampling of the total real time current calls. Every five minutes the number of current calls
in the database are counted and the number of calls that have begun and completed in the last five
minutes. Those two numbers are fed to the MRTG program which creates the graphs. There is no
manual process involved. A group of internally written scripts feed the data to the MRTG program.

The MRTG program creates the graphs which are viewed in the Web page. These graphs show the
staff member the busy call hour of the network as a whole. It also shows historical data and growth.

Selecting Support tab 4318 causes Support Homepage Web Page 5800 of FIG. 58 to be
displayed on staff Web browser 316. Frame 5802 displays notes posted by staff members pertinent
to this Web page. Support tab 4318 gives the staff member access to several select buttons 5820.
The staff member may click on any of the select buttons 5820 to access the features represented by

the select button.
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Selecting Search tab 5822 allows the staff member to search for a customer account by
username, account number, phone, etc. (not shown). Selecting Contact Tree tab 5824 allows the
staff member to find out who to contact about various problems (not shown). Selecting Add Dialup
tab 5826 allows the staff member to add an ISP customer (not shown). Selecting Add VoIP tab
5828 allows the staff member to add a VoIP customer (not shown). Selecting Add Hosting tab 5830
allows the staff member to add a Web hosting customer (not shown). Selecting Number Search tab
5834 allows the staff member to find a local ISP or VoIP gateway number (not shown). Selecting
Gateway Map tab 5836 allows the staff member to see what gateways have what PSTN numbers
assigned to them (not shown). Selecting Connection Log tab 5838 allows the staff member to search
the VoIP log for errors (not shown). Selecting Mon tab 5840 allows the staff member to access a
limited monitoring system interface (not shown) that provides system availability information and
monitoring. Only staff members with a high security level can access the monitoring system. Staff
membe:rs with lower security levels are thus prevented from viewing sensitive system information.
The monitoring system Selecting Sessions tab 5842 allows the staff member to see currently
connected dialup users (not shown). Selecting Domain Tracking tab 5844 allows the staff member
to trackl domain setup completion (not shown). There are several external entities and functions that
must interact with the VoIP private network in order for a virtual domain to operate properly. This
function lets the staff members track,/maintain which external requirements have been completed.
When the virtual domain is registered with the Domain Name Registrar and the domain setup is
complete, this function allows the staff member to notify the customer that setup is complete.
Selecting Note Summary tab 5846 allows the staff member to search a customer "note" database to
find potential recurring issues (not shown). Selecting Trouble Numbers tab 5848 allows the staff
member to track the number of customer complaints regarding specific access numbers (not shown).
A date selection menu is provided to query the number of complaints for each Access Number. For
example, a staff member can select a date range from January 1, 2000 to January 31, 2000 and a list
of the number of complaints for each Access Number. This tool is for both Diaiup Internet Access
Numbers and VoIP Access Numbers. Selecting Add Note tab 5852 allows the staff member to add a
note (not shown) to the Support Homepage Web Page 5800 of FIG. 58. Selecting Delete Note tab
5854 allows the staff member to delete a note (not shown) to the Support Homepage Web Page 5800
of FIG. 58.
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Having described a presently preferred embodiment of the present invention, it will be
understood by those skilled in the art that many changes in construction and circuitry and widely
differing embodiments and applications of the invention will suggest themselves without departing
from the scope of the present invention, as defined in the claims. The disclosures and the
description herein are intended to be illustrative and are not in any sense limiting of the invention,

defined in scope by the following claims.
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CLAIMS

What is claimed is:

1. (new) A method for controlling telephony signals from a Voice over Internet Protocol
(VoIP) network, the method comprising:

(@  receiving the telephony signals from the VoIP network, through a gatekeeper server,
in a Web-based management system,;

(b)  authenticating a customer ID and a customer password for each of the telephony
signals received from the VoIP network through a database containing customer subscriber
information;

()  foreach of the telephony signals so authenticated, routing said each of the telephony
signals utilizing call routing information in said database;

(@ capturing call data from said each of the telephony signals;

(e)  updating customer subscriber accounts with said call data captured from said each of
the telephony signals;

® providing access to said call data in said customer subscriber accounts to said
customer subscribers via a customer interface presented through a public Web site; and

(g)  enabling said customer subscribers to perform management functions on said
customer subscriber accounts through said customer interface presented through said public Web

site.

2. (new) A method according to claim 1 further comprising:
referencing a security profile for each of said customer ID and customer password, wherein
said security profile determines the access rights for each customer subscriber to said call data in

said customer subscriber accounts along with other account information.

3. (new) A method according to claim 2 wherein said calling data comprises at least one
of a time of call, a duration of call, a destination, a destination city, a call origination, a most called
destinations, a number of calls made, and a summary information about the month, day, calls, and

minutes.
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4, (new) A method according to claim 2 wherein said other account information
comprises at least one of an address information, a phone information, a secret code word

information, and an e-mail contact information.

5. (new) A method according to claim 1 wherein each of said customer subscribers
utilizes the public Internet and a customer Web browser to access said customer interface presented

through said public Web site.

6. (new) A method according to claim 1, wherein said Web-based management system
further comprises at least one staff Web browser that interfaces with a private Web site via the
public Internet, the method further comprising: |

controlling the VoIP network through said at least one staff Web browser;

accessing VolP network data through said at least one staff Web browser, wherein said VoIP
network data comprises at least one of a VoIP network performance, a VoIP network usage, at least
one error log, and technical and engineering information;

monitoring a plurality of services of the VoIP network through said at least one staff Web
browser; .

accessing in real time said customer subscriber accounts with said at least one staff Web
browser; and

communicating with said customer subscribers via said staff Web browser and the public

Internet.

7. (new) A method according to claim 1 wherein said authenticating step further
com}ﬁrises:

interfacing by an authentication module of said Web-based management system, through
said gatekeeper server, with a plurality of point of presence locations of the VoIP network and with
said database; .

preventing fraudulent use of the VoIP network through programming in said authentication
module that looks for indicia of fraud;

gathering VoIP network data with said authentication module; and

-36-



WO 01/95063 PCT/US01/18459

identifying VoIP network equipment that is heavily used or has gone down in order to route

the telephone signals around said VoIP network equipment.

8. (new) A method according to claim 7 further comprising:

communicating between a plurality of edge gateways in said plurality of point of presence
locations of the VoIP network through a gatekeeper software loaded on said gatekeeper server;

maintaining a list of telephone numbers, and a corresponding IP address for said telephone
numbers in said list, with said gatekeeper software; and

controlling how calls are handled between said plurality of edge gateways through an

application programming interface of said gatekeeper software.

9. (new) A method according to claim 1 wherein said routing step further comprises:

determining available routes for the telephony signals based upon the results of said
authenticating step, wherein said authenticating step further comprises,

utilizing at least one of a personal identification number and an automatic number
identification for call authorization; and

handling the call routing via a pre-populated database of areas covered by the VoIP network.

10.  (new) A method according to claim 9 wherein said determining available routes is

based on a least cost.

11. (new) A method according to claim 1 wherein said capturing step further comprises:
recording a start time and a stop time to determine a call duration for said each of the
telephony signals; and

applying a rate to each of said call durations.

12.  (new) A method according to claim 1 wherein said providing step further comprises:
providing to each of said customer subscribers real time access to at least one line of said
each of said customer subscribers currently dialed into the VoIP network and the length of each call

on said at least one line; and
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providing to each of said customer subscribers real time access to billing information and
calling patterns, wherein said billing information is provided by a billing system which generates a

call detail record and corresponding bill amount upon the termination of said each call.

13. (new) A method according to claim 1 wherein said enabling step further comprises:
presenting online bill presentment, online bill payment, and online usage analysis through

said customer interface presented through said public Web site.

14, (new) A system for controlling telephony signals from a Voice over Internet Protocol
(VoIP) network, the system comprising:

a Web-based management system comprising:

a database containing customer subscriber information and call routing information;

an authentication module in communication with said database, wherein said authentication
module:

receives the telephony signals from the VoIP network through a gatekeeper server;

authenticates a customer ID and a customer password for each of the telephony signals
ulcilizing said customer subscriber information from said database;

routes each of the telephony signals so authenticated utilizing said call routing information in
said database;

captures call data from said each of the telephony signals; and

updates customer subscriber accounts with said call data captured from said each of the
telephony signals;

an authorization/interface module, in communication with said database and said
authentication module, wherein said authorization/interface module:

provides access to said call data in said customer subscriber accounts to said customer
subscribers via a customer interface; and

enables said customer subscribers to perform management functions on said customer
subscriber éccounts; and

a public Web site, in communication with said authorization/interface module, which

presents said customer interface to said customer subscribers.
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15. (new) The system according to claim 14 wherein said database contains a security
profile for each of said customer ID and customer password, wherein said security profile
determines the access rights for each customer subscriber to said call data in said customer

subscriber accounts along with other account information.

16.  (new) The system according to claim 15 wherein said calling data comprises at least
one of a time of call, a duration of call, a destination, a destination city, a call origination, a most
called destinations, a number of calls made, and a summary information about the month, day, calls,

and minutes.

17.  (new) A method according to claim 15 wherein said other account information
comprises at least one of an address information, a phone information, a secret code word

information, and an e-mail contact information.

18.  (new) The system according to claim 14 further comprising:

a plurality of customer Web browsers used by said customer subscribers to access over the
public Internet said customer interface presented through said public Web site,

wherein each of said customer subscribers may access in real time utilizing a one of said
plurality of customer Web browsers at least one line of said each of said customer subscribers
currently dialed into the VoIP network and the length of each call on said at least one line;

each of said customer subscribers may access in real time billing information and calling
patterns, wherein said billing information is provided by a billing system which generates a call
detail record and corresponding bill amount upon the termination of said each call; and

each of said customer subscribers may access online bill presentment, online bill payment,

and online usage analysis.

19. (new) The system according to claim 14 wherein said Web-based management
system further comprises:

a private Web site; and
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at least one staff Web browser that interfaces with said private Web site via the public
Internet, wherein said at least one staff Web browser:

controls the VoIP network;

monitors a plurality of services of the VoIP network:

accesses in real time said customer subscriber accounts;

communicates with said customer subscribers via the public Internet; and

accesses VoIP network data, wherein said VoIP network data comprises at least one of a
VoIP network performance, a VoIP network usage, at least one error log, and technical and

engineering information.

20.  (new) The system according to claim 14 wherein said authentication module:

interfaces through said gatekeeper server with a plurality of point of presence locations of the
VoIP network;

prevents fraudulent use of the VoIP network through programming that looks for indicia of
fraud;

gathers VoIP network data; and

identifies VoIP network equipment that is heavily used or has gone down in order to route

the telephone signals around said VoIP network equipment.

21.  (new) The system according to claim 20 further comprising:

a gatekeeper software loaded on said gatekeeper server, wherein said gatekeeper software:

communicates between a plurality of edge gateways in said plurality of point of presence
locations of the VoIP network;

maintains a list of telephone numbers and a corresponding IP address for said telephone
numbers in said list; and

controls how calls are handled between said plurality of edge gateways through an

application programming interface.

22.  (new) The system according to claim 14 wherein said authentication module:
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determines available routes for the telephony signals based upon the results of authenticating
the telephony signals,

utilizes at least a one of a personal identification number and an automatic number
identification for call authorization; and

handles the call routing via a pre-populated database of areas covered by the VoIP network.

23.  (new) The system according to claim 14 wherein said authentication module:
records a start time and a stop time to determine a call duration for said each of the telephony
signals; and

applies a rate to each of said call durations.

24.  (new) A method for controlling customer subscriber accounts for voice, data, and
video telephony services comprising:

hosting a public Web site by a provider of voice, data, and video telephony services;

providing access to customer subscribers to the customer subscriber accounts via a customer
interface presented through said public Web site; and

enabling said customer subscribers to perform management functions on the customer

subscriber accounts through said customer interface presented through said public Web site.

25.  (new) A method according to claim 24 wherein said providing step further comprises:

enabling said customer subscribers to monitor in real time the customer subscriber accounts.

26.  (new) A method according to claim 24 wherein the customer subscriber accounts
include at least one address, at least one telephone number, at least one e-mail address, and at least

one password for each of said customer subscribers.
27.  (new) A method according to claim 24 wherein the customer subscriber accounts

accessed by said customer subscribers include a usage analysis of the voice, data, and video

telephony services utilized by said customer subscribers.
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28.  (new) A method according to claim 24 wherein the customer subscriber accounts

accessed by said customer subscribers include a billing statement.

29.  (new) A method according to claim 24 further comprising:
presenting to said customer subscribers online bill presentment, online bill payment, and

online usage analysis through said customer interface presented through said public Web site.

30.  (mew) A system for controlling customer subscriber accounts for voice, data, and
video telephony services comprising:

a public Web site hosted by a provider of voice, data, and video telephony services;

a customer interface presented through said public Web site; and

at least one customer Web browser in communication with said public Web site, wherein at
least one customer subscriber uses said at least one customer Web browser to access and modify the

customer subscriber accounts via said customer interface presented through said public Web site.

31.  (new) The system according to claim 30, wherein said at least one customer

subscriber can monitor in real time the customer subscriber accounts.

32.  (new) The system according to claim 30, wherein the customer subscriber accounts
include at least one address, at least one telephone number, at least one e-mail address, and at least

one password for each of said at least one customer subscriber.

33.  (new) The system according to claim 30, wherein the customer subscriber accounts
accessed by said at least one customer subscriber includes a usage analysis of the voice, data, and
video telephony services utilized by said at least one customer subscriber.

34, (new) The system according to claim 30, wherein the customer subscriber accounts

accessed by said at least one customer subscriber include a billing statement.
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35. (new) The system according to claim 34, wherein said at least one customer
subscriber uses said at least one customer Web browser to pay an amount due shown in said billing

statement for said customer.
36.  (new) The system according to claim 30, wherein said at least one customer

subscriber is presented with online bill presentment, online bill payment, and online usage analysis

through said customer interface presented through said public Web site.

—43-~



WO 01/95063

102

(J

INITIATING/
RECEIVING
TELEPHONE

A

1/58

106

COMMUNICATION

NETWORK

PCT/US01/18459

104

A

INITIATING/
RECEIVING
TELEPHONE

SYSTEM ADMINISTRATION

A

A

Y \

STAFF CUSTOMER
WEB WEB
BROWSER BROWSER

A

(J

110

112

FIG. 1

H

SUBSTITUTE SHEET (RULE 26)




PCT/US01/18459

WO 01/95063

2/58

ANOHdIT3L
ONIAIFOTY
JONILVILINI

S

vol

NLSd

14014

902

¢cc 8lL¢

> N N
HOLIMS AVMILVYO

NVM 49043

dOd

ANOCEXOVE NVM

oLz 4%4

N N
HOLIMS | [AVM3LYD

NVM ERJE!

Y

dOd

c0¢

N1Sd

¢ Old

>

3INOHd3 131
ONIAIZOFY
/ONILVLLINI

[

col

SUBSTITUTE SHEET (RULE 26)



WO 01/95063

3/58

PCT/US01/18459

y

A

PRIVATE NETWORK

314
| GATEKEEPER 316 I
SERVER LZ 206
STAFF WEB ﬂ 8
o y ROWSER | PRIVATE WEBSITE
“\_| AUTHENTICATION ‘
MODULE
- . A
Y \
312
- AUTHORIZATION/ | 308
| DATABASE |« ~  INTERFACE
MODULE
A
306
PUBLIC WEB SITE [
304
PUBLIC
INTERNET
Y
0
CUSTOMER WEB i;z
BROWSER
FIG. 3

SUBSTITUTE SHEET (RULE 26)



PCT/US01/18459

WO 01/95063

4/58

8¢y

14014

- 0cy
__| INOHdZ1AL HOlIMS |, 404 v old
CEV"™| yagiyosans Yy3gIosans 012
| INOHdI 1AL
FHOLS  [Ges
INOHJITAL 0¥
yep~1 FIAOTHING
dI3IISdNS JINOHJI AL
onand
INOHJI 1AL 1VHINIO
ocy ] dINOLSND
y391¥0saANs
, INOHdI 1AL
~ HOAN3A |
INOHJT 1AL ANOENOVE NVM y3giyosans | VY
gey™ JOANIA
H3IAH0SANS
ANOHJF 3L
YINOLSND |
m_z%_ﬂ_mm.u_E HIGINOSANS
ovb™]
TVHINID
INOHJT 1AL
FIA0TINT |
| anoHdFEL y3gosans | 807
- eav JHOLS
N | HOLMS .| INOHdT1aL
80¢ C ¥39RI0SANS H39I¥OSANS 3oy
90¥
m

SUBSTITUTE SHEET (RULE 26)



WO 01/95063

' 5/58

( START )

>

Y

PCT/US01/18459

RECEIVE FIRST/NEXT DIGITAL VOICE
DATA STREAM WITHIN AN EDGE
GATEWAY FROM AN EXTERNAL

SOURCE PROVISIONED FOR VOIP

502

Y
PROCESS FIRST/NEXT DIGITAL
VOICE DATA STREAM BY
COMPRESSING, ENCODING, AND
.ENCAPSULATING INTO IP
DATAGRAMS

—-504

»

»

A 4

TRANSMIT A FIRST/NEXT IP
DATAGRAM TO A WAN SWITCH

506

A

ENCAPSULATE A FIRST/NEXT IP
DATAGRAM INTO AN ATM CELL

508

A 4

TRANSMIT A FIRST/NEXT ATM CELL
OVER A VIRTUAL CIRCUIT TO THE
REMOTE WAN SWITCH

—~-510

512

YES

IP DATAGRAMS

514
YES MORE
DIGITAL VOICE

FIG. 5

DATA
?

SUBSTITUTE SHEET (RULE 26)

END



WO 01/95063 PCT/US01/18459

6/58
{ Start )

3>
»

A
RECEIVE FIRST/NEXT ATM
CELL OVER VIRTUAL CIRCUIT
IN WAN SWITCH FROM
‘REMOTE WAN SWITCH

602

Y

DECAPSULATE IP DATAGRAM 604
WITHIN FIRST/NEXT ATM CELL

TRANSMIT FIRST/NEXT IP 606
DATAGRAM TOAN EDGE ("
GATEWAY

RECEIVE FIRST/NEXT IP
DATAGRAM AND FROM CALL 608
INFORMATION SELECTA [V
CHANNEL AND DIAL CALL
DESTINATION NUMBER

Y
DECODE AND DECOMPRESS
FIRST/NEXT IP DATAGRAM 610
AND

TRANSMIT OVER CIRCUIT

YES MORE
ATM CELLS

612

FIG. 6

SUBSTITUTE SHEET (RULE 26)



WO 01/95063 PCT/US01/18459

7/58

£7 CUSTOMER INFORMATION-MICROSOFT INTERNET EXPLORER M=)
| EILE EDIT VIEW FAVORITES TOOLS HELP e

¢ .2 .0 R @@ &8 k- 5 W, 8
BACK  FORWARD STOP REFRESH HOME | SEARCH FAVORITES HISTORY I MAL  PRINT EDIT  DISCUSS

| ADDRESS |1 https:/fcustomers.camnebwork comicusfinfolcustomers.ag [v] | @00
| LINKS O1 HOTMAIL 3 HOTBOT L3 APHRODITE O GSS1-PROPERTIES L1 BILLBOARD PICS £ WEB MAIL LOGIN 1 DICTIONARY.COM”>
704~ 706~ 708~ 710~ 712~ 714~ 71614
| [CUSTONER AT | e | s | owp | EaL |

N ore INFO ™ | MANAGER
INTERNET )
MAN [SEARCH) [HSTORY) ADDNOTE] ([LoSOUT) }722
/724
T r s ~ Welcome Jon P. deOng
L Name: Jon P. deOng Guarantor; N/A
7189 | 708 Address: 5648 Shoshone Street Customer ID: 2240
City/State/Zip: Simi Valley, CA 93063 Customer shacklett
[CORCTEIRL T80 ™ phore: (505)306-0763 Secret
732 b Customer Rep: 4
[0GOUT =" Contact Emall: jdeong@cnmnetwork.com
> ;3 Username: jdeong Date ﬁd(tjed $/1/98
_DEACTIVATE 736 Vin Number: %805;520-9168 CUve.
[P 1-/ Dial-Up INltm:fber: 805)522-4273
7201 | [BDVORRE_HT38 g
[OORRE__ Ay~ 740
— 742
702
E] [ [BIONRE_____ 24
\ 700
FIG.7

SUBSTITUTE SHEET (RULE 26)



WO 01/95063 PCT/US01/18459

8/58
fttps: icustomers.cnmnefwork.comicustinfo/address.asp-MICROSOFT INTERNET EXPLORER
| FILE EDIT VIEW FAVORITES TOOLS HELP e
@« .2 .00 R 4gl@ 60 SR 5 W, B »
BACK  FORWARD STOP REFRESH HOME | SEARCH FAVORITES HISTORY [MAIL  PRINT EDIT  DISCUSS
| ADDRESSE] htips:/lcustomers.cnmnetwork comicustinfoladdress.as [+ I @60
JLINKS O3 HOTMALL 01 HOTBOT CJ APHRODITE (3 CS$1-PROPERTIES 1 BILLBOARD PICS O WEB MAIL LOGIN LI DICTIONARY.COM>
704N 706~ 708~ 710~ 712~ 714~ 716 4]
i JCU%]%/‘ER AOCOIT | prone | HosTHG | DIWP | EMAL | 9~
NETWORK )
INTERNET
Addresses
) 724 _
RSB0 706 I AEFITaWJAdgfeng |
ention: Jon P. deOn
PHONES ~ Address 1: 5648 Shoshgne Street
718 | [SECRETS 728 Address2:
City: Simi Valley
CONTACT EMALL 730 StateiProvnréclzg ; gé\o .
| LOGOUT 32 " Edit Information
| Home Address |
Attention: Jon P. deOng
Address 1: 5648 Shoshone Street
Address 2:
City: Simi Valley
State/Province: CA
1P: 93063 _
Delete Edit Information =
| Home Address |
Attention: Jon P. deOng
Address 1: 5648 Shoshone Street
Address 2:
City: Simi Valley
State/Province: CA
ZIP: 93063 _
Delete Edit Information
| Billing Address |
Attention: Jon P. deOng
Address 1: 5648 Shoshone Strest
Address 2:
City: Simi Valley
State/Provintle: gébb 5
802 Delete ~ ~ Edit Information =
ET DONE |__1& [Q INTERNET %
g

SUBSTITUTE SHEET (RULE 26)



WO 01/95063

PCT/US01/18459

9/58
£] PHONE NUMBERS-MICROSOFT INTERNET EXPLORER
| FILE EDIT VIEW FAVORITES TOOLS HELP e
‘@.co. B @ 0 SR & W, 8B ”
| BACK FORWARD STOP REFRESH HOME | SEARCH FAVORITES HISTORY [ MAIL PRINT EDIT __DISCUSS
| ADDRESS| &1 hitps:/customers. cnmnehwork.comicustinfolphong.as [v]|{ &GO
| LINKS 3 HOTMAIL 3 HOTBOT 3 APHRODITE O3 CSS1-PROPERTIES I BILLBOARD PICS I WEB MAIL LOGIN O3 DICTIONARY.COM >
704~ 706~ 708~ 710~ 712~ 714 716 B
CUSTOMER | ACCOUNT
M PHONE | HOSTING | DIALUP | EMAL Vad
NETWORK J INFO' [ MANAGER )
INTERNET
724
ADDRESSES 7% Phone Numbers
MO 2 Home: (805)306-0763
7184 | [SecRes 34728 home: -
[ ___ Work: (805)520-7170
[CONTACTEVAL Y730 “Fax:
732 Pager
Toll Free:
Cellular: (805)559-7631
Alpha Pager:
Data:
Primary POP: (805)522-4273
Primary Voip: (805)520-9168
02
B1__DONE [ 15 o NTERNET Z
\\900

SUBSTITUTE SHEET (RULE 26)



WO 01/95063

718+

PCT/US01/18459

10/58
£] CUSTOMER SECRET-MICROSOFT INTERNET EXPLORER L) (3 Bg
| EILE EDIT VIEW FAVORITES TOOLS HELP E
¢ .2 .0 B o 0 @ & @, B~
BACK  FORWARD STOP REFRESH HOME | SEARCH FAVORITES HISTORY | MAL  PRINT EDIT  DISCUSS
| ADDRESS{E1 hitps:/lcustomers comnework com/custinfolchangesecret as; [vl|} @ ©0

[ LINKS O HOTMAIL T HOTBOT L APHRODITE O CS$1-PROPERTIES LI BILLBOARD PICS C3 WEB MAIL LOGINCY DICTIONARY.COM”>

SUBSTITUTE SHEET (RULE 26)

704~ 706~ 708~ 710~ 712~ 714~ 716 -
CUSTOMER | ACCOUNT
Nl USTONER | ACCOUNT + oot | tosrve | DWW | ewL | o
INTERNET )
724
( | ADDRESSES /] J26 Change Secret
The customer secret is used to identify c¥ou as the true
SERESZ7A L T28 user ?/f ltjhls aggr%ugmt wtheﬁn ct%nt.afctlrg | N’M Nyetwolrk.
/730 St as your password, Qo not snare this information with anyone eise.
732 Enter New Secret
]
| Change Secret |
1002
(2] [ 16 [ INTERNET 2
—~ 1000



WO 01/95063

7184

—

PCT/US01/18459
11/58
£ CONTACT EMAIL-MICROSOFT INTERNET EXPLORER ClE X
| FILE EDIT VIEW FAVORITES TOOLS HELP | e
@ .2 ,0 B & S @R & @ 6 H ”
BACK  FORWARD _STOP REFRESH HOME | SEARCH FAVORITES HISTORY | MAL  PRINT EDIT  DISCUSS
| ADDRESS| £ hitps:/customers.crmnetwork com/cusfinfolconiactas [5] | @00
FLINKS T3 HOTMAIL CJHOTBOT 3 APHRODITE O3 GSS{-PROPERTIES LI BILLBOARD PICS 1 WEB MAIL LOGIN 1 DICTIONARY.COM >
704~ 706~ 708~ 710~ 712~ 714~ 716
CUSTOMER [ ACCOUNT
L [ I_MANAGER PHONE | HosThG | DUP | EwAL | o~
INTERNET )
724
| ADDRESSES 1 796 Contact Email Address
b~/ . .
il Your contact email address is where CNM Network
SECRETS 728 will send your invoices and other important information.
7 .
CONTACT EVAL 777724 730 jdeong@cnmnetwork.com
L0GOUT [ 732
|Change Address|
102
Bl [ 1B T INTERNET Z
\‘\1100

SUBSTITUTE SHEET (RULE 26)



WO 01/95063

718j

—

12044

-

PCT/US01/18459
12/58
£ htps:/icustomers.cnmnefwork.com/custinfolchangepin. asp-MICROSOFT INTERNET EXPLORER CEX
| EILE EDIT VIEW FAVORITES TOOLS HELP | e
¢,2 .0 B0 @d|l@ 60 SR 5 W, 8 ”
BACK  FORWARD STOP REFRESH HOME 1 SEARCH FAVORITES HISTORY | MAL  PRINT EDIT  DISCUSS
| ADDRESS| €2 hitps:/lcustomers.cnmnetwork.com/custinfolchangepin.as Iv) | @0}

[ LINKS O3 HOTMAIL TJ HOTBOT O3 APHRODITE O3 GSS1-PROPERTIES O BILLBOARD PICS 1 WEB MAIL LOGIND DICTIONARY.COM>

704~ 706~ 708~ 710~ 712~ 714~ 716}
CUSTOMER [ ACCOUNT '
NII\E4TWORK A I_MANAGER PHONE | HOSTNG | DIALUP | EMAL tad
INTERVET )
724
ADDRESSES | 126 Change Voice over IP pin
[PHONES 4 : :
T | 728 Randomize a new Pin
CONTACT VAL 730
Tl /32
SHOWHISTORY
INCOMPLETE NOTES
WAITINGNOTES
SEARCH
MAINVENU
CHANGE PN 1202
LOGOUT |
£ [ 18 o WIERNET 2
\ 1200

SUBSTITUTE SHEET (RULE 26)



WO 01/95063 PCT/US01/18459
13/58
£1 CNM NETWORK-MICROSOFT INTERNET EXPLORER BB
| EILE EDIT VIEW FAVORITES TOOLS HELP e
¢ .2 .00 B|Q@ 0 @& & W, B >
BACK  FORWARD STOP REFRESH HOME | SEARCH FAVORITES HISTORY [ MAL  PRINT EDIT  DISCUSS
| ADDRESS & hitps:/icustomers.comnebwork.comicustinfolnewsignupfios.ag [v] | @60
| LINKS O HOTMAIL T HOTBOT 1 APHRODITE 1 C3S1-PROPERTIES C BILLBOARD PICS CI WEB MAIL LOGIN 1 DICTIONARY COM>
NM CNM Network VoIP Signup B
ETWORK i
NTERET Terms of Service
CNM NETWORK Voice-Over-IP (VOIP) TERMS OF SERVICE 4|
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Effective Date: 9 June 1999
CNM Network (CNM Network or CNM a?rees to provide you (Customer) with
access to and use of its Voice-Over-IP telephony service _(Serwce),
defined below in Section 1, Subg]ect fo your compliance with the terms of
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Select Calling Card if you already have a calling number
and would like to purchase an unlimited calling account.
Calling Card
Attention! By continuing past this page, the customer account created is bound to the
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reserves the right fo change these guidelines at any time.

1. General Policy .
We ask our users to respect the customs and conventions of the el

| I want a New Account 1404

Attention! By confinuing past this page, the customer account created is bound to the
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WOST CALLED 1729 User ID:ljdeong
Local Access Number:|(805)520-9168
. USKGE SUMMARY - 1724 Allowed Sessions:|1
MY PHONE BOOK L 1726 Total Calls:[477
QUICK PIN L1728 Length in Minutes:{598.60
GURRENT CALLS L1730
CHECK PIN L1732
LOGOUT L1734
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[USAGE SUMNARY _—hy- 1724 Select Date [ Month [ Day [ Year
L 1726 Start Date: |[4 [¥] | [4_]¥] |[2000]v|
[oUcKPN L1728 Stop Date: (6 v | (3719 | [2000[¥]
[CURRENTCALLS _—- 1730
[CHECKPN 1732 Lookup
L 1734
TME  [DURATION] _ DESTINATION OTY | ORIGIATION
A& |& = & @ A& | @
A2I0022543PM | 05 13108531212 WLATme | LOSANGELESCA |  Blocked
42I022T06PM | 137 |18085207170-Super nvesL.. | SMIVALLEY.CA | Blcked
AN0R06TPH] 1755 |15a02845207 BIEBERCA | 8053060763
A R2PH] 057 (1972862400 CARROLLTONTX | 8053060763
ADN0123649PN] 128 [19729309090 RENNERTX | G053060763
AMTA9PM| 028 13108530212 WLATme | LOSNGELESCA | 8050537608
A0TIEPM] 045 [1310853022WLATme | LOSANGELESCA | 8059537608
IA0T3EA9PM| 026 [13108531212WLATme | LOSANGELES CA | 8089537608
A25N085643AM | 031 [13108531202WLATme | LOSANCELES,CA | 8069537608
50 20540PM| 049 13708531212 WLATme | LOSNGELESCA | _ Blocked
G0 20T18PM| 037 13108531202 WLATme | LOSANGELES,CA | Blocked
AS0030006PM | 021 13108531212 WLATme | LOSANGELESCA |  Blocked
A0 22402PN | 006 |16052085760-Bil0el | THOUSNDOAK,CA| 8053060763
B0 224FTPM] 043 [18053060763 My House | SMIVALLEY CA | 8083060763
G0 124508PM] 045 [18176747136 Lazy SockB... | ARLINGTONTX | 8030537605
SN0 45900PM| 2226 18176250749 FORTWORTHTX | 8053060763
OG0 12203 PM[ 224 18178747136 Lazy StockB.. | ARLINGTONTX | 8059637608
TOTAL CALLS:T7 | 5032
1802 =
[ [ 15 o INTERNET 2
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[CURREATGALLS _—f- 1730
[CESOT__ 1732
1734
DESTINATION CITY CALLS
13108531212-WLA Time LOSANGELES,CA| 238
18055207170-Super Invest...  |SIMIVALLEY,CA 63
0 N/A 37
18178747136 -Lazy Stock B... |ARLINGTON,TX 28
18175579636-Scotty & Rori | ARLINGTON,TX 14
18052085769-Bill Cell THOUSNDOAK,CA| 9
18055597631 VAN NUYS,CA 8
15302483212 REDDING,CA 5
18175551212 N/A 5
18053060763-My House SIMIVALLEY,CA 4
12136375214 LOSANGELES,CA| 3
18055207171 SIMIVALLEY,CA 3
18055207211 SIMIVALLEY,CA 3
18172320591 SAGINAW,LX 3
19724018317 FARMRSBRCH,TX| 3
16198531212 SAN DIEGO,CA 2
18054042414-Dan Cell SIMIVALLEY,CA 2
18054046191-Fogel Cell SIMIVALLEY,CA 2
18055207170241 SIMIVALLEY,CA 2
1902 18176250749 FORT WORTHTX | 2 _
[E1DONE |15 Jo INTERNET 4
FIG.19
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LOGOUT L 1734
Month | Day [Calls | Minutes
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5 141 1 22
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| ADDRESS | €1 hitps./customers.cnmnetwork com/cusfinfolmyphonehook.as [v] @00
| LINKS 7 HOTMAIL CI HOTBOT I APHRODITE LI CSS1-PROPERTIES L1 BILLBOARD PICS 1 WEB MAIL LOGIN 1 DICTIONARY.COM >
704~ 706~ 708~ 710~ 712~ 714~ 716 Al
> CUSTOUER  ACCONT | one | rosmie | owwp | e | 77
)
INTERNET
[SheE_____h-1720
1799 My Phone Book
[USAGE SUMNARY _—t- 1724 + Speed Dial Numbers allow you to enter 07#, for example,
Y PHONE BOOKZZZ2hL 1726 when making a call instead of dialing the entire number.
[QUCKPN 1728 Description Phone Number_[Speed Dial #
[CORRENTCALS —h-1730  [[Update]| Super investment (805)520-7170 014
[CRECKPN ___—h-1732  [Update]|Grandma Edith (817)460-7169 | 024
L1734  |Update]{Channones House (806)522-7377 03#
Update||WLA Time (310)853-1212 04#
Update|{Grandma deOng (503)294-5324 05#
Update||Lazy Stock Broker (817)874-7136 06#
Update|| Scotty & Ron (817)557-9636 07#
|Updatej|Bill Cell (805)208-5769 084
[UpdateljFoge! Cell (805)404-6191 09#
Update|| Dan Cell (805)404-2414 010#
Updatelfgrandma (805)555- 1234 011#
Updatej| Dan Vincent cell (818)625-2807 012#
Updatellala (818)555-1212 013#
Update]| diane (213)229-7939 |  014#
Updatef| Acacia Office (626)396-8300 015#
Update||test (805)520- 1369 016#
Updatelfcellphone (805)777-1212 017#
Update 018#
Update 019#
Update 020#
2102 |Update 021# a
&l |12 [ONIERNE] 2
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€7 Quick Pin-MICROSOFT INTERNET EXPLORER
| EILE EDIT VIEW FAVORITES TOOLS HELP e
i@.w».@@f;}@m@@-&m,a»
BACK  FORWARD STOP REFRESH HOME [ SEARCH FAVORITES HISTORY [MAL  PRINT EDIT  DISCUSS
| ADDRESS |3 https:/lcustomers.comnefwork com/cusfinfo/quickpin.as = I @G0
| LINKS 1 HOTMAIL CIHOTBOT O3 APHRODITE (3 CS$1-PROPERTIES O3 BILLBOARD PICS 1 WEB MAIL LOGIN O3 DICTIONARY.COM>
704~ 706~ 708N 710~ 712~ 714~ UL 4]
” CUSTOUER | ACCOUNT | pHONE | HosTG | DILUP | EAL | 2
NETWORK —~
INTERNET
. Quick Pin
USAGE L 1720 » The Quick Pbin feature aII(;ws Koufto dial O# instkead of
your pin number. In order for this feature to work, you
MOSTGALED 1722 must enter the phone number(s) of where your calls will
USAGE SUMMARY —{- 1724 be made from in the space(s) below.
17184 | TWYPRONEBOOK 1726 Note: Caller ID Block must be dialed to use Quick Pin.
/)
QK PN777 o 1128 Phone Number Active
CURRENT CALLS L1730 Update] (805)306-0763 Y
CHECK PIN L 1732 Update]| (805)953-7608 Y
\ LOGOUT L 1734
2202 .
&l [ 1B O NIERNET 7
\ 2200
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€1 Current Calls-MICROSOFT INTERNET EXPLORER EE K
| EILE EDIT VIEW FAVORITES TOOLS HELP | e
e 2 -8 B 8 Q@ O 3@ 6 W, &8
BACK  FORWARD STOP REFRESH HOME | SEARCH FAVORITES HISTORY IMAL  PRNT EDIT  DISCUSS
| ADDRESS| €1 hitps:/lcustomers. comnetwork comicustinfolcurrentealls-user.as [¢] l @G0
ILINKS O3 HOTMAIL 01 HOTBOT O3 APHRODITE O3 C3S4-PROPERTIES 1 BILLBOARD PICS £ WEB MAIL LOGIN OJ DICTIONARY.COM>
704~ 706~ 708~ 710~ 712~ 714~ ’l16 2]
CUSTOMER | ACCOUNT | pHoNe | HOSTNG | DIALUP | EMALL ?
N INFO | MANAGER
ETWORK )
INTERNET
(| o L1720
MOST CALLED L1722 Current Calls-5/31/00 10:09:21 AM
USAGE SUMMARY L 1724
<
17184 | [IPHONEBOGK - 1726 Callstart [ Number | City A
CURRENT CALLS 744t 1730 ’
CHECK PIN L1732
LOGOUT L1734
2302 1
E1D0NE [ |& [O INTERNET )
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1 Check Pi-HICROSOF T NTERNET EXPLORER OB E
| FILE_EDIT VIEW FAVORTES TOOLS HELP e

@ .2 .00 d|l@ B @k 5 W, B
BACK  FORWARD STOP REFRESH HOME | SEARCH FAVORITES HISTORY § MAIL ~ PRINT EDIT  DISCUSS

| ADDRESS|€1 hitps:/lcustomers.cnmnetwork comicustinfolcheckpin.as [¢ @60
| LNKS D3 HOTMAIL C1 HOTBOT [ APHRODITE CJ CSS1-PROPERTIESCI BILLBOARD PICS 1 WEB MAIL LOGIN O DIGTIONARY.COM>
704~ 706~ 708~ 710~ 712~ 714~ 16 2
CUSTOMER | AGCOUNT :
NM N0 | HAVAGER PHONE | HOSTING | DIALUP | EMAL ?
ETWORK )
INTERNET
USAGE L1720 Check Pin
- 1722 Check if your PIN matches our records
USAGE SUMMARY L 1724
MY PHONE BOOK L1726 Enter PIN
QUICKPN L1728
GURRENT CALLS L1730
CHECKPNZ44- 1732 Check Pin
LOGOUT L1734
2402 i
EIDONE [ ] O INTERNET 2
\ 2400
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£1 htips:eustomers. comnefwork.com/custinforhosfing asp-MICROSOFT INTERNET EXPLORER E@ ]
| FILE EDIT VIEW FAVORITES TOOLS HELP
& R 4 B 3 |k & . B
BACK  FORWARD STOP REFRESH HOME [ SEARCH FAVORITES HISTORY IMALL  PRINT EDIT  DISCUSS
| ADDRESS ustomers.cnmnelwork. com/custinfolosting.ag & @00
| LINKS 7 HOTMAIL CJ HOTBOT (3 APHRODITE OJ CSS{-PROPERTIESCD BILLBOARD PICS £ WEB MAIL LOGIN O3 DICTIONARY.COM”
704~ 706~ 708~ 710~ 712~ 714~ 716
CUSTOMER | ACCOUNT N~
WO | MANAGER PHONE | HOSTING | DIALUP ? )
) Web Hosting
- 2520
FRONTPAGE L 9522 ip-qentric.com Plan; DOM:Employee Hosting
0o 9594 Acive: Yes Data Transfer. 2268 KB
i Last Billed: 5/21/00 | Disk Usage: 0.04 MB of 10 MB
25189 | [USAGE L 2526 Next Biled: 6/21/00 | _Frontpage Enabled: YesISSL Enabled: No
TR | 9598 DNS Pointer. No . Em'ail Accounts: 10f5 e'>ma||(s) used
05 9530 (Staff Option) Email Account [nformation
DONAIN NAVE R ip-centric.com Plan; DOM:Employee Hosfing
DCHARNAE _ —}y- 2632 Active: Yes Data Transfer: 157300 KB
L 2534 hast Billd: 5721700 II:Jisk Usage: 0.04 MB 0f|10 MB i
Y B ext Billed: 6/21/00 rontpage Enabled: Yes|SSL Enabled: No
?F({)ngngLigflgooTTNG gggg DNS Pointer: No Email Accounts: 1 of 5 emall(s) used
I (Staff Option) Email Account Information
LOGOUT L 2540
. 9502 ip-centric.com Plan: DOM:Employes Hosting
i Active: Yes Data Transfer: 9082 KB
Last Billed: 5724/00 | Disk Usage: 0.04 MB of 10 MB
Next Billed: 6/21/00 | Frontpage Enabled: Yes|SSL Enabled: No
DNS Pointer: No Emall Accounts: 1 of 5 email(s) used 5]
E1DONE [ ] O INTERNET
\ 2500
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€1 FTP-MCROSOFT INTERNET EXPLORER & B
| EILE EDIT VIEW FAVORITES TOOLS HELP e

@, 2,
BACK  FORWARD

O R &l @ 680 @5 @, 8 >
STOP REFRESH HOME | SEARCH FAVORITES HISTORY | MAL  PRINT EDIT  DISCUSS

| ADDRESS €1 https:/feustomers.camnework.com/custinfoffp.as . v | @G0
JLINKS 1 HOTMAIL I HOTBOT T3 APHRODITE I CS$t-PROPERTIES ] BILLBOARD PICS (3 WEB MAIL LOGIN 1 DICTIONARY.COM>

M
NETWORK
INTERNET

FRONTPAGE
UOTA
SAGE
RAFFIC

DOMAIN NAME

LOGOUT

(72} poww J B e | oo
— w

704~ 706\UN 708~ 710~ 712~ 714~ 6
CUSTOMER } ACGOUNT

)
FTP Usernames
L 2520 i
Domain FTP Usernames Ad%?r?ﬂs?'rgtor
- 2522 ip-centric.com admin Y
L2524 peentric.com agmin ‘{
ipcentric.net admin
- 2526 ipcentric.org admin Y
L 2528 sandfordtell.com fred Y
deong.com deang Y
-2530 fin-bender.com deong Y
L 2532 whateveryouarelookingfor.com deong Y
| 2534 xtestenm01.com xtestcnm01 Y
FTP Login Example
- 2540 Host Address: ftp.ip-centric.com
2602 Username: admin_ip-centric.com

FTP Information

FTP (File Transfer Protocol) is the primary method used to upload files
to your website. Information on how to use FTP programs can be found
at CNM Support.

Changing Your Password 1
B [ 12 [O INERNET 7
\ 2600
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| ADDRESS |1 https:/customers.comnefwork com/eusfinolfrontpage.ag &} | @00

| LINKS O3 HOTMAL T HOTBOT CJ APHRODITE 1 C3$1-PROPERTIES 1 BILLBOARD PICS C1 WEB MAIL LOGIN CJ DICTIONARY.COM*

704~ 706~ 708~ 710~ 712~ 714~ A6 B
1 CUSTONER | ACCOUNT | pHONE | HoSTNG | DWW | EWAL ?
ETWORK )
INTERNET
_ FrontPage Extensions
2520 ik "Go
FRONTPAGEZ744\. 2522 Domain Usernames | Select a link toiAoéaify
oTh | 9594 [ip-centrc.com admin Resync Passwordv||  GO!
T 9596 ipcentric.com admin Resync Password«]| GO
i ipcentric.net admin esync Password)v GOl
TRAFFIC L2528 [ipcentric.org admn |Resync Passwordy]|  GO!
L 2530  {sandfordtell.com fred Resync Passwordlv Go!
-_ deong.com jdeong Resync Passwordv GOl
DOUAN Ve 2532 fin-bender.com deong  [ResyncPasswordv]]  GO!
2534 whateveryouarelookingfor.com deong  [Resync Passwordv GOl
LOGOUT L 2540
2102 \What are FrontPage Extensions?
Microsoft FrontPage is a popular web design tool. Frontpage Extensions
allow FrontPage to Interact with our web servers.
» Resynchronize FrontPage Password-Makes sure that the
FrontPage password for your domain(s) match our information.
* Install FrontPage Extensions-If you don't have the FrontPage
extensions installed, you may install them. v
{EJDONE [ & JO INTERNET 2
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€] Quolta-MICROSOFT INTERNET EXPLORER DEX
| EILE EDIT VIEW FAVORITES TOOLS HELP | e
.2 .0 B @ 5 @B 6 m.,d >
BACK  FORWARD _ STOP REFRESH HOME | SEARCH FAVORITES HISTORY | MAL  PRINT _EDIT _ DISCUSS
| ADDRESS | £ hitps:/fcustomers.chmnetwork.comicustinfolguota.as [¢] @60
| LINKS £T HOTMAIL T HOTBOT 1 APHRODITE 3 CSS{-PROPERTIES L1 BILLBOARD PICS I WEB MAIL LOGIN OO DICTIONARY.COM?>
704~ 706~ 708~ 710~ 712~ 714~ 116 a
m CUSTONER | ACCOUNT | PHONE | HOSTNG | DIALP | VAL ?
NETWORK )
INTERNET
Quota
- 2520
Quota is the amount of disk space, email space and
FRONTP,AGE - 2522 bandwidth transfer allocated to your account(s)
WOW7 ey 2524 Web | Mal [Bandwih
USAGE L 2526 Domain Name(s) Quota | Quota | Quota |
deong.com 10MB | 5MB | 1.5GB
I
L i 2528 fin-bender.com 20MB | SMB | 1.5GB
-2530 whateveryouarelookingfor.com | 10MB | 5MB | 1.56B
DOMAIN NAME L 2532 sandfordtell.com 10MB | 5MB | 1.5GB
L2534 Ktestcnm02.com 10MB | 10MB | 10GB
xtestcnm01.com 10MB | 10MB | 10GB
LOGOUT - 2540 ipcentric.com 10MB | 5MB | 1.5GB
ipcentric.net 10MB | 5MB | 1.5GB
2802 ipcentric.org 10MB | 5MB | 1.5GB
- ip-centric.com 10MB | 5MB | 1.5GB
E1DONE |16 [O INTERNET 2
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£1 Web Space Usage-MICROSOFT INTERNET EXPLORER CI& B
| EILE EDIT VIEW FAVORITES TOOLS HELP | e
| .2, B a|l@ 60 @& & . B
BACK  FORWARD STOP REFRESH HOME | SEARCH FAVORITES HISTORY [ MAL  PRINT EDIT  DISCUSS
| ADDRESS | hitps:/customers.comnetwork com/custinfohostingusage.as [v] @60

704~ 706~ 708~ 710~ 712~ 714~ 6 P
I CUSTONER | ACCOUNT | PHONE | HOSTING | DIALP | EMAL ?
ETWORK )
INTERNET Usage
L 2520 Usage for tin-bender.com
FRONTPAGE L 2522
QUOTA T 2524
USAGE 224/ 2526
TRAFFIC L 2528
-2530 T s
ellow=Disk Space Free
DOAN NAVE - 2032 Cllcbk th(? link(s) below to separate the total usage.
= r 2534 Ok s T53MB o 20 WB
LoGour - 2540 ;Eyar;a?fa'nsfer: ' %134 KN
February Transfer: 0 KB
March Transfer: 2.80 MB
29_02 April Transter: 22.89 MB
ay Transfer; 2349 MB
June Transfer; 0KB
July Transfer; 0KB
August Transfer; 0KB =
B1DONE |16 O INTERNET 2
X 2900
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| EILE EDIT VIEW FAVORITES TOOLS HELP
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BACK  FORWARD STOP REFRESH HOME | SEARCH FAVORITES HISTORY IMAL  PRINT EDIT  DISCUSS
| ADDRESS | £] htfps:/lcustomers.cnmngtwork. com/custinfofraffic.ag [v] @ 00
| UINKS 0 HOTMAIL CYHOTBOT [ APHRODITE O3 CS$1-PROPERTIESCD BILLBOARD PIGS O WEB MAIL LOGIN 1 DICTIONARY.COM>
703\ 706~ 708~ 710~ 712~ 714~ AL16 2]
CUSTOMER | ACCOUNT
INTERNET — )
omain Traffic Analysis
Select Hits/Bytes and 7 day/24 hours from the dropdown menus,
i 2520 then click the domain you wish to view traffic for.
[FRONTPAGE  —hL. 2522
T Dom] Select | Seled
Né)nq]g& Hits?Beftes 7day%/%91hrs
USHGE - 2526 deong.com s o] | 2 hous
TRAFFIC 2/ 2528 fin-hender.com Hits Iv] | [24 hours[v
2530 whateveryouarelookingfor.com | [Hits [+] | [24hours |
sandfordtell.com Hits [9] | [24 hours]|
DOMAIN NAME - 2532 XteStcanZ.Com iitT_E 24 hOUI’S E
- 2534 testonm0t com His_v] | (24 houss[
L0GOUT L 2540 loceniric o s _[v] | 124 hour |
106007 — 3000 ipcentric.net Hits _|v] | 24 hours|v|
— Ipcentric.rg Hits <] | [24 hours v}
ip-centric.com Hits 19} | 124 hours|v
EJDONE < [T JO INTERNET 2
3000
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{1 ADDRESS [ET hifps:customers comnefvorkcomlcustifoldns vl | @ 60
| LINKS O3 HOTMAIL TTHOTBOT 1 APHRODITE 00 CSS1-PROPERTIES 3 BILLBOARD PICS [ WWEB MAIL LOGIN O3 DICTIONARY.COM”
704~ 706~ 708~ 710~ 712~ 714~ UG

! CUSTOMER ACCONT | PHONE | HOSTNG | DWP | BHAL ?
ETWORK )
INTERNET
) DNS
L2520 N ,
Select A Domain To View The NSLookup Information
FRONTPAGE L 2522 P
QUOTA L 2524 DNS Record
2518 -—USAGE L 2526 deong.com
< tin-bendsr.com
IRATIC 2628 whateveryouarelookingfor.com
NS4 2530 sandfordtell.com
DOMAIN NAME L 2532 xlestcnm02.com
9534 xtestcnm01.com
peentric.com
LOGOUT o 2540 pcemr C'net
) 3102 peentric.org
- ip-centric.com

DNS-Domain Name Server

DNS acts as phone book for the internet. Your domain
name resolves to an IP address. If you do not have a DNS
entry your web site cannot be reached.
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| ADDRESS |1 https:/lcustomers.camnework.comicusfinfo/domain.as F| @60
| LINKS CJ HOTMAIL 3 HOTBOT OJ APHRODITE 3 CSS1-PROPERTIES D BILLBOARD PICS O3 WEB MAIL LOGIN OO DICTIONARY.COM>
704~ 706~ 708~ 710~ 712~ 714~ 116 4
i CUSTOER | ACCOUNT | PHONE | HOSTING | DILUP | VAL ?
NEWiﬁ%(RNET )
Domain Names
2520 Click on the domain to view the Administrative, Technical and billing contacts,
FRONTPAGE L 2522 as well as your company address and domain server information.
QUOTA - 2524 Domain Name(s) P%ill\%?er Active
USAGE L 2526 deong.com N Y
TRAFFIC L 2528 tin-bender,com N Y
DNS L2530 whateveryouarelookingforcom| N Y
— sandfordtell.com N Y
DOMAIN NAVE 274N 2532 Xestonm02.com N Y
L 2534 Xestenm0".com N Y
oo L2540 ipcentric.com N Y
ipcentric.net N Y
?&02 peeniric.org N Y
ip-centric.com N Y
[E1DONE |__[& [O INTERNET 2
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| ADDRESS €13 https:/lcustomers.comnetwork com/cuslinfolssl.asp EI] | @ 60
TLINKS 3 HOTMAIL T3 HOTBOT 3 APHRODITE O3 €3S-PROPERTIES DR BILLBOARD PICS T WWEB MAILLOGIN O3 DICTIONARY.COM?
704~ 706~ 708~ 710~ 712~ 714~ ,\7,16 2]
i CUSTOMER | ACCOUNT | pone | HOSTING | DIALUP | EMALL ?
NETWORK INFO_ | MANAGER
INTERNET )
, SSL*
';522 ip-centric.com
[FRONTPAGE kL. 25 CMM SSL SSL SSL. Domain
T 9594 Usemame | "Conable | Capable | SSUK&Y | Certficate | Admin
i admin Y N NIA NIA Y
USAGE 2526 [ CNMSSL has been enabled. SSL has not been enabled,
TR 2598 + SSL Certificate has not been found, click here to add certificate
L2530 ip-cenric.com _
DOVAN NAVE 12532 |Usemame| GOR | oSk | SSLKey | codtee | ran
S zz2770. 2534 | admin Y N N/A N/A Y
+ CNM SSL has been enabled. SSL has not been enabled,
LOGOUT g 2540 + SSL Certificats has not been found, click here fo add certificate
ip-centric.com
CMM SSL SSL SSL Domain
3302 |Usemame| Ganabe | Capable | SS-K®Y | corthcate | Admin
admin Y N N/A NJA Y
» CNM SS. has been enabled. SSL has not been enabled,
+ SSL Certificate has not been found, click here to add certificate =
EI00NE |12 TO INTERVEL Z
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NETWORK
INTERNET

USAGE
LOGOUT

CUSTOMER
INFO

704~ 706~ 708~ 710~ 712~ 714~ 716 &
9/\/

ACCOUNT
MANAGER PHONE | HOSTING DIAFUP EMALL

)

L 3420
L 3422

U2

Dialup Information

Dialup Information
Username: |jdeong
Primary Dialup Number:[8055224273
Calls last 30 days:|57
Length in Minutes:|3,931.75
Authentication: | Passed

Dialup Information
Username: | rooker
Primary Dialup Number:] 8055224273
Calls last 30 days:|30
Length in Minutes:| 1,563.67
Authentication: | Passed
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CUSTOMER | ACCOUNT
NM NE0 - | MANAGER PHONE | HOSTING | DIALUP EMAIL ?
ETWORK )
INTERNET -
Dialup Usage
Usage for starnet-last days
- 3420 .@'
- 3422 Date/Time Minutes
5123/00 2:00:26 PM 1
5/23/00 2:00:26 PM 1
5123/00 2:00:26 PM 1
5/23/00 2:00:26 PM 1
5123100 1:58:47 PM 0
5123100 1:58:47 PM 0
5/23/00 1:56:30 PM 1
5/23/00 1:56:30 PM 1
5123100 1:56:30 PM 1
3502 5/23/00 1:56:30 PM 1
5/123/00 1:55:08 PM 0
5/23/00 1:55:08 PM 0
5/23/00 1:55:08 PM 0
| 5/23/00 1:55:08 PM 0 .
ETOONE [ 16 [O INTERNET 2
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| ADDRESS (&1 hips:/fcustomers cnmnefwork.com/custinfofinfer ident.as ¥ | @60
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1l CUSTONER | ACCOUT | PHONE | HOSTING | DILUP | EMAL ?
ETWORK — )
INTERNET .
3602 Email Addresses
( - Email Address- Forvard | Ao Domain
PASSWORDS L3620 cnmnetwork.com Responder | Administrator
ADD ENAL L3622 | jdeong@cnmnetwork.com* N N NA
DELETE ENAL 3624 | syko@cnmnetwork.com N N NA
36184 FORWARDING 3626 | Mywebsite@cnmnework.com N N NA
TTORESTONDER —h 3628 voip@cnmnetwork.com N N NA
PR 3630 iansux@cnmnetwork.com N N NA
i 3639 rooker@cnmnetwork.com* N N NA
LOGOUT i starnet@cnmnetwork.com* N N NA
\ timmi@cnmnetwork.com Y N NA
. Auto Domain
Email Address-deong.com Forward | Responder | Admiistrator
jdeong@cnmnetwork.com* N N Y
nancy@cnmnetwork.com N N N ||
[ETOORE 4 [_IB JO INTERNET 2
X 3600
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