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Description
METHOD AND APPARATUS OF PERFORMING TUNNEL

SIGNALING OVER IP TUNNELING PATH
Technical Field

[1] The present invention relates to an apparatus and method for performing tunnel
signaling over an IP tunneling path. More particularly, the present invention relates to
an apparatus and method for performing tunnel signaling by generating and
transmitting over an IP tunneling path a tunnel signaling flow corresponding to an end-
to-end signaling flow.

Background Art

[2] As Internet technologies are becoming more widespread, a next-generation com-
munication network is being developed as an "all-IP" network having a structure to
which Internet Protocol (IP)-based core networks and various access networks are
integrated. In an all-IP network, a wired network such as public switched telephone
network (PSTN) and a wireless network supporting, for example, International Mobile
Telecommunication-2000 (IMT-2000) are linked to the IP-based core network to
function as one integrated IP network.

[3] Integration of different types of networks frequently occurs between a network
supporting an IP version 6 (IPv6) address system used for supporting mobility and
quality-of-service (QoS), and a conventional IP version 4 (IPv4) network, as well as
between an [P network and a non-IP network. Accordingly, a network linking
technology for providing integrated Internet service through an entire network
comprising network apparatuses supporting IPv4 and network apparatuses supporting
IPv6 is required.

[4] IP tunneling technology has been in the spotlight as a technology for achieving in-
tegration between an IP network and a non-IP network or IP networks of different
types. IP tunneling is an encapsulation method of transmitting a packet via a virtual
pipe between two nodes on a network. A packet transmission path between the two
nodes is called an IP tunneling path or an IP tunnel. Packets transmitted over the IP
tunneling path include conventional data packets and signaling packets containing
signaling messages for performing particular operations such as QoS and resource
reservation.

[5] Typically, a conventional data packet is transmitted over the IP tunneling path by
adding a tunnel IP header to a data packet in a suitable form according to the type of
network forming the IP tunneling path. For example, when an IPv6 data packet passes

through an IP tunneling path operating according to an IPv4 protocol, an IPv4 header
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including addresses of both end points of the IP tunneling path is added to the IPv6
data packet.

Howeyver, the described method has an aspect not suitable for transmitting a
signaling packet including a signaling message associated with maintaining and
managing a network. Specifically, according to the described method, it is not possible
to reflect an operation associated with the signaling message on the IP tunneling path
by dealing with a signaling packet as a conventional data packet. For example, since
information associated with signaling operations, such as reserving network resources
to perform QoS with respect to an IP tunneling path and transmitting a router alert
option or a certain protocol number, is encapsulated by a tunnel IP header, it is not
shown on nodes on the IP tunneling path. Therefore, the described signaling operations
may not be performed over the IP tunneling path.

In addition, as in the case of a conventional QoS method, when classifying a data
packet transmitted over an IP tunneling path according to a service flow type cor-
responding to the data packet to perform scheduling for each type, if an IP packet
transmitted over the IP tunneling path is encapsulated by a tunnel IP header, the
service flow type is not recognized on the IP tunneling path. Therefore, the described
scheduling operations may not be suitably performed.

On the other hand, a User Datagram Protocol (UDP) header may be added for rec
ognizing a QoS data packet on a tunneling path. However, since the UDP header is
relatively large, there is a considerable increase in overhead by adding the UDP header
to all packets passing the IP tunneling path. Particularly, this type of tunneling method
is not suitable since the overhead due to adding the UDP header becomes larger with
respect to a service of transmitting a small packet, such as voice over IP (VoIP).

On the other hand, there has been disclosed a method of recognizing an en-
capsulated message on an IP tunneling path by encapsulating a packet using a Security
Parameters Index (SPI) field of an IP Security (IPSEC) protocol proposed by the
Internet Engineering Task Force (IETF) for secure transmission and reception of
packets in an IP layer. According to this method, a fine signaling over an IP tunneling
path is possible without any overhead due to adding an additional header. However,
the method can be applied to only an IP tunneling path supporting the IPSEC protocol.

A conventional resource reservation protocol (RSVP) using the described methods
of adding an IP header or a UDP header to an IP packet, or using an IPSEC SPI field
cannot effectively support mobility of a host, since the conventional RSVP does not
support sender-initiated signaling that will be described later, and does not have con-
sideration for the mobility, for example, a session identifier value varies with handoff
of a mobile node.

Also, the above described conventional art does not provide a data object for simul-
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taneously supporting an individual tunnel signaling flow and a plurality of aggregated
tunnel signaling flows, therefore when a tunneling section and an aggregate section
between a receiver and a sender of an IP network exist together in or separate from an
overlapped form, performing of signaling and data transmitting in the two sections has
a problem of relying on different data objects. Consequently, overhead of an IP packet
increases for storing information on the above-mentioned relation, thereby causing
delay in signaling and data transmission.

Accordingly, an interest for a method of performing tunnel signaling which
provides effective support and unified management for an individual tunnel signaling
and aggregated tunnel signaling over an IP tunneling path, has increased.

In order to solve the problem of the conventional art, a new technique of performing

tunnel signaling through an IP tunneling path is provided.
Disclosure of Invention
Technical Problem

An aspect of exemplary embodiments of the present invention is to address at least
the above problems and/or disadvantages and to provide at least the advantages
described below. Accordingly, an aspect of exemplary embodiments of the present
invention is to provide an apparatus and method for effectively performing signaling
and data transmitting over an IP tunneling path.

Exemplary embodiments of the present invention also provide a new session
binding data object which can synthetically manage an end-to-end session and a tunnel
session.

Exemplary embodiments of the present invention also provide a new session
binding data object which can synthetically manage an aggregation of data sessions
provided through an end-to-end path or an IP tunneling path.

Exemplary embodiments of the present invention also provide an apparatus and
method for performing a resource reservation or a resource release of an aggregate
section over an IP tunneling path in a simple and direct way.

Technical Solution

According to an exemplary aspect of the present invention, there is provided a
method of performing tunnel signaling over an IP tunneling path, the method including
transmitting an end-to-end signaling flow through an end-to-end path connected to the
IP tunneling path, generating a tunnel signaling flow corresponding to the end-to-end
signaling flow, and transmitting the generated tunnel signaling flow through the IP
tunneling path, wherein the end-to-end signaling flow and the tunnel signaling flow re-
spectively include a binding data object storing binding information for an end-to-end

session associated with the end-to-end signaling flow or a tunnel session associated
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with the tunnel signaling flow.

According to another exemplary aspect of the present invention, there is provided a
network apparatus including an end-to-end interface transmitting and receiving an end-
to-end signaling flow through an end-to-end path connected to the IP tunneling path, a
tunnel interface transmitting and receiving a tunnel signaling flow through the TP
tunneling path, a tunnel signaling performing unit performing operations associated
with a tunnel signaling message by referring to the tunnel signaling message included
in the tunnel signaling flow and a tunnel signaling control unit generating the tunnel
signaling flow corresponding to the end-to-end signaling flow, and controlling the
tunnel signaling based on binding information for an end-to-end session associated
with the end-to-end signaling flow or a tunnel session associated with the tunnel
signaling flow.

Other objects, advantages, and salient features of the invention will become
apparent to those skilled in the art from the following detailed description, which,
taken in conjunction with the annexed drawings, discloses exemplary embodiments of
the invention.

Brief Description of the Drawings

The above and other objects, features, and advantages of certain exemplary em-
bodiments of the present invention will be more apparent from the following detailed
description, taken in conjunction with the accompanying drawings in which:

FIG. 1 is a diagram illustrating an embodiment of a network to which a method of
performing tunnel signaling, according an exemplary embodiment of the present
invention, is applied,;

FIG. 2 is a diagram illustrating an exemplary field format of a binding data object
which is applied to a method of performing tunnel signaling according an exemplary
embodiment of the present invention;

FIG. 3 is a diagram illustrating types of bindings included in the binding data object
of FIG. 2;

FIG. 4 is a diagram illustrating an IP tunneling path and an aggregate section
according to an exemplary embodiment of the present invention;

FIG. 5 is a diagram illustrating an IP tunneling path and an aggregate section
according to another exemplary embodiment of the present invention;

FIG. 6 a diagram illustrating an IP tunneling path and an aggregate section
according to still another exemplary embodiment of the present invention;

FIG. 7 is a diagram illustrating an IP tunneling path and an aggregate section
according to yet another exemplary embodiment of the present invention;

FIG. 8 is a block diagram illustrating an inner configuration of a network apparatus
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having a function of tunnel signaling according to an exemplary embodiment of the
present invention; and

FIG. 9 is a block diagram illustrating an inner configuration of an exemplary tunnel
signaling control unit of FIG. 8.

Throughout the drawings, the same drawing reference numerals will be understood
to refer to the same elements, features, and structures.

Mode for the Invention

The matters defined in the description such as a detailed construction and elements
are provided to assist in a comprehensive understanding of the exemplary em-
bodiments of the invention. Accordingly, those of ordinary skill in the art will
recognize that various changes and modifications of the embodiments described herein
can be made without departing from the scope and spirit of the invention. Also, de-
scriptions of well-known functions and constructions are omitted for clarity and
conciseness.

FIG. 1 is a diagram illustrating an exemplary embodiment of a network to which a
method of performing tunnel signaling, according an exemplary embodiment of the
present invention, is applied. The network has a structure formed of end-to-end paths
110 and 130 and an IP tunneling path 120, the end-to-end paths 110 and 130 operating
according to an IPv6 protocol and the IP tunneling path 120 operating according to an
IPv4 protocol.

As illustrated in FIG. 1, the IP tunneling path 120 includes a tunnel entry node 103,
a tunnel exit node 105 and at least one intermediate node 104. The tunnel entry node
103 allows a packet transmitted from a sender 101 of end-to-end paths 110 and 130 to
enter into the IP tunneling path 120, the tunnel exit node 105 releases the packet
transmitted through the IP tunneling path 120 to transmit to a receiver 107 of the end-
to-end paths 110 and 130, and the at least one intermediate node 104 transmits a data
packet or a signaling packet between the tunnel entry node 103 and the tunnel exit
node 105. An exemplary end-to-end path and IP tunneling path may be formed of a
network supporting the IPv4 and IPv6 protocols, respectively. However, end-to-end
paths supporting the IPv6 protocol and IP tunneling path supporting the IPv4 protocol
are illustrated in FIG. 1 as a non-limiting example for ease of description. Furthermore,
exemplary embodiments may include a mobile IPv4 network in which the end-to-end
path and IP tunneling path operate on a basis of an IP network, a mobile IPv6 network,
and other possible types of different IP networks.

Operations of the method of performing tunnel signaling according to exemplary
embodiments of the present invention will be described in detail below. Initially, the

method of performing tunnel signaling includes transmitting an end-to-end signaling
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flow through the end-to-end path. Therefore, an end-to-end signaling flow may be
transmitted from the entry node 103 or exit node 105 of the IP tunneling path 120 to
the sender 101 or receiver 107 of the end-to-end paths 110 and 130.

Specifically, as illustrated in FIG. 1, when the end-to-end paths 110 and 130 are
formed of the IPv6 network, the end-to-end signaling flow may be transmitted
according to the IPv6 protocol, through nodes on the end-to-end paths 110 and 130
supporting the IPv6 network. Also, when the end-to-end paths 110 and 130 are formed
of the IPv4 network, the end-to-end signaling flow may be transmitted according to the
IPv4 protocol. In this case, the signaling flow indicates packets including a signaling
message, and the signaling message indicates a message transmitted between network
configuration elements, for performing signaling. The terminology 'signaling' used in
the specification may be applicable to general operations of exchanging control in-
formation with respect to operation or management of a network apparatus, including
general data, between network configuration elements. Specifically, the signaling may
include exchanging of control information associated with a network security or
operations associated with reservation, modification and release of network resources
for performing Quality of Service (QoS) and the like. Hereinafter, the signaling will be
mainly described from a viewpoint of the QoS and the resource reservation. However,
the present invention may not be limited to only exemplary embodiments as below
since the present invention is applicable to general signaling.

The signaling flow in the specification indicates an end-to-end signaling flow or a
tunnel signaling flow. The end-to-end signaling flow indicates a signaling flow
transmitted between the sender 101 and the receiver 107. Network ends include the
sender 101 and the receiver 107 through the end-to-end paths 110 and 130. End-to-end
paths in a broad sense indicate an entire network path connecting the sender 101 and
the receiver 107. However, the end-to-end paths used in the specification may indicate
paths, excluding the IP tunneling path 120, of the entire network path.

The tunnel signaling flow may indicate a signaling flow transmitted between the
tunnel entry node 103 (referred to as 'entry node') and the tunnel exit node 105
(referred to as 'exit node") of the IP tunneling path 120. In order to properly provide an
end-to-end service, a signaling message is required to be processed at not only nodes
102 and 106 on the end-to-end path, but also nodes 103, 104 and 105 on the IP
tunneling path 120. However, the end-to-end signaling flow may not processed at the
nodes 103, 104 and 105 on the IP tunneling path 120 since the IP tunneling path 120 is
formed of a different network between the end-to-end paths 110 and 130.

Accordingly, an exemplary method of performing tunnel signaling of the present
invention includes generating a tunnel signaling flow corresponding to the end-to-end

signaling flow, and transmitting the generated tunnel signaling flow through the IP
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tunneling path. Since the generated tunnel signaling flow is transmitted only on the TP
tunneling path 120, the generated tunnel signaling flow may include corresponding in-
formation with the end-to-end signaling flow for the end-to-end signaling. The cor-
responding information may include a tunnel flow identifier of the tunnel signaling
flow and a session identifier of the end-to-end signaling flow.

The session identifier is a typical identifier of a service session associated with the
end-to-end signaling flow and identifies a transmitted end-to-end signaling flow for
smoothly providing a service based on an end-to-end connection.

A tunnel flow identifier, stored with the session identifier, is a typical identifier of
the tunnel signaling flow The tunnel flow identifier is updated or newly generated
when a configuration of the IP tunneling path 120 is changed, in other words when one
or both of the entry node 103 and the exit node 105 are changed. Namely, the tunnel
flow identifier may change its value according to address information of the IP
tunneling path 120. Conversely, the session identifier is maintained as an identical
value while an end-to-end service session is continued.

In an exemplary method of performing tunnel signaling of the present invention,
seamless end-to-end signaling may be smoothly provided in a mobile IP environment,
for example a portable Internet system supporting a mobile IP network, since the end-
to-end signaling flow is separated from the tunnel signaling flow by distinguishing the
session identifier from the tunnel flow identifier. Applications of the IP environment of
the present invention will be described in detail below.

In an exemplary method of performing tunnel signaling of the present invention, a
signaling message may be identified at each node on the IP tunneling path without
increasing overhead by employing an additional UDP header. Conversely, a con-
ventional tunneling method is applied to a general data flow. Specifically, in an
exemplary method of performing tunnel signaling of the present invention, a high
quality service may be provided to a user since the end-to-end QoS, with respect to a
multimedia application service, is supported with a type being suitable for a
multimedia application, by reducing the packet overhead.

As described above, signaling of the IP tunneling path 120 and the end-to-end paths
110 and 130 may be effectively connected since the session identifier and the tunnel
flow identifier, that are distinguished from each other, are stored together as cor-
responding information of the end-to-end signaling flow and the tunnel signaling flow,
respectively.

According to an exemplary embodiment of the present invention, a data field for
storing the tunnel flow identifier may be selected from a data field list including a
plurality of data field candidates.

As an example, a Differentiated Service Code Point (DSCP) field of an IP header of
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the IP packet configuring the tunnel signaling flow may be selected as a data field for
storing of the tunnel flow identifier. The DSCP field is a field used for providing QoS
in a differentiated service and is included in both the IPv4 protocol and the IPv6
protocol. Therefore the DSCP field may be widely applicable to various IP tunneling
paths.

As another example, a flow label of the IPv6 header may be selected as a tunnel
flow identifier field for storing a tunnel flow identifier. Since the flow label is allocated
with a greater number of bits than the DSCP field, a total number of tunnel signaling
flows, allowed to be transmitted through the IP tunneling path 120, is greater. Ac-
cordingly, when the IP tunneling path 120 supports the IPv6 protocol, the tunnel
signaling may be effectively performed by using the flow label of the IPv6 header.

The data field for storing the tunnel flow identifier may be selected by referring to
at least any one of the IP header of the end-to-end signaling flow, network types
configuring the IP tunneling path, and service types associated with the end-to-end
signaling flow. The tunnel flow identifier stored in the selected data field from the
plurality of data field candidates may be transmitted with source and destination
addresses to at least one node on the IP tunneling path 120. The source and destination
addresses may be addresses of the entry node or the exit node.

When the DSCP field and the IPv6 flow label are not supported, a Security
Parameters Index (SPI) of an IP Security Protocol (IPSEC) header or a User Datagram
Protocol (UDP) header may be selected as a data field for storing of the tunnel flow
identifier.

On the other hand, since it is not possible to process all data flows included in at
least one data session on a per-flow basis in a section on which traffic is concentrated,
for example around a core network, flows sharing common characteristics such as QoS
characteristics are bonded to one class to perform operations such as a packet
scheduling or the like. The bonding operation is referred to as 'aggregation' and a
section that aggregates the data section is referred to as an 'aggregate section'.

The aggregate section may be located on the end-to-end path connecting the sender
101 and receiver 107, and may or may not be in an overlapped form. Also, aside from
the aggregation, when an association is established between different service sessions,
and when processing through one signaling is advantageous, a plurality of sessions
may be bound to be processed by using a session binding method.

In an exemplary embodiment of the present invention, in order to synthetically
manage signaling over the IP tunneling path and the aggregate section and signaling in
a session binding section, a configuration of a binding data object, included in the end-
to-end signaling flow and/or the tunnel signaling flow, is provided.

FIG. 2 is a diagram illustrating a field format of a binding data object 200 which is



WO 2007/046596 PCT/KR2006/004080

[54]

[55]

[56]

[57]

[58]

[59]

[60]

applied to a method of performing tunnel signaling according an exemplary
embodiment of the present invention.

Referring to FIG. 2, a binding data object 200 includes a binding type value field
210 and a session identifier field 220. The session identifier field 220 stores values of
typical end-to-end session identifiers or tunnel session identifiers. The binding type
value field 210 stores values of each session binding to process various types of
session bindings using a single binding data object. The binding data object may be
included in a payload of an IP packet forming the end-to-end signaling flow or the
tunnel signaling flow.

FIG. 3 is a table illustrating types of bindings included in the binding data object of
FIG. 2. Referring to FIG. 3, the types of bindings stored in the binding type value field
210 of FIG. 2 may include an end-to-end-tunnel binding value 0x01, a bi-directional
binding 0x02, an aggregate binding 0x03, and a tunnel aggregation binding 0x04.
Hereinafter, the types of bindings will be described by referring to the accompanying
figures.

FIG. 4 is a diagram illustrating an IP tunneling path and an aggregate section
according to an exemplary embodiment of the present invention. As illustrated in FIG.
4, according to an exemplary embodiment of the present invention, the IP tunneling
path 450 is not overlapped with the aggregate section 460.

An end-to-end signaling flow generated from a sender 410 is transmitted to an entry
node of the IP tunneling path 450 through a node 420 on the end-to-end path, and
tunnel signaling is performed over the IP tunneling through the tunnel signaling flow
generated from the entry node. When the tunnel signaling is performed over the 1P
tunneling, in the binding type value field 210 of the binding data object 200 of FIG. 2
of the tunnel signaling flow, the end-to-end-tunnel binding value 0x01, indicating a
binding type between the end-to-end session and the tunnel session, is stored.

An end-to-end-tunnel binding value 0x01 is stored in the end-to-end signaling flow
received by the entry node of the IP tunneling path and forwarded to the exit node of
the IP tunneling path before or after the tunnel signaling is terminated. The exit node
transmits the end-to-end signaling flow to a starting node of an aggregate section 460
passing through a intermediate node 430 on the end-to-end path. The starting node of
the aggregate section 460 stores an aggregate binding value 0x03 in a binding type
value field of the end-to-end signaling flow.

On aggregate sections, end-to-end signaling is performed through a single signaling
flow with respect to an aggregate data session and an end-to-end signaling is
performed with respect to each service session, with respect to paths excluding the
aggregate sections.

Though not illustrated in FIG. 3, a binding value 0x00 indicating that a session
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binding does not exist may be stored in the binding type value field, on paths
excluding the IP tunneling path and the aggregate sections. Specifically, the binding
value 0x00 may be stored in the binding type value field 210 of FIG. 2, at the exit node
of the IP tunneling path or an ending node where the aggregate section ends.

Also, the above described operation is applied when signaling starts from a receiver
440.

FIG. 5 is a diagram illustrating an IP tunneling path and an aggregate section
according to another exemplary embodiment of the present invention. An IP tunneling
path 570 and an aggregate section 580 of FIG. 5 are partially overlapped in some
sections.

At an entry node of the IP tunneling path 570, a tunnel signaling flow is generated
corresponding to a received end-to-end signaling flow which is transmitted from a
sender 510 and passing through a intermediate node 520 on an end-to-end path. In the
binding type value field 210 of FIG. 2 of the received end-to-end signaling flow at the
entry node and the generated tunnel signaling flow, the end-to-end-tunnel binding
value 0x01 is commonly stored. The entry node transmits the generated tunnel
signaling flow to at least one node over the IP tunneling path 570 to perform tunnel
signaling. As illustrated in FIG. 5, when a starting node 530 of the aggregate section
580 is placed on the tunnel signaling path, the aggregate binding 0x03 is stored in the
binding type value field 210, in addition to the end-to-end-tunnel binding value 0x01.
Also, the tunnel aggregation binding value 0x04 may be additionally defined and used,
with respect to the aggregate section 580 located on the IP tunneling path 570.

Since the exit node of the IP tunneling path 570 is still located within the aggregate
section 580, the exit node may establish a binding of the end-to-end signaling flow as
the aggregate binding 0x03 in order to transmit the end-to-end signaling flow,
forwarded from an entry node, through the end-to-end path.

A binding value 0x00 may be recorded in the binding type value field 210 of the
end-to-end signaling flow, out of the aggregate section 580, passing through an in-
termediate node 550 and transmitted to a receiver 560.

When signaling starts from the receiver 560, at the tunnel exit node 540 located
within the aggregate section 580, the end-to-end-tunnel binding value 0x01 is
appended to the aggregate binding 0x03 or the tunnel aggregation binding value 0x04
may be recorded in the binding type value field 210, at the starting node 530 of the
aggregate section located on the IP tunneling path 570, the end-to-end-tunnel binding
value 0x01 may be recorded.

FIG. 6 a diagram illustrating an IP tunneling path and an aggregate section
according to still another exemplary embodiment of the present invention. In FIG. 6,

an IP tunneling path 650 and an aggregate section 660 are completely overlapped.
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According to the exemplary embodiment of the FIG. 6, an entry node of the IP
tunneling path 650 becomes a starting node where the aggregate section 660 starts, an
exit node of the IP tunneling path 650 becomes an end node where the aggregate
section 660 ends.

The entry node of the IP tunneling path 650 receives an end-to-end signaling flow
transmitted from a sender 610, passing through a intermediate node 620. Since the
entry node of the IP tunneling path 650 is equal to the starting node of the aggregate
section 660, a binding of an end-to-end signaling flow, received by the entry node, and
a generated tunnel signaling flow may be established as the tunnel aggregation binding
value 0x04. Since the exemplary embodiment may be a specific example of the IP
tunneling path 650 or the aggregate section 660, the binding of the end-to-end
signaling flow and the tunnel signaling flow may be established as the end-
to-end-tunnel binding value 0x01 or the aggregate binding value 0x03.

A signaling operation, for example a resource reservation, a QoS establishment, and
the like, may be performed with respect to an aggregated data session on the TP
tunneling path by using the tunnel signaling flow having the established binding. Also,
an end-to-end signaling flow having an identical binding is forwarded from the entry
node to the exit node of the IP tunneling path 650.

A binding of the forwarded end-to-end signaling flow may be established as the
binding value 0x00 transmitted to a receiver 640, passing through a intermediate node
630.

The above described operation is also applicable when signaling starts from the
receiver 640.

As illustrated FIG. 6, when the IP tunneling path 650 and the aggregate section 660
are overlapped, according to another exemplary embodiment of the present invention,
tunnel signaling performed through the IP tunneling path 650 may be formed of serial
message flows for aggregating a plurality of data sessions over the IP tunneling path.

Namely, the performing of tunnel signaling according to an exemplary embodiment
of the present invention may include receiving an end-to-end aggregation message ag-
gregating the plurality of the data sessions on the end-to-end path, generating a tunnel
aggregation message aggregating the plurality of the data sessions on the IP tunneling
path, based on the received end-to-end aggregation message and transmitting the
generated tunnel aggregation message to at least one node on the IP tunneling path.

As an example of the tunnel aggregation message, the tunnel aggregate message
may include at least one of an aggregate association generate message, an aggregate
association modify message, and an aggregate association delete message for the
plurality of the data sessions.

Also, as illustrated in FIG. 6, when the IP tunneling path and the aggregate section
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are completely overlapped, according to another exemplary embodiment of the present
invention, a reservation, a modification, and a release of network resources may be dy-
namically performed for providing aggregation of the data session over an IP tunneling
path. Management of the dynamic network resources may be simply performed
through an exchange of tunnel signaling messages.

FIG. 7 is a diagram illustrating an IP tunneling path and an aggregate section
according to yet another exemplary embodiment of the present invention. For
reference, only a network resources reservation release is taken as an example as
below. Howeyver, it is evident to those skilled in the art that the same idea is also
applicable to a case of establishing an additional reservation and modification of
aggregate resources.

Referring to FIG. 7, an entry node of an IP tunneling path 750 receives an end-
to-end resource reservation release message 701 transmitted from a sender 710,
passing through a intermediate node 720. The end-to-end resource reservation release
message 701 may be associated with an operation of a resource release, the resource
being associated with a session that is no longer used due to a state change of a routing,
from initially reserved network resources for aggregation of the plurality of data
sessions over the IP tunneling path 750. Also, when a data session is no longer
provided through an aggregation section, the end-to-end resource reservation release
message 701 may be a network resources release message associated with the data
session, the data session being provided to a mobile terminal through handoff of the
mobile terminal supporting a mobile IP network.

The entry node may generate a tunnel resource reservation release message 703
transmitted to at least one node on the IP tunneling path 750, on a basis of the end-
to-end resource reservation release message 701. Also, when an end-to-end resource
reservation release message 702 is transmitted to an exit node, from a receiver 740 and
passing through an intermediate node 730, the tunnel resource reservation release
message 703 may be generated by the exit node.

According to an exemplary embodiment of the present invention, the resources
reservation release message 702 may be a type of a resource release flag being added
to the tunnel resources reservation release message 703. Depending upon the
exemplary embodiment, aggregate resources on the IP tunneling path 750 may be
quickly and simply released without generating an additional resources reservation
release message 702.

As illustrated in FIG. 7, initially a reserved aggregate resource with respect to an
aggregate section 760, overlapped with the IP tunneling path 750, is not maintained
until the aggregate section 760 is released. But the initially reserved aggregate resource

is dynamically released, modified, or added when a state change of a routing or when
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the mobile terminal performs a handoff. Therefore, the network resources may be ef-
fectively operated and more service sessions may be processed by using identical
network resources. The above method of releasing a resource is for utilizing the
resource in an aggregate section and may be utilized in all types of aggregate sections,
including FIGS 4 and 5.

Referring back to FIG. 3, the binding type value applied to the method of
performing tunnel signaling according to an exemplary embodiment of the present
invention may be a bi-directional binding value 0x02, indicating a binding between a
plurality of the end-to-end sessions or the tunnel sessions of different directions.

The bi-directional binding value 0x02 may be applied to all cases illustrated in
FIGS. 4 through 6 and a case of performing a QoS establishment or a resource
reservation of a bi-directional session by using a single signaling flow.

Also, a section of an unused binding values 0x05~ illustrated in FIG. 3 may be used
as areserved area for a binding type value corresponding to an additionally defined
binding type. As an example, a dependant binding, indicating a binding between a
plurality of sessions in which a specific session is provided only when other sessions
are provided, may be defined as the unused binding 0x05~.

The binding which is additionally defined using the unused binding values 0x05~
may be associated with an application-specific session binding type, or when a session
binding type supported by a signaling protocol is added.

Also, an area for the unused binding values 0x05~ may be used for data that is
required to be additionally stored with each of the bindings.

An TP tunneling path according to an exemplary embodiment of the present
invention may be a mobile IP tunneling path, the mobile IP tunneling path connecting
a mobile node (MN), supporting the IP protocol, including a home agent (HA). A
mobile IP environment according to an exemplary embodiment of the present
invention may include a mobile IPv4 protocol, a mobile IPv6 protocol, and any type of
IP environment supporting mobility.

A method of tunnel signaling according to an exemplary embodiment of the present
invention is suitable for application to a mobile environment. As an example, a
continuity of an end-to-end service session may be maintained since a session
identifier associated with an end-to-end signaling flow is not changed when a mobile
IP tunneling path, having the mobile node as an entry node or exit node by handoff of
a mobile node, is changed.

Also, a packet overhead may be minimized since an additional header is not added
for tunnel signaling over an IP tunneling path. Also, a problem of a service delay
caused by a handoff of a mobile node may be effectively handled since quicker tunnel

signaling is provided in a mobile IP environment where an IP tunneling path frequently
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changes by supporting methods of parallel signaling and sender-initiated signaling.

A method of tunnel signaling over an IP tunneling path according to the above-
described exemplary embodiment of the present invention may be recorded in
computer-readable media including program instructions to implement various
operations embodied by a computer. The media may also include, alone or in
combination with the program instructions, data files, data structures, and the like.
Examples of computer-readable media include magnetic media such as hard disks,
floppy disks, and magnetic tape; optical media such as CD ROM disks and DVD;
magneto-optical media such as optical disks; and hardware devices that are specially
configured to store and perform program instructions, such as read-only memory
(ROM), random access memory (RAM), flash memory, and the like. The media may
also be a transmission medium such as optical or metallic lines, wave guides, etc.
including a carrier wave transmitting signals specifying the program instructions, data
structures, etc. Examples of program instructions include both machine code, such as
produced by a compiler, and files containing higher level code that may be executed by
the computer using an interpreter. The described hardware devices may be configured
to act as one or more software modules in order to perform the operations of the above-
described embodiments of the present invention.

Exemplary embodiments of the present invention may be applied to a network
apparatus performing tunnel signaling through an IP tunneling path. FIG. 8 is a block
diagram illustrating an inner configuration of the network apparatus having a function
of tunnel signaling according to an exemplary embodiment of the present invention.

A tunnel interface 810 in FIG. 8 is a component of the network apparatus for
transmitting and receiving a tunnel signaling flow through the IP tunneling path. The
tunnel interface 810 connects to the network apparatus, according to an exemplary
embodiment of the present invention, with the IP tunneling path.

According to an exemplary embodiment of the present invention, an end-to-end
interface 820 transmits and receives an end-to-end signaling flow through, and
connects the network apparatus with, an end-to-end path. When the network apparatus
according to an exemplary embodiment of the present invention is located at an entry
node 103, the end-to-end interface 820 transmits or receives a data flow or an end-
to-end signaling flow to or from a sender 101, respectively. Also, when the network
apparatus according to an exemplary embodiment of the present invention is located at
an exit node 105, the end-to-end interface 820 transmits o receives the data flow or the
end-to-end signaling flow to or from a receiver 107, respectively.

The tunnel interface 810 and the end-to-end interface 820 are respectively formed
of a network interface having a functionality of processing data flows or signaling

flows, according to an addressing method including at least one of the IPv4, the IPv6,
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the mobile IPv4, and the mobile IPv6 protocols.

A tunnel signaling performing unit 840 performs operations of proper signaling,
according to a signaling message included in the tunnel signaling flow, for example,
and may include a logic for extracting a signaling message, a logic for reading the
signaling message and a logic for updating QoS information and resource reservation
information of the network apparatus according to the signaling message.

A tunnel signaling control unit 830 controls the tunnel interface 810, the end-to-end
interface 820 and the tunnel signaling performing unit 840 of components of the
network apparatus according to an exemplary embodiment of the present invention.

Also, the tunnel signaling control unit 830 generates a tunnel signaling message for
signaling over the IP path. The tunnel signaling control unit 830 has an inner con-
figuration as described below.

FIG. 9 is a block diagram illustrating an inner configuration of the tunnel signaling
control unit 830 of FIG. 8. An IP packet extraction unit 940 extracts an IP packet from
an end-to-end signaling flow or a tunnel signaling flow.

A binding type value reading unit 920 reads a binding type value included in the
extracted IP packet. As an example, the binding type value reading unit 920 may
extract the binding type value from a tunneling data object field included in a payload
of the IP packet.

A binding type value configuring unit 930 receives a binding type value to be
configured or to be modified, and may configure or modify the binding type value
stored in the data field 210 of FIG. 2 of the IP packet by using the received binding
type value.

The binding type value according to an exemplary embodiment of the present
invention may include an end-to-end-tunnel binding, a bi-directional, an aggregate
binding and a tunnel aggregate binding: the end-to-end-tunnel binding indicating a
binding between an end-to-end session and a tunnel session, the bi-directional binding
indicating a binding between a plurality of the end-to-end sessions or the tunnel
sessions of different directions, the aggregate value indicating a type aggregating a
plurality of data sessions, and the tunnel aggregate binding indicating the aggregating
is performed over the IP tunneling path.

A message generation unit 910 generates a tunnel signaling message of the tunnel
signaling flow by referring to a signaling message included in the received end-to-end
signaling flow. As an example, the tunnel signaling message of the tunnel signaling
flow may be generated by copying a signaling message of the end-to-end signaling
flow.

The tunnel signaling message may include a QoS message associated with a QoS on

the IP tunnel path, a network resource reservation message reserving, modifying, and
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releasing network resources required for performing QoS, and a network security
message performing operations over a tunneling path associated with secure data flow
transmitted through the IP tunneling path.

Also, the message generation unit 910 may generate a tunnel flow identifier
associated with a tunnel signaling flow. The tunnel flow identifier is a newly generated
value or a value modified when the IP tunneling path changes, and may be stored in
the data object with a session identifier of a service session associated with the end-
to-end signaling flow.

Also, the message generation unit 910 may control transmitting and receiving of the
tunnel signaling message by referring to the binding type value read by the binding
type value reading unit 920. Specifically, the message generation unit 910 performs
operations of reserving, modifying, and releasing the network resources for binding
between the tunnel session and the end-to-end session or aggregation of the data
session, when the IP tunneling path is overlapped with an aggregate section,
configuring, or modifying the binding type value of the tunnel signaling flow including
the generated tunnel signaling message.

The network apparatus according to an exemplary embodiment of the present
invention may include network apparatuses, for example a router operated on a wired
IP network, a wireless network apparatus of an access control router (ACR), a gateway
GPRS support node (GGSN), and the like.

Hereto, the network apparatus having a function of the IP tunnel signaling
according to an exemplary embodiment of the present invention is described by
referring to FIGS. 8 and 9. Since the above described exemplary embodiments,
described with reference to FIGS. 1 through 7, may be applied to the network
apparatus according to the present invention, a detailed description associated with the
network apparatus will be omitted hereinafter.

According to an exemplary embodiment of the present invention, an end-to-end
QoS, a network resource reservation and a security management may be performed
since tunnel signaling over an IP tunneling path is performed by interoperating with an
end-to-end signaling, accordingly QoS provided to a user may be guaranteed.

Also, according to an exemplary embodiment of the present invention, types of
networks, a traffic state, and an adaptable tunnel signaling depending upon a service
application may be controlled since a data field for storing of a tunnel flow identifier is
selected from a plurality of selectable data fields.

Also, according to an exemplary embodiment of the present invention, a mobility of
a host may be reliably supported since a session identifier is maintained as an identical
value, even in a case of a handoff of a mobile node supporting a mobile IP, while

service session is continued.
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Also, according to an exemplary embodiment of the present invention, an end-
to-end session and a tunneling session may be synthetically managed by using a
session binding data object that stores binding information of the end-to-end session
and the tunneling session.

Also, according to an exemplary embodiment of the present invention, an ag-
gregation of a data flow provided through an IP tunneling path or an end-to-end path
may be effectively managed in a unified manner since binding type values, associated
with an aggregate association of the data flow or a data session, are stored in a binding
type value field of a session binding object.

Also, according to an exemplary embodiment of the present invention, network
resources may be smoothly performed according to a state change of a routing or a
mobility of a terminal since a resource reservation or a resource release of an aggregate
section is dynamically performed without an additional reservation or release message.

While the invention has shown and described with reference to certain exemplary
embodiments thereof, it will be understood by those skilled in the art that various
changes in form and details may be made therein without departing from the spirit and

scope of the invention as defined by the appended claims and their equivalents.
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Claims

A method of performing tunnel signaling over an IP tunneling path, the method
comprising:

transmitting an end-to-end signaling flow through an end-to-end path connected
to an IP tunneling path;

generating a tunnel signaling flow corresponding to the end-to-end signaling
flow; and

transmitting the generated tunnel signaling flow through the IP tunneling path,
wherein the end-to-end signaling flow and the tunnel signaling flow respectively
include a first binding data object storing first binding information for an end-
to-end session associated with the end-to-end signaling flow and a second
binding data object storing second binding information for a tunnel session
associated with the tunnel signaling flow.

The method of claim 1, wherein the first binding information of the first binding
data object comprises a binding type value indicating a binding type of the end-
to-end session.

The method of claim 1, wherein the second binding information of the second
binding data object comprises a binding type value indicating a binding type of
the tunnel session.

The method of claim 2, wherein the binding type value comprises an end-
to-end-tunnel binding, indicating a binding between the end-to-end session and
the tunnel session.

The method of claim 3, wherein the binding type value comprises an end-
to-end-tunnel binding, indicating a binding between the end-to-end session and
the tunnel session.

The method of claim 4, wherein the transmitting the generated tunnel signaling
flow comprises at least one of changing the binding type value to a tunnel
aggregate binding and changing the binding type value from a tunnel aggregate
binding.

The method of claim 6, wherein the binding type value is changed when a
starting node or an ending node of an aggregate section, aggregating a plurality
of data sessions provided through any one of the end-to-end path and the IP
tunneling path, is located on the IP tunneling path.

The method of claim 6, wherein, the binding type value is changed when a tunnel
entry node or a tunnel exit node of the IP tunneling path is located in the
aggregate section.

The method of claim 2, wherein the binding type value is a bi-directional binding
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indicating a binding between a plurality of end-to-end sessions or tunnel sessions
of different directions.

The method of claim 2, wherein the binding type value is an aggregate binding
indicating an aggregation of a plurality of data sessions provided through the
end-to-end path.

The method of claim 3, wherein the binding type value is an aggregate binding
indicating an aggregation of a plurality of data sessions provided through the TP
tunneling path.

The method of claim 10, wherein the transmitting the generated tunnel signaling
flow comprises:

receiving an end-to-end aggregation message aggregating the plurality of the
data sessions on the end-to-end path;

generating a tunnel aggregation message aggregating a plurality of the data
sessions on the IP tunneling path, based on the received end-to-end aggregation
message; and

transmitting the generated tunnel aggregation message to at least one node on the
IP tunneling path.

The method of claim 11, wherein the transmitting the generated tunnel signaling
flow comprises:

receiving an end-to-end aggregation message aggregating a plurality of the data
sessions on the end-to-end path;

generating a tunnel aggregation message aggregating the plurality of the data
sessions on the IP tunneling path, based on the received end-to-end aggregation
message; and

transmitting the generated tunnel aggregation message to at least one node on the
IP tunneling path.

The method of claim 12, wherein the tunnel aggregation message includes at
least one of an aggregate association generate message, an aggregate association
modify message, and an aggregate association delete message for the plurality of
the data sessions.

The method of claim 13, wherein the tunnel aggregation message includes at
least one of an aggregate association generate message, an aggregate association
modify message, and an aggregate association delete message for the plurality of
the data sessions.

The method of claim 12, wherein the tunnel aggregation message is a resource
reservation release message releasing an entirety or a part of reserved network
resources on the IP tunneling path.

The method of claim 13, wherein the tunnel aggregation message is a resource
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reservation release message releasing an entirety or a part of reserved network
resources on the IP tunneling path.

The method of claim 1, wherein the binding information comprises at least one
of a session identifier of the end-to-end session or a session identifier of the
tunnel session.

The method of claim 18, wherein the session identifier is maintained to be an
identical value while the end-to-end session is continued.

The method of claim 1, wherein the transmitting the generated tunnel signaling
flow comprises:

generating a tunnel flow identifier associated with the tunnel signaling flow; and
selecting a data field for storing of the tunnel flow identifier.

The method of claim 20, wherein the selecting the data field for storing of the
tunnel flow identifier comprises selecting from a data field list which includes a
plurality of data field candidates.

The method of claim 21, wherein the data field list includes at least one of a Dif-
ferentiated Service Code Point (DSCP) field of an IP header, a flow label of an
Internet Protocol Version 6 (IPv6) header, a Security Parameters Index (SPI) of
an IP Security Protocol (IPSEC) header, and a User Datagram Protocol (UDP)
header.

The method of claim 1, wherein the tunnel signaling flow comprises at least one
of a Quality of Service (QoS) signaling, a network resource reservation signaling
and a network security signaling.

The method of claim 1, wherein the IP tunneling path comprises at least one of
an IPv4 network and an IPv6 network.

The method of claim 1, wherein the IP tunneling path comprises a mobile IP
tunneling path connecting a mobile node and a home agent supporting the mobile
IP.

A computer-readable storage medium having stored thereon instructions for im-
plementing a method of performing tunnel signaling over an IP tunneling path,
the instructions comprising:

a first set of instructions for transmitting an end-to-end signaling flow through an
end-to-end path connected to an IP tunneling path;

a second set of instructions for generating a tunnel signaling flow corresponding
to the end-to-end signaling flow; and

a third set of instructions for transmitting the generated tunnel signaling flow
through the IP tunneling path,

wherein the end-to-end signaling flow and the tunnel signaling flow respectively

include a first binding data object storing first binding information for an end-
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to-end session associated with the end-to-end signaling flow and a second
binding data object storing second binding information for a tunnel session
associated with the tunnel signaling flow.

A network apparatus performing tunnel signaling over an IP tunneling path, the
apparatus comprising:

an end-to-end interface for transmitting and receiving an end-to-end signaling
flow through an end-to-end path connected to the IP tunneling path;

a tunnel interface for transmitting and receiving a tunnel signaling flow through
the IP tunneling path;

a tunnel signaling performing unit for performing operations associated with a
tunnel signaling message by referring to a tunnel signaling message included in
the tunnel signaling flow; and

a tunnel signaling control unit for generating the tunnel signaling flow cor-
responding to the end-to-end signaling flow, and for controlling the tunnel
signaling based on binding information for an end-to-end session associated with
the end-to-end signaling flow or a tunnel session associated with the tunnel
signaling flow.

The network apparatus of claim 27, wherein the tunnel signaling control unit
comprises:

an IP packet extraction unit for extracting an IP packet from the end-to-end
signaling flow or the tunnel signaling flow;

a binding type value reading unit for reading a binding type value associated with
the end-to-end session or the tunnel session from a data field of the IP packet;

a binding type value configuring unit for configuring or modifying the binding
type value stored in the data field of the IP packet; and

a message generation unit for generating a tunnel signaling message of the tunnel
signaling flow by referring to an end-to-end signaling message of the end-to-end
signaling flow, and for controlling transmitting and receiving of the tunnel
signaling message by referring to the binding type value.

The network apparatus of claim 28, wherein the tunnel signaling message
comprises at least one of a QoS message, a network resource reservation

message and a network security message.
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