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(57) Abstract: The disclosure provides a method and anapparatus for controlling ZigBee® sensors. The method comprises: selecting
a second coordinator of a second ZigBee® network as a backup coordinator; detecting whether there is a failure of a first ZigBee®
coordinator; and if a failure of the working coordinator is detected, designating the second ZigBee® coordinator as the newworking
coordinator for the end user devices in the first ZigBee® network to join the second ZigBee® network.
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METHOD AND APPARATUS FOR CONTROLLING NETWORK SENSORS

TECHNICAL FIELD
The disclosure generally relates to network technology, and more particularly, to a
method and an apparatus for controlling network sensors.

BACKGROUND

Nowadays, WSP (Wireless Sensor Protocol) based services are widely applied,
for example, in home automation, healthcare, and surveillance. In order to
provide such services to end users, there usually has a client device in the end
user’s home/building. Such a client device is managing the user’s own network
via different WSPs, such as ZigBee® and Z-wave® sensors. ZigBee® products
are available via ZigBee® Alliance partners, Z-Wave® sensors are available via
Z-Wave® Alliance partners. The client device will be taken as an IP-based client
for the remote management from a service provider. A normal approach is to
combine all Internet data services in a client device, which are provided from the
same service provider. The major reason for this is that the service provider
cannot manage the wireless sensors directly since the transmission of such
wireless sensors normally is limited within miles or even several hundred meters.

ZigBee® is one of the popular WSPs, which is especially used for wireless sensor
networks, building automation, and low data rate measurement applications. In
order to manage the ZigBee® network remotely, a ZigBee® coordinator needs to
be attached to a gateway as a WSP control unit, with which a transmission path
can be built to transmit and manage all these ZigBee® sensors to the cloud.
Figure 1 is a schematic diagram showing the structure of a ZigBee® network. As
shown in Figure 1, an end user can remotely connect and manage ZigBee®
devices via his/her own Internet infrastructure. Basically, a ZigBee® device can
play a role as a coordinator (shown as a circle), a router (shown as a hexagon) or
an end user device (shown as a triangle). The ZigBee® device which starts the
network is called a ZigBee® coordinator.

The process for a ZigBee® coordinator to establish a ZigBee® network will be
described with reference to Figure 2. When the ZigBee® coordinator initiates the
ZigBee® network, at step 21 it broadcasts a beacon message to ask the
neighboring devices to join. After a ZigBee® Router joins the ZigBee® network, at
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step 22 it will broadcast a beacon message to a ZigBee® end user device which
will ask for joining the ZigBee® network via the closest ZigBee® Router at step 23.
At step 24, the ZigBee® router will feedback the information of connected
ZigBee® end user devices to the ZigBee® coordinator. Then at step 25 the
ZigBee® coordinator can determine the ZigBee® router for each of the ZigBee®
end user devices. The ZigBee® coordinator can also detect if there are any
ZigBee® routers or ZigBee® end user devices that have not joined the ZigBee®
network. The ZigBee® network can be formed with the above process. A
communication channel can be established between Server and ZigBee®
network with a gateway at step 26 shown in Figure 2.

As described above, since a ZigBee® coordinator starts the establishment of a
ZigBee® network, only one ZigBee® coordinator is allowed in each ZigBee®
network. In addition, a ZigBee® coordinator is not allowed to join an existing
network. For this reason, the ZigBee® network has a problem called the Single
Point Failure of Coordinator. As described above, since there is only one ZigBee®
coordinator allowed in each ZigBee® network and the coordinator node is not
allowed to join another existing network, if there is a single point failure of one
ZigBee® coordinator, it will be extremely difficult for the ZigBee® devices which
are connected with the failed coordinator to join any other existing ZigBee®
networks.

Figure 3 is a schematic diagram showing a Single Point Failure of Coordinator in
a ZigBee® network. As shown in Figure 3, when this problem happens, the
working ZigBee® Router cannot select a new ZigBee® coordinator to form a new
ZigBee® network. In such case, the server is not able to communicate with the
new ZigBee® network due to the failure of original ZigBee® coordinator which is
attached to the gateway. Thus the end user and any cloud-based services cannot
get any real-time information of these ZigBee® sensors which will not be
manageable any more until the ZigBee® coordinator is restored. In practical
applications, such interruption period might be minutes, days, or even months.
The Single Point Failure of Coordinator may become a serious problem for
ZigBee® network, especially in some context such as surveillance and home
healthcare. A ZigBee® network can support different network structures, such as
star, tree and mesh. All of these network structures may suffer from such
coordinator failure.
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Therefore, there is a need to address such problem of Single Point Failure of
Coordinator in ZigBee® network.

In a known solution, when an original coordinator failed, one of the other ZigBee®
router nodes in the ZigBee® network will be selected as the coordinator. This is a
typical redundancy solution for an independent ZigBee® network. However, if the
ZigBee® network has a structure of a star or tree topology, this approach cannot
work in some cases. In addition, such approach has a disadvantage for the
network deployment shown in Figure 1. In Figure 1, the ZigBee® Coordinator is
always attached to a gateway, which is working as a proxy to connect service
provider’s network and the user’'s own ZigBee® network. If the ZigBee®
coordinator in the gateway fails, the cloud service cannot work even if the router
takes control of the ZigBee® network.

Another approach is to deploy two gateways in a ZigBee® network, one of which
will always work as a redundancy node of both ZigBee® coordinators and
transmission path to the cloud. These two ZigBee® coordinators sync up
regularly to keep as an active-inactive redundancy model. Obviously, this
approach is neither user friendly nor cost-effective. It also increases the
complexity of the solution of the service provider. This approach needs to switch
between two gateways due to the functionality of ZigBee® Coordinator and
synchronize with the cloud-based services in a real time manner. The gateway
switching will lead to an interruption of some gateway functionalities.

Therefore, there is a need for a solution for controlling ZigBee® sensors to
address the above-described Single Point Failure of Coordinator in a ZigBee®
network.

SUMMARY

According to an aspect of the disclosure, a method for controlling ZigBee®
sensors is provided, comprising: upon detection of a failure of a first ZigBee®
sensor which is a coordinator in a first ZigBee® network, designating a second
ZigBee® sensor as the coordinator for the ZigBee® sensors in the first ZigBee®
network to join the second ZigBee® network.
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In an embodiment, the first ZigBee® network and the second ZigBee® network
are under the control of a same gateway.

In an embodiment, the first ZigBee® network is under the control of a first
gateway and the second ZigBee® network is under the control of a second
gateway.

In an embodiment, the first gateway and the second gateway are for the same
user.

In an embodiment, the first gateway and the second gateway are for two different
users receiving services from a same service provider.

In an embodiment, the second ZigBee® sensor is selected from coordinators of
the second gateway as a function of their distances to the first ZigBee® sensor.

In an embodiment, the method further comprises selecting a coordinator of the
second gateway which has the shortest distance to the first ZigBee® sensor as
the second ZigBee® sensor.

In an embodiment, the method further comprises sending all the network settings
to the second ZigBee® sensor.

In an embodiment, the method further comprises changing the MAC address and
the ZigBee® Key of the second ZigBee® sensor to be the same as that of the first
ZigBee® sensor.

According to another aspect of the disclosure, an apparatus for controlling
ZigBee® sensors includes a processor configured to, upon detection of a failure
of a first ZigBee® sensor which is a coordinator in a first ZigBee® network,
designate a second ZigBee® sensor as the coordinator for the ZigBee® sensors
in the first ZigBee® network to join the second ZigBee® network.

In an embodiment, the apparatus is provided at a server side of a service provider
of the first and second ZigBee® networks.
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In an embodiment, the apparatus is provided at a gateway for the first and second
ZigBee® networks.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other objects, features and advantages will be more apparent
from the following description of embodiments with reference to the figures, in
which:

Figure 1 is a schematic diagram showing the structure of a ZigBee® network;
Figure 2 is a schematic diagram the process for a ZigBee® coordinator to
establish a ZigBee® network;

Figure 3 is a schematic diagram showing a Single Point Failure of Coordinator in
a ZigBee® network;

Figure 4 is a schematic diagram showing a controller for controlling the ZigBee®
coordinators in a ZigBee® network according to an embodiment of the disclosure;
Figure 5 is a flowchart illustrating a process for activating a backup coordinator
when a Single Point Failure of Coordinator occurs in a ZigBee® network
according to an embodiment of the disclosure;

Figure 6 is a flowchart illustrating a process for activating a backup coordinator
when a Single Point Failure of Coordinator occurs in a ZigBee® network
according to another embodiment of the disclosure; and

Figure 7 is a block diagram illustrating an apparatus for controlling ZigBee®
sensors according to an embodiment of the disclosure.

DETAILED DESCRIPTION

The embodiments of the disclosure will be described below with reference to the
drawings. It should be noted that the following embodiments are illustrative only,
rather than limiting the scope of the disclosure. Detailed description of any
well-known steps, devices, components and the like is omitted here to avoid
obscuring the disclosure.

Figure 4 is a schematic diagram showing a controller 401 for controlling ZigBee®
coordinators in a ZigBee® network according to an embodiment of the disclosure.

In Figure 4, the controller 401 for controlling the ZigBee® coordinators in a
ZigBee® network is shown at the server side to provide a cloud service as a
virtual coordinator controller of ZigBee® coordinators. The virtual coordinator
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controller can loop-up and match a trustable backup coordinator among
manageable devices. The virtual coordinator controller can regularly monitor the
status of all ZigBee® coordinators in the network and store network-specific
tables (such as routing, binding and neighborhood tables) of active coordinators.
If Single Point Failure or other problem occurs to the ZigBee® coordinator, the
virtual coordinator controller will trigger a coordinator failure recovery mechanism.
The virtual coordinator controller will provide the capability to switch back to the
original coordinator when it is detected to be back to normal. With the virtual
coordinator controller, several different independent ZigBee® networks can be
combined as one ZigBee® network with one Coordinator, to some extent.

According to the cloud service with the virtual coordinator controller shown in
Figure 4, there is provided a mechanism for controlling ZigBee® coordinators of a
plurality of ZigBee® networks, which can address the Single Point Failure of
Coordinator of an independent ZigBee® network. In Figure 4, for illustrative
purpose, only two ZigBee® networks are shown. It can be appreciated that the
mechanism can apply to the case of more than two ZigBee® networks.

An end user can deploy a ZigBee® network for applications, such as home
automation, healthcare, and surveillance, with a gateway via a service provider
according to the network structure shown in Figure 4. The end user can also
deploy one or more extension gateways to extend WiFi or Ethernet. Figure 4
shows a gateway and an extension gateway. Since such gateway and extension
gateway are all the manageable devices of the service provider, both of them are
equipped with ZigBee® coordinators. As shown in Figure 4, a virtual coordinator
controller was deployed by the service provider, for example in the headend
system, to provide a cloud service. To implement the functionality of the virtual
coordinator controller, some configuration and data collection may be needed,
which can be carried out during the installation and debug phase or during the
firmware upgrading phase of the gateways and the ZigBee® networks.

Figure 5 is a flowchart illustrating a process for activating a backup coordinator
when a Single Point Failure of Coordinator occurs in a ZigBee® network
according to an embodiment of the disclosure.
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Initially, a first coordinator in the gateway in a first ZigBee® network is designated
as the working coordinator. As illustrated with reference to Figure 1, a working
coordinator is in charge of the forming of a ZigBee® network. During the forming
the ZigBee® network, the working coordinator will initiate the ZigBee® network
and communicate with a router to finalize the network. Once the ZigBee® network
is formed, the working coordinator will regularly communicate with the router to
perform a health check.

At step S501, the virtual coordinator controller selects a second coordinator of a
second ZigBee® network as a backup coordinator.

At step S503, the virtual coordinator controller detects whether there is a failure of
the first ZigBee® coordinator.

The failure of the first ZigBee® coordinator, which is the working coordinator in
this case, can be detected via a regular health check process for the first
ZigBee® coordinator. The health check process can be either an initial report sent
by the gateway or a health polling carried out by the virtual coordinator controller.
For example, a software stack or process can be provided at the gateway, which
communicates with ZigBee® coordinator directly. The cloud service can
communicate with the software stack or process the health check if the ZigBee®
coordinator is working properly.

If a failure of the working coordinator is detected at step S503, at step S505, the
virtual coordinator controller designates the second ZigBee® coordinator as the
new working coordinator for the end user devices in the first ZigBee® network to
join the second ZigBee® network.

When the second ZigBee® coordinator, which is the backup ZigBee® coordinator
in this case, is designated as the new working coordinator, the virtual coordinator
controller will send all the network settings to the new working coordinator which
will initialize the new ZigBee® network with all the original ZigBee® routers. Since
the new working coordinator operates as the dedicated backup of the original
working coordinator, the virtual coordinator controller can also change the MAC
address as well as the ZigBee® Key of the new working coordinator to be exactly
the same as the original working coordinator. This can help reduce the
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interruption time of the ZigBee® network. The new working coordinator can
communicate with the routers to form a new ZigBee® network which includes the
end user devices of the first and second networks. With the process of this
embodiment, the end user is able to retrieve/control the remote ZigBee® sensors
in the first ZigBee® network even the original ZigBee® coordinator fails.

The virtual coordinator controller can be implemented in a home entry gateway to
coordinate all the ZigBee® sensors of a plurality of ZigBee® networks. This is
meaningful for company buildings or large house where multiple dependent
ZigBee® networks are deployed. In such case, normally a main entry gateway
and several extension gateways are provided by a service provider.

When the virtual coordinator controller is implemented in a home entry gateway,
the second ZigBee® coordinator described with reference to the Figure 5 can be
selected from coordinators of the home entry gateway. The second ZigBee®
coordinator can also be selected from coordinators of extension gateways of the
same end user.

The virtual coordinator controller can also be implemented at the service provider
side to provide a cloud service to overcome the problem of Single Point Failure of
Coordinator. In this case, since the gateways of other end users deployed by the
same service provider are manageable to the service provider, the coordinators of
the gateways of other end users can be used as the new working coordinator to
replace the failed one.

Figure 6 is a flowchart illustrating a process for activating a backup coordinator
when a Single Point Failure of Coordinator occurs in a ZigBee® network
according to another embodiment of the disclosure.

The process shown in Figure 6 deals with a case that there is no extension
gateway deployed by a service provider for the same end user. Given the fact that
gateways deployed by the same service provider for other end users are all
manageable devices for the service provider, at step S601, a Trustable Backup
Coordinator list can be created by the controller, which includes at least one
candidate coordinator to be the backup of the working coordinator selected from
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those of the gateways of other end users. A backup coordinator can be selected
from the Trustable Backup Coordinator list when the working coordinator fails.

In an example, the Trustable Backup Coordinator list can be maintained
according to the distance of a backup coordinator to the current working
coordinator. The distance can be determined based the addresses of the
discussed gateways deployed by the service provider. It can be appreciated that
existing online location applications, such as Google Earth, can be used for
determining the distance based on the addresses. The WiFi capability of the
discussed gateways can also be used to determine the distance. The WiFi
capability of a gateway enables the hotspot functionality of the service provider,
which can recognize the related gateway in the backend based on the recognized
SSID. The Trustable Backup Coordinator list can be arranged in order of the
determined distances, from small to large. During the gateway installation,
rebooting, firmware upgrading process, the gateway with the candidate
coordinator can be verified if it is able to communicate with the original ZigBee®
router. For example, when the gateway with the candidate coordinator reboots
remotely, it collects the information of all the ZigBee® routers of the coordinator
and store the information to the server of the service provider. Alternatively, during
the gateway installation phase by the service provider, it checks whether
candidate coordinators can receive the beacon signals from the ZigBee® router.

At step S603, the virtual coordinator controller detects whether there is a failure of
the working coordinator. Detection of a failure of ZigBee sensor nodes are known
in the art. Some of the known technologies detect the node failure on the basis of
the delay incurred in propagation and also the energy associated with sensors in
the field of deployment. No further details will be given in this respect.

If a failure of the working coordinator is detected at step S603, at step S605, the
virtual coordinator controller designates a backup ZigBee® coordinator selected
from the Trustable Backup Coordinator list as the new working coordinator. In an
example, a smaller distance of a backup coordinator in the list to the current
working coordinator has the priority to be selected as the new working
coordinator.
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When one of the backup ZigBee® coordinators from the list is activated as the
new working coordinator, the virtual coordinator controller will send all the network
settings to the coordinator. Similarly, the virtual coordinator controller can also
change the MAC address as well as the ZigBee® Key of the new working
coordinator to be exactly the same as the original working coordinator. This kind
of flexibility is can help to reduce the interruption time of the ZigBee® network.
The new working coordinator can communicate with routers to form a new
ZigBee® network, by which the end user is able to retrieve/control these remote
ZigBee® sensors. According to this embodiment, the end user whose ZigBee®
coordinator fails can still access/retrieve/control his/her own ZigBee® sensors. If
the switching time for the backup coordinator to become the working coordinator
is very short, the Single Point Failure of Coordinator will not lead to any big
Service Level Agreement (SLA) downgrade for the service provider and the end
user.

Figure 7 is a block diagram illustrating an apparatus for controlling ZigBee®
sensors according to an embodiment of the disclosure. As shown in Figure 7, the
apparatus 700 includes an input unit 701, a processor 702, and an output unit
703. The input unit 701 is configured to receive messages from ZigBee®
sensors of network devices. In an example, the input unit 701 can include a
communication port capable of receiving data wirelessly or in a wired manner.
The processor 702 is configured to implement the detection and determination
process in the flow described above with reference to the Figures 5 and 6 to
generate a control message for the sensors of the network devices. The output
unit 703 is configured to output the control message to the ZigBee® sensors of
the network devices. The apparatus 700 can be embodied as a controller
implemented at the server of a service provider or an entry gateway of an end
user.

The present disclosure may be implemented by a computer program product, for
example, in the form of a computer-readable medium carrying computer program
code structured in computer program modules. The computer program modules,
when executed in a processor, cause a server or a gateway to perform the
actions described above in conjunction with the figures mentioned above.
Alternatively, at least one of the code means may be implemented at least partly

as hardware circuits.

10
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The processor may be a single CPU (Central processing unit), but could also
comprise two or more processing units. For example, the processor may include
general purpose microprocessors; instruction set processors and/or related chips
sets and/or special purpose microprocessors such as Application Specific
Integrated Circuit (ASICs). The processor may also comprise board memory for
caching purposes. For example, the computer program product may be a flash
memory, a Random-access memory (RAM), a Read-Only Memory (ROM), or an
EEPROM, and the computer program modules described above could in
alternative embodiments be distributed on different computer program products in

the form of memories.

The disclosure has been described above with reference to embodiments thereof.
It should be understood that various modifications, alternations and additions can
be made by those skilled in the art without departing from the spirits and scope of
the disclosure. Therefore, the scope of the disclosure is not limited to the above

particular embodiments but only defined by the claims as attached.

11
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CLAIMS

1. A method for controlling network sensors, comprising:

upon detection of a failure of a first network sensor which is a coordinator in a
first network, designating a second sensor as the coordinator for the network
sensors in the first network to join the second network.

2. The method for controlling network sensors according to claim 1, wherein
the network sensors are ZigBee® sensors and the first and second networks are
ZigBee® network.

3. The method for controlling network sensors according to claim 2, wherein
the first ZigBee® network and the second ZigBee® network are under the control
of a same gateway.

4. The method for controlling network sensors according to claim 2, wherein
the first ZigBee® network is under the control of a first gateway and the second
ZigBee® network is under the control of a second gateway.

5. The method for controlling network sensors according to claim 4, wherein
the first gateway and the second gateway are for the same user.

6. The method for controlling network sensors according to claim 4, wherein
the first gateway and the second gateway are for two different users receiving
services from a same service provider.

7. The method for controlling network sensors according to claim 6, wherein
the second ZigBee® sensor is selected from coordinators of the second gateway
as a function of their distances to the first ZigBee® sensor.

8. The method for controlling network sensors according to claim 7, further
comprising selecting a coordinator of the second gateway which has the shortest
distance to the first ZigBee® sensor as the second ZigBee® sensor.

9. The method for controlling network sensors according to claim 2, further
comprising sending all the network settings to the second ZigBee® sensor.

12
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10. The method for controlling network sensors according to claim 2, further
comprising changing the MAC address and the ZigBee® Key of the second
ZigBee® sensor to be the same as that of the first ZigBee® sensor.

11. An apparatus (700) for controlling network sensors, comprising:

a processor (702) configured to, upon detection of a failure of a first network
sensor acting as a coordinator in a first network, designate a second network
sensor as the coordinator for the network sensors in the first network to join the
second network.

12. The apparatus for controlling network sensors according to claim 11,
wherein the network sensors are ZigBee® sensors and the first and second
networks are ZigBee® network.

13. The apparatus (700) for controlling network sensors according to claim 12,
wherein the apparatus is provided at a server side of a service provider of the first
and second ZigBee® networks.

14. The apparatus (700) for controlling network sensors according to claim 12,

wherein the apparatus is provided at a gateway for the first and second ZigBee®
networks.

13
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