I*I Innovation, Sciences et Innovation, Science and CA 3005732 C 2021/11/09

Développement économique Canada Economic Development Canada
Office de la Propriété Intellectuelle du Canada Canadian Intellectual Property Office (1 1)(21) 3 005 732
12 BREVET CANADIEN
CANADIAN PATENT
13 C
(86) Date de dépét PCT/PCT Filing Date: 2016/11/14 (51) CLInt./Int.Cl. GO6Q 20/20(2012.01),
(87) Date publication PCT/PCT Publication Date: 2017/05/26 GO6Q 20/40(2012.01)
Al . (72) Inventeurs/Inventors:
(45) Date de délivrance/lssue Date: 2021/11/09 ORROCK. ANDREW, US:
(85) Entrée phase nationale/National Entry: 2018/05/17 VIELEHR, DAVID, US
(86) N° demande PCT/PCT Application No.: US 2016/061930 | (73) Propriétaire/Owner:
(87) N° publication PCT/PCT Publication No.: 2017/087335 E2”\bTSERACTIVE, INC. D/B/A E2INTERACTIVE, INC.,

(30) Priorité/Priority: 2015/11/18 (US14/944,319)
(74) Agent: BERESKIN & PARR LLP/S.E.N.C.R.L.,S.R.L.

(54) Titre : PONT ENTRE RESEAUX POUR AUTORISATION DE TRANSACTION LOCALE
(54) Title: NETWORK BRIDGE FOR LOCAL TRANSACTION AUTHORIZATION

e

Luistorer iz 4 gl 5
e Bt tee Dw%‘fabggfﬁge :} Geriics Pinvider
POS 11 Host 412 pra] 158
o 4
£, i e o s
¥
e e o e
* .
148
Heest Thymdt 5,
%, x’
g
Firmout Seversyl
SAF Unload
fetarieaver x el

(57) Abrégé/Abstract:

In general, the present invention is directed to an apparatus for locally processing stored value card transactions, the apparatus
proximate to a tetailer point-of-sale (POS) or host, the apparatus in communication with the POS or host and a stored value card
processor and configured to: receive a transaction request; determine if the transaction request should he passed through to the
stored value card processor or decided upon locally; if the transaction request should be passed through: communicate such
request to the stored value card processor; upon receiving a certain response from stored value card processor,, or from the
attempted communication with the stored value card processor,, locally overriding the response of the stored value card processor
or deciding upon the transaction request locally; if the transaction request should not he passed through: locally deciding the
transaction request; and communicating a transaction request response back to the POS or host
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(57) Abstract: In general, the present invention is directed to an apparatus for locally processing stored value card transactions, the
apparatus proximate to a tetailer point-of-sale (POS) or host, the apparatus in communication with the POS or host and a stored
value card processor and configured to: receive a transaction request; determine if the transaction request should he passed through
to the stored value card processor or decided upon locally; if the transaction request should be passed through: communicate such re -
quest to the stored value card processor; upon receiving a certain response from stored value card processor,, or from the attempted
communication with the stored value card processor,, locally overriding the response of the stored value card processor or deciding
upon the transaction request locally; if the transaction request should not he passed through: locally deciding the transaction request;
and communicating a transaction request response back to the POS or host
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NETWORR Bringr ror LOCAL TRANSACTION AUTRORIZATION

BatkorouNg
001 Stoved value card tramssetions -~ such as Bt net Hmitd to sctivations.
deactivations, rederptions, veloads, and refreshey - typically require a retailer point of sale
(PR} ferminal, systan, ov host 1o commmunicate with 3 remole ROCEssor oF server (o oblain
authovization for the transuciion, andior 1o conduct the tramsaction.  However, in certain
eireunstances, conmmudention with the remote processor may not be possible (for example,
during power cutages or network oulrages), or may not be tGmely (for example, during peak
hours or nebwork pverloads).

{6021 i therelore desirable to provide systems and miethods to locally authorize
andfor conduet stored value card transactions, I s futher desirable to provide such aystens
ad methods that may communicats when able with the remote processor 1o npdae the
provessor aud any associated data stores with new trapsaction tnformation, Such systems and
methods may enable faster processing of tansactions and transaction requests.

{3 Vanous stored value eard systems may present soms degres of local authorization
that may be utilized in very specilic clronmstances, However, such systorms do not provide
the ability 1o (i) continge 1o reverse cortain franssction types upon meouts, while also

3

adding & standsin approval facility foor designated framsactinn types: 1) offer stand-in
cupabilities for certain “sodt declines™ as reported; (1) implerent specific requirements su

as providing 2 usique systeny trace audit mawber (STANY on onthound requests Ernanaiing

from store-and-forward (RAF) trapsactions; andfor (Iv) obtain visibility to SAF content for
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pperational and masagemend fovel eversight. Note that generally, 3 “soft decline” is one in
which the steved value card procosser may decline the anssction, but the issning party or
processor (that Is, the actual authorizer for the product andior transaction) may ot have
declined the transaction,

0041 Acponiingly, such goals are desimble of a system and method In accordance with

aome embodinmats of the prosent mvention,

SUMMARY 08 THE INVENTION

REGY! B accordancs with some swibodiments of the present invention, aspeats may include an
apparatus for locally processing stiwed vabe card trapsactions, the spparatus proximate o a retailer
point-of-sale (POSY or host, the apparatis 1o selactive covupanicatin with the POS or bost and a
stoved value card processor, the apparatus comprising: a POY or host interface evabling the selective

compninication with the POR or host; & storesd value ervd provessor interface, enabling the selestive

cwrammmication with the stored valae card processon ad 2 provessing module, soabling selentive

deninion making for cortain stored value card bansaction reqiests.

{6 fn sccordane mrents of the present hwvention, other aspects may

mwhide a method of foeally suthorizing stored vahie oned transactions, the mathod corducted amongst

a retaiier poiat-of-side (FOEY or host, a bridge provessor, and 8 stored valie onrd procesers, e bridge
provessor being disposed focally with the PUS or host, the method comprising: weetving at the

bridge progessor a anssction request determindag by the beidge processor if the transaction regasst

shouid be passed through 1o the stored value card processor, or decided apon locally

R GEY &
determination that the transaction request should be passed through 61 the stored vahie card provesson
communicaiing sech request front the bridge to the stored value card provessor vpon receiving &

3

certain response from slomd value card progessor, or frong the stlenpted comupumication with the
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stored value card proosssor, losally overddmg by the bridge provessor the respimes of the stored

vatue card processor or deciding apen the transaction request beatly; spon a determination that the
transaction request showdd vot be passed theowh o the stored \zim card processor: kreally deciding
by the bridge processor the transaction reqaest and  comypunieating by the bridge a trnsaction
request response baek (0 the POS or host.

007 Other sspects i accordance with somay embodiments of the present invention may

inchude an appardus o locully provessiy ed value card bunsactions, the appiratus proximats to

a ratailer point-ofaate (FRO5Y or Bost, the aposwatis b seleciive commundeation with the POY or host
3

and a stored vahue card processor, the appseatss configured (o0 receive & wamsaction reguest

detevmine if the trapsaction request should be passed through to the slored value vard processer, or

decided upon lovallyy apon @ deternnnation that the transaction cosuest shoudd be passed throagh to

the storad vabie card processon conuvunioaio suoh rquest o the stored valoe card prosessor; apor

reoctving & ogvlain rasponse from stored vahie card progessor, of from the atlempted communiogtion

with the stored vadue csed provessor, locally overriding the response of the stored valse cand

processor or decidivgg spon the bransaction vequsst ocallyy apon s deteradostion that the tansaction

reguest should nat be passed throsghite the stoved vahie card processor: Ioeally deciding by the

¢ processey the trawsaction request; and comanumicating by the bridee a inmsachion reguest

responss back o the POY or host,

{008 These and other aspects will boente apparent from the following description of
the invention takan v conpunction with the following drawings, sithough variations and
raodifications may be effected without departing from the soope of the novel concepts of the

Invention,
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DESURIPTION OF THE FIGURES

008 The preseni mvention can be move fully understood by reading the bllowing
detatted description togethor with the accompanying deawings, in which like reforence
mdicators are wsed e desiguate Hke eloments. The accompanyving Buures depict certain
ihustrative embodiments and may aid In wnderstanding the following detailed description,
Belore any embodimunt of the invention iy sxplained tu detadl, 1 is 1o be snderstood that the
ivention is not voted o Us applicalion to the detatls of constpuction and the amangsmenis
of components set forth i the fullowing deseription or Shuirated in the drawings, The
embodiments depicted are ©© be understood g excaplary and I no way Hmiting of the
overall seope of the invention. Also, It 15 o be understood that the phrassology and

terminology wed heretn iy for the purpose of description and shondd not be regarded as

frmiting, The detatled description will make reference fo the following figures, in which

T

Hoie Figure 1 iflostrales an exemplary store-and-forward (SAFY monde!l with Hmited
processing hinetionality, i accordanee with somne embodiments of the present invartion,
0611 Pigure 2 tlostrates an exomplary SAF myodel with full processing fonctionality, in
aceordance with some embodiments of the present inventiom.

{12 Figure 3 tlustratey an sxemplary Hlow disgram for poles through operations, in
accordance with some embodimenis of the present invention.

3 Figuwe 4 sets forth an exevaplary procesy for handling a soft decline with stand-in
approval and mo SAF impact, in acerdwe with some embodiments of the present

nvertion.
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{3014 Frguve § Hlustrates an exemplary process for handling 8 soft decling with stand-in
approval and SAY hard declime, v accordapse with some embodiments of the prosent
mvention

00131 Figore & dlusirates an examplary process for handling a soft decline with stand-in

approval, when the tnsaction hits the maxinum swmber of retties, v geoordancs with some

invendion.

embodimends of the preser
{60161 Figure 7 depicts an excmplary pmcess for ¢ host Hmoeout with stand-in approval,
w acoordancs with some erabodirnents of the present nveniion,

{001 7] Filgwre 8 illustrates an exemplary processer {or @ host thmeout with stand-in
approval, in sceordance with some embodiments of the present invention.

{01 Figure 9 deplets an exemiplary progess for a snspend mode, m gocordancy with
some embodiments of the preset mvasion,

J0019] Figure 10 illustrates an oxemplary process fir ortginatorbased voids and
reversals, inaceordance with some embuodiments of the present invention,

EEERA Figaeg 11 jHostrates an exsmplary process for g pending SAF wamaction, in
aecordance with some erubodiments of the prosent inventicn,

{0021 Figure 12 illosteaies an exemplary progess for a complementary dom i the SAF,
i aconrdancy with some embodiments of the present Javention,

jO0221 Figure 13 iHostrates anvoxomplary process for handling s prodhnt with g universal

product code UPCY that v nol within an oxpecled wmge, o sccordange with some

embodiments of the present invertion.
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{00231 Figure 14 iHustrates an exemplary process for handling o produst with o sniversal

product code that i not active for the SAY gystern, o secordance with some embodiments of

the presend mvention,

BITAILED BSCRIFTION

3

J0024] Before any covbudiment of the inventien i oxplained In detail, 8 i do be

wrtirstood that the prosent avention i3 not losted v s applivetion o the detaly of

by

&~

ot forth mothe Yollowing description or

-/l

comstruction and the avangements of compnnonis ¢
Hostrated In the drawings. The prosent hovention 1 capable of other embodimenty and of
hetag practiced or betog carnied ont iy vaniows ways. Also, s o be understond that the
shraseaioyy and torminniopy used hereln is for the purpose of deseription and should not be

regarded as Hniting,

00251 The mailers oxomphiied e thes desouiption are provided © ssust o g

comprehensive nnderstanding of variow exemplary ombodiments disclosed with reference 1w

the secompanying figures. Accordingly, those of ordinaey skill in the art will recognive that
e &g & R

various changes and mndilications of the sxemplary embodimsnts deseribed heveln cay be
madde withoot departing from the spirlt and scope of the claimed ivention, Descriptions of

well-known functions and congirachions are omitied for clarily and conciseness, Moreove

&

2]
ors

saeid herein, the singular may be intorproted in the plural, and alternately, any fgom in the

e

plural may be nferpreted to be o the stogular

U With reforsnve o Flaare 1, under corrent methodologies, t a financial ransaction
times ont at the retatler’s heat - for exanple, while awaiting a vesponse frov the stoved value
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D)

Car processar - a Umeout reversal {TORY may be generated and provided to a SAF systom,
Otherwise, the host communicatoy directly with the stoved value card processor fur other
fravsactions.  With continued relerence to Figure 1 and provess 10, g retatler 119 may
commanicate direetly with a stored value card processor 120, which in wa may
covmrpuricate with a sorvige provider 134

3T Service provider 138 may be the party actually iscuing or redeeming the stored
value card. Stored valae card processor 120 may be an njevmediate party that may provide
services related 1o 2 plavality of stored value cards, Retatler 110 ray be a typleal refatler or
mierehant with point of sale lovaticns. For example, vetatler 110 may be Walgrsens, who

~

or sale a plurality of stored value cards. Stored value card processor 120 may be

P

nay offer
{ntersetive Commumications International, Ine, or lnConum, who may provide activation and
other services related 1o 8 plurality of stored value cards offered by Walgreens.,  Sarvice

provider 130 may be an entily that handles card transactions for the isseer of the card ~ such

as Stored Value Solutions, who way handle card transactions for Bed Bath & Bevond gift

cards

{0028} Daring most transactions, the host may operate merely as a pass-through in whic
it may convey transaction reguests 141 o the siored value card processer 120, and may
reoetve rospenses 142 from the stored value eard processor 1200 However, during some

<

cirpumlances there way be @ timeout 143 in the atterapted commumication hetween the host
PEO and the stored value card processor 1200 n such circomstances, the host 110 may
generaly a teout roversal 144, which may be provided 1o 2 SAT que 1435, At a later time,

the SAF system may communicate with the stored value card processor 120 1o reverse auy
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transaction that way have beon improperly or incompletely condacted. ¥ cay be seen from
Figure 1 that such SATF systoms have quile Hmided capabilities.
00251 In accordance with some swbodiments of the prossat invention, a bridge may be
provided that way, armongst other things, provide for one or more oft (i) implen enting stand-
n approval gt te host level (rather than, ov i addition to, gt the potat-ofsale fovel); (i
anable specifically identifted tronsaction types ondy {for example, only permitting stand-in
activations); (1) enable specifically Wentified producis, or product-transaction type
combinations; (v} aptonudically coable the bridge to commundcate with the SAF system
during “soft declines” and/or timeouts; mnd {v) provide rosults of bridgs/SAF activily to sales
aasesiate o technician, for example privied on 2 receipt or displaved on a POS display.
06301 Such fanctionality mwy provide for faster and more efficiant processing, singe
cortan transaction may be decided loeally, while othors may require responses from a stored

valoe card processor.  Movsover, during thues of soncommunication or errors, such a

wiem and methixt may provent tnansactions frowe piling on o and overloading an inefficient

e
<

provessor, thereby epabling systems to overall ron more effictonly and quickly.

{0031 In gonoral, the prosent invention Iy directed o a bridge disposed hetween a POS
systemvhost and a stored value card processor.  The bridge may movide one oy more
funetions. For example,  communication with the stered value card processor fs effective

aud timely, the widge may be a paas-through o communicate with the stored value card

progessor and may assist with the routing of ransaction requests. I commanication with the

po8

3

stored value card processor 13 not possible, effsvtive, or timely, the bridge may act as a stand-

iy processor and yoay conduct cortain tansactions,  Onee propsy conmmumioation with the
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stored value vard processor resumes, the bridge way wpdate the stored value card procexsor

and any assoviated data stores with ppdated information associated with foansactions the

brisdpe authorizad or conducted as a standun,

100321 In aecordance with somw embodiments of the present fnvention, the bridge may

be positioned huermediate of the POR/Mhost and the dored value eard provessor.  For

example, the bridge may be physically located at the POS/Mhost location, in a position o
.

reestve and route pass-through transactions, while also having connpetivity for necossary

stand~in ransselions,

e

{00331 Positiontng the bridge st the POShost location provides additional benefiis,

feion]

Sinee & purpase of the bridge 8 10 provide contimious services for certain stoved valoe caed
ransactions, positioning the badge at the locatton of the POS/host snsures that the beidge
witl be tn the same ewvironment as the POShost. In other words, if the bridus was located

remedely from the PONAhost, #ix forosecuble that the bridpe location may be the subject of g

power outage or nebwork issues, while the POS/host Iocation may be nawiing as normal.
Sinee pne of the goala of the bridge 8 1o provide contimuous support for the POSMhost,
focating the brudge with the POS/Mhost nray ensurs environmeniad factors will be the sane o
similar, and that lmited network communications way be reguived to process standein

¥

sghorizations or ansagtions.

N

13034 Systems and wethods in accordance with some cmbodiments of the present
inventton may oithize on oy move solld stale drives. Solid staie drives may comprise, for

exanple, HE ProLiaat DLIROP R 2U, which may, for exampie, vtilize fntel Xeon HS-2609
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progessors. Solid state drives may be in commmadeation with the POS/host divently, via one

or meve Joad balancers, anddor vin o multiplexes

{3351 I general, the bridge may bnplonent store-msd-forward (SAF) funcionalily ©
conduct both stand-in and pass through transactions at g retailer location. In aveordance with
soroe ewbodinents of the present wvention, the bridge way provide the abitity to (1) coutinue
o reverse certain tonsaction types upon thneouts, while alse adding 3 stand-in approval
facility for dosignated wansaction typesy (i} offer standsin capabilities for cortsin “soff
declines™ as reporteds (1) doploment sperific reguirsments such gz providing a wnique

STAN on outbound reguesty emanting from store-and-forward {8AF) transactions; andfor

faad

{1v} obtain visttality {o SAF contont for operational and muwsagement level oversight,

K

atler systont may be destrable, regommended, ©

,w
e
-
£
wt
ol
75
&

{0361 Note diat modifications w
rospuired for the beidge 1o offer full fonctionality. For exanple, a retatler may be requuived o
modily the settings of transaction routing o route stoved valoe card transactinns to the bridgs
- rather than directly o the stored value card proceasor. Sbuilarky, a retailer may modify is
systgm o support new response codes assoclated with stand-in approvaly and stand-in
declines. Such responze codes may be wefld in fracking and correlating SAF events and
bridge decision making,  Alse, retaiters may provide additional poird-ofteale puidunve to
custoners in certain ehrammstanees. For oxamyple, 1f 8 purchased product receives a stand-in
approvel, the customer may be informed that the product will be active in twenty-four (24)

howrs,  This twformation may be conducted orally {from the sales clerh o the customer), or

aay be printed on the roceipt.
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11
(00371 With reference to Figure 2, an ingroved SAF wodel 20 uiilizing a bridge, in

accordance with some pwhodinents of the preser Invention, is depicted.  In genersl, the
model 20 1Hostoles varions tnsactions as conducted mmongst & customsr 218, which may
comprise & PFOS 211 andfor a host 212, (Note that the use of “customer™ here i3 intended &

vefer to a morchant or retatler that 18 & custoemer of the stored value card provessor. For
example, a retatier thal provides one ov more stored value cards ov gift cards for sale may be

5 oontemplated that sumilar transactions may be conducted with the POS

pAnEN

8 “oustonwer.”d M
211 communicating divectly with the bridge 220, although commumications through 8 howt
212 may be conumeat. The customer 218 may sead communications o the bridge 220, which
in turn may either conduct strme teansacteons or may pass-throngh transaction requests o a8
stored value card processor 230 Stored valoe card processor 230 may commupdoate with
service mrovider 240t enable or conduct cortain fransaclions,
T3NS Figure 2 sebs forth several oxemplary transaction types to ilustrate the flow
thrangh the customer 210, bridpe 220, stored value card processer 238, and service provider
2400 AL 230, g pess-through transaction s Hlusteated, tn which a transaction originates at a
POS and 15 passed through the host 212, passed through the bridge 220, and recoived at the
stored value card processer 230, The storad value card processor may commanticate with a
service provider 240, although it s also contemplated that the stored vahe card processor
230 wmay also be a serviee provider, o may be authovized 0 conduct transactions without

additional communications,  The transaction resporse s then routed back 1o the POS 211,

theongh the bridge 220 and the host 212,
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R ERA At 231, a traveastion How is wndicated for croumistanees in which the host thnes
oud {that &5, comnmnieation v uaably o be effective or Hmely with the stored value card

Ny
‘i

provesser 230), but the specifie product type (e, the cortain stored value card) Is not on a

“retry™ fist. o this clrcwmsianee, the fansaction may sviginate at the POS 2110 pass through

the hoat 212, but may not make 1 to the stored value card processer 2300 Because the produst

transacted by the bridge 228, o thwe out reversal (TOR)Y may be

hich may be stored n the SAF guene 268 for communivatinn with the stored
valoe card processor 230 at o later e,

REE Ar 253, a tramsaction flow is indleatad for circamstancss in which the host fimes
out, but the speeific product type in on the Sretry™ Hst. Here, the tansaction may originate at

o o v

the POS 21 Sow through the host 212, bt may not make B to the stoved value card

v,
i’,’:
b3
gs
o
ot
foss]
g
fosd
pect
v

P

progessor 2300 However, because the product type s onthe Sretry™ lst the bridys
porform a stand-n approval of the warsaction at 2534, This stand-in approval may alse be
SAF gueue 260 for later conunurdoation with the stored value card processor

stoved i the

330,

Wara? b

F0041] At & transaction fow i indicatod {or & safl decline for a product tyvpe that is

on the “retry” list. Again, the trarsaction originates at the POS 211 and passes through the
host 212, The bridge 220 may provide standsn approval 256 fir the mansaction, aud way
again updite the SAF gooue 360,

{42 AL 257 a trapsacton ow @ mndicated for ansactions that are avthorized o be
conducted wsing loval bridge action.  Here, the transaction may originate at the POS 211,

~
;

tlow through the host 212, and be avthostzed, approved, or conducted by the bridge 230
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1

Agair, the bridge 220 may provide tnfonmation regarding any stand-in approval or declines

e

N

0 to provide updates to the stoved value vard processor 234

o the SAF queue ;
ISRy Frually, as indieated shove, at 259 the SAF systeny may updute the stored value
card processor 230 by providing a listing or quene of travsactions conducted or declined by
the bridge 220,

{0044 fo order for a costomer 210 1o properly wiilize such SAF system with a bridge, the

s Such modifications may ncdade, g ave not

customer may be advised © modif

fimted {0, providing the abilitles to (i} validate carrent RAF guene coment on decision

Ty

making: (1) discern “soft” declines from “hard™ dechines: andfor (i) modify Selds on sach

SAF request attompl,

jon

0045 Muore speciically, In order to validate cwrrent SAF queus condent na decision

making, SAF decision making may be guided by the specific, currest content of the SAP

guene. For example, i an activation request §s rocstved {or simBarly, » reload request is

received) -~ while an activation request for the sawe slored valoe cand is alrsady present in the
SAY goene, the tollew-up or subsequent transacticn showld be locally dended,

(D04a]  With regard 1o discerning Vsoft” declines from “hard” declines, a “soft” declne

may be oa candidate for potential stend-in travsactions conducted by the beldge, while a

“hard” decline may not be. Pields on cach SAF request stterpt may be modified o provent

3

x

repeated or duphicate uses of the same system trace andi number (STAN). Using the same
STAN may trigger the stored value card processer to swiomatically repeat the same response
as before. Accordingly, modifying the STAN for cach transaction vequest — partiondaly in

the case of soft declinegs - may be advisable,
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Host Infegration

0047 It s contemplated that the transaction capabilities of the bridge may be integrated
o the host, sueh tha the hridge uself may uod be nocessary, However, since thers arg often
faciors that may provent ov delay sueh integration, the we of the bridge way provide a
convenrient manner 10 oblain local stand-in fransaction capabilities, without costly and timedy

modifivations o the host of a cusiomer,

Confizuration

048] I order to conftgure the best fo comnpudsais with the beidge, severs)

confignration Hiles may be helpful or nepessary, For sxample, the “QueryHost’ truusaction

parhicipant may define and control bow the bridge conustis o an authoriver, and how the

r-—l

bridge should handle responses or lack of rosponses. The “QuoryHest” participant nwy be
called by both the main tansaction manager (which may handle reab-time vequests) and the
SAF transaction manager {which raay handle subsequent unloading of Hems that land in the
SAF gueue g8 a result of contiguration decisions),
(00491 In the example below, and in all exemplary coding or fles prescnted herein, note
that the spectfic amangenwnt, alporithms, and or preseninsant of informaiion is exemplary
euly. Nomerous approaches or manes may be stilized to sehlove thy same, substaially
ihe same, or similar results. Moveover, note thal the exemplary coding sets forth InComm as

3

the stoved value vard processor. It 8 comtomplated that the coding presented may be
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avs, imeluding replacing reforonces to “lncomm™ with references

{0050 The participant “ueryHeat” muy be defined as follows (nofe that the valees aet

forths helow are

exemplary starting values, and are not ntended 0 be any endorsemend of

final, production settings

<participant oly

~property nane™’
Sproperty sames
praperty panws
CERORETTY nant
COroperty namgs
< wmpmrw BEH Y"‘f‘\ ~ransy

~property y

{;wg) g}:’\ﬂl” \'; ‘\
\p' 0;\ iy names

~/participant™>

B
Pose)
ey
p—

QueryinConurbos,

IRIFEY

Tabig

ST reahns"ueryHost >

o vad
“saf? \“it'
treshold” values" 3540
tneont” values" 150007 f.>
refry-response-codes values"91 820860 &
selioneg n ic:s‘ xa?u*‘*" *3&3%‘3“ e

th¥ 3 SRR SHU NS

GV ,\qg? A

-.M

s

/
/
F

.ovmd nanager”
‘safon-dispm ‘*\u'*‘ & hss; Mads
Feheckpoint™ valypes’ guw‘»imi fac

Py

below  desentbes each  of  the  properties  specified I the

Property

EER1E: 4

Deseription / Usage
The norae of the multiplexer {("mux"} that coutrols the & ric&ges

chanpel connsetions} 1o this endpoint. W a max-pool tx conflpured
for the endpoint, My rame ¢ Hsted instead.

This value may weich the same contained v the comesponding
RN Lemponent {or mux~-pool component) of the bridge "‘\‘i‘ this
eadpoint, For example, 33 vcomm mox poodhxml has as it frst
fine

< poot -;:ia;xs::‘“m*q.';‘pm g2 ds0. MUXPool” logge
namesieomn-mas-poot

saf

The navoe of the related SAF manager

This value may match the name contained g the corresponding
S5 SAF compunent. For gmdmpk,
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have  as s first Hoer wsaf
toggers QY realetsal

\.E":l‘,\ ;;‘.\m "

threshold

amt of thue o rndliscconds bovond which the franssction
n:‘:z‘-ay h{-‘ in "'“‘?’Wii&" declined n‘;m to wmﬁ‘ti‘*mg 1o gxternad
authorization),  For example, the throshold listed is 3.5 seconds.
Therefore, 1 an accumuolated timer 18 greater thay 3500 ws @8 the
point cenuniited t sond, the tansaction way be declined internally
on the bridee and setthe RO egnal 10 7D8)

fimeout

The amount of fime in milliseconds that Query Howt gives to the
reme zwt’i&wri?t‘" i ;“i‘{}‘«"iﬁt‘ 2 ?t‘a&;%&ui‘mt T t>§3oms: Li’f €8 s‘e%w:"xse

b g i [ICC zhii TOQUASE,

PEL YV TOSIONSO~

The response codes received from the authorizer that may resull in

codes the bridgs treating the request as ’;s;*ﬂuz:(x’w‘xz% v deliversd, I the
Frocesstng Code of ‘i}o seguest s detined as 8 "retey” code, then the
PeCUEst iy be deemed SAF-able and the item may be recorded in
the SAF bles,
Y~ IPANSACHO The het of Froge vmv Code (hat s, PC, IKORSEA field 3) walues

codes

that are “SAF-ab i xzp(m gither:

A timeout of the real-iime reguest; or

A yeal-tivoe request that receives sn RO egual to a value contained
i retey-respor wse-eodes’

For example, if this filed ¥ defined av value=188080, then the
bridge may write a row o the ‘safMety’ and ‘safDaty’ tables

fing g retry i etther the (&) or () situations sbove are

encountord for one of these transachion o s,

However, for transaction codes pot nchuded on this list, the bridge
may wiile @ row to the SAY tables requesting a veversal in the
‘Hrngout seenario {ah or, pussing-through a soft decline of the RO
{back to the ransaction oviginetor) in the 'reiry RO scenario (b

Mote the following processing exceptions that may exist within PO
TSRO at some bridge fastallations:

TRI000 may represent an sctivation, bl way also represent a
w}ive’f‘sa‘i swipe reload (Mswipe reload™. ‘J&- bile the activation is a
SAV-able transaction, the awipe refond way not be,

There may not be any other defined fleld in 135099 that way allow
the bridge o discemn an activation from a swipe reload. Therelore,
for each bridge customer that p processes swipe reload traosactions,
the customwr and the stoved value card processer may deterniine a
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Bvern b 182098 defined s o retov-tomsaction-code, the bridge nay
treat any reguest dentified a8 swipe veload as if it were w
transaction code that is not inclnded on this st

suspend-manager The name of the systont component thal may control the badge's
suspend’ operations for an sadpoint. Tlas value may mateh the
name comatned in the corresponding suspend component of the
bridge for this ondpoint.  For example, 12 suspend ranagerxmd
may gontain the Han <asnspand-manager
class="com.olsancomm. SuspendManager” logger-"Q2%

on-disconnect Value sotting that donotes whether or not g gustomer wishes t©
stangd-in af a=i routes 1o an “zmi;m;z ave dizconnected, a condition
knowil as & Tmux disconnect”

I set to false’ all transaction requests moturn decline code DY
during mux disconnect,

I set 1o e fransaction reguests of tems ned on ‘relry-{ranssction-
codes’ Hst return umi}‘ T4 durmg mux disconnect; those on
roiry-transaction-codes’ Het retnrn approval code, and Heny may be
placed i SAY & be sont when mux i later reconsecied.

checkpoint A descriptive nanie for the franssetion pmmpmf step thal way
appear i the m—m»;aciics*- gts_r(}'in o i the gQlog eutry for the
fransaction.  This featuve may indioate bow much time {n

sthiseconds)y each participant is responsibie for o a particudar
trapsaciion,

SAYF Manaeer Defintiion

00321 An endpoint on-boarded to the bridge may requive a defined and deploved SAF
Manager component. Sugh SAF Manager may be in charge of {1) unloading the SAF queus;
{1} retrving SAY replication; and (111) synching the SAY. More specifically, a 8AF Mansgge

\

may identify SAF oniries that may still need 1o be delivered o a designated endpoins. Hihe

et s avatlable 1o send, the SAF manager may place the top relovant entdes i a que
{SAETXMNY for handbng by the SAY Transaction Manager,
JOO55Y SAF replivation may be performed © & poor nede as part of an onloading process,

I roplication fals {(for example, the regnest 1o the peer Himes ont), the SAF Manager way
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place the top relevant entries on this List in o guone (RETRYUTXN) for handling by the Retry

Travsaction Manager.

{054 i a2 node potices that s peer i down, the node way begin 1o operate in 'SOLOY

maode - in which 1t ix responsible for delivering SAF eninies 1o both nodes. Subsegquently,

when the node recognizes that #s poor s baek up, 1 must sow synch w the pesr all actions #

~

sndertook on its behall, I synchronization opows, the SAF Manager may place the top
vedevant entries on iy Hst i o queue (SYRCTXN) for handling by the Syoe Trancaction
Manager.

FOUS S For example, o integrate sn sudpohy to the bridge approach, a SAYF Maw

definition may b

<gaf naroes bridge-sal’ logger='@@ realw’sal ¢ a& @ dpos.sal SAFManager™
<property nameandpoint™ valees" INCOMM® £
~property name™"echo-m 55 valuesingg tﬁt};m«-r»;ti’ts’}~§:¥§§;;f" o
<property name="initial-delay’ vahue="10004" &
<property i‘?&ﬁ‘{"*'g?s‘:i‘;&§i‘e’*§ “time’ valnes 3000 >
<property names'polling-delay’ values' 800"
COROPERTY THATE ‘f"z{a\\“bai~s;}<-1-\., cequene-sing’ valugsg'
“PTOPEHTY NaTneT .c-',»w:i'z*\-'wms':f:»cgisf‘ufmi?'i: values
CPTOPOTY IEROT AN -SYRE-SPRce- Qe size values
<propeviy namesihan-relyansmissiony value= 13>
<Cproperty pames n;\m ~after values43200% In seconds oreperntyy
<preperty namesnode” value="1"/

<peoparty names A‘?iit‘-'i‘*i‘:{}i‘i&” valpes 2" i
g e
Thaate

21804

{00361 Tabde 2 below deseribes sach of the properties specified in the SAF Manager.

Property Dresoription / Usags

sudpoind The neane of the extemal suthorlzer of the tansactions. This
value may mateh the value provided in the sinularly named
property i the StorelnNAY participant in the correspoeuting
main Gansaction managey for the endpoint. This sxists
becguse the SAF table may contain entries for more than one




CA 03005732 2018-05-17

WO 2017/087335 PCT/US2016/061930
19
extornal suthorisation witerlace,
gcho-mgy The name of the system component that may contral the
bridge’s wetwork level ‘ 'w' requests o the swipoint, In
ISGESES, these are the iS SOTIes THENsRges.

This  valoe may  matth the nawe costsined v the
corresponding echo componzat of the twidge for this endpotnt,
For exaaple, 15 43‘;{:0;}\{:} echo mypesmd may confain the line
Lproperty namee i,um;gr vahues"incomp-echo-mgr” &

mifialdelay

The e I roilbseconds that the bridge components may wail
o astvice startup {or comporent 1 >£i§:§si\,\ 3 bedors injtinting 48
vain loop of logis.  For examplz, a valoe of '1000L (10
seconds)y  allows  the  bridge ag\p-n:at;s‘sn o tully  awd
QO ;mmb iy start before SAY operations way be itited,

penaliy-hox-iimne

The time in milliseconds that the bridge may wait before re-
atterpting the sending of an Hem from SAF i the previous
atiernpt o send from SAF resulied ina retry’ outcome,

This valae may be an imp@rmm pacing mechamsmn, sinee it
may help ensure that the bridge does not exacstbate notabde
proshigms b"‘"ﬁ{iﬁ_{ expertenced gt an anthorizer by piling on
rapid, repeated sttempts that have g good chance of failing,

th

wolimg zita. milliseconds that the bodgs wats afler the
congdt mu of My main proossing ¢ ‘w{} boelre again indtiating

POCESsing. }'i‘; upon ;‘{“ fing the list of ftems the badge
deterrmines (@) that thore 13 nothing available 1o send, ¥ waits
this amount of e ‘na_i'om potling again or (b} that ihe-rc- aes
one of mwwe available Henw o send, and it successiully
processes to some fype of reschaion for all of the Hes on the
Hst. In this case, the bridge way conclude s madn provessing
foop and away this smeunt of time before polbing again,

rax-sai-spacs-guene-

{
siEe

The maximum nuwmber of RAF endries that SAY ,‘vgdﬁﬁgﬁi‘ ol
place fme the SAF quese ("SAF TN for delivery o the
£F .d.x}}ﬁ} §. .

Sinsilar o ‘ter-mossgge-delny’ this property may be part of
the bridge’s pacing mechuison, Note that there way %\e a
teraptation 1o put 8 large nomber here and unload the SAF
queue as quickly as possible.  However, this mary end up

;ei'aaiiz'zsg ovigingd ssues by placing undue strain on the
authorizer,

A too-conservative value of ' may also raise concoms. I the
dem at the top of the quose canpot be serviced by the




3

F23

CA 03005732 2018-05-17

WO 2017/087335 PCT/US2016/061930
20

suthoriver die 10 some reasan unigy the ftem, all othe
pending itens woudd be blocked.
A modest seting ~ &w«iz s ‘& may p weide g balances,
PSR -SPR0eUS e~ The maxdimurn manber of SAF entris s}sfi RAF Manager can
ST place into the meiry goene {\2 IRY. E WY for delivary to the
peer node,
AR~ SYRO-SPAOLS-{UIOES- The maxinnan manber of SAY entries that SAY Manager can
size olace inte the syne queue (SYNCTEN for delivery to the
pevt node.
max-retransmissions The maxtmmm wamber of times the boidge may allempt o

widond @ specific Hem fom the SAF queue. The bridge mwy
tally refravnsmission tries i the ‘attempts’ coluran of a safMety’
{able. If thds threshold is resched, the bridge may watk the
regquest as MAX jn the status columg, thus removing the item
from folure consideration,

sxpire-atior The tume, in seconds, as measured from the fhmestamp
recorded in safMetacreated, after which the bridge will no
fonger ationpt to sned a specific e fom the SAF table. If
this threshold is reached, the bridge may mark the request as
EXP I othe statns eohnm, thas removing the e from futore

considerstion,
node The node definition of the server provessiog the SAF reguest

When a SAV entry is processed by the SAF Manager, this
value may be recorded in the TastMode’ columm, In noymal
operations, each node may be responsible for usloading s
cwn SAF content. If a node 18 in 'SOLO mode, that nede may
b respomaible for nnloading the SAF comtent of both nodes,

peer-node The node definition o.i the peer (i, the other)y sorver that
ks un the two-server bridpe sohuion

Eehoe Mavagsr

0057 Systems and methods in accerdance with sowe embodiments of the prosent
invention may alss comprise an Boho Manager, which may contyol the sending and yeceiving
of network-leve! messages (for example, G8xx sevies ressages) between the bridge and an

el anthorizer (0.¢. o stored valoe card provessor). An echo message may serve at Jeast

two parposes: (1) i way keep permanently connected channels alfve n times of low volwne

o
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{mary vemote hosts may fores-ruptare @ connection after a perical of inactivityy anddor (31}
may prove an external suthorizer, and upon receipt of & valid response 1o an echo requoes,
ca sorve i take the bridee ont of a suspend mode. The echo mangger participant may b

defined as follows:

<ipeorneecho-managey o
<property names" persist \gz«\su
CpEOPONY BErne ss.ssg}end--sp.;w P ealug
<praperty pames"max” valaes " monmimemig
<property name="scho-mge” va ;,z“s;:{'srmr“ecm\“mm*“ [
<property nameschanngire d\ vahge="incommready”
<property names"timenat” vab st,-' §
<property s seho-intorval values" 1200007 >
<propecty nares SR

"‘\:i"'i(:ﬁ“‘m‘ﬂv-"(§ o {m ofingomu-echo® £
Tecsuspendispace/suspend” />

n r\

A3 SV A
IR CH

max-timenuis™ valoes"20

<property names=node” valae="1" &

<fincommeosho-mge>

OS] Table 1 below describes cuch of the propertiss specified in the Echo Manager.

Bropery Deseription / Usage

persisient-spacs An in-meraory storage area used o mainfain the current status
of the echo manage

suspend-space Aw In~memuory storage area used 1o maintain the current statug
of the wuspend’ mode,

ey The namse of thy multiplexer that controls the bridge’s chasmel

conpectica(s) to this endpoint, This value should maieh the
B confained i the amsmgmi‘du‘o nx component of the
brigge for izis endpoint. For exarple, 20_incomm_mus.xd
has as fs frst Hner <mux olasss"nrgipos.giso QMUY
loggers Q,.,“ mames"neom-echiceniar o

channebready A list of all channels governed by the mux for this es'zd'gv iRt
Hrnoout The amonnt of tue o aalliseconds that QoeryHost glves o
ihe s'es‘-'zo'tf; aathorizer 1o provide & response to the echo
regquest, 1 not rosponse is received within this tme penod,
the transaction is considerad to be a tmed~out reguest,
scho~-ntorval The smount of tme i milliseconds batween goho requests,
max-{ineouts The mamber of cotserutive Hmeouts {on custome ansaction

requests, not network level requests) that the brdge way
aii&w before placiog the applivation into ‘suspend’ mnde,

3

Subseguently, the ficho Manager may use receipt of a valid
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vospons 10 an echo reguest to take the bridge back out of
suspend’ mode.

nods The node delinition of the server (e, T or 27

E

(341

3

Prides Uensvated Response Codes

o >

[0059]  IF the ridge fwtercedes in o transaction and akes any action, it may send @

R

Response Uode {RE - fsld 39) back to the custornat's application i the response. These
RO Slates’ are designed to provide lusiphs as to the bridge's deciston making and give
guidance to the custonmua’s host as 1 any nest steps that may be taken,

{60 The bridge's spproval slate may be 1o the form of Hx'. A customer's application

may treat gy response to shieh RO-Bx (e B, B, ote) s an approved fransaction.

Table 4 Hlustrates some of the B slate approval codeys below,

Oode Mearing SAR

R
Stand in approval on dectine. The Bridge recgaved m‘Ri from | Y N
an suthorizer that 1B on 'i§'is3 retey-response-codes’ Hatp the
processing code (PO s on the ey fransaction-codes’ Hst

Stand iy apprey ;.z% on tivepat, The fxs‘iéve thmed out awattinga | Y
response from the anthorizer; the PU s on the refry-trasastion-

codes’ Hat
Stand in approval on ;mz{*am{ conuplomentary ttem tn S&F. The | Y M
bridae may identify a pending vomplomentary fransaction for

the card in SAF while processing a new reguest for the card,
For e*«ctr*ﬁzgﬂ‘ i a desctivation reguest s reeelved and an
activation reque st Is pending tn SAY, the current reguest must

be placed futo SAF as well 1o ensure that the authorizer receives

ihe requests 1 the PrOper ox glor,

Stand in approval en bridge suspensios,  The bridge s in i Y M
suspend’ made due to resching the ‘conssrutive- tineouts’

sobting: the PC s on the retry-ransactions-codes’ st

Foree Apptoval / Reversal Accepted, The bridge may receive § Y Y
TWERSREOs 1ypR GAD0 {vaid or other "?"'?i'iii“t“"i‘::“d‘{hé reversal)

s the custorner and may aecopt’ it (e, place it divently imo
s SAD for subsequent :

{Note: a processing exception exists that involves auy 0400 of
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ad recetved from a customor. nstead of placing
these tramsaction requests directly inip SAF, the i‘n“dg“ may
fake a ’m:: shot five' (Lo, the brdge may atempt immediate

$ 3WIPe T

dediveryy B that fiest attempt By a vetey condition, then the

B4’ foree m%e niey be applied.

{yuplivate .<<°k‘;>'p§‘0‘;-‘£"§ The bridge nmay dentify a deagtivation | N B
request for & cacd w SAF wiale processing a sow desctivation

yequest from the custamer,

Approval on multiplexer disconneet, Al lines from the bﬁ’i&g& Y i
ty the authonizer are currently discomnected; the PC w on the
vetry-travaactions-codes’ st

LU Nt that for codes BO, B, B2, B3, and BS, the oustomer's application should
struct the POS syston to advise the customer (either verbally or printed on & recelpt), that
the product will be available for use within twenty-four {34 hours,

02T The bridge's decline siate may be w the form of 'Dx'. The costomer’s application
may treal any response in which RUSDR s declined frapsaction, Table § ilosteates some

of the 1 slade decline vodes below,

Code | Meaning SAF | Reversal

D1

Dling on ;}aﬁ.ﬂdimz NAFD The bridge wlentified & pending | N N
getivation request for the card in SAF while processing a new
getivation m;rm ¢ fream the customer,

D2 Deeling on guery ramote host timeout. The bristge timed owt while | Y ¥
awaiting a8 reaponse fron the ;Aihmz zery the PO i3 not on the ‘reteys
pransactinn-ondey’ st

3 Decline on bridge suspension. The badge was placed o 'wuwspend’ | M N

mode due to reaching the ‘consgoutive-timponis’ sotting; the PO s
ot o the redry- ‘;‘anmmwmm&s‘f‘ Hist.

Pechine on nadtiplexer disconpect. Al routes from the beidge to | N i
the authonzer are disgonmnected,

Prechine on b"";:ig:ﬁ: threshold grror. The bridge was unable to route | N N
the transaction for exierpal adbonzation prios o reaching the
specified threshold period; backup protoction was nvoked.

Dectine on UPC foss than defined minimum smoant, This optional | M N
code represeds a svenario in which an "Ri}&:*‘\?\f‘}&e SAF-able

fravsaction resplt i3 not taken diss to o request for an mmowy less
thar the defined mintmuen amount for the UFC
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7

E’) seline on UPL greater than defined mwax z;\mm This optional code | M i

represents a seenario n which an otherwise SAT-able transuction
zmazi is not taken dug to g regoest for an wmount yreater than the
defined masimum amount for the UPL

3R

tom not active for SAYF: Stand In Approval on Sofl Declivg not | N N
taken.  This 0§‘?‘§i?"hu code represents & seenario in which an
otherwise SAF-able sransaction result on a soft decline was not
taken duz 1o i‘tms narked as 'SAF=N un customer supphied file,

09

Hom not active for SAF: stand i approvel on tmeont oot taken. | Y Y
This optional code represents a soonario jun which an otherwise
SaF-ghle transacticn result on tioeowt is not taken doe o the Hem
betug marked as 'SAF=N on customer supplied fils,

Uecline on Swipe Reload, This conditinnal code 15 used 1o denote | N N
that an otherwise SAF-able tansaction resull was not taken dus o
owine reload resiviptions,

B

{00631 Pote that certain dechine toxt may be provided to a POS display. For example, if
decling code D1 is issued, the display may show "Origival reguest seceptad.” I D2, D3, D4,

05, D DY or DA are tssned, the display may show "Try again momentarily,” D6 or 17

are issued, the display may show “Ameamt neorrect for produet”

Pistabase Table BeBnitiom

{00841 The bridge may record vesolts and metrde nformation i a trassaction log
{rranfog™) tranlop whle, The bridge may by cenfigured 1o ron “heavier,” wheve Bt wriles ¢
trantog record for every transaction thal it sees, whether it invokes SAF or noty or "lighte

where twrites & trasdog record only for wansactions In which it invekes SAF,  The cholee i
conveyed via the log-safedeonly’ property in the CreateTranlog participant of the Main

Transaction Managex

<participant clasy="cont UiS;pO‘H(\“iﬂh Tranlog" loggers" Q2" vealny"Create Trankogs
<proporly names" REAINTXRT 2

="guene” value
<pROpeTY Bame spacedefault” &

space” values
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<property tne™ retver” valye™
<groperty names"log-safed-only” value="rme" >
<groperty nanes"checkpomt™ 1 value-"oreste-trs antog” >

«</participant>

{0063} Dhring configuration of the bridge and s charactoristies, a heavier configuration
may clected (oherein valuesfalse’} i the customer wants recorded evidence of the tmpact of
bridge on transaction duvation and throughout, Conversely, a customer may opt for a lighter
configuration (whereln value='true’y iF the customer wants fo mininiize the footprint of the

bridee, both v transaction touch and corresponding database maintenance. o general and in

aceordance with some ebodinnts of the present invention, 8 ‘wapdog’ able may be defined

as follows:

T NOT NUL

5:& i §vm=z<ﬂ§{
rol Pvarcharfi4) \"’"
{daration] {mune
fextDnration] §m E‘k‘i;\-}
fs z\&i\smif ;~}

i

t};\{
B }\i“ A

inocc

PRIMARY KEY CLUSTERED
{

Bl ASO
SWITH (PAT
[PRIMARY]
YON [PRIMARY]
GO

5110 NORECOMPUTE = OFF, JGNORE_DUP_
CON, ALLOW PAGE LOCKS = ON) ON

X
B

OW_ROW_LOC

e

0066} Table & below describes each of the properties spocifiod in the tranlog.
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Property

Deseription / Usage

id

The vow 1 autos genevated by ME SQL Server,

dute

Tihoestamp of when the entry was wiitten 10 SAF able.

(Mote: Unbike e &%\imﬁa creaied x-;-.zizw these oairies oAy oot be
marmalized v log at the il second (Lo, milliseconds arg not set 1o B0 bt
instead may be recorded with nﬁi&xeaomﬁ&evﬁa ALCULACY, }

Prdernal Result Code CIRCTY of the bridge. Internal value that may be for
stored value card processor nse only.

The Rospense Uode returned by the exlernal authorizer, e, the Remote
sesponse Code (RRCY. Note that this value may be returned by the
authorizer on the ‘“‘sh or real-thme, reguest. Subseguent RRUs may be

>

tms

i

peturned from the authorizer in response to SAF-od requesty are placed into
safdeta daati BRC

The response Code (RCY that the bridpe may setarn o the customer’s host
the real-time response.  This value may be the ove supplied by the exiermald
suthorzer, of ~ i mc situation where the bridge intercedes — one of the
Bridye-generateRE Slate values,

duration

Duration i muiltiscconds of the transaction from the thae 1y recelved by the
hridge, te the time it is recorded on the tanlog, May include all “off-hox"
SOMPORETY {$00 et two values

exiBaration

Olaration in miiliseconds of the ransaction from the Hwe it i received by the
bridge, to the fime it s waittog for the response during this imerval, The
extDuration’ value may be fncorporated jn the ‘duration” value,

Note that under certain conditions, the bridge ray make a local decision on
the trarsaction and not invelve an exiowmnal authorirer.  In these msianees,
exiDuration may be revorded ax

outstamding

The depth of the MAIN.TXN transaction guens when this Hem was serviced,
In a well-functioning implementation, this value wonld typically be 07 or
some small nember. A larger number may be an indlcation that more sessions
sed 1o be configured in the main ’?‘mmamim; -’\«‘?anagzer, or that the external
u?-*:orz;:tssr is respon mcding fo requests very slowely duting & peak period.

nosgle

The firll pame of the server that processed \‘ha {ransaciion.

pe

¥

externgl authorizer.  For example, PO valuss
THO000" (Releady, 280090 (Deactivation) may be

The Processing Code {PU SOR3E3 Tiekd 3y af the request sont to the
huga Like 'I8909Y (Activationy
used by a stored value cand

exdry

PUOCOSROT,
Additional explavatory text on speeific nos-approval RCs, supplied when
vepiived,

preriiuration

Emm.so_s}_ i milliseconds of the time the transaction spat 8t the peer node
roplicating SAY vonmtent. The eidge way be wailing for the response during
this interval, The ‘peerDuration’ value is im-or;':sf.n*zzsmd in the ‘duration’ value,
Note that 1 o transaction is not placed in SAF, the peer Duration 1 0 by
definition. Mo replivation may be required,
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100671 In acoordance with some embodiments of the present wvention, and In order o
meet specific requdrements of (e.g., altering the NTAN on outbound requests emanating from
SAF, checking the BAF queuve for related sutriey (o divest specific provessing), the read-tnoe
processing engine of the bridge may wiites {and subseguently updatesy 'SAF-able’ jtems as
ows into fwo imterrelated daiabase tables, a safMeta table and a afldats wble. Bach i
disonsaad in turn below,

(0681 A safMsta table may contatn ‘meta’ data shout the SAY eotry (e.g., ‘endpomnt’) ag
well as dynamic data related o the entry, Lo, valnes that the bridge may update afler exch

I ~ ¥

SAF attempt {e.g., lastSent,

et

TasiStan’), Additionally, any Held that the beidyge vses as part of
a SAF-based database query needs fo be Jocated in thas Mol table.

EEEN Sirmilarhy, a safData table may contain 8 secure representation of the SAF reqoest
as wall as static data velated to the entry {o.g., reversal’, boundStan

{0074 Writing to 2 row of these tables may ocour i ong or more of the fullowing
sHugtions:  {a) g ransaciion response w recetved from an muthorizer iy which the remute
responge code CRROY Is heted as one of bridge’s refry-response-codea’ and the transaction’s
cogreaponding  fransaction oode s Hsted W relryeiranssction-ondes’s (b No trassastion
rosponse was received from an guthorizer (Lo, g timeowt occpmred) and the transaetion's
eorresponding bransaction s listed in relvy-trapsaction-codess (¢} When readyving a

transaction request, 1 is obsgrved that all Hpes w the suthorizer wore disconnseted {a

mulfiplexor disconnest’ scenarto} and the bridge customer configured the systom as ‘safion-
disconpect” to e’y {d) 2 veguest is recoived from a costomer and o s determined that theee

was & complementary, unsent roguest for the same cand in the SAY table; (1) 3 vranaagtion
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response was nol recstved fromm an awthornzer (1o, 8 timeout occurved and the transaction’s
corresponding rawaction code s not Hsfed 1o vetry-transaction- codes’ {or iy listed but the

-

bridge identified the reguest as a Swipe Reload): or () & torminal-based timeout reversal or

< 3

customer voidfvancellation was recelved from the poit of sale. Note that (a) ~ {e} may be
roferred o as ‘host-based Umeow reversals, and may secordingly be vefered to as TORs,
(007 H In situations {8} ~ () above, the original tansacton may be the tem wiiticn o
the table, while the reversal cohuam In the row may be set o 'false) o sitaation {e}, the
reversal of the original fransaction may be the Hern written to the table, and the reversal
colamn in the row may be set to 'true In stiuation {£), the veveraal of th original transaciion
may be received directly from the FOS and the Hen way be wiiiten to the table, while the
reversal cohunn in the row oy be sot i 'wue) In each of the situations, the status of the

Hom wher written to the table for the fiesl ime by a real-time proceasing engine may be sei

Robsequentty and asvochronously, the beidge’s SAF Mavager may reud this table
to determine which row may contain candidates st viable for delivery. A viable candidate
may be one in which the Hers (1) bas pot explred; {11} has not resched the maximum namber
of retry atfempts; (1) was not previously delivered successfully; andior (v did nol cause a
processing exception durtng a provious sond atterapl. Aceordiogly, the jtoms that rovsain i g
RETRY status may be viable candidates for debvery,

0731 in accordance with some embodiments of the present invention, a safMeta’ table

may be defined as

CREATE TABLE {dbal
fid] Dowrpenie{ 3 G4
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{iranid] franerte] (19, 0) MOYT NULL,
{nodel {varchar} (1) NOT NULL,
fend “s{mc:ii varchar} (203 NOT NLLL
{hash] \wi{h(}t; '/"n\ \0 M”J
Fetatos] fvarchari (8} :
{ereated] §' datet mc’} \Si}i \i-i §
el [varchar] (63 NOT NULL,
HasiSent] [datetine] NULL,
HastBRCT fvarchar] (2) NULL,
HastSian] Dvarchar] (12} Y
iis Mosde] [varchar] {1 NULL,
ii astAuthidi i\(}‘(‘\§333§{h\\ MNUILL,
Lattompta] | mi NULL,
{ropStatus] fvarely var {3 3y ML,
fropRaedry Eica\mti chart (4) .\i.?’i,}j,,
fropPhase] Pravchar] (1) NULL,
frepTime] [datetime] NULL,
archiveld] frumene] (19, ihi\@i NULL DEFAULT 9
etractid] §nmacm§“&3 Oy WO NULL BEFAULT G
PRIMARY KEY CLUSTERED
{
Hdi AR
YWITH  (PAD INDEX = OFF,  STATISTICS NORECOMPUTE = QFF
ONDRE DUR K% Yo OFF, ALLOW ROW LOCKS = ON; ALLOW_PAGE LOCKS =
{) ON [PRIMARY]
JON {PRIMARY
G
CREATE NONCLUSTERED INDEX {pending] ON {dbol {safMeta]
{

thash ASC,

{:i';?it&} ASC

fendpoi § X\t
boOWITH  (PAD INDEX = OFF  STATISTICS _NORECOMPUTE = OFF,
SORT IN TE \3?“%3% = QFF,  DROP BEXMISTING = OFF, ONLUINE = OFF,
ALY n\\ ’&{}\? CLOUKS = QN ALLOW i AGE LOCKS = ON) ON {PRIMARY
GO
CREATE NONCLUSTERED INDEX ltoSend] ON [dbol [satMeta]

§\‘*’\‘< ited § AR,

{status] AN,

fondpoint] \“»{

fnodel ASC
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3OWITH  (PAD INDEX
SORT IN TEMPDR =  OFF,

CATISTIOS NORECOMPUTE
SISTING = OFF, ONLINE

ALLOW ROW LOCKS = ON, ALLOW PAGE_LOCKS = ON) ON [PRIMARY)

GO
CREATE NONCLUSTERED INDEX [toBatry] ON {dbol {satMety]

umm AR,

2' I ASE,

fondpotat] ‘&‘}(

rx\iai ARC
OWITH  (FAD INDEX =  QOFF,  STATISTICS NORECOMPUTE
SORT IN PEMPINE = OFF, ii}if{(}'?._“i:.?xi&a§.§z NG o= OFF, ONLINE
ALl “\}' i\{}\\ LOCKS = ON, ALLOW _PAGE_LOCKS = ONON {PRIMARY]
\‘{}
CREATE NONCLUSTERED INDEX [inlUpdate] ON [dbo} {satMetai

'
£
AN

Prandd] ASC

§‘no § ARG
3oOWITH  (PAD INDEX = OFF, STATISTICS _NORECOMPLTE
SORT _IN TEMPDE = OFF, DROP EXISTING =  OFF, QNLINE
ALLOW ROW LOCKK = ON, ALLOW_PAGE LOCKE = ONION [PRIMARY]
G

{00741 Table 7 below describes cach of the properties speeilied i the satMeta bk,

Proaperty Degeription / Usage

3

agrvgr

wd The row 1 may be avtomatically generated by a MBS 8L

tranid The 'wf wim‘ it the related bridee ranlog sutry

transaction regueyt and placed the item into AT

node The sode ("1 or 2% which processed the original, related

endpint The endpoint name of the authorizer dn the
is valoe may mateh the oue % gged o
well sie
SAFredated tubles may contuln entvies for ong or more

mstance, Th
trandog endpednt’ amd may be written here as

exiernal interfaces.

switeh

hashk

i

‘z“nbf‘t‘ {FaAMYofa sm;

\

RETRY o P
BAF

i

P

Anirreversible SHACS T salted hash of g primary scoout
vatue card product contained
a trmmaction request,  This value may be hapewtant I
order to assist o prevenbing the sending of realdime
roguests for any PAN in which achive itoms (statugs
¥} with that same FAN romaby
ables. Beal-tivae requosts that voay be blocked due
o ihiz rostriction may roueive a i\zidfo o-penerated RO

iy the
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decline code of 131,

status RETRY Intiral state of an eotey when written {or updated
when the RO i on the ‘retry’ Hst
FEND: Enlry may be in flight; awaliing response
MAX bantry reachsg inw\ retry covt
EXP Entry bas roached expiration setting
CAKEN, Botey reeeived @ valid RU {or one not specifie
oy the ety hist
Bty produced an exception while processing
created Tirnestamp of when the entry was flest written 10 the BAF
tables. This onfry may be nonnalized o log at the full
second so that the colwne voay be used ei"?i*bctwei}f ay @
zé £ wm{ww‘
B ing vode (PO ISOESRS Field 3) of the request sent

o an extornal authorizern,

bastsent

Timestarop of when the entry was last sent io the
agthortzer

IastRRE

Renwte Result Code (BRC, the resali code that may be
provided by an external asm}mm.e;} taken from  the
yesponse 1o the last retry request, Note the this valee may
sef to NULL I the last refry reguest d net recetve g
response within an allotted timenwt ;:m ind,

fnstSmn

The Systern Trace Audi Number (8TAM) tuserted by the
bridge mio ISOREES Fiedd 11 in zii‘. fast transaction retey
attempt. Note that in accordance with some embadiments
ot the present Invention — and v corfain clrowmstanzes —
the STAN shoold be slered on g retey 10 prevent the visk
of pething repeated soft declines,

fastNode

The node from w §"§ua the fast SAF attempt was sent. In
MNORMAL' nperations. each node way be responsible for
unioading s own SAF contemt. In "SOLG mode. a node
mury be responsible for unloading both nodes’ SAF content

LastAuthid

Authortzation ii‘} ‘f td 38) received from the stared value
sard ProCessorn ornal authorizer in the Jast transaction
FESPONEE.

attenyds

The nomber of retvies to date for an entyy

repdiatus

The status of the roplication attempt {to the peer nods),
This value may be only wdevant on the originating node.
RETRY: The mitial state of the entry when written to the
z‘atm, the oty mway slay in ii’}i% state it a replication
Bernpt hits the 'SQLOY, DISC, or "TOUT stinations.
PEND: The roplication attenyst i in el and iy awaiting
response

o

the bridge successiully rephicated the SAF eary to
&Y
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the peer node

FAIL: 1}

1¢ rephication effort failed and will not be retried

repRefryReason W orepStatus = RETRY this coluwun denotes why, This
field may also cout m fatiure reasons 1F repSiaty="FAIL
This value s only relevant on the orighnating node.

SOLEY the node was nmwdng o SOLDY wode when #
originated o updated the SAF

BISC the node way not connected fo #is peer when #
originated or updated the SAF

TOUT: the node thwed ont Hy pese while awalling a
PESPONSE 10 & ropli rHerbion roquost

NEXTE: the sode altempied io apdate an entry on s peer,
but the peer reported 1 could not find the entry, This may
be used iy conjunction with repStatae="FAIL

repPhase The phase of the replication atlenspt to the peer node,
Yahue is only relevant on the originating node.

On Uwviginal ~ the node hag i&§)§i ated {or 1§ atlempiing to
replivate} the onginal instanee of the SAF enwy, vy
when the ridge mabes My first decision on the transaction.
L Update - the vode has replicgted {or s attompting o
replicaie} *Ihe origingl instange, o.g., when it hay received
an approval from the agthorizer on 2 BAF-d requost,

by

rep e Tunestay g of x‘&:"?zen the bridge last indtinted & rﬁpiic&timx
atteropt for the entn

avehivedd Y of ihe ‘m}m” fob ran that wrote this record o an
archive file

extractid 10 ol the extract job ron that decided whether to emit this
record to the exception fife, The exdract job may mark any
completed record thal i an exception (a., where the
stafus I8 EXP, MAX, or ISOEXY or the staius i
TTAKEN' and the BREC {6 pot WY as +recondd {ep
1861 The extract job may mark any completed that is no
an ewepaie_n (.o, status s TAKEN and the JastiRRC 1
OO as —reconld {e.g., -158). The exiract job may not mark
Ay ,s*;mg_mz‘apimﬁ record {1.e, states ICRETRY or PENIYY

{00751 As discussed above, an safllata teble muay alzo be defined.

i 1 i\;iiz}aixi;‘l\
3_;\0; N‘ 1L

{ aue *lé‘e}“?:aa‘:ﬁ'i %\fzu‘ ;
frevid] fvarcha
grx..s- prsai} fi(‘l\
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VinboandStan] Tvarchar] (12 NULL,
trond Pearchar] (12 NULL,
famount] fnumenc] (14, 2
FRIMARY KEY CLUSTE
¢
(i} ASC
3 K’s-*“i‘"i“i%ﬁ {(PAD INDEX OFF,  STATINTICS NORECOMBMITE QFF,
IGNORE P K¥E Y = OFF. ALl AW ROW LOCKS = ON, ALLOW _PAGE LOCKS =
ONY O EPRU\L’\\Y
YON [PRIMARY]
{4
{00761 Table 7 below desuribes cuch of the properfies specified in the safdeta table,
Property Deseription / Usage
id The row {i) that may be automatically generated by a MS

SOL server tor the 'safdeta’ may be propagated here

seoureiata

Al gner vgmcj verston of the complete SAF-ed request fo be
send 1o the authorizer. The bridge may encrypt the data, for
example asing a PADNS«ertified wmethodology that nm»
feature o friple DES Derived Unigue Koy per E;_wu\xm,»mm
CRUKE T approach

kevid The wdentifier of the base derivation key (BDK'Y used 1o
encrypt eontents of the secorelate column nsing the bridge's
cneryvption wethadology,

reversal A flag indicating whether the 'ifem is an origingl frasaction

FROIESE ai;\*mm 1o b i“*ﬁ‘ia&; {set o FALSE'Y or a reversal of

the orginal attempt (setio ?“?Exi_fff‘

nboundSian

The STAN recedved by the bridge in ISOB3S3 field 11 on the
originating, inbound request, The STAN m.a}-' be recorded
hers o provide reporting that may allow all parttes
reconciie fransactions

ey
P

The retrieval reference rumber (RRN} received by the bridge

<;~; ISO8383 field 37 on the erig mmg“ inbound reguest.
This may also be recorded 1o faciiitate reconciliation hetwesn
all parties

aniount

The dollar amssunt of the transaction request.  This cohumn
may allow a customer t run SQL queries o tally the dollar
arnount of net outstanding transactions al any given fime

{0077}

bridge

s dhusirated,

With reference fo Fi

Pigure 3

gare 3, exemplary and nop-limiting roles and operations of a

e

3 depicts vartous transaction flows, sud sete forth the bridge's
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actions in relalion to other ransaction sctovs, Transactions may originate at a customer 318,
sineh may comprise & POS 311 and/or @ host 312, The POS 311 may oviginate a transaction
which may How through the bost 312 o the bridge 330, The transaction may continue to
flow thepugh the bridge 320 and be delivered to the stored value card processor 336, The
stored value cand processor 330 may then take care of the tansaction {or exaraple, through
commumication with sevvice provider 340), and may retwn g transaction response back
through the tridge 324, back through the host 312, and to the PR 311 In each of the flows,

the bridge 330 may not add vahue o the transaction other thay to fithidly rlate the request

and the related response.

[O078]1  Muore speeifivally, gt 330 an approval frsaction flow may be seen, where the
iransgetion was approved by the stered value eard procsssue or the ulthmate service provider,

This transaction Sow may orviginate at the POS 311, fSow through the host 312 and the bridge
320 o the stored value card procgsser 33800 The stored value card processor 330 may provide
avesponse code (ROY of 60, The bridge 320 may then convey this RC 1o the POS 31 via the
Bt 312

{79 At 360 & hard decline ransaction i dlustrated.  Again, this trassaction flow may
originate at the POS 311, flow through the host 312 and the bridge 320 to the stored value

\

card processor 330, The stored value card provessor 330 may provide a resporse code (RO

of 14, The bridge 320 may then convey this RU o the POS 311 via the host 312,

U ER AL 370 a soft deeling, with the processing code not cu the ety Hst fransaction s
Hustemted. Agsin, this rassaction fow may originate at the FOS 311, fow theough the bost

312 and the bridge 320 o the stored value eard procossor 330, The stored value card
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processor 330 may provide a respouse cods (RCY of 96, The beidge 320 may then convey
this RC 1o the POS 311 via the bost 312,

D08 With reforence to Figuve 4, an oxemplary transaction flow 40 of 2 soft decline
with a stand-in approval (SAF=00) i Hustrated,  In penersd, o tamsaction wmay be "sof
declined” by the stored value card processor, and the transaction is vonfigonred on the ‘retry-
transaction-eode’ st Acvordingly, the bridge may place the ftem into #is SAF gosue and
changes the RU o the custonur to veflect message 'BO- standyin approvel on decline,
Subsoquently, and asyachronously with the teansaction, the bridge way send the BAF-ed
request of the item 1o the stored value card processor. The frst tries may be declined - with
RO of 96 However, becanse the SAF Tramsaction Manager may follow the same
configuration rules as the mady (ealtime) ransacon manager, each "sofl decline” response
may result i anothor attevapt — gt Jeast up o the configured maximum nwnber of attempls or
time alletted. When the transaction sugeeeds (e, B I8 approved by the suthorizer ar the
steved value card procossory, the em may be marked TAREN' and may be removed from
consideration for future SAF wloading actions,

{H0821 With centinued refurence to Figare 4| the exarnple above is graphically iHustrated,

A fransaction may origingio ¢t & customer 410, A customer POX 411 may send a frazsaction

rerguest 430 through its bost 412 and o the bridge 420, As bofere, the bridge 420 way by io
serd the ransaction to the stered value card processor 430, I the bridge 430 receives a sofy
deching — R{T of 86, Hustrated at reforence nomeral 451, the bridge 420 may set the status of

the ftem to RETRY, set the RO 1o BO at 459, sud prompt the POS 411 & 1o note o the

surehaser that "This product will be available for uee within twenty-four (343 hours.
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{00831 The tansaction nury then be routed o the BAF gquene 470 in the twidge 4280 As

433 the travsaction may be attempted wggun, though a RC code of 96 is illustrated at 454,
neting an additional soft decline, The tramsaction may be noted as 2 BETRY af 455, At
458 the transaction may be atterupted agaiy, and may again recsive an RE code of 96 at 437,
Again, the transaction may be poted as a RETRY at 438, Ap 459 the transaction may be
attempted again, and may be suscosstully conducted, An RU code of 00 may be rebned at

Loyt
X

460, after which the transaction roay be Hagged as "TAKEN' and ramoved from the SAF

gqReng.
{O0R4] With reference to Figore 3, an exenaplary scenario 36 of a soft decline with stand-
in approval and RAF = haed decline Is Hustrated.  In general, a transaction may be soft

declined by the stored value pard progessor or ultinate servics provider, and the trausa Hon
may again be configed on the retry-transsctivn-code’ list,  Accordingly, the bridge may
provide stand-in approval en the decline, sud may place the Ham into the SAF queue, snd
report an RO code 1o the POS of BO Subseguently and potentially asynchrononsly, the
bridge may send the SAF-ed regonest of the ftem to the stored vahw card processor. Two

atisrnpts 1o aunthorize the item may receive additional soll declines. The thivd attempt may

receive 1 hard decline frean the stored valiue card processor. This dem 18 then ramoved fom

the SAF quewe, and should be fncluded o an exception fide.
{00831 With continued reforence 1o Figore 5, the example above is graptucally Hlustrated.

A fransaction may oviginate al a customer S10. A customer POS 311 may semmd ¢ transaction
request 3530 through s hest 512 and o the bridge 520, As before, the budge 520 may ty to

~ PN e R

send the transaction to the stored value card processor 300 I the bridge 5329 vecelves a sofl



257

(%23

CA 03005732 2018-05-17

WO 2017/087335 PCT/US2016/061930
37

decling — RC of 96, thatrated &t reforence numeral 331, the bridpe 320 may sot the status of
the Hom to BETRY', set the RU 1o BO w339, and prompt the POS 411 at to note o the
purchaser that "This product will be available for ase within twenty-four (24) hourg.”

[O086]  The transaction may then be routed to the SAF quewe 370 in the bedge 520, As

in

L5

s
23,

354 the fransaction may be attompled again, though a RU code of 96 is Hlusirated at
wing an additional soft deeline,  The transaction way be noted as & 'RETRY at 356, Ay

~y

3537 the transaction may be aticanpled again, and may again reoeive an RC code of 96 @t 338,
Again, the toansacton may be noted as & RETRY at 339, At 360 the tranvaction may be
attempted again, and may receive 8 hard decline RO code of 14, Hlustrated @ reforence
nuwmeral 361, At 362 the Bew may be flagged as "TAKEN and renwoved from the SAF quese
576, Due to the hard decline from the stored value card processor 338, the ftem shonid be
wciuded in the exeeption file.

JO087Y With reference to Figure 6, an exemplary sconario 60 of a soft dechine with bridge
stand-in approval, where the SAF hits the maximom vumber of retries i Hustrated, In
general, a trassaction may be “soft declined” by the stored vadue card processor or the
nhunate service provider, but the wansaction may be confignred on the ‘retry-transaction-
code’ sl The bridge may then place the Hem inde the SAF queue, and may provide stand-in
approval, thereby changing the RU o BY. Subsequently and potentially axynchronously, the
bridge may send the SAF-od regnest of the Hers 1o the stoved valoe card processor. In this
example, the bridge may be unsuccessful in obtaining an approval ov a hurd decline, and
instead may reach the maximum number of attempts, Eventually, the SAF manager may

recognize that the ‘max-vansmissions’ threshold has been wmet. Before any sucosasful
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attempt, the SAY mansger may wark the item as MAX and remnve it from consideration for
future SAF unloading actions. This item may alse be incladed in the exception file.

[BORRY With continoed reforonce o Figoee 6, the oxample ahove s graphically iHustrated.
A frevsaction may onigingaie at a customer 818, A custorer POS 611 may send ¢ transaction
reguest 30 through s host 612 and to the bridge 620, As before, the bridge 620 may vy to
serd the transaction o the stewed value vard processor 630, I the bridge 620 receives a sefl
dechine - RU of 96, tHustrated at reference numeral 631, the bridge 620 may sl the status of
the Hem to RETRY at 632, set the RC 1o BO at 653, and prompt the POS 611 at 1o note o
the murchaser that "Tids preduct will be avatlable for use within twenty-four {24) hows.”

REH A The transaction may then be rowted o the SAF guene 570 in the bridge 630, At
634 the transaction may be attempted again, though a RO code of 86 is Hlustrated at 835,
noting an addiional soft decline, The wrasssction may be noted as a RETRY &t 638, Ad
687 the transaction may be attompted again, and may again recetve an R code of 96 al 638,
Again, the frassaction may be noted gz & RETRY" at 839, Ay 660 the transaction may reach
the maximuom nunsher of sttempts allowable, and may be flagged MAX a1 661, At this poimt
the SAT manager may romove the ftom from the guens. Note that due o the maximom
munber of allewmpts belug reached withouwt final approval or decling from the stored value

card precessor 630, the e should be included in the exception file,

o

(OS9G With reference to Figwre 7, an exsamplary segrario 70 of & host thneowt with stand
iy approval s Hustraled. e general, two-timeosi situations are shown to illustiats when

action is taken ¢ bridge. In the st case the processing code I8 not on the ‘retry' Hety in

the second case the processing code s on the retry’ Hato The fiesi case, a decling may be
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vecetved, with RO code of "0 (dockine on query rumote host timecut). A reversal request
may be created and sent to the SAF 1o by sent 1o the stored value card processor, In the
second vase, the bodge way timeowt the regquest, but may recond a stand-in approval where

the RE code 1 B The SAF-ed reguest may be sent to the stored value card processor uraid

it 15 accepted and approved by the stored value card prog - at which point the Hem may
b Hagged "TAKEN and removed from considoration for future SAY unloading aotivns,

10091 With continued reference to Figure 7, the example above 18 graphically dhstrated.
A wgnsaction may criginate at & customer 710, A customer POS 711 may send a transaction

e

vequest 730 theough Hs host 712 and to the dridge 720, Ax before, the twidge 720 may oy to

sendd the transaction © the stored value card processor 73800 I the bedge 728 gmes out at

e

751, the status may be set o BETRY, and the roveraal set o "TRUE & 752, The bridge may

then convey an RO of D3 a1 733, inforing the POS 71H to "ry again momentariby "

g,

ool Howsver, ot 734 a boat Umeout may receive a difforent onteome. Here, 8 timeout

755 may occur, and the statng may again be set to RETRY, but the reversal setio FTALSE a

23

756, AL 757 an RO of B may be send 1o the POY o inforn the purchaser that "this product
will be avatlable for use I bwventy-fonr (241 bowrs.” AT 73R the SAF guene 770 may try 1o
covdnet the transaciion again, and may agan tme ont at 758, At 760 the item oy again be
flagped as RETRY." At 761 the bridge rony again wy o conduct the transaction, and this
troe may receive @ soft decline frovg the stored vahue card processor with gy RC code of %6

at el Again, the Hom may be flageed as RETRY st 763, Finally, at 764 the tramsaction

way be condncted and an RO code of 00 voay be retusned, ndicating that the transachion was
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sueeessil, At 766 the Hew may be Hogged s "TAKEN to vemove # from the 8ATF quowe

[O0931  With reforence to Figure 8, an exemplary scenario of @ host thmeout with stand-in
approval by the bridge, where the maximum number of attompts is reachad, s Hustrated,

general, 8 tramsaction request may be sent o the bridge from the POS, and the request may
tinwe out, The bridge way then place the itom into itx SAY queue, provide siand-in approval,
and report back to the POS an RO code of "B The bridge may then send the SAF-ed
request of the Hem o the stored value card proceasor. The fivst attempt may also fime ot
the second attempt mway receive g soft decline. All subsequent attemipts may either timeont or
receive @ soft decline. Bventually, the SAYF manager may recognize that the time peviod
betwesn the SAF entrv's oreatton {saibdletacrvated) mow oxveads the amoont of Ums
specified in the ‘expired-afier. The manager way then mark the ftem as 'BXE and remove ot
fram consideration {for futher SAF wdoading actions, The ftem should be included v the
exeeption

U4 With continped reference to Plgure 8, the example above Iy graphically iustrated
A transgetion mgy oviginaie at & castomer 810, A customer POS 81 may send @ transaction
reguest 830 through iy host €12 and to the bridge 820 As before, the bndge 820 may oy
send the transaction o the stored valpe card processor 830, I the bridge 820 timey ot as
Hustoated at veforence numeral B3, the bridge 320 may sut the status of the om o
BETRY, reversal = FALSE at 832, st the RU o B at 833, and prowgt the POS 811 af to
note to the purchaser that "This prodoct will be avallable for we within twenty-four (24}

hones.”
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[B09S1 The framsaction may then be routed to the 8AF queus 870 in the bridge 820, &t
834 the trapsaction may be attevapted again, though again it may tmeout af 855, The Ham

may be Hagged RETRY at 836, At 857 the transaction nxay be atiompled again, and may

veceive s RU pode of 96 at 838, Again, the transaction may be noted as g RETRYC af 839

At 860 the transaction may agadn timeout at 861, The bransaction may again be flagged as g
RETRY ot 362, However, the time for entoy may be vecogmzed to exceed the ‘expire-after’

§:

smonnt, and at 863 the Hem may be set to slate of TEXRS At this point the SAF managey
may remove the Hem from the queve, Note that due to the nuonimum amsoun of thine belog
reached without Snal approval or decline from the stored value card processor 830, the dem
shouid be inchuded in the exveption file

{0861 With reference 1o Flgore & av exomplavy scenavics of a sospend mode 8O
thustrated.  In general, Figwre B illosteates 2 suspend mode sehen the processing code 18 on
the 'BETRY Hot, and wheas i ix nol. When the procsssing code in not on the vetey' list, the
bridge may tme out a request, and place the dom o the 8AF gquene, provide stand-in
approval, asd chasge the RO reporied {o the customer to 'B1 The brudge may time owt a
manber of times - exceeding the 'masstimeouts’ valoe specified in the Boho manager, which

T

may place the bridge Bisto suspend’ wade.

;--)

{0971 While n suspend mode, the bridge may decide on transactions locally withom

querving any exicrnal autharizer, I specified on the ‘retry-transaction-code,’ the bridge may

Ry

AW

place Henw iio the SAY quene and change the response code before returning the transgetion

Nt

to the PO, The response code may be changsd o 'BY (stand-in spproval on bridge

suspensiory or 'Y {decline on bridge s o), Note that the bridge will not attempt o
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unlad SAY eniries uniil the suspend mede is changed. I the stored value cand processor
esponds 0 an "echo” reguest, the badge will okl suspond made, resume guerying the stored
value card processor for transachion requests, and unload the BAY quewe via the SAF
manager.
0008 With continued reference to Figare 8, the example above ia graphieally tllustrated.
A transaction may origingie gt 2 customer 9100 A customer POS 911 may send a transaction
request 930 theouph s host 912 and to the budge 928, As betore, the bridge 920 may try o
send the transaction t the stored valoe card processor 8300 I the twidge 928 times out a8
Hostrated st veference muneral 851, the bridge H30 mey sot the status of the item 1o
RETRY', reversal = TALSE at 839, seb the RO to B at 933, and prompt the POR 91 atw
note to the purchaser that “This product will be available for nse within iwenty-fow (24}
bours," The trausaction will retry unii! the maximun pumber of Umeows i3 rosched at 933
and the bridge onters suspend mode.
RRGEA Dhring sospend mode, the bridgs 920 may reecive transaction wquests 254 from
the POS 9110 The beidge 920 may locally suthorize the transactions, sefiing the stalus ©
RETRY' al 958, snd returning a rosponse vode of B3 at 957, Morcover, the bride 920 saill
cortinue o send echo requests 938 o the stored valoe card processor 9340, though the ocho
may thmeont af 959
[OGTG0L I the processing code v not on the ‘retry' Hist, 8 ansacticn 960 may by declined
by the bridge and RO code of 135 (dechine on bridge suspousion) may be ssuad. At some
point, @t echo 962 muy b returned by the stored value eard processor. The bridge 820 will

eraove iself from aspend mode, and subssquent transactions — such as 963 will be passed
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through to the storsd value card processor 830, and ney recelve succsssiil wessages with

R of 90 at 964, which the bridge 920 may pass oo the to the POS 911 ar 963,
Subsequently, the SAF gueus 970 may be woloaded at 966, reciving RO codes of '00" at 987
and flagging the tom as TAKEN' af 968, therchy rewoving the tem from the SAF gusue.
(ROIT] Wik retorence to Plgare 10, g sconario 1000 invelving originator-based voids and
reversals is tHustrated. o general, & bridge may recsive a reversaleclass (MTT 8400} message
from the custorser host, Thig transaction vequest may be based w (i) 2 cancelation/void at the
POS; () & systern Hmeout ot the POS or (3} a system timeout ot the host. The bradge may
accept such requests focally, and place the itoms indo the BAY queue and respond with an RO
of "B (force approval / reversal acospted). Subscquently and potentially asynchronousty,
the bridge may send the SAF-ed request to the stored valpe card processor. I thus retry
sneceeds, the Bem may be marked "TAKEN and romoved from consideration for futurg SAF
unfoading actions.

FOOI0IL With continuad reference ® Dygwre 10, the example shove is graphically
ihastrated, A fravsaction may onginate at g costomer 10100 A customer PFOS 1011 may send
# transgetion roguest 1050 through its host 1012 and o the bridge 1020, Unlike befbre, the
bridge 1020 may not try 1 sond the franssction to the stored value card processor 1030, but
may Hag the tern RETRY gt 1051, and retorn RO of B4 w 10352 The POS 101 may

¥

be movided to the SAY gueus 1060, and

receive this vesponse at 33, The Hem will then
will be provided to the stoved value card proceaser 1030 at 1054, I accepted by the stored
valug card processor 1038 the RU may be set 1o '08 at 1035, and the Hlom may be flagged a3

TTAKEN at 1054, thereby romoving it from the SAF queue,
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(H01031  Wote thut there may be soenarios win which the current content of a RAF table
may trfluence the transection processing behavior of the bridge, For example, i the bridge
had previowsly placed a card activation in the SAF quene - but has  vet to successfully
deliver the stermt - bt now receives a deactivation roguost for the same vard, it may be
appropriate o place the new Hew {deactivation) direetly inte the SAF gueus in proper
clronological order.  The follewing table iHustratey how the bridge may make specific

"

wdgments based on peading dem content in the SAF tables, whers "A™ s activation, "AR" is

activation reversal, "D s deactivation, and "DIRY iy deactivation reversad,

Lase | Rogusst | Tep Response
SAK
Fuiry

231 - Decling on pending SAF

2 - Stand i approval on pending complimentiey ftem in
3 A D B2~ stand woapproval on ponding complementary Hem in *;‘.e.\il‘
4 A BR {the top - T EAF entries are DR-D- A, then there is an "(pen

condition {the T was reversed, loaving the 'A’ standing), thew
D1 - Decline on panding SAF. Else - B2, stand in approval on
pending complementary teny in SAV

5 3 A B2 - stand in approval on pending complementary tem in RAF
6 i3 AR B2 - stand in approval on pending complomentary e dn SAF
7 3 X B85 - Duplicate appreval

§ i3 R ]2 ~ stand in approval on pending complementary item fn SAF

001041 Loy soone casey the top SAF ondries depioted shove may toply previous Hems fora
card have alse been SAF-ed, For example, iy caae 3 above, the only way a deactivation ends
up 0 the SAT quewe is the activation that preceded i was also placed inthe 8A¥. Soa full
sequenee for cane 3 should bey at lewst, "ACD-ALT I practice, this progression often arises

when a card buyer — confronted ywith a receipt that says "ecard will be active within twenty-

C')’

four (24} howrs” ~ demands that the card be retried becanse they desire imunediate use of the




22

(7%

o

CA 03005732 2018-05-17

WO 2017/087335 PCT/US2016/061930
45

product,  This may put a sales clerk at & POS in dhe positicn: of needing to desotivale and
reactivate a product, However, until the SAF jtemg have been nnloaded, the result prosented
153 the purchuser may remain the san.

(001051 With roforonee 0 Figure T, s oxomphey pending SAF situation 1100 will now
be discussed. I geoneral, tds situstion may arise whon a transsction is soft dechined by the
sfored value card processor, and the ransaction ts configured on the ‘setry-transuction-code’
fist, The bridge may place the o inte the SAT goene and change the RC code to BO {stand
in approval on dechine), The bridge way inform the PON o inform the purchaser that "tas
product will be avatlable for we within twenty-four (243 hours.” However, the bridge way
then receive a second transaction for the same prodoct. The bridge may cheek the SAF
g and delermine that there i3 8 pending Hem i the BAF gueue.  The lwidge may
therefore record a8 decline as "D and report that back, Subsequently and asynehronousty,
the bridge may send the SAF-ed roquest of the ttent t the stored value card provessoer.
{60108 With continued reference to Flgurg 1L the example above v graphically
lustrated, A tragsaction may originate &t a custemer 1110, A customer POS 111 may send
3 transaction request 1150 theough 8y host 1112 and o the bridge 11200 A before, the

bridge 1120 may iry 1o send the trapsaction to the stored value card processor 1389, ihe

mridge 1129 recxives a soft decling o LIS, o may flag the e as RETRY g 1152, and

-

veturn @ RO code to the POS gs BO gt HIS3. At 1154 the bridge may send the ttom the SAF
guene 1178 for latgr processing. If the beidge then recgives a second transaction fur the same
card ut 1133, the bridge may rot pass this transaction to the stored valug card processor 1134,

but mway tssue an BC code of "D or decline — at 1136, This may be provided to the POS
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P11 ot 1157, and woay be informed "Originad request accepted.”  Subseguently, ot 1138 the
SAF queue 1170 may send the tansection regoest TISE to the stored value card processor
11340, and rocsave an RO gede of 00 at 1159 indicating the transsetion way accepted. s
1164 the dem may be flagged a3 "TAKEN and romoved frow the SAY goewe HT

001071 With reforence o Flgore 12, some oxemplary scenavios 1200 of complersentary
oy in the SAF will now be discusacd. In goneral, & transaction way be sent 10 a stored
value card provessor, may be soft-declied, and the wansaction may be contigured on the
retry-transaction-code’ Hat. The bridge may place the tom e the SAYF guese and change
the RC reporied back o the customer to 'BE {stand-in approval un decling), The bridge may
then receive g sccond transsction request for the same card, this e a deactivation. The
bridge may cheok the SAY goene and recopnize there s @ pending activation.  The bridge
ny the place the tteny oo the SAF guene and report RU code of B2 {stand in approval on
pending complomentary tean i SAF) back to the custower, The budge may then receive
another deactivation.  Again, the bridge mway check the SAF guene and determine there Is a
pending deactivation in the quene,  Accordingly, the ridge may report back 8 RE cede of
B {duplicate approvall, Subseguently and asyocheenously, the bndge may send the SAF-
ed requests of the two eras (the activation and st deachivation) 1o the stored value card
PIOCESSOT.

0108 With coutinued reforence to Flgwe 12, the cxample above v graphically
lustrmed. A transaction may origioate ot 8 customer 12180 A costomer POS 1211 may send

2 teansacton request 1230 trough Hs host 1212 and to the bridge 12280 As before, the

bridge 1220 may try 1o send the iransaction to the stored value card progeasor 1230, the
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go 1230 recetves @ soft decline at 1351, it may flag the Hom ay "BETRY' at 12532, and
retunn & RO code o the POS as B at 12530 AL 1254 the brdge may sendd the o the SAF
gueue 1270 fop laler provesaing.

JO0109] I ihe beidge then receives a socond transacton for the same card at 1255, the

hridge may not pass thig transaction to the stored value caed processor 1230, but may flag the

Hern as RETRY af 1286 and issue an RO code of "B at 1387, The bridge 1220 may then
receive g thivd transaction reguest for the sawe vard at 12380 The bridge 1220 may again

prevent this rogquest from being sent 1o the stored valoe card processer 1238, and may Instead
retirn RO code 'BS ar 12590 Subsequently, at 1260 the SAF queue may send the first vtom at
1260 10 the stored value cand processor 1230, and may receive & RU code of "00 at 1281 and
may Hag the fest rapsagtion om as TAKEN &t 1262, AC 1283 the SAF guews may send
the second transaction ftem {o the stored vale card processor 1230, which may agaln accept
the trassacton and retury RO code of 700" at 12640 At 1365 the second ttem may also be
flagpod as "TAREN. Hath lteres may be romoeved from the SAF guone,

T With reference o Fugwre 13, an cxomplary sconario 1300 of a UPC ont of the
gocepted mintnum - maximum range is ustrated, In general, » product may be allsmpted
to be releaded with an gmount either below the ninimum allowed, or over the maxinmm
alfowed, The travsaction would be sent {o the stored valoe card processor, which may issue o
soft decline.  The tridge muy then check the configured mintomwn / maximum mngs for the
PO on the ftem file, and determing i the amoant 1 loss than or more than the Hmitts. ithe

amonnt 1s loss than the Bte, the badge way returm RO code 'D6 (dechine on UPC less than
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defined mintmann amount), while if the amount is more than the maxiuan the bridge may
return code "I {decline on UPC more than defined mupimum amount)
{011 With continued refevence to Figwre 13, the cxample above is graphically
iHhustrated. A frapsaction way oviginate at @ sustomer 13100 A castomer POR 1311 may send
& transaction request 1334 through ity host 1312 and 1o the bridge 1320, The beidge 1320
may fry to send the trapsaction o the stored value card processor 1330, I the bridge 1320
receives @ soft decline at 1351, & may review the UPC maximum / mivdisin table 1354 &t
1352, and return an RO code of DO o 7 a 1353,
D012 With reference to Figore 14, an exemplary scenario 1400 of a UPC not active for
SAF i lostrated.  {rv poneral, a trasmaction may be soff declined by the sfoved value card
processor, and the trassaction wiay be configured on the retov-tmnsaction-code! Hatl The
bridge may check the configured mintmum / maximam range for the fem file on the P o
determing i the value regueated Is inrange. The beidge may also cheek the active Hag on the
Hemn fide for the UPC and dolermine that @ s set o N Accordingly, the bridge may retam
RO of "3 Gram pot active Tor SAY stand 1o approval on soft decline not taken).
0L With continued reforence to Figwe 14, the cxample above is graphicaily
Hlustrated. A travsaction voay orighaate at a sustomer 1410, A customer POS 1411 may send
g transuction request 130 through fts host 1412 and to the bridge 1420, The bridge 1420
may ry {0 send the transaction to the stored value card processor 1430, I the bridge 1420

reeives g solt deching st M8, 8 may roview the UPC maxihmn / minbva table 14582, and

redurm an BT eode of DR
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Logsing
014} Al bridge gotions sy be revorded ioto a log file, referred to informally as the
‘G top. Troubloshosting and event analysis may typleally siart by exagmining these filex,
Sach files may alse asstst o veader i understanding how the bridge works. The logs may be
governed by a log rolator service ~ where each log 18 kopt at @ mianageable size (for exampls,
no greater than 10 MR
FOLIST  Endres i the logs may show a list of all apphcation components deploving
(during dart up) and wndeploying (during shutdown), The logs oy be examined as part of ¢
regular prachice fo validate g 'clegy’ startap. This may be pertinent when in the process of
adding new featores and functions i the application.
[00116]  For a 'normal’ tramsaction, logging may wault in four (4} entriex: (1) inbound
request {from the customer's hosty (1) outbound reguest (o the exiemal authoriver); (1)
nbound response {from the external anthonzer) and/or (v putbound ;‘és;psmse {hack 1o the
customer’s host), In accordance sith soroe ewbedinents, in order 1o save space and reduce
processing overhead, only cettain pertinent IRO8SRI reguest and response felds {e.g., POA,
STAMNAL, RERNAY, ROSY) may be displayed in the logs
0TI o tansaction I3 SAF-ed or i any subsegoent action takes place in which SAF
contertd s updated, such information may be relayved to the peer node 50 that the SAY content
of both sodes reraain n synch. In 2 normal’ replication attempl, this logging may result in
two endeies: outhboond reqoest (o the peer node) and inbound respanse {(from the peer node).
The entry may ropresent the original rephication regnest, .o, when the ftem s first cornmitied

1o SAF on the node that provessed the roguest,
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[OO1IE]  In gddition, sttompts to SAF w the external authorizer may alse be logged. This
may result in two emiviesr outhound roquest (o the oxternal awtborizery and inhound
vesponse (from the external authorizer). 1o sccordance with some ombodinents, the oviginal
STAN may be replaced with 2 unique STAN. In addition, channeldovel SAF-ed requests
may be discerned {ve real-dime requests) via the 01 denotation in POS Condition Code,

teooatterpt to undoad g SAY regoest, the

o~
e

0119 Each tme a node conmpletes
govegsponding peer sods may be informed, Various replication request Helds in exemplary
coding nmay include Hems such ax () 3% -~ Response Code (Fleld 39} as rehwned by the
authorizer in the SAF resposse {gets recorded in peer's saiMetaastRRO columm); (1) 165 -~
Auth 1D (Freld 38) as renwned by suthorizer (gets recorded n peer's safMeta, lasiduthid
cotumy; (i) 11 -~ Trandog 1D of the request (used by the peer ~ n corjuaction with the node
> below) -~ 1o locate the record i safMotys on any node Fatr, node +
franhd are & uoique dentilter within safMeta); (v 122 - Status of the request {gels recorded
i peer's safMetastatus cohwomd; (v} 123 - Node of the reguest (see 121 ghove for lookup
voley {wiy 125 - Updated attompt count redated to the request {gets recorded in peer's
safMetasitompts colanmyy (vily 136 ~ Time of the atiempt {gets recorded in peer's
saibdota lastBeons colummk andfor {vitl) 327 « Last STAN of the attergnt {zets recovded in
peer's saiMeta lastSen column).

POO1201 A mam bamsaction waosager {(TM) sunumary may alse be maistained. Por
exanple, @ sunupary of & waldime wapssclion information may be recorded.  Such

framsaction nformation may melude, bl 5 not lmited tor () outbound request (0 the

external avthorizer); (11} putbound response (haek to the customer's hoaty (1) profiler {time
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spent 1 onch transaction participant): (iv) Remote Response Code {RRO) received from the
external authovizon {v) evenls relating to SAY checking: andior {v1) it SAYF processing s
voked, the rephioation roquest pos
JOBE2T] A summary SAF atterapts niay be recovded and packaged, mchsding: outbound
request {to the extornal authonizery; inbound response (Trom the external authoriver) profiler
{Hivae spent in each fransaction parbeipant); rephication requestirespornse (o/from pesr nade )
and replicaiion statos,

HOI22] U the peer node, & record of all SAT sctivity generated on the originating node

oy also be logged. This may be secoroplished by mears of a ‘replication request,’ The
Rephication TH may bandle repleation requests emanating from possitle croation points on

the criginating node, ncluding bat not Brdted o (1) Main TM — may generate ‘oniginal

requests (to the peery during reabinme transsetion processing fiw ftemys that end up in SAK,;

(i) SAF T™M - may gonerste update’ requesiy 1o the peer during subsequent SAF unloading:

{11y Byne T™M ~ may generate ‘oviginal’ or update’ peer requests when the originating node 13
synehing the pesy node {after an outage on - or lack of communication from ~ the peery

.

and/or {ivy Retry TM™ - may gonerate 'priginal’ peor requests if the first regquest from the Main

\

TH falled, or may geuerate update’ poer reguests if the SAF TM or Synch T ‘update’ peer
roguest fatled
(OI23] A reguest sy be an ‘original’ {Le. the full SAY ontry) or an update’ (le, &

change in status oy other formation concenting an eutry that the originating node knows the

peer node haa alroady recorded). The replieation logie may discern an ‘origioal’ from an
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update’ via ISQ Field 3,

the request may b

{24
nodes stay in synch and understand what each other's resprctive role needs

PO 0 ape

1001251

marker may atlow a reader to apply &

RAF deciston-making, SA

i prosent, the request way by processed as an ‘originally
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if absent,

¢ prowessed gs an 'update.”

For High Availability purposes, a Bate Controller may be used 1o help the two

radion,

Maoreover, filtering

Supparting Fanctions

100126]

stand-in approval rules.

A bridge custorner may elect wr import an ‘ttem file, which may serve

format as follows

may he apphed fhroagh logs

The file way be

1o bo at any giver

We record changes m state i the state controller logs.

The presence of the W ag or

s flter 1o the log o order to summartze ovends related o

Fevents and HA State Controll

to modify

constructed in commaseparated value {({OSVY

{one recond per Hen )

Pleld Data | Length Diesoription / Usags
Type
UPC AN Fixed, 12 1 Product UPC ~ this value appears ju I8 8383 Field 53 of

the Activation reguest. This field s reguired 3f UPC

salidation 13 enabled (8 recommended pragiice).

SMinhmum

Yariable,

The mintmum altowable aettvation ameunt for the produgct,

Amount ]

Maximum | N YVariable, The maximum allowable activation amout from the
Amoumt 8 produet |

SAF Flag AN Fixed, 1 Whether or not *’iii’ progduct 1s available fir Siand-In

Approval and SAF Y or not (N},

{00127}

A bridge customer may Gitiate bom Fi

For exaple, a

sub-diveciory).

e may be provided fntor Bridpe/spoolitem_file/request {abia.,

The naumning

convertion of the Rle

¢ tmport processing by FTPng a fall file
the request’

¢ s foft to the intliator, but generstly must
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hove the sulflix Towy’ or (. Any file not having one of these suffives way be ignored,

Periodically ~ for examply, svery 60 seconds - the Bridge application way check for the
prosouee of a new tmport fily using & dircctory polling (DirPolly faciity. When a propesty
nared e s found, the bridge may wove # from the request’ subsdivseiony 1o the naw’ sl
directory for processing. Pheing mport processing, the beidge may use the Hem File nput i
construct a databuse table equivalont for subsequent use by the bridge ransaction procossing

hed

engine,

[G012R1 Upon successtd completion of the tmport, the bridge may prodace 8 report
swgnmarieing 8s actions. These reporis may be placed into the response’ subsdirestary. On

receipt of any mallprmed fopwt file or upon any event causing provessing 1o rum 1o less thas
normal completion, the bridge may move a copy of the inpat file to the 'bad’ subediveriory.
Critherwise, the bridge way move fles run o propor compledion o the farchive’ sub-divatiory.
001291 The ondine travsaction progessing (OLUTP) suging of the brdee muay we the
resulting ftem file content in the bllowing mavner, Fust, the bridge mav determine if a

fransaction v SAF-able for standin approval because one of the following conditivns 1 true:
(1Y the node is comently I Nuspend Mode”; (11} there ave one or wove undelivered,

complomentary Homs i SAY fur the sume cards {11} the veguest timedowt and the PC is on

the velvy Hist or (v) the request rocetved g st decline (as por the rotry-re Tist) snd the PC s

on the retry-po'iist
JO01301  Then, if ove of the conditions specified in {8} s frue, the bridge may cheek © see

i the UPL of the transaction (180 8583 Field 54) s on the Hom table and - Wso — whether or
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Based on Bem file, the bridge may ovemide a

Provieus Bridge Deocisingn
{'SAEY

Condition

Mew Bridge Decision
USAF Oreerridely

BY
STANTHN

APPROVAL_CN_DIECLINE

Not of Besm
File OR

On e File
as RAF=N

1%
AFFLERR ITEM INACT DECLINE

sy

s

ot T

]
TANDIN APPROVAL OGN TIMBGU

Not o e
File OK

S Hem Pue
as SAF=N

0y .
APPLERR.ITEM INACT TIMEOUT

R

STANDIN AFPROVAL ON N SAF

Mot on Hem
File BGR

On e File
as RAF=N

DR
APPLERE_ITEM INACT DECLINE

et
ket

i 3
3
PRI

el

CANDIN, APPROVAL_ON SUSPEND

WNaot o Hemn
Fila OB

Chy bra File
ss SARsN

D8
APPLERR_ITEM INACT DECLINE

Any of BO-B3

£ Bem Fg
as HAF=Y

<KAF Min

%« APPLERR ITEM LESS

Any of BO-B3

for ltemn

On e File
as SAFY
AN}
Anwount W
SAF Max fw
ftom

17 < APPLERR_ITEM MORE

Faception File Processing

100131

The bridge may oreate s Bxception File content to sead o the stored valoe cad

processor.  Theae fdes sy be schadulod 1o be orvated wud deliveved moltiple times per day, The

bridge pay place an et on the Excoption File if one of the fidlinwing conditions s ginue of an Bem

oy the SAF fifer (3} the dem expived {safMetastatos ~ BEXPY (U) the ftem reached e wmaximum
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sumbor of attempts GafMetustatus ~
{afMetastats -
format, and i accordance with some embodinents, a header and tratfer ave required. An empty file is
stgrified by &

saipty Filas ma

TTAKEN and lasiRRC
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ALY o (i) the

2000, Ths axe

roader and watler with sy dotatd records,

v stifl be sent to the tored value card proce
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et was hard-declined by the authoriz

exption file ma

SOF.

QF

constructed in pipe-linited

M
H

However, nolg that #f &3 contemplated that

Field

Data Type

{ength

Peseription / Usage

Tyvpe

AN

Fixed a £

REGIKR

Creafion
Date/Time

kY

Fixed, 14

1
YYYYMMIUHEMMSS

Detail Record

Field

Dats Type

Boscription / Usags

Tyvpe

AN

RETo200

AN

184 8583 Data Blheanent (DEY I3 & 12 -

i frrmat Bhe 201306191 23538

AN

Yariable, 15

i
NG {583 DE 42 st
safData secureliata

N
434

Termanad D

AN

Yarfable, 83

85 HIE3 Dy 41 out
safifatasecureData

of

Card Numbe:

Yariadde, 47

IS0 5383 {35 3 i
saffigia secureDatn

5§

Sign

Fixed, |

1 ActReloadMey  of  Desen oL
Beact/Rev of ActiRev, of Reload) whers
Aot = 189650, Deact = 288090, Relnad =

120080 - saldeta.pe -+ aafData reversal

Card Amount

Yariable, 12

ISO8SEY DB out of saflabesovureata

or safDutd amaunt

Dseount Anwamt ny Yanahie, 12 Mot usedd, left Blank i file
Net Ampount ] Variable, 12 Not ased, ioft blank in file

LR

Fixed, 12

ISBAKS 3884 out
sufidatasecwredatg

of

Y, WD Y
Currency

Fixed

HEBERTE DE 48 Qut
saiDaata secwreData

af

STAN

Fived, 12

Systewe Trace Audit Mamber STANY,

ISOES83 DE
o the lagt SAF request  (ssved
safMeta astSTANY

11} provided by the bridge

23

Trace 1Y

Fixed. 20

An authortastion code provided by the
stoved value card processor in the last

SAF TEEPORSE {maved
safMcir lasthothld)

3y
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Activation Psts AN Variabie, 37 ISOEER3 DE 38 ot of
safData.secureats (3f pressnt — may be
rec‘iazis‘@&i ssolve nertain prodogts)

Tratler Reourd

Field Data Type Langth Description / Usage

Type AN Fixgd, 6 REoay

£aul Spenifier AN Fiaed, 3 ENEY

[00132] Now that if the bridge oreates an oxeceptiom file, the {ile name may inclade o thnestamp
froan the system al inception of the file creation, and may also reflect the 1D of the exception job run

1 fie was creaded.

s
s
-~
=
C?,
.
=
%
.

{00133 The bridge owy deliver the filey osbg & scours FTR follity, which may be periodically
cperrad,  The bridege may swke 3 revording oo the safMeta table (in e extractid cohwm) as o
whether 3 B3AF oy way inchaded on an exception fie, and i so. which one. The bk bolow

Hustratos exsmplary table entries and mecanings.

Preoription | Example

Yalue Vaiue DBeseription / Usage

< LOOG060 | Ses florm s an exesplion becamse s fnal staliny v elther 'BXP, MAX, o
TAKEN with safMeta lagtRRC <0 08,

Hem may be inchuded in S}X.{:«é:pif“ y file because the sxtract job on the node
soay be configurad as <property pames"greate-opput-fde” valuesMraet

aF

Valug recorded may be the cwrent feration of the extract.  In this

example, it s the 566" tims an extract prograns has beon executed.

> OO0 00560 Hent is sy exception because ity Onal slatmy i one of (01} sbove, ftom

was ot ractedad i sxception i-m becaing the {.\i et job on the node is
od as Cproperly namescreate-ontput-Hte” valnes"fidse™ > Value
Pis the oarent Beration of the extract + L060.000 o denote that

s outpet file was oreated.

<-LO00.000 1 1000357 | Bemy b5 not an exception besauss s final sates i TAKEN with
safdota lueRRLO = 08

fremy was not incladed 1o an exceoption e becayse # s not s exception
& & B has not yet boen charactorized because either {13 fem i3 sl aclively

bolng processed (status i RETRY or WEMNDY; or (1) Hom has achicved a
final status bat appiicabls sadract bas ot vet exesuied,
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(001341 I will be understood that the specific embodiments of the present invention

shown and described berein are exemplary only. Numerous varigtions, changes, substitutions

and equivalents will now ccour to these shilled o the art withowt departing from the spirit
and scope of the invention.  Acvordingly, it iy lntended that all sobjeet matter deseribed

heretn and shown o the accompanying drawings be regarded as ilusteative only, and oot in a

{inuting sense.
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What is claimed is:
1. An apparatus for locally processing stored value card transactions, the apparatus proximate to a
retailer point-of-sale (POS) or host, the apparatus in selective communication with the POS or host and a
stored value card processor, the apparatus comprising:
a POS or host interface enabling the selective communication with the POS or host;
a stored value card processor interface, enabling the selective communication with the stored
value card processor; and
a processing module, enabling selective decision making for certain stored value card transaction
requests, wherein:
during times of communication with the stored value card processor the processing
module does not make decisions for certain stored value card transaction requests, but passes such
requests through to the stored value card processor; and
during times of non-communication with the stored value card processor, the processing
module locally makes decisions for certain stored value card transaction requests; and
wherein the stored value card transactions are activations, deactivations, reloads, and/or refresh

transactions.

2. The apparatus of claim 1, wherein once communication between the processing module and the
stored value card processor is reestablished, the processing module updates a memory associated with the

stored value card processor with transactions conducted locally by the apparatus.

3. The apparatus of claim 1, wherein the during times of communication with the stored value card
processor, the processing module locally overrides certain decisions of the stored value card processor,

based upon a response received from the stored value card processor.

4. The apparatus of claim 3, wherein the stored value card processor only locally overrides certain
decisions of the stored value card processor if the stored valuc card type or denomination, transaction

type, and/or transaction amount are stored as eligible for override.

S. The apparatus of claim 4, wherein a certain decision overrode by the processing module is a soft
decline.
6. The apparatus of claim 1, wherein the decisions comprise activations, deactivations, reloads,

and/or refresh transactions.

3421723

CA 3005732 2019-12-16
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7. The apparatus of claim 1, further comprising a store-and-forward module that, once
communication between the processing module and the stored value card processor is reestablished,
updates a memory associated the stored value card processor with transactions conducted locally by the

apparatus.

8. The apparatus of claim 1, further comprising at least two (2) databases in communication with a

content replication application to provide redundant storage.

9. The apparatus of claim 1, wherein the apparatus is in communication with the POS or host

through one or more load balancers or a multiplexer.

10. A method of locally authorizing stored value card transactions, the method conducted amongst a
retailer point-of-sale (POS) or host, a bridge processor, and a stored value card processor, the bridge
processor being disposed locally with the POS or host, the method comprising:
receiving at the bridge processor a transaction request, the transaction request being a stored
value card activation, deactivation, reload, and/or refresh transaction;
determining by the bridge processor if the transaction request should be passed through to the
stored value card processor, or decided upon locally;
upon a determination that the transaction request should be passed through to the stored value
card processor:
communicating such request from the bridge to the stored value card processor;
upon receiving a certain response from stored value card processor, or from the attempted
communication with the stored value card processor, locally overriding by the bridge processor the
response of the stored value card processor or deciding upon the transaction request locally;
upon a determination that the transaction request should not be passed through to the stored value
card processor:
locally deciding by the bridge processor the transaction request;
communicating by the bridge a transaction request response back to the POS or host; and
once communication between the processing module and the stored value card processor is
reestablished, updating the stored value card processor with transactions conducted locally by the bridge

Processor.

3421723
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11. The method of claim 10, wherein determining by the bridge processor if the transaction request
should be passed through to the stored value card processor, or decided upon locally comprises:
determining the type of transaction requested from the POS or host;
determining if a processing code associated with the type of transaction and/or the stored value
card is flagged as eligible for local processing; and/or

determining if the bridge is in communication with the stored value card processor.

12. The method of claim 11, wherein if the processing code associated with the type of transaction
and/or the stored value card is not flagged as eligible for local processing, the bridge then acting as a pass-
through, and passing the transaction request to the stored value card processor and the response to the

transaction request back to the POS or host.
13. The method of claim 10, wherein if the bridge is not in communication with the stored value card
processor, locally conducting at least some transactions at the bridge until communication with the stored

value card processor is reestablished.

14. The method of claim 10, wherein the bridge locally processes transaction requests following a

timeout received from the stored value card processor.

15. The method of claim 10, wherein the certain response received from the stored value card

processor that is locally overridden by the bridge processor is a soft decline.

3421723

CA 3005732 2019-12-16
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