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(57) Claim’

1. A method for authenticating communication participants, comprising
the steps of

generating a command signal and a first code signal at the location of a first
communication participant, said first code signal being a function of at least the
command signal and a first key value identifying said first communication participant,
and

generating, at the location of a second communication participant, a second
code signal which is a function of at least said command signal and a second key value
identifying said second communication participant;

comparing said first and second code signals with each other;

generating at the location of the first communication participant, in response to
a first control signal, a subsequent first key value, said subsequent first key value being
a function of said first key value, and said subsequent first key value replacing said first
key value;

generating at the location of the second communication participant, in response
to a second control signal, a subsequent second key value, said subsequent second key
value being a function of said second key value, and said subsequent second key value
replacing said second key value.
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3. A system of communijcation participant stations, wherein a first
communication participant station is equipped with

command signal generation means for generating a command signal,

first code signal generation means for generating a first code signal as a
function of at least the command signal and a first key value identifying the first
communication participant station,

means of comparison for comparing with one another the first code signal and
a second code signal, generated in a second communication participant station,

first key value generation means for generating a subsequent first key value in
response to the first control signal, said subsequent first key value being a function of
said first key value, and said subsequent first key value replacing said first key value,
and wherein

said second communication participant station is equipped with

second code signal generation means for generating said second code signal as
a function of at least said command signal and a second key value identifying said
second communication participant station,

second key value generation means for generating a subsequent second key
value in response to said second control signal, said subsequent second key value being

a function of said second key value, and said subsequent second key value replacing
said second key value.
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Titel:
Method for authenticating communication participants, system for application
of the method and first communication participant and second communication

participant for application in the system.

A. BACKGROUND OF THE INVENTION

The invention relates to a method for authenticating communication
participants, a first communication participant generating a command signal
and generating a first code signal which is a function of at least the command
signal and a first key value associated with the first communication
participant, and a second communication participant generating a second code
signal which is a function of at least the command signal and a second key
value associated with the second communication participant, which first and
second code signal are compared to each other, the first communication
participant generating, in response to a first control signal, a subsequent first
key value and the second communication participant generating, in response
to a second control signal, a subsequent second key value.

A method of this type is disclosed in US 4,688,250. This describes
how a ground station (the first communication participant) and a satellite (the
second communication participant, also called secondary communication
participant) communicate with each other, the satellite only being allowed to
execute commands originating from this one ground station and not being
allowed to react to commands originating from other (hostile) ground stations.
For this purpose, the ground station transmits, together with some command
data (the command signal), a code word (zhe first code signal) which is a
cryptographic function of the command data and a secret key (the first key
value) which is stored in the ground station. The satellite subsequently

generates, on the basis of “he same command data and a secret key (the
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second key value) which is stored in the satellite, a code word (the second
code sign'a-l), and compares this with the code word transmitted by the ground
station. The two code words will be equal if and only if the two secret keys
are jdentical. In the case of identical code words, the ground station has been
authenticated sufficiently, and the command is executed by the satellite. In all
other cases the command is ignored.

This does require changing the secret keys from time to time. In the
abovementioned US patent specification this is implemented by having the
ground station transmit a key change command (the first and second control
signal), in response to which both the ground station and the satellite generate
new secret keys (the subsequent first key value and the subsequent second
key value) which are a function of a change code word and a master key, both
of which are stored in the ground station as well as in the satellite. Moreover,
this change code word is changed regularly.

This known method has the drawback that the new secret keys to be
generated are a function of the master key which is stored in the ground
station as well as in the satelli and which has a fixed value during the entire
satellite mission. As soon as the value of this master key has become known to
outsiders, it becomes much easier for them to find cut during the remainder
of the satellite mission the new secret keys to be generated. Furthermore, this
methed, ~hen applied in larger systems with considerably more secondary
comm "’ :zation participants (such as ISDN networks with many NT’s, and
smart card systems), has the drawback that each secondary communication
participant must have his own unique master key, and the method, when
applied in many closely adjacent systems (each system comprising a first and
a second communication participant, such as cordless telephone systems), has

the drawback that each system should have jts own unique master key, which



makes additional demands on the production process.
B. SUMMARY OF THE INVENTION
An olject of the invention, inter alia, is to provide a method in which the

abovementioned drawback of the master key having the fixed value no longer occurs, in
5  which, in the case of application in a large system with more secondary communication

participants, all secondary communication participants are in principle identical, and in

which, in the case of application in many closely adjacent systems, all systems are in

principle identical, so that no additional demands need to be mzde on the production

proress.

10 The invention is based on the insight that by having the (first or second)
communication participant generate the subsequent (first or second) key value in
response to the (first or second) control signal, the result is achieved that the subsequent
key value is no longer determined on the basis of a master key having a fixed value,

' that all in principle identical secondary communication participants can each be made

15 unique by varying the number of control signals per secondary communication
participant immediately after installation of said participant, each secondary
communication participant being provided a different number of times with a
subsequent key value and thus being made unique with regard to the other secondary
communication participants, and that all the closely adjacent systems, which are in

20 principle identical, can each be made unique by varying the number of control signals
per system immediately after installation of said system, each system being provided a

. different number of times with a subsequent key value and thus being made unique with
regard to the other closely adjacent systems.

Generating the subsequent (first or second) key value also as a function of the

25  (first or second) control signal achieves the result that the number of possible
subsequent key values is substantially increased and that the number of control signals
required for making the communication participants unique after they have been
installed is subsiantially reduced. For example, if the control signal is a randomly
generated number (which, together with the instantaneous key value, therefore

30 determines the subsequent key value) very many communication participants who are,
in principle, identical to each other, can be made almost completely unique with respect
to one another, by generating only one or a few control signals.
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It is furthermore an object of the invention, inter alia, to provide a system for
applying the method of the type described in the preamble, in which the above
mentioned drawback of the master key having the fixed value no longer occurs and in
which, in the case of using a large system with more secondary communication
participants, all the secondary communication participants are in principle identical and,
in the case of using many closely adjacent systems, all the systems are in principle
identical, so that no additional demands are made on the production process.

According to the invention there is provided a method for authenticating
communication participants, comprising the steps of

generating a command signal and a first code signal at the location of a first
communication participant, said first code signal being a function of at least the
command signal and a first key value identifying said first communication participant,
and

generating, at the location of a second communication participant, a second
code signal which is a function of at least said command signal and a second key value
identifying said second communication participant;

comparing said first and second code signals with each other;

generating at the location of the first communication participant, in response to
a first control signal, a subsequent first key value, said subsequent first key value being
a function of said first key value, and said subsequent first key value replacing said first
key value;

generating at the location of the second communication participant, in response
to a second control signal, a subsequent second key value, said subsequent second key
value being a function of said second key value, and said subsequent second key value
rveplacing said second key value.

{N:\LIBEI00127:co
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The invention also provides a system of communication participant stations,
wherein a first communication participant station is equipped with

command signal generation means for generating a command signal,

first code signal generation means for generating a first code signal as a
function of at least the command signal and a first key value identifying the first
communication participant station,

means of comparison for comparing with one another the first code signal and
a second code signal, generated in a second communication participant station,

first key value generation means for generating a subsequent first key value in
response to the first control signal, said subsequent first key value being a function of
said first key value, and said subsequent first key value replacing said first key value,
and wherein

said second communication par-icipant station is equipped with

second code signal generation means for generating said second code signal as
a function of at least said command signal and a second key value identifying said
second communication participant station,

second key value generation means for generating a subsequent second key
value in response to said second control signal, said subsequent second key value being
a function of said second key value, and said subsequent second key value replacing
said second key value.

0%s
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The invention also provides a first communication participant station for a
communication system, which. i+ squipped with:

command signal gcncra’tibe means for generating a command signal,

first code signal generation means for generating a first code signal as a
function of at least the command signal and a first key value identifying the first
communication participant station,

means for comparing, with one another, the first code signal and a second code
signal, and

first key value generation means for generating a subsequent first key value in
response to the first control signal, said subsequent first key value being a function of
said first key value, and said subsequent first key value replacing said first key value.

The invention also provides a second communication participant station for a
communication system, which is equipped with

second code signal generation means for generating a second code Hignal as a
function of at least a command signal and a second key value identifying the second
communication participant station, and ’

szcond key value generation means for generating a subsequent second key
value ixi response to the second control signal, said subsequent second key value being a
function of said second key value, and said subsequent second key value replacing said
second key value.

IN:\LIBE]0O127:co



Naturally, in the case of the method according to the invention it is possible to
authenticate from both sides. If the system, for example, comprises two first
communication participants, the one may authenticate the other and vice versa, because

both communication participants are provided with the command signal generation
5 means and the means of comparison.

C. REFERENCE
US 4,688,250
D. EXEMPLARY EMBODIMENTS
The invention will be explained in more detail by reference to an exemplary
10 embodiment shown in the figures, in which:
Figure 1 shows a diagrammatic illustration of the method according to the
invention and
Figure 2 shows a block diagram of the system according to the invention,
. provided with the first and second communication participant according to the
15 invention.
: In the diagrammatic illustration of the method according to the invention
shown in Figure 1, the boxes have the following significance:

[N:\LIBEIOO127:co
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CMMNCTN PRTCPNT the first communication participant |

CMMNCTN PRTCPNT the second communication participant

CMMNDSGNL

CODESGNL

CODESGNL

KEYVL

KEYVL

CNTRLSGNL

CNTRLSGNL

CMPR

EQL?

generating the command signal

generating the first code signal

generating the second code signal

generating the first key value

generating the second key value

generating the first control signal

generating the second control signal

comparing the code signals

if code signals are equal:

exit yes

if code signals are not equal:

exit no
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13

14

15

16

17

CMMNCTN STRTD
COUNTR : =0

AFTR CMMNCTN
GNRT NXT
CNTRL SGNLS

INCRMNT COUNTR

COUNTR =107

COUNTR:=0
GNRT ALRM
SGNL

RPT CMMNDSGNL
NO CMMNCTN

9

the start of the communication
after the equality of the two code signals
has been found in box 11; the output of the

counter (see box 14) is set to 0

generating the next first and

second control signals after the
communication has terminated, in response
to which the subsequent first and second

key values are generated

incrementing the counter by 1 after the
inequality of the two code signals has been

found in box 11

if the value of the output of the counter is
10 : output yes
if the value of the output of the counter is

not 10 ¢ exit no

the oiitput of the counter is set
to 0

generating the alarm signal

repeating the command signal

commiunication is not yet taking place
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The method according to the invention as illustrated diagrammatically
in Figure 1 takes place as follows. If the first communication participant (box
1) wishes to cornmunicate with the second communication participant (box 2),
the first communication participant transmits a command signal (box 3). In
response thereto, the first communication participant generates a first code
signal (box 4) which is a function of both the command signal and a first key
value (box 6), and the second communication participant cenerates a second
code signal (box 5) which is a function of both the command signal and a
second key value (box 7). Subsequently the two code signals are mutually
compared (box 10, equal yes or no, box 11). If they are equal (which is only
possible if the two key values are also equal to one another), the two
communication participants may communicate with one another, an output of
a counter to be used subsequently being set to 0 (communication started,
counter: = 0, box 12). After the communication, subsequent first and second
control signals are generated (after communication, generate subsequent
control signals, box 13), a subsequent first key value (box 6) being generated
as a function of the subsequent first control signal (box 8) and of an
instantaneous first key value (box 6), and a subsequent second key value (box
7) being generated as a function of the subsequent second control signal (box
9) sud of an instantaneous second key value (box 7).

If the two code signals are not equal to one another (which is only
possible if the two key values are also not equal to one another), the output of
the counter is incremented by 1 (increment counter, box 14). Whether the
output of this counter has the value 10 (counter = 10 ?, box 15) is then tested.
So long as this is not the case, the command signal is repeated, and no
communication takes place (repeat command signal, no communication, box

17). As soon as the output of the counter has the value 10, this cutput is set to
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the value 0 arid the alarm signal is generated (counter := 0, generate alarm
signal, box 16).

For the method according to the invention to function correctly, it is
necessary that the first and second code signal are each the same function of
the ecxnmand signal and of the first and second key value, respectively (in
other words that box 4 and 5 are identical), that the subsequent first and
second key value are each the same function of the instantaneous first and
second key value, respectively, and of the first and second control signal,
respectively (in other words that box 6 and 7 are identical), and that the first
and second control signal are identical to one another {in other words that box
8 and 9 are identical), which could, for example, be effected by taking both
of them from the output of a random generator. The output value 10 of the
counter, at which the alarm signal is generated, is of course chosen completely
arbitrarily from the set of nataral numbers.

The first and second control signals in response to which the
subrequent first and second key signals may be generated, may be transmitted
either after the communication (Figure 1) or before the communication or
during the communication, in which connection the term communication
should be interpreted as widely as possible. For example, it may be a
telephone conversation between different (cordless) subscribers or merely a
command originating from a ground station and intended for a sareilite. It
could also be a complete data file, or a data word, of which, for example, a
number of bytes are intendec for authentication.

The block diagram shown in Figure 2 of the system 20 according to
the invention comprises a first communication participant 21 and a second
communication participant 22. For the sake of simplicity, only two mutually

coupled communication participants are shown, in practice (such as, for
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example, in the case of a telephone network) many second communication
participants may be coupled to a first communication participant, and 2 first
communication participants may also be mutually coupled. Communication
participant 21 and communication participant 22 are mutually coupled via link
23, which may be implemented in either completely physical form or partly
in wireless form.

Communication participant 21 comprises a monitoriny unit 30 having
an input 30-1 and an output 30-2 which are both connected to link 23 for the
purpose of continuously monitoring the state of the link. Monitoring unit 30
also has an output 30-3 which is connected to an input 31-1 of a control signal
generator 31 which, via an output 31-3, generates a first control signal in
response to a monitoring signal present at input 31-1. Output 31-3 is connected
to an input 32-1 of first key value generation means 32 which, in response to
the first control signal, generate a (subsequent) first key value which may be
a function of the first control signal and which, in any case, is a function of
an (instantaneous) first key value. To this end, an output 32-3 of key value
generation means 32 is connected to an input 32-2. Output 32-3 is also
connected to an input 33-1 of first code signal generation means 33, which
furthermore have an input 33-2 and an output 33-3. Input 33-2 is connected to
an output 34-3 of command signal generation means 34, which furthermore
have an input 34-1, which is connected to link 23, and an input 34-2 which is
connected to output 30-3. In response to the monitoring signal present at
input 34-2 and/or the signal present at input 34-1, command signal generation
means 34 generate a comraand signal which, via output 34-3 and input 33-2,
is supplied to code signal generation means 33. Code signal generation means
33 generate a first code signal which is a function of the command signal

present at input 33-2 and of the first key value present at input 33-1. The first
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code signal is supplied, via output 33-3, to an input 35-1 of means of
comparison 35, which also have an input 35-2, which is connected to link 23
for the purpose of receiving a second code signal, and an output 35-3. Output
35-3 is connected to link 23 and to an input 36-1 of counter means 36, which
furthermore have an output 36-3 which is connected to an input 37-1 of
comparator 37 and an input 36-2 which is connected to an output 37-3 of
comparator 37. In addition, comparator 37 has an input 37-2, to which a signal
having the value 10 is supplied, and the output 37-3 is connected to link 23. If
the first code signal at input 35-1 and a second signal at input 35-2 do not
correspond, means of comparison 35 generate a counter signal to counting
means 36 which in response thereto increment their output value by 1. As
soon as this output value has the value 10, comparator 37 generates an alarm
signal to alarm unit 38 and a reset signal which is supplied to counting means
36, which, in response thereto, set their output value to zero.

Communication participant 22 comprises a monitoring unit 40 having
an input 40-1 and an output 40-2 which are both connected to link 23 for the
purpose of continuously monitoring the state of the link. Monitoring unit 40
also has an output 40-3 which is connected to an input 41-1 of a control signal
generator 41 which, via an output 41-3, generates a second control signal in
response to a monitoring signal present at input 41-1. Output 41-3 is connected
to an input 42-1 of second key value generation means 42 which, in response
to the second control signal, generate a (subsequent) second key value which
may be a function of the second control signal and which, in any case, is a
function of an (instantaneous) second key value. To this end, an output 42-3
of key value generation ﬁeans 42 is connected to an input 42-2, Output 42-3
is also connected to an input 43-1 of second code signal generation .neans 43,

which furthermore have an input 43-2 and an output 43-3. Input 43-2 is
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connected to link 23. Code Signal generation means 43 generate a secén;i cb&e
signal which is a function of the command signal present at input 43-2, which
is supplied via link 23, and of the second key value present at input 43-1. The
second code signal is supplied, via output 43-3 and link 23, to input 35-2 of
means of comparison 35.

The system 20 shown in Figure 2 works as follows. If communication
is required, commund signal generation means 34 generate the command
signal which is supplied to code signal generation meanc *3 and, via link 23,
to code signal generation means 43. Code signai generatior. means 33 generate
the first code signal which is a function of the command signai and of the
first key value originating from key value generation means 32. Code signal
generation means 43 generate the second code signal which is a function of
the command signal and of the second key value originating from key value
generation means 42. The first code signal is supplied directly, and the
second code signal is supplied via link 23, to means of comparison 35.

Normally, the two code signals will be identical because the two key
values are identical, and means of comparison 35 generate a signal which, via
link 23, is supplied to monitoring unit 30 and monitoring unit 40, in response

whereto the communication can start. The means by which this

~ communication is implemented are not shown in Figure 2, and they may, in

principle, be embodied in many ways. Thus, it is, for example, possible to
arrange for subsequent command signals, which are provided with data, to be
generated by the command signal generation means 34, which command
signals, either encrypted or not encrypted via code signal generation means 33
and 43, are then transmitted back and forth via link 23. It would also be
possible to transmit long data words back and forth v.a link 23, a number of

bytes of each data word serving for authentication and thus a check being
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carried out for éach data word whether the two key values agree.

After the communication has ended, which is monitored by
monitoring units 30 and 40, monitoring unit 30 generates a signal to control
signal generator 31, in response whereto said generator generates the first
control signal which is supplied to key value generation means 32, and
monitoring unit 40 generates a signal to control signal generator 41, in
response whereto said generator generates the second control signal which is
suﬁplied to key value generation means 42. Key value generation racane 32
and 42, respectively, then generate the subsequent first and second key value,
respectively, which is a function of the instantaneous first and second key
value, respectively, and which may be a function of also the first and the
second control signal, respectively. Subsequently, the next communication can
take place on the basis of the new key values. It is expedient in this context
that all the secondary communication participants (in Figure 2, only 1
secondary communication participant 22 is shown) can be produced in the
same way, without each communication participant having to be supplied with
a unique key. Or, in the case of, for example, a cordless telephone system
having a primary and & secondary communication participant, that of all the
cordless telephone systems to be produced, all the primary communication
participants on the one hand and all the secondary communication participants
on the other hand can be produced in an identical manner. After
authentication has taken place only a few times; each secondary
communication participant, or each set of primary and secondary
communication participants, will have become completely unique with respect
to all the other communication participants nr with respect to all the other sets
of communication participants.

If the two code signals are not identical (because the two key values
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are not equal), means of comparison 35 generate the counter signal, in
response whereto counting means 36 increment their output value by 1 and in
response whereto command signal generation means 34 generate the
command signal again. As a result, the two code signals are generated again by
code signal generation means 33 and 43 on the basis of the instantaneous,
unaltered key values of key value generation means 32 and 42, and the two
code signals are compared again, etc. If the two code signals are indeed
identical this time, for example because there was a fault during the previous
generation, communication may start. In this case, the output value of the
counting means should be set to zero. If the two code signals have been found
to be unequal on ten successive occasions, the output value of counting means
36 has the value ten and the comparator 37 generates the alarm signal to alarm
unit 38.

The generation of the command signal by command signal generation
means 34 when communication is required is generally carried out under the
control of monitoring unit 30, or else under control of communication
participant 21. If communication participant 22 is also required to be able to
initiate a communication, this can be effected by making monitoring unit 40
as well as monitoring unit 30 suitable for controlling command signal
generation means 34 (via link 23). Alternatively, this could be achieved by
likewise providing communication participant 22 with command signal
generation means. In both cases, priority rules then have to be established in
order to prevent the two communication participants 21, 22 getting out of
synchronisation as a consequence of simultaneous notification of the desire to
communicate. hioreover, communication participant 22 could be provided
with further means of comparison, further counting means and/or a further

comparator, corresponding to communication participant 21, which then
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makes it pussible to have each communication participant 21, 22 check the
identity of the other himself.

Having each communication participant 21, 22 check the identity of
the other kimself provides, with a small exiension, the possibility of enabling
communication even after the countirg means present in both communication
participants have or should have gens* :»d the reset signal and the alarm
signal. By, fer example, having a fixed reset key value generated in the
apparatus of each communication participant 21, 22 in response to the reset
signal of the counting mieans, it is achieved that the two communication
participants will subsequently generate equal code signals, which enables
communication. This "resetting" should take place internally and in such a
way that each communication participant 21, Z2 is oniy able to do this with
regard to himself, it not being possible for any outsider to be able to do the
same with regard to the communication participant in question. The reset
signal in this case must under no circumstanczs be transmitted via. link 23 or
reach link 23, this being prevented by providing each communication
participant 21, 22 with his own counting means.

The design of communication participants 21, 22 as shown in the
block diagram of Figure 2 could be considerably simplified by omitting the
two control signal generators 31, 41, in which case the two key value
generation means 32, 42 may, for example, be controlled by command signal
generation means 34. In practice this means that the first and second control
signal then coincide with the command signal and that the subsequent key
value is a function of the instantaneous key value and of the command signal.

In the case of different secondary communication participants 22, all
of which must be able to communicate with primary communication

participant 21, it would be possible to have an identification code transmitted
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prior to the communication, which identification code indicates which
secondary communication participant 22 should be involved in the
communication. Such an identification code could for example be added to the
command signal. It is, however, also conceivable that the code signal by itself
serves per se for identification, for example by each secondary communication
participant 22 having codes signal generation means 43 which are based on a
unique function, or by having key vaiue generation means which are based on
a unique function. In this case it is disadvantageous that each secondary
communication participant 22 then has to be provided with a unique function,
which puts additional demands on the production process. Furthermore, all
the unique functions must be known at the first communication participant
21, which increases the latter’s extent and complexity.

Having the command signal generation means 34 generate the
command signa) once more if the two code signals are hot identical is, of
course, only one embodiment. It is, for example, also conceivable for this
command signal to remain present at output 34-3 as long as no equality of
code signals is found, i.e. until the reset signal is gerierated or has been

generated by comparator 37.
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The claims defining the invention are as follows:
1. A method for authenticating cornmunication participants, comprising
the steps of
generating a command signal and a first code signal at the location of a first
5 communication participant, said first code signal being a function of at least the
command signal and a first key value identifying said first communication participant,
and
generating, at the location of a second communication participant, a second
code signal which is a function of at least said command signal and a second key value
10 identifying said second communication participant;
comparing said first and second code signals with each other;
generating at the location of the first communication participant, in response to
a first control signal, a subsequent first key value, said subsequent first key value being
a function of said first key value, and said subsequent first key value replacing said first
15 key value;
generating at the location of the second communication participant, in response
to a second control signal, a subsequent second key value, said subsequent second key

e value being a function of said second key value, and said subsequent second key value

replacing said second key value.
20 2. A method according to claim 1, characterised in that each said
subsequent first key value is also a function of at least the first control signal and each
‘ said subsequent second key value is also a function of at least said second control
o signal.
‘ 3. A system of conaunication participant stations, wherein a first
. 26  communication participant station is equipped with
command signal generation means for generating a command signal,

“ae, first code signal generation means for generating a first code signal as a
o function of at least the command signal and a first key value identifying the first
communication participant station,

30 means of comparison for comparing with one another the first code signal and
a second code signal, generated in a second communication participant station,
first key value generation means for generating a subsequent first key value in
response to the first control signal, said subsequent first key value being a function of
said first key value, and said subsequent first key value replacing said first key value,
35 and wherein
said second communication participant station is equipped with

IN:\LIBE}0OY27icg
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second code signal generation means for generating said second code signal as -
a function of at lvast said command signal and a second key value identifying said
second communication participant station, T -
second key value generation means for generating a subsequent second key
5 value in response to said second control signal, said subsequent second key value being
a function of said second key value, and said subsequent second key value replacing
said second key value.
4, A system of communication participant stations according to claim 3,
characterised in that
10 the first key value generation means comprise means for generating the
subsequent first key value also as a function of the first control signal, and
the second key value generation means comprise means for generating the
subsequent second key value also as a function of the second control signal.
5. A first communication participant station for a communication system,
15 which is equipped with:
command ci5nal generation means for generating a command sig: al,
first code signal generation means for generating a first code signal as a
function of at least the command signal and a first key value identifying the first
. communication participant station,
20 means for comparing, with one arnother, the first code signal and a second code
signal, and
e first key value generation means for generating a subsequent first key value in
o response to the first control signal, said subsequent first key value being a function of
said first key value, and said subsequent first key value replacing said first key value.
25 6. A first communication participant station according to claim §,
characterised in that the first key value generation means comprise means for
generating said further subsequent first key value also as a function of the first control
. signal.
7. A second communication participant station for a communication
30  system, which is equipped with
second code signal generation means for generating a second code signal as a
function of at least a command signal and a second key value identifying the second
comimunication participant staticn, and
second key value generation means for generaiing a subsequent second key
36  value in respense to the second control signal, said subsequent second key value being a

function of said second key value, and said subsequent second key value replacing said
second key value.
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8. A second communication participant station according to claim 7,
characterised in that the second key value generation means comprise means for
generating said subsequent second key value also as a function of the second control
signal.

9. A method for authenticating communication participants, the method

being substantially as hereinbefore described with reference to Figure 1.

10. . A system of communication participant stations, substantially as
hereinbefore described with reference to Figure 2.

11. A first communication participant station, substantially as hereinbefore
described with reference to Figure 2.

12. A second communication participant station, substantially as
hereinbefore described with reference to Figure 2.

DATED this Twenty-third Day of March 1995
Koninklijke PTT Nederland NV

Patent Attorneys for the Applicant
SPRUSON & FERGUSON
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Method for Authenticating Communication Participants,
System for Application of the Method and First Communication Participant
and Second Communication Participant for Application in the System
a he Discl
Method for authenticating communication participants, system for
application of the method and first communication participant (1) and
second communication participant (2) for application 1in the system.
Known methods for authenticating communication participants (1) add a
code word (4) to a command signal (3), which code word is a crytographic
function of the command signal (3) and a key value (6) which in its turn
is a function of a master key value and a change code word. The master
key value has a permanently fixed value, in contrast to the change code
word which serves to change the key value (6). The method according to
the invention makes use of a key value (7) which is a function of af
least one previous key value (6), the master key value with the
permanently fixed value, which, once it has been discovered or leaked,
substantially weakens the encryption, no longer being required.

Figure 1

Jed/7940T



lllll

oooooo

272 70/%2

Fig. 1

X 1 2§ ]
\ 1 CMMNCTN [~ | CMMNCTN |~
CNTRL PRTCPNT PRTCPNT CNTRL
SGNL 3 SGNL
CMMND |
-{ KEYVL SGNL = KLYVL |=
7 \
6 Y \ 7
~{ CODESGNL -] CODESGNL
7 T\
4 5
Y \
CMPR  [—10
N
11 1
INCRMNT
Y COUNTR [ 14
CMMNCTN 15
12 —{ STRTD N
COUNTR:=0 COUNTR
} ﬁy
Y
AFTR , ‘
CMMNCTN | | COUNTR:=0 | | RPT
__| GNRT CMMND
18 77 NKT GNRT SGNL,
CNTRL ALRM NO
SGNLS SGNLS CMMNCTN
! / [
16 17



................

35
33
| 35123
i 333 r 35-2 ]
| 33-1 33-2 ‘ 3|6
32-1 T
32-3 ~36-1
32-2 36-3 |—
|“ | 34-3 { 36-2
(2, |
34-1 34-2| 34 37
1 M‘-
37-3
31-3 31-1}~ 37-2 =
30-3
l 30 —| 30-1 f=— J "10"
31 30-2 | b2 Or[— 38
|
2 21 = 2]3 20 —
|
42
| 43
421 |
42-3 ~143-1
42-2 y 43-3 =
|—. 432
41-3 41-1|= —
40-3
l 40—  40-1 |-

Fig. 2



