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Installing An Application Into A Virtualized Environment

Background

[0001 ] A physical machine, such as a computer or other type of electronic

device, can be configured to include multiple virtualized environments that can

execute respective different guest operating systems. Such virtualized environments

are also sometimes referred to as virtual machines. The presence of multiple

virtualized environments in a physical machine allows for applications written for

different operating systems to be executed in the different virtualized environments

on the same physical machine.

Brief Description Of The Drawings

[0002] Some embodiments are described with respect to the following figures:

Figs. 1A-1 B are block diagrams of example systems according to various

implementations;

Fig. 2 is a flow diagram of a process of loading an application from an

application store, according to some implementations; and

Fig. 3 is a block diagram of components of a system according to further

implementations.

Detailed Description

[0003] In electronic devices, graphical representations of application stores that

contain items representing respective different applications can be presented. A

user can select one or multiple ones of the items in the application store to cause the

respective application(s) to be installed into the electronic device. Examples of

electronic devices include computers (desktop computers, notebook computers,

tablet computers, etc.), personal digital assistants (PDAs), mobile telephones,

electronic appliances, or other types of electronic devices.

[0004] The applications of the application store that can be installed into an

electronic device can be located at various remote sites, such as websites or



application servers of vendors that offer the applications for sale or free download.

When a user selects an item in the application store corresponding to a given

application, the electronic device communicates with the remote site over a network

to download the code associated with the given application for installation in the

electronic device. The "code" associated with the given application refers to

machine-readable instructions that are executable on the electronic device once the

machine-readable instructions are installed in the electronic device. The machine-

readable instructions can be in the form of compiled code, a script, or another form

of code. "Installing" an application into an electronic device refers to obtaining the

code of the application from a source (such as a remote site) and placing the code in

the electronic device in a state that allows the code to be executed when invoked,

such as by a user or by an application. The code is placed into appropriate

location(s) of the electronic device to allow the code to be executed when invoked.

Prior to installing the code, the code did not previously exist in the electronic device

in a state that allows the code to be executed in response to invocation of the code.

[0005] In some implementations, an electronic device can be configured with

multiple virtualized environments (also referred to as "virtual machines"). A

"virtualized environment" or "virtual machine" refers to an arrangement of

components for virtualizing or emulating an actual machine. In the ensuing

discussion, the terms "virtualized environment" and "virtual machine" are used

interchangeably. As discussed further below, the presence of multiple virtualized

environments in the electronic device presents a challenge to a user when the user

desires to install an application into the electronic device. For example, the

application can be written for a particular operating system, such that the application

has to be installed in a virtualized environment containing the particular operating

system. This can be challenging to the user if the user were to manually determine

which of multiple virtualized environments is the appropriate one for installation of

the application.

[0006] The components of each virtualized environment can include a guest

operating system and one or multiple applications capable of operating within the

guest operating system. Different virtualized environments in the electronic device



can include different types of guest operating systems {e.g., Unix operating system,

Linux operating system, Windows ® operating system, WebOS, or other types of

operating systems). The presence of multiple virtualized environments in an

electronic device allows for concurrent execution, in the electronic device, of

applications designed for different operating systems.

[0007] In an electronic device that has multiple virtualized environments, it is

possible for an application store presented by such electronic device to include

applications for different types of operating systems. Presenting applications for

different types of operating systems within a common application store enhances the

user experience, as compared to an arrangement in which different individual

application stores are provided for the different types of operating systems. A user

can easily browse through the common application store to find applications that

may be of interest to the user.

[0008] In accordance with some implementations, techniques or mechanisms are

provided to allow for automatic installation of a selected application (selected by a

user in an application store that contains applications for different types of operating

systems) into a corresponding virtualized environment that includes the guest

operating system compatible with the selected application. By using techniques or

mechanisms according to some implementations, the user does not have to

manually perform an analysis to determine which of multiple virtualized environments

is the appropriate one for installation of the selected application, which can be

challenging for a user without proper training or guidance.

[0009] Fig. 1A is a block diagram of an example electronic device 100 that

includes multiple virtualized environments (or virtual machines) 102A, 102B.

Although just two virtualized environments are depicted in Fig. 1A , it is noted that in

alternative implementations, additional virtualized environments can be provided in

the electronic device 100. As depicted in Fig. 1A, the virtualized environment 102A

includes a guest operating system 104A and an application 106A designed to run on

the guest operating system 104A. Similarly, the virtualized environment 102B

includes a guest operating system 104B and an application 106B designed to run on



the guest operating system 104B. The guest operating system 104B is of a different

type from the guest operating system 104A.

[0010] In some examples, hardware resources 108 of the electronic device 100

include a processor 112, a memory 114, a persistent storage media 116, and an

input/output (I/O) device 118. Note that although reference is made to processor

112, memory 114 , persistent storage medium 116 , and I/O device 118 in the singular

sense, the hardware resources 108 can also include multiple processors, memories,

persistent storage media, and/or I/O devices.

[001 1] Virtualization of the hardware resources 108 of the electronic device is

provided by a virtual machine monitor (VMM) 110. A VMM is also referred to as a

hypervisor. The VMM 110 manages the sharing (by the virtualized environments

102A, 102B) of the hardware resources 108. The VMM 110 virtualizes the hardware

resources 108, and intercepts requests for such hardware resources from the guest

operating systems 104A, 104B.

[0012] Effectively, the VMM 110 provides an interface between the guest

operating system of each virtualized environment and the underlying hardware

resources 108. In some examples, the interface provided by the VMM 110 to a

guest operating system is designed to emulate the interface provided by the actual

hardware resources 108.

[0013] In some implementations, the VMM 110 is a type 1 (or native, bare metal)

VMM or hypervisor that is configured to run directly on the hardware resources 108

to control the hardware resources 108 and to interact with the guest operating

systems. In other implementations, the VMM 110 can be a type 2 (or hosted) VMM

or hypervisor that runs on a host operating system. For example, a host operating

system 120 is depicted in dashed profile in Fig. 1A. If the VMM 110 is a hosted

VMM, then the host operating system 120 would be present for hosting the VMM

110 . On the other hand, if the VMM 110 is a type 1 VMM, the host operating system

120 would be omitted.



[001 4] The electronic device 100 also includes a display device 122. The display

device 122 interacts with a graphics controller (which can be one of the I/O devices

118) of the hardware resources 108. The display device 122 can be controlled to

present a graphical representation of an application store 124. The application store

124 includes items 126 (such as icons) that represent respective applications that

are selectable by a user to cause installation of the respective selected applications.

[001 5] Note that the I/O devices 118 can also include a network interface

controller to allow the electronic device 100 to communicate over a network 128 with

respective remote sites 130 (e.g., websites, application servers, etc.). Each remote

site 130 can store code corresponding to one or multiple ones of the applications

represented in the application store 124. In response to selection of an application in

the application store 124, the electronic device 100 communicates over the network

128 with a respective remote site 130, to cause the code corresponding to the

selected application to be downloaded to the electronic device 100 for installation in

the electronic device 100.

[001 6] Installation of a selected application from the application store 124 can be

controlled by installer logic 132 that is executed in the electronic device 100. The

installer logic 132 can be considered to be an application store proxy (proxy for the

application store 124). In some implementations, the application store connection is

proxied through the virtualization infrastructure of the electronic device 100.

Proxying the application store connection refers to an operation in which an

installation task associated with the application store (such as an installation task

responsive to user selection of an application in the application store 124) is

forwarded to the installer logic 132 that is part of the virtualization infrastructure of

the electronic device 100.

[00 17] For example, the installer logic 132 can be part of a control domain 134

that is in the virtualization infrastructure. The control domain can be domain 0 , which

is the first domain launched when the electronic device 100 initially starts up. Note

that the domain 0 concept is applicable for some types of V MMs 110 . Domain 0



includes special management privileges and can have direct access to the hardware

resources 108. Domain 0 can be considered an administrative virtual machine.

[001 8] In other examples, the installer logic 132 can be part of a service virtual

machine 136 (that is configured to perform various administrative tasks in the

electronic device 100). As yet another alternative, the installer logic 132 can be part

of one of the virtualized environments 102A, 102B.

[0019] Fig. 1B shows a simplified electronic device 100A according to alternative

implementations. Elements in the electronic device 100A that are present in the

electronic device 100 of Fig. 1A are labeled with the same reference numerals. As

shown in Fig. 1B, the electronic device 100A includes virtualized environments 102A

and 102B, along with the display device 122 that is able display a representation of

the application store 124.

[0020] Hardware resources 108A of the electronic device 100A include a

machine-readable storage medium 150 and the processor 112. As depicted, in

some implementations, the installer logic 132 according to some implementations is

initially stored in the machine-readable storage medium 150 and loaded for

execution on the processor 112.

[0021] Fig. 2 is a process performed by the electronic device 100, in accordance

with some implementations. A graphical representation of the application store 124

(Fig. 1A or 1B) is presented (at 202) for display. In some examples, the application

store 124 can be presented by an application store application (not shown) in the

electronic device 100. The application store application can be part of one of the

virtualized environments 102A, 102B, or can be part of the service virtual module

136, or can be part of another module in the electronic device 100.

[0022] The installer logic 132 receives (at 204) selection of an application in the

application store 124. In response to the selection, the installer logic 132 identifies

(at 206) which of the multiple virtualized environments 102A, 102B corresponds to

the selected application. The selected application is then installed (at 208) into the

identified virtualized environment.



[0023] Note that in some cases, the identifying performed at 206 can include

identifying multiple virtualized environments that are appropriate for installation of the

selected application (in other words, the selected application is compatible with each

of the guest operating systems in the identified multiple virtualized environments). In

such cases, the installer logic 132 can prompt the user to select which of the

identified multiple virtualized environments to install the selected application into.

Alternatively, the installer logic 132 can use one or multiple predefined criteria to

automatically select from among the identified multiple virtualized environments. For

example, the installer logic 132 can select: ( 1 ) a most recently used of the identified

multiple virtualized environments, or (2) the one of the identified multiple virtualized

environments that is currently in the foreground or that is active. Since there are

multiple virtualized environments, some of the virtualized environments may be

actively performing tasks in the electronic device (the applications and/or operating

systems in such virtualized environments are actively executing and thus using the

hardware resources of the electronic device). Such virtualized environements are

considered to be in the foreground or active. In contrast, others of the virtualized

environments can be dormant (the applications and/or operating systems are idle

and not using hardware resources of the electronic device). Other criteria for

selecting from among the identified multiple virtualized environments can be used in

other examples.

[0024] Once the installer logic 132 has applied the predefined criterion (or

criteria) to select from among the identified multiple virtualized environments, the

installer logic 132 can automatically install the selected application into the selected

virtualized environment without further input from the user. Alternatively, the installer

logic 132 can first present to the user the selected virtualized environment as a

recommendation or suggestion, along with the identified multiple virtualized

environments. The user can choose to accept or disregard the recommendation or

suggestion.

[0025] The identification (206 in Fig. 2) of the virtualized environment(s) in which

a selected application is to be installed can be based on one of several different

mechanisms. For example, metadata can be associated with an application in the



application store. The metadata can be included in a wrapper or installer of the

application. A wrapper refers to logic associated with the application that is

configured to invoke the application when the wrapper executes. An installer of the

application refers to logic associated with the application that is configured to install

the application in a system when the installer executes. The metadata can identify

that the particular application is associated with a given operating system, so that the

installer logic 132 is able to decide, based on the metadata, which virtualized

environment 102A, 102B is the appropriate virtualized environment to install the

selected application (by matching the operating system indicated by the metadata

with the guest operating system in each virtualized environment).

[0026] Another mechanism to allow for association of applications with respective

virtualized environments 102A, 102B is to include respective different applications

(designed for different types of operating systems) in respective unique, individual

application stores, such as individual application stores 302, 304, and 306 depicted

in Fig. 3 . Although three individual application stores 302, 304, and 306 are shown

in Fig. 3 , note that different numbers of individual applications stores can be used in

other examples.

[0027] The individual application store 302 contains applications for a first type of

operating system, the individual application store 304 contains applications for a

second type of operating system, and the individual application store 306 contains

applications for a third type of operating system. The content of the individual

application stores 302, 304, and 306 can be combined for presentation in the

displayed application store 124. In implementations according to Fig. 3 , the

displayed application store 124 can be considered to be a virtual or abstract

application store that combines the content of the individual application stores 302,

304, and 306.

[0028] When an application is selected in the displayed application store 124, the

installer logic 132 is able to identify the source of the selected application as being

one of the individual application stores 302, 304, and 306. Based on identifying the

respective individual application store as being the source, the installer logic 132 is



able to determine which virtualized environment(s) is (are) the correct virtualized

environment(s) to install the selected application.

[0029] As yet another alternative, extensions of names of applications in the

application store 124 can be used for identifying the appropriate virtualized

environment(s) for installing a selected application. For example, an application

name that has an .exe extension indicates that the application is for a Windows ®

operating system, and thus should be installed in a virtualized environment that

includes a Windows ® operating system. As another example, an application name

with a .rpm or .yum extension can indicate that the application is associated with a

Linux operating system, and thus should be installed in a virtualized environment

that contains a Linux operating system.

[0030] Although many extensions are unique and unambiguous (with respect to

which operating system the application is designed for), there are other extensions

that can potentially be ambiguous. Examples of such ambiguous extensions include

.xml or .html. Applications with these extensions can be plug-ins that potentially can

be installed in one of several different virtualized environments having different

operating systems. To resolve this ambiguity, one of the foregoing techniques can

be used, such as the technique that employs metadata associated with the

application or the technique in which applications for different operating systems are

stored in different individual application stores.

[0031] Alternatively, in cases where an extension is ambiguous, a prompt can be

presented to the user to allow the user to select which virtualized environment is

appropriate for installing the selected application.

[0032] By using techniques or mechanisms according to some implementations,

applications designed for different types of operating systems can be presented in a

common or shared application store, while still allowing for the ability to install a

selected application into the appropriate virtualized environment in an electronic

device that has multiple virtualized environments.



[0033] Machine-readable instructions of modules described above (including

modules depicted in Fig. 1A or 1B) are executed on a processor(s) (such as 112 in

Fig. 1A or 1B). A processor can include a microprocessor, microcontroller,

processor module or subsystem, programmable integrated circuit, programmable

gate array, or another control or computing device.

[0034] Data and instructions are stored in respective storage devices, which are

implemented as one or more computer-readable or machine-readable storage

media. The storage media include different forms of memory including

semiconductor memory devices such as dynamic or static random access memories

(DRAMs or SRAMs), erasable and programmable read-only memories (EPROMs),

electrically erasable and programmable read-only memories (EEPROMs) and flash

memories; magnetic disks such as fixed, floppy and removable disks; other magnetic

media including tape; optical media such as compact disks (CDs) or digital video

disks (DVDs); or other types of storage devices. Note that the instructions discussed

above can be provided on one computer-readable or machine-readable storage

medium, or alternatively, can be provided on multiple computer-readable or

machine-readable storage media distributed in a large system having possibly plural

nodes. Such computer-readable or machine-readable storage medium or media is

(are) considered to be part of an article (or article of manufacture). An article or

article of manufacture can refer to any manufactured single component or multiple

components. The storage medium or media can be located either in the machine

running the machine-readable instructions, or located at a remote site from which

machine-readable instructions can be downloaded over a network for execution.

[0035] In the foregoing description, numerous details are set forth to provide an

understanding of the subject disclosed herein. However, implementations may be

practiced without some or all of these details. Other implementations may include

modifications and variations from the details discussed above. It is intended that the

appended claims cover such modifications and variations.



What is claimed is:

1. A method of an electronic device, comprising:

presenting a representation of an application store at the electronic device,

wherein the electronic device has a plurality of virtualized environments each

configured with a respective different type of operating system;

receiving selection of an application of the application store;

identifying which of the plurality of virtualized environments corresponds to the

application; and

installing the application into the identified virtualized environment.

2 . The method of claim 1, wherein the identifying comprises accessing

information associated with the application to determine which one of the operating

systems the application is associated with.

3 . The method of claim 2 , wherein accessing the information comprises

accessing metadata in a wrapper or installer of the application.

4 . The method of claim 2 , wherein accessing the information comprises

accessing information relating to a source of the application.

5 . The method of claim 4 , wherein accessing the information relating to the

source comprises accessing information indicating which of multiple individual

application stores the application is associated with.

6 . The method of claim 2 , wherein accessing the information comprises

accessing an extension of a name of the application.

7 . The method of claim 1, wherein the receiving, identifying, and installing are

performed by logic in a virtualization infrastructure of the electronic device.



8 . The method of claim 7 , wherein the virtualization infrastructure includes a

control domain or a virtual machine.

9 . An article comprising at least one machine-readable storage medium storing

instructions that upon execution cause an electronic device having a processor to

perform a method according to claim 1.

10. An electronic device comprising:

at least one processor;

a plurality of virtualized environments having respective guest operating

systems; and

installer logic to:

receive selection of an application presented by an application store

having plural applications;

access information associated with the selected application to identify

in which of the virtualized environments the selected application is to be installed;

and

install the selected application in the identified virtualized environment.

11. The electronic device of claim 10 , wherein the installer logic is part of a

virtualization infrastructure of the electronic device.

12 . The electronic device of claim 10 , where the installer logic is to identify in

which of the virtualized environments the selected application is to be installed by:

identifying multiple ones of the plurality of virtualized environments as being

appropriate to install the selected application; and

performing an action to select from among the multiple virtualized

environments for installing the selected application.



13 . The electronic device of claim 12 , wherein the action comprises at least one

selected from among:

prompt a user for selection of one of the multiple virtualized environments;

use at least one criterion to automatically select from the multiple virtualized

environments; and

use at least one criterion to select from the multiple virtualized environments,

and present the selected one of the multiple virtualized environments in a prompt to

a user as a suggested virtualized environment for installing the selected application.

14. The electronic device of claim 10 , wherein the accessed information

comprises at least one selected from among:

metadata in a wrapper or installer of the selected application;

a source of the selected application; and

an extension of a name of the selected application.

15 . The electronic device of claim 10 , wherein the application store is a shared

application store having the applications that are associated with different types of

operating systems, the electronic device further comprising:

individual application stores each containing a respective subset of the

applications, wherein each of the individual application stores is associated with a

respective one of the different types of operating system.
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