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SIG.Verify(pksig, m, 0,) — 0 or 1

SIG.Verify(pksu;, MOD(m), O oD (m)) — 0 or 1

w3k, B ool A1 AAde] wE gHEHE MY 3 (200) SNARK(Succint Non-interactive Argument of
Knowledge) ¢iig]%& ‘j% M7l 7] dEst 7S AREshth. WA SNARKY mElES AWetd o 2
SNARK 28] &e H9x]2] = (Zero-Knowledge Proof)e] sz, Ax|2] WL 3 sto|A w7171 Aol
A od Abgke] otz AL FHE #, 1 G F AA AFE AL ou AR w=F3A @ ¢nYF

S 9n g},
SNARK &a28]&2 VC.KeyGen, VC.Compute % VC.VerifyE Estsl= A 719 duglFoz FAET).

[e5

VC.KeyGen ¢18]&S 3 F 2 AFHE vy AE wolx H717)(evaluation key, EKp)el HAZ7]
(verification key, VK& AAdst7] 98 dmglFoltt. olwl EK ¥ VKe 5 FideE 9Edou
(dependent), 3t FO] o= Z# A o|ti(independent). ©]E Ao 2 Yl o33} ),

VC.KeyGen(F, 1) — (EKs, VKp)

mlo

=37 f1%k S A (prover) 7} AFE-3)
= y= AAkslal VC.Compute < 2 EKZ

VC.Compute &ag]EFS oJ® <& (statement)©] F(true)o]efi= AFY
Z F(x, w)
HZk(Proof of Correctness)?l xnZ& AA3IT}. o]

= daEFolt. SHAE 4 F 2 48zt x, woll dsko
5

olg3te] 7] At ARt ol AL FTHEY A

pal

VC.Compute(EKs, x, w) — (y, m)

“»i

VC.Verify €a1g]5Fe AS A (verifier)7F AFEsles darglEoltt. AEx= k<= Foll digk 4=37k x,
DV 2 & 43 Y= A, VWC.Verify €agE&S o]&3fo] Foll tigh Jr7}t gloj= F(x, w) = y§

Ewh EARTE A%l Folgh: A2 @ & A, oF FHoE vehyd tgst 2,

AV
r
_l
_‘_4

VC.Verify(VKs, x, vy, @) = O or 1

wpxluto 2 Fh7] 71eke] ¢ks 3l 7)H (Public Key Encryption)& (PKE.KeyGen, PKE.Enc, PKE.Dec)d] Al 7}A
duFZoz FAHAT.

PKE.KeyGen ¥2]&S AlF2E gdelvg A S oA U7 (skpg) b 3771 (pkee) S A7) 93 L5
ojty. o]F F2lo yehd v .
PKE.KeyGen(1") — (skpg, phee)

PKE.Enc &iLe]52 7071 (pkpe) S ©1-8-8ko] WIAA(m) 25E doi(c)s A A dagFoltt. o&
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[0124]

[0126]

[0128]

[0130]
[0131]

[0132]

[0134]

[0135]

[0137]

[0138]

[0140]

[0142]

[0144]

[0145]

[0147]

[0148]
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FHoz Uehd Bedt gt old s

rir
£
o
=
o
v

PKE.EHC(DKPKE, m, S) — C

PKE.Dec &are]F2 M7 (skep) & ©]-838t0] fa(c) o2HE wAA(mE U8t g dagFoltt. o

2 440 Yepd dev 2.

PKE.Dec(skpgz, ¢, s) — m

ojsl, = 20 mAlE el Al AAlde] e fHHE A9 WE(200)S AT

bel ket g,

Al 2020014, Q1T 2AH(102) B T 71¥(106)2> HHEE B A% 715 A

ol

WA, Q5 2HA(102)= Al dEHE A E Wolx SIG.KeyGen, VC.KeyGen €ig]&S ©]83sto] a3
2ol 715 AA 3T},

>

SIG.KeyGen(lh) — (sksig, pksic)

VC.KeyGen(F, 1) — (EKs, VKp)

A% 2440027 AT FEES AFH) AT RS PARE O AsHE g4
24, 1 AR el daAe olstlA AAs A,

PKE .KeyGen(1 * ) — (skegz, Dkpge)

2 oAl A AAdE= vE7(SK) 2 FN7I(PK) A2 b3 2.
SK = (sksig, skee)
PK = (pksic, pkexs, EKr, PKg)

olF, skyeE WAIAME AWeE d AL, pkgee AHE HAIAE AFsted AT B phypT
2HA e FAE dAAE 5EY37] Y8t S-S sk dl AFRE A, sk V] GETOoREEH 4R

WAAE BQas o ALRT

[¢]

A 204004, Q1T 8AA02)= ALY M| (skge)E ol&ste]l  HIAIA (m)el  WiF AEE(o50)S

AAFT, B AN Ao <E 2AA(102)= WEF ET 7)¥b A9 7] (merkle tree based signature
scheme) & ©]83t MEaks A ES T+
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[0149]

[0150]

[0152]

[0153]

[0154]

[0155]

[0157]

[0159]

[0160]

[0161]

[0163]

[0165]

[0167]

[0169]

[0171]

[0172]
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T 32 2wy o AAdd wE ME Eg 7] AW A4 VS AW g dAEe|tt. HE EF
ZIuke] A A 7l A, 9 mAA(m)E nnd ZAAF) o] EF5o7 e, TAE Ao A= v
A A (m)E 4719 &5 (o, mer, my, my) o= V‘i‘%s o E YERNAT.

o], AF QAHAN(102)E £&H 49 EFd tsHE WPk r=l{rw, ro, ro, e Agsta, 2g9 74

Zre] 5o diste] w3t ol sAES Atstel vE Egfo] 21X :=E(leaf node)E /7T

hoo = H(mgo, roo)
hor = H(mpy, ro1)
hyo = H(myg, r10)

hyy = H(myy, r11)

olF, AT 2HA(102)= £
sk

E 1A (root hash)E AXt

hy = H(hgy, hor)

hy = H(hy, hyp)

h = H(h0,, hy)

A7) FE SIAZEE AR ()]l 3t A oge)> SIG.Sign @] F 2 skges ©]83te] b3t ol Al
AFEI T

0sic < SIG.Sign(skgig, h)

w3k, wWF Eg 7uke] Au A IEelA QF @A (102)7F HEA(I0D) A FA8E HE 2% HWAA

(o) Yad o] A

o0 = (reol Iroillriollr1, m, o)

Al &= 22 ZoprbA], A 2069014 <15 S32H102)+= A WAAME 48 55 MY E5 F
s QR WA R (m)ol A AHAEY. WS B 7] 4 7oA wlA A 2] 44 (redaction)S Y-
& T 5 T s olds AAste W Faddt. o 4e A8 AR (n) ZHE my 550
o & vERH Aol
AR wAA S dRTE AAE A, A7 A2 2 wAA (o)A AAlE Bl ddeks AdEae HE E
2] sjAgtes gAEn. & 50, &= 40 A

& hl® AT, =, #E Ef 7I§ke] A9 7He] A9 wAR e dRTE AHA

Hi NG olgste] RE SAE BAsA AHT 5 A AL,

L
—

=2 9
k1
>
{22
>
2
B
g
iflu
f
o
o
e
A
>
=2
B
>
>
2
(i
o,
o
—
2

iﬂ
i
j‘ﬂ
=
oft
A
Jju
2
=
olo
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[0173]

[0174]

[0176]

[0178]

[0179]

[0181]

[0183]

[0184]

[0185]

[0187]

[0189]

[0191]

[0193]

[0194]

[0195]
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Al 208914, AT 2AAH102)= YE HAA(m)ZFEEH A" ESm)dd e dsw(c)S A3}, ol
A7) GEE ()L o]F 9= 713 (106) SolA AHAE E=S HUdsts o AL

A5 Eo & WA M)A iHA EZ(m)o] 2AE H5-, m; EFo g &
718 2 Q1 713 (106) 9] TN (pkpy) S )&k ThE3 o] AAE 5 Tt

Ci < PKE.EHC(DKPKE, mj, Si)

olm, s &N 7INke] st ZIell A AFEE = AHE ol

GA 210004, 15 8AAH(102)+= 208 Al AW o5
Attt B Aol A7) ZHE(1)E VC.Compute due]EHE o] &3ste] AAHAL. o] FAom ehH
oS3 2},

n < VC.Compute(EKp, x, w)

o, x = L(null), w=(m, r;, s;), v = (ci, hy), mE A4AE &F, riE moll NSH= AP, h = Hlm,
ri), B siAIEE, o m25E Y 4358, 55 A7) dEE A AR HEE A9, BKe= $H Foll o
gk 7t7) o]t}

TS FE Fx, w) = yo #AE 958 524, F(x, w) = (H(m;, r;), PKE.Enc(pkpg, m;, s;))22 HolH
o. & A7 S8 () h; = Hmg, r;) 2 ¢; = PKE.Enc(pkpg, m;, ;)& WFsh= w = (mg, r;, s)7F EAE
< F9atr] 9 grolrt.

o] oAl 2129014, Q1F 8382 102)= ABAEE A7) FHHA(n)S 3= YHER MY AT 8A HAA
(o) E AT, IHER MY HAF 84 WARA (o) T3t 2ol F+AHT.

O wop = (h, Osig, Ci, )

ek 7] BA o]F E o EE(my)ol tigk AAl(redact) 7t FUHH R FHE Ag, AT 2AA(102)F
71 F7F AHA B (mpol tiste] dedk 208 ©A WA 212 DAE wHESA " S, o] A9 A7) g 2l

M A 83 vAA o' )= thedt 2ol A EH

Own' = (h, Osig, Ci, T, Cj, ')

old, ¢;i= mjoll HeH= 43, n'= oo FERAS AT A% SHEkelw. F, AT 23AH102)=, 4

A" EF9 A4 v 7] 208 @A A 212 GAE

il
FE
w
o
ol
o
X
)
o

A 2104, A7) FeEER AW PE 8% Ao E FA® A
Fa .

1A, ASAH104)= VC.Verify &aglgs o&sto]l Zlgid gola AddE SHa(n)dl d A (AL

olN

ZH104) = oldl tigk HF

tio



[0197]

[0199]

[0200]

[0202]

[0204]

[0205]

[0207]

[0209]

[0210]

[0211]

[0213]

[0215]
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o
gIJN
tlo
-
o
<
O
%)
Ll
»

= Jene g g

e 7] AF AT A 12, ANF AS 02 wBWY. wef ) edEd Ay
°] FYRe TFHE A, F 25 G0 G9uo] ol A, 7] HPEe Y7 o

, A5AH104) SIG.Verify &ale]l5E ©]83t] ogeoll W A2 )& A, o5 402

d < d = SIG.Verify(pksig, h, 0gig)

SIG.Verify Fael% @ ATol AFH AF 18, I8 e AF 0% WA F, ) d @ ] AL
A% % A2 B3 z

AL
= 05 wEshA En(zs A,

-l
g, Gl 206014 AAlE S5l i Helo] 8% 4§, AT 71¥(106)2 PKE.Dec arE]s B AL v
D7) (skpp) & 01838k FET(c) 2 2FEH AAE 25m)& HAL 5 . o5 422 Y thed
2t

PKE.Dec(skpgz, ci, s) — m;

e

(@]
rir
oz, M

@ol Az AAele] whe e A9 B60002 Ades] 98 5wl
2 B le WA el Astg o, ol A wASEe 2AE
agslel @7 FAHAL, AFAAY, AR SASZ ol FaHAY, EE w4
7} wobEe] fad 5 gl

71

i
Alek 2

oo

O ek

S

/}3]-

Lo

Al

2 o] A2 AAjdel] wE 2YEE AW WHG00)e HE Ef 7vke] f9EE MY 7% (Merkle-Tree
Redactable Signature Scheme)o] obd Uwkd<l ZHE]E AMv 7]W(Generic redactable signature)S AF&3F
o= HolA AL AAleef Aolattt. A1 AA ]01]*1 ol wF Eg 7] gYHE AW 7IHE AT A
T oy HeY guHAsE F8E F oy, o] A AAEE EF HE SNARKOl 93k HSo] FelEojof st
HARZFo] EA%TE. vhA, A2 HAAlde FS- SNARKoﬂ og HFol & WY FeFvhE Hol Aoy, ¢x
g5 54 A & & We] ldidrte] JheatA ®nk. & Aol gHHE AW 71 %3 (SIG.KeyGen,
SIG.Sign, SIG.Redact, SIG.Verify)Z E&sl= U 71x daugEes FAAHT).

SIG.KeyGen 2aelZe AFele] stebvle] A8 Wola] W07 (sko) o F707] (phs) & A7) 1% Ll
olth. ol& $HoE vEhiw thest Pk

rl

N

SIG.KeyGen(1") — (sks, pksi)

SIG.Sign FMHFE MW (sky) B olg3ke] MAX (el PE AWak(0,)2 AHS] 98 2aelFolT).
o]% Ao el thedt L)
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[0217]

[0219]

[0221]

[0223]

[0225]

[0226]

[0228]

[0229]
[0230]

[0231]

[0233]

[0234]

[0236]

[0238]

[0240]

[0242]
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SIG.Sign(sk, m) — o,

Redact &du8]&L F707](pksig) B WAIA (m)o]l 3 4= M2 (MOD; Redaction Instruction)g ©]&3dfe] &=

A WA ODm) 2 olol HSHE MEEoupm) S AFTTH. o]F F2oz JeEhE eI} 2},
SIG.RedaCt(Dksm, m, Oy, MOD) — (MOD(m), Omop(m))

SIG.Verify €1a]&& SIG.Sign dug|Zo=2 MAE Azt T+ SIG.Redact &1
gt A35S FPert. A E 59 Verify dugEF2 Aol fas 49 1, 284 &
[e)

AU 5 Qe olF F4oR EnfY e gk,

SIG.Verify(pksig, m, 0, — 0 or 1

SIG.Verify(pksig, MOD(m), oyp m) — O or 1

S, B oayo] A2 AAdo]A ALREE SNARK 71H 2 Il 716k okssk 71
Hh, 7] E wba s s AWe AR

AT A eel Ao} Ed g

rlo

o, % 5ol AE E wne] Al AAelo] we e T AY G000 ARaw e 2.

Al 5020014, Q1T 2 AH(102) B 5 719H(106) HHEE AES fA% 715 A EH.

1

WA Qs 2Fx(102)E AFHE Feug A S wolx SIG.KeyGen, VC.KeyGen ¥g]&S o]&3le] v

ol 715 AP

SIG.KeyGen(1") — (sksic, pheic)

VC.KeyGen(F, 1) — (EKe, VKp)

=

1S 713(106)2 Al5telE] spehulE] A S wobX PKE.KeyGen €ile]5& ol8ste] th&3t ol 715 A

ox
e

o}

PKE .KeyGen(1 ' ) — (skeks, Pkexs)

B A A= BRIk 2 71 (PK) =t 2

SK = (sksig, skpgs)
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[0243]

[0245]

[0246]

[0248]

[0250]

[0252]

[0254]

[0255]

[0257]

[0258]

[0260]

[0262]

[0263]

[0265]

[0267]

[0268]
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PK = (pksig, pkexs, EKr, PKp)

=
>,
X
it
dg

sk o AbgEr,
WA 504904, 1% 2AAH102)E Al MW7 (skae) E o183 A A HE AR 05T AT

. FAHeR, S 23AH(102)= 48 WAA M dHeHs A"@(r)S AL A FFEHE ol&3)
of B3t #ol airlgk(h) S B

h = H(ml|r)

AR wAA (m)ell theh M8 E(og6) 7] AIgkel SIG.Sign $ae]F B oskges ©]-&ato] thaat Lol ALt
Hr}.

Osig < SIG.Sign(Sksm, h)

ASANA des= A4S 23 vAA(o)= a3t 2ol A

Al 506914, AT LAHAH102)= FE AR (n)e] Hojk AFRE A E= HAST. oju] Y] dE WA
A (m)e] A e WAL 7] A" =4 HH(MOD; Redaction Instruction)ol w2} =3 ¥ v},

A 508914, ¢1F LAAF(102)E FE wAI X (m)o] HEHE ST FE(c)S HBAZY. FAHoR <l
(102)+= PKE.Enc ¢3g)s 2 I (pkpp) & 01838t oh&2F 2ol WA X (m)dl] digk dEi(c)S

o},

te o

C < PKE.Enc(pkaE, m, S)

oluf, s 7] 7k ¢ksst dagFel AREHE W gkolth,

oA 510004, 15 23AH102)= AEE dEE(o)d] Fads AT A% SHU(n)S . 37
SHE(n)2 VC.Compute Fig]Fg ol&ste] AdHT. ol& F4oz Yo ta3 g,

n < VC.Compute(EKs, x, w)

01‘41 x = (h, MOD, Myop , c), w=(m, r, s), y = 1, MOD+= Uﬂ}‘]xl(m)oﬂ EH?:S_} :‘,:7(3 Ugeg, mype 506 ‘:’_}ﬁloﬂ}‘i

FAE HAAolw, F& F(x, w) = y9 A4S wFHee 424, Fx, w) = Hmllr) ?= h) AND

(PKE.Enc(pkpgz, m, s) ?= c¢) AND (Redact(m, MOD) ?= myp) o2 ¥},

= A7) Z9W2k(n)E Hmllr) = h, PKE.Enc(pkps, m, s) = ¢, 2@ (Redact(m, MOD) ?= myp & =F WEste
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[0269]

[0271]

[0273]

[0274]

[0276]

[0278]

[0279]

[0281]

[0283]

[0284]

[0286]

[0288]

[0289]
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(5, A79 4o] & DD w=(n, r, )7t SAFS 7] A ghelvk. ol 23e= Yy
&= 63 gt

Ed My A

of\

o]F WAl 512904, Q1T 22 102)= AAHE 47 THE(n)S 27 HAIA

o
(Omgiﬁﬁﬁq.QQE%}ﬁgﬁsﬂﬂéﬂﬂﬂ(wm

i)
Q‘L
rir
o
£ g

rr
[
=
m R
o
-
o,

own= (h, oOsg, ¢, T)

WA SlelA, A7 duEs AW @E 2F WAAowE FAR ATANME ol UE A%
e g,

WA, AEA0DE VCVerify FneFe olgste] ol wAeld A4E FHg(mel W AF (A
A%)e SRR, olE S0 Ve e 2.

o

d < VC.Verify(VKr, x, m)

o], ASAH104) SIG.Verify €ale]5E ol&ste] ogeoll e HS(H2 )& FAPH. o5 A=

el vh53 2o
d < d = SIG.Verify(kam, h, OSIG)

SIG.Verify &are]s H3F ATol s 49 15, 2384 €2 45 02 wdding. 5, 471 d g2 471 Al
z =
[<)

o
4% @ A2 ﬂzoﬂ u% *é%ﬂ A 10 A(AF 43
)

6)S PKE.Dec &ate]=

o, w5064 AbAl = WRE dAAG @ Bele] Wed B, AF 71TH10
o 2 o Atk olg 4oz e

2 A1) HET) (ske) B 0] B3k
e chest 2,

PKE.Dec(skpgz, ¢, s) — m

% 78 AHQ AAENA AEsVll A AFY NS TFHE AFY DA AAse] 2y
7 9% 2SRt EAE ANddA, 74 FEAESE ool 71&E A olsle] Hel@ /% ¥ L 7
4 5 Qa, oldel /%A A olellE F/4H WTUES £JF F U

= A ERC! )
of e 4% 2AFA(102), HEAH10 4) 2 A5 71¥H106)FE + Ark. HAFL FA(12)= Aok shte] 2=
AX14), H5FE d= 7hs A7 vl (16) = S ¥, AN HFEY FA02) =
stole oA AdE dAHd Al w2 d o Ao A7, Z2AM4)= H5FE dE Ve
A% mjA(16) el A st ol el ZraRES AT & vk Y] sty o] TRIaMEL s ol
of A5tH A8 7he WHoE T o o, AV AFH Ad The WEols ZEAA(14) s HHy

A AFY A0S AFY FNDE AT Q AAldolN, AFY FN(12)E ¥ el AAdE
i = A
[¢]
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, TR

2% FI=

A7 w1 (16) o A

3L

[e)

L

el YA
. AFE BE 7}

[e

L

N1(16)+= 58 238 7F

A
Aot s

=

=

A7 o

=
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&
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]
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