At 30

SIHS35l 10-2023-0166384 %ﬁ"

O (19) it =53] % (KR) (11) Z/EM3E  10-2023-0166384

(12) FME3IFH(A) (43) IALA 2023312907
(561) FAES &7 (Int. Cl.) (71) &<
HO4L 9/32 (2006.01) HO4L 9/08 (2006.01) Fdvstudsg g
HO4L 9/30 (2006.01) HAFeA fd AR 99 (s, FETista)
(52) CPCESEF (72) &gz}
HO4L 9/3255 (2013.01) 243
HO4L 9/0825 (2013.01) Aol Al 9A] o2 57 34 E 132-801
(21) 2993 10-2022-0066302 f;;z:ﬂ 1T ele ERNE
(22) =994 2022'405430¢Y i _
2 7o & A 2} ~EHNE
AAATAA 2022059309 SISl s e 57 AREA s
T
GG A] fAT etz 53
(74) "=l

ol2F, AAE

AA A4e 5 0 F 11T
(54) ¥gol B3 A7t AHS XY3= DID 935 B9 2 AlaHE
(57) 2 o

Hoabg o Algxke] DID A4 (DID document)E AASle] EF A2l 553t DID S5 HA, AFEAS] Q79

w2} F27F VC(Verifiable Credential)E 8)sls= VO g9l HEAY] £ 238 W& Algxte) &
AR TERRRE A WS este] Veoll tidh thakxt A ats AAdete thAkt AW aA; % 838 e AL
27 A" e e o2 VP(Verifiable Presentation)S AAlste] AEA oAl AE3= VP AEEA; 2
ASA7Y 58 845 w2 AMEArel WEAte] AHgte]l #R1A At A5 E X3t AS d §HL
2 3.

O Z E5-=%1

I

vC Ea
izt JlH%'F_HH |

|
wazg |
Ja%laﬁn |




(52) CPCE3| &+

HO4L 9/3026 (2013.01)

HO4L 9/50 (2022.05)

S 5
K

Al (A3) 7] 93
AT
SEERE

7ol &
5|5 7] 973
712t

1711157470
2020R1A2C2008864
&7 A B EA R
Sl A

MA7N 2D (H7 4 FF)

ZIHSdl 10-2023-0166384

GA4 FHEe ANeE AvlE AEGE TP AT

1/1
Fybvjei
2021.03.01 ~ 2023.02.28




SIHS31 10-2023-0166384

AF8-212] DID &A1 (DID document)E Al EF A<l 5538k DID &5,

NE
o2
ol
Qo
rr
=
«
i3
z
v
X

ALgaFe]l @ Aol wel wF 27} VC(Verifiable Credential )&

o
o
Qo
)
=
«
=
o,
o
%
N
>
2
e}
)
o
0%
%,
O
Qo

e we AgA e AL G ARE

AFAL 9 432 we AgAs WA Aggtel FAA PFee AFWAE EFHE DD AF WY

a, %

AP Argoll Fholdk AREAE ghell wAl AAkS 39 RbESke] Al 1 A efrEk, Al 2 wA
El A%F

B BRG] A 4 B BAR

o o
rro 2

].

o

AT 4

AzAe 57 2AS W AREA A 1 AR AIg, V0B AEE A 1 APk e ALE A 2
AP AAGE e AgAtelA Adahs B E o Tgehs 2S¢ SPOR 3= DID AF W,

AT™ 5

Al 4 g 014,

7] AR AR R,

e AREATE A7) A 1 Qe AARE ol8ske] Al 2 A

Hae Ageta, A7) Al 2 AV AR o)k

=
A& EHo@ s DID A% W

I
sko] VColl gk vhApzt Mugts AAdsks &5 o 23et



ZIHSd 10-2023-0166384

AT 6
A 5 el loA],
A7) TRZF A=

e ALEATE AAE Vool g T AEake AEA
TP Ae EHom sz DID AF WY

o|\
ol
ko
o
tlo
iz
flo
~
Pl
>
=2
)
ofy
ofi

e 9L E o

AT 7
Al 1 3ol glolA,

7] DID T=HAE=,

7o) A8 ATy BATEE AAee], B AT BE LA A4S 713 Age, 247te) A}
A AU AV vEer TF IAVE A4S WS TR AL SHOR st DD 9F W
H

H .

7% 8

A 7 doll oA,
7] DID & 9AE,

Aorel gt 22 gad A e sl Be 4849 Qusd wE = ged 48 dgt,

Zzte] AbgAbe AEwe 24 0gY FES olgdel Wyl 9ue st oy W(XW)e s

W7 o EdeE AL 590w e DID A% .

AT% 9

VPoll ®AlE % 838 T2 AMEARe] DIDE $8 E5ANAN T8 &3S w2 AMEARY] DID =AM E =3

o o = ©-
Sfel e BT FAVIE el A A¥EE AFe: WA E Edehs Ae SHOE S DD AF .

A9 #ell 9lolA,

37 AsEAE,

i

g 2ke] DIDE B3l EEAIAlA &dFAke] DID A4 E 2gste] 22 Wzt FA7IE Ve thRzt A ak
S AzsE 9 e d T 2S EFoRZdE DID ©

A3 11

ARgAEe] DID A1 (DID document )& skl £FA|Qlel S538= DID 55

_4_



[0001]

[0003]

[0004]

[0005]

[0006]

[0008]

[0010]

[0011]

[0012]

ZIHSd 10-2023-0166384

e 2 AREARSE thE ARSAE AR S skl Veol tidh vt ks st

= QAHS o A8 A7 AAdE MHEEES vlE o= VP(Verifiable Presentation)E Al ste] A==l Al A

oy
olN
>
N
olN
o
o
oM
o
e
flo
>
5y
1o,

g

e,

el
)
lo
o

o
=
S

Y

o
o
olN
3L
rir
o
olN
4z
Ll
e
%
3L
rir
=
(e}
ro
olN
>,

3

i)

w22 DID A W R A&Ee] B3 AewA, 53] dA AW 7IMES o8t vt AW 7eS Al
&oks BEARD 719 DID 1S W 9 A=l #gk Aotk

L A

qkotolt] BE= DID(Decentralized Identity)® 71& A8l a3t de] Ff Al2=glo o3 A=A 4o
MAQle] Apale] AFre] kgt BAHE M = A s VlEela, BAMIYEER BE gFds 2dE

Qlojgtaz 3o}, DIDE TAIEFEAQ]l W3C F=3kd ®Fol AAFHL o A%, THA T & s

715 S Algg

Hle E5AQ 718 DID 1% 7ol gt A7 &8s 2dEa ok, EFAQ1 76k DID 15 Al ~¥e

AFEAZE E91S ST A& DID document & EFARIC Ak, olF F 2 ASES FHst] EAA

25E VC(Verifiable Credential)E& Zarom wheiurd VCE VP(Verufuable Presentation) FEZ [HEO]

ASARNA AlFste] M| 2E 243

Y YA KD 4E BuES o] 3w
@ #

2 ek Adste® Vool el &l B FAC] uigh ARt
7Fssttt. ol sldsty] 9 - 4

o] t}= A™ (Multi Signature) 7]%

webA, Tk A 715E Aske A4 udEe 445, o A% ARE DD AF #3e w9

o &¥aL vt

woage vz dneZA A% J%el e £4 glol ARk AW J15e g 2EA /W DD
A% P P A2Ee AT AL BHow )

B2 HE 8

A7l BAe @Ashy] fste] 2 w2 AREAEe] DID A (DID document)E AJAdste] EEA A SF5=

DID S=wA; AF8AY] QAo we} @327 VC(Verifiable Credential)E @aldts= VO S3dA; #HEAY
T 84S w2 ARgAe} tE AREAF oA AWe Fadlstke] Vool digk gzt AW aS AAdsHE Rt
A S oA e ARSI AAE IS vg o & VP(Verifiable Presentation)E AAdste] H=

;R AFTAVE T 8AHS v ALgARe} Haxte] AHgke] 1A AFEE A
o Exoz s},

s s, A7) A

A= I
Abeta Qlad s 715 wdkehs BAS 28 & Qi

SRS, 47 AWRAE, A7) Bk Aol Fold AHgA gl B4 ANE 3w wEstel A 1 F4)



[0013]

[0014]

[0015]

[0016]

[0017]

[0018]

[0019]

[0020]

[0022]

[0023]

[0025]

ZIHSdl 10-2023-0166384

:OL% ) Xﬂ 2 1:1 =] = =
stol Al 4 34 FFES AMSE AL E ¥ 29 5 QA
R, 47 AR
M gke Egete] At Al
Hh 4 37

A7 A2 A

pul

[e]
AW AAgs e A}%Z}Oﬂﬂ] Agdsts @A E o E%% - °‘ﬂr

A AagE ol&stel Al 2 MEge ABAdskaL,

o]
A, A7) AW SAE, B e 44T Vol U@ Bz ARake AFAe] 29 238 we
AgAN A Agee Wi E o 29T 5+ Ak,

s s, 471 DID 5 2
WRH BAE Agetn, 77l AbgA

A Pt
xget 4 9l

s, 47 DID SERAE, 2o st 224 ogd 207 g gusel ge Aede des
A

of = 24 o 1S A9stn, Z4ze] AgAt duwe 24 e 459 olgsd uwy] 48 o

ooy 20 e Tase A 9 233 5 A

sEAEAE, 7] AFEAE, VP WAE Y 832 we AHgRel DIDE
]

W ARgAte] DID A
o)
AN

u
BN
QL
2
)
rlo
of
oft
of
=
N
fil
-
i)
{0
v}
>
)
2
o,
=
i
oY of
olN
QL
i
ny
)
it
nj
1_,
31_14
sk
¥ o

wgA s A, 471 AsdAs, TaAe] DIDE FaE E5AQ)
o] F/N7I= Ve v ARt M gs Ak @A E o 23 5 9l

Tk 2 e ARExE2] DID 41 (DID document)E AJAdste]l EEAQ 5E3k= DID 555, AFEAFe] &4
of uwhg} ¥FAb7E VC(Verifiable Credential) & aali= VO g #oAke] T4 838 9 ALgx9) b2
AREAZE AR S Felste] VCol gk ofxt M ke A tARE AEE T 23S w2 ALE
Z7F AR AHEES v o2 VP(Verifiable Presentation)E AAsle] #HEA A AZFs= VP AEHF; 2
ASAE 5% 84S w2 AREAke} HaAY Akl ZAX HFste AFH & X AE o 5FJ2
2 g,
45 59
2 g A3 AF 7lFed uig o] Ha gl ARt S Ao olde]
weh, g o o] sfe] VPr) obd v VPuto g thxizk o] JlssitheE o] ™o] ).
ZEHo] 7hH dy
T 18 B odbgol Axde] wE DID % WMo sEEE e,
T 28 H owbgo]l AAdo nE DID Q& A|AEHe BEELE e,
3& ¥ el AAde we DID §EEAY EAEE YEhdT
4 2 el AAee] mhE Ve wEEAe] EAEE et
T 5% E dyge] HAAlde] mE vt AEEAY SAEE e
T 62 2 o] HAAdoe] mE tAE AP EAdA ' A7] wgkelE 1) yEpA T
T 72 B iyl AAde] whE oAzt AEEAA Al 1 F4 Fae @55 A4S YEdY.
T 82 B ol AAde w2 ozt AEEAA Al 2 F4 Fae 855 AAS yErdY.



[0026]

[0027]

[0028]

[0029]

[0030]

[0031]

[0032]

[0033]

[0034]

[0035]

ZIHSd 10-2023-0166384

% 9v 2 owe] Axde] b oAk APl A 3 F4 FHES D5t B vehan.

ol A VCell Wigk vzt Mg gte Adshs HEe

H
=
rr
e
i)
o,
lo

>
>
=)

i
E
(e}
o,
of\
>
[~
it}
lo
-
o,
iy
Ll

gyg A7) A A g
oeh, AyA mWEd AR NEES Fxsel B 0ge s Ay
Sol o8 AHAY YL e E 2

ool B4 g gike dhr|e] Aol osiA A2 A olslEAY B} e A ¢ e, s V)
Aoz B ool 52 9 gy A e A2 ofyrh. gk, E 4wS AWl lojA B I ddw
A 71l gk FAFel Argo], E oubygol oxE B 5 4 o ddEE ASols o AAE
AgS A= s

T 18 B oo AAlde] wE pDID % WHe &5F=E JEehdt. &= 18 Fxsd, DID % WS DID
S297(S110), VO F94(S130), TRz A EAI(S150), VP AE9A(S170), 2 AZAI(S190) S E3het
T Ut

T 28 B oakgo] Axdoe] wE DID 915 AlAEe E2rs Uit ¥ 28 Fxsbd, DID ¢ WHe o
A Aol AFEAR] HolderEel 3522 7184 B34S AA DID A& A3 ol EFARI 558
gitlk. DID <15 W2 Holder 1(AFEAF 1)o] Issuer (g2 oA AAZHE &H43H, Issuer= Holder9

DIDE EUE VC(Verifiable Credential)E w3 & %ﬂr DID 15 "'H-2 Holder7} Verifier(@%x})ﬂ ek
S EUZ VP(Verifiable Presentation)E A4 % A|&3}e] Verifier?} Holder®] DID A& w9 o2 VP&

458 + Ao

DID 5 WS 7]E9 DID 05 359 AA A 7|¥(Threshold Signature Scheme)S ZHE&H A
At DID 915 W U7 M 7| o= Threshold ECDSA A& &3to] 7] BEA A28 =9 &
18 2= 9o

DID Q1% "HH-e £l 23 AR 718 doHzEs 45 F71= A de 718 /\F‘lo}"q FAHE AH
7bsatAl & 4 Atk DID Q15 W2 oAb Aag Bl A 22k JALAARTY shvte TE 0}71] A o
A & Foj® AAES AdsiAl & 4 k. DID Q15 W A 1 A 11}*1 ?13t7] o
He A5, 718 23 e ERlo] A4 AEE dste] ERI1FS 7HsshAl & 4 k. DID OJ% e o
% AW (Multi Signature)& AFAoE AHeA] e+ olrgFolA vzt Aol 7hsatA & + Srt.

Fal AAE tATE MHe] Fhedh

[}
=] =
e eAUHE, WA AF 9 59 aAE = gov, e

Wolu g g% 8 J}X|7} Eo). DID 1% WH2 Y - A

QlFo]l "ad BE FTHO ofEgAelMdd F8E 4 Ut}

DID ¢1= HPHE& o] VP7} ofd & VPto g thapzk A wo] 7hsslvt. DID o1 HH-S 3hube] VPl o A
o] NE& Frhsle] 7 Aol s HSAE BT HISsER ofe] He] HTo] ofd 3 we AFntoe g thxt
7t Aol 7 sith

T 38 B owgol AAlde] wE DID $EFEAI(S110)e] +=AEE YEY. = 38 FZXEH, DID 55U
(8110)= AH&AFY] DID &A1 (DID document) & AJAd3ste] EE5AAN 55 4 Aok, DID eFEA(S110) = e

o o] AP 5 Q.

DID T=9AI(S110)= 724 AR 371718 AAdste], 228 AYs g2 ALSAEdA AP &+

& dgsta, 44y ARl A2 IUN7E vgoR ¥F I7E AT £ Qitk. &, DID SS9
(S110)= AF&#} Holder 1, Holder 2, ..., Holder no| zFzhe] &7)4( Phyy o A 4= 9tk DID 5=

=
SA(S110) = AHEAEC] 291S AL ARRAFENAl BT SIS desta, At TUi7|E vEgeR



[0036]

[0037]

[0038]

[0039]

[0040]

[0041]

[0043]

[0044]

[0045]

[0046]

ZIHSd 10-2023-0166384

2@)ye waw 4 ek dndA, 2@ q gy Agaeld AeAEe Wy dRs @ & 9l

—~

DID SETA(S110)E 7] AA #HAo] npEasE & Al8AE o) Dk 7S F/R712 8= DID Document S A4 sf

ol BE5Ade 558 & 3.

T 4% 2 3o AAde wE VO EEaA(S130) 9] SAEE YEHdY. & 45 rEehd, VO deeAI(S13
0)E AgAEe] 2ol upe} wFxl7F VC(Verifiable Credential) S ad 4= v}, VC wHg¢t ](5130)‘“ o
I Ze AAR HgE ¢ vk, offje] AW Fofxrt 22190 AR RSO, o= AA|d Y ol
o] &A= A=A Fert.

VC A (S130) = VCE awtaz} s Frofzt lo] whgzpel Al VCE wals) detal e skd, waAts 3
ofzp 13 Zrelzt 29] DID BAE BEFAQICRYE 9L F vk, VO TEdAI(S130) = BEFARINA Feat 1
7 Fodx} 200 A DID AFS 9138 challenge® HUlA =W FoAA 13 Fofx} 2319 ALES Z3l response #k
S At dFApo A dEe 4= glrk. VO IEF A (S130)= response #HY HE Ar) Frolw gl F
Az} 191 A VCE B 5 9l

T 5 B 2o Axdoe wE gzt AE A (S150)2 MRS YEIth, = 55 Fxshd, oAzt A
AS10) = ASA T4 248 e ALgxtet g AREAL BPXH} M-S G=38ke] Vol ik Rk A
#s AATE 5 Aok, gAgE AP EA(S150) = HEAE 78k JHR proof requestd FoIA; 10] WA
fra s P S I B o A e s Bt o KO B

F_E‘.

0
Tt AE A (S150) = Tt Aol Foldh A RlEo] Zk7h mdsle] sk siAl Bkt Axsla 9l
2H2 715 usd 5 9t ?iﬂ@ii, ChpzE A A (S150) & ol AEo] vy p(z) w3 FagE A
0
G Mg Fabe] vy B4l %%%k g ANE 5 A F, Felx 19 54 Fag(ne s p1)e) 5
0
3, Aela 19 w4l watd)e M1k p2)7h B 4 2vkisl or 2, i+i=3).
T 62 ¥ e Ao wE Tzt AWEA(S150)4] AAEA7E agshs S UEbd.
Fxehd, A MHEEA(S150)= Folatk 27 oF He= sk FA Ad(1,2,...,0-1H)lA
Z 15 F vk AR AEEA(S150)E FeiAt 271 oo A5k
shal Fholzat 1eAl A3 5= Qdvk. oA AW EAI(S150)= Feiat 10] g
: 2~ 0] huz] = = ol o] o ] 2= k’lg DZ a5 R
T AT wARE AREEA(S150)= oA 10] ole] gy Tle 29k et
= palal ol 200 A Age 4= vk, gzt AHEA(S150)E oAl 19]
:l‘:

g (s8] 11, [43H4 2] &l
JI2®l2 7] RS AL 4 g, Fat 2& [4782] 318 &3l 2"l 7] RE A F Ak o7]o A,
oz 13 FolR 27 F3F 2B A7) R 3k Zth(Holderl’ s R = Holder2' s R).



[0047]

[0048]

[0050]

[0051]

[0052]

[0053]

[0054]

[0055]

[0056]

[0057]

ZIHSdl 10-2023-0166384

AR A A (S150) & oFRRE A el e gk AFERE 1o
A Tk, 2 A 3 A TRES 855
s AN Q.

i o] A Ao wE thAPE AHEEA(S150) A Al 1 HA THHS 5= dAS

78 Az, GAZF AEEA(S150)E AHEAF 10] ¢F 4R dE faA AN degk P2 uE 5 9l
o}, A7 HEA(S150)+= Foxp 13 FodAx} 27F Multiplication protocol(MUL)S Adste], ozt 1&

\]

B Qs 3 wRsel A 1 FA TRE, A
3

A EHUAS datel A 4 T T

oA 2% U@% Aoz ¥S 4 A oAzt AHEA(S150)E Multiplication
1 1

protocol MUL) 2] Zzlgto = Hojxl 1 ”‘1% Wy, ol 2% bho we 2 ou

T 8e B ool AAdo] wE Azt AEEA (SIS0 Al 2 FA TS 58 3A4S et =

8 x|, thxpzF A A (S150)= Foizk 13 #oizb 271 Multiplication protocol (MUL)E A&sle], =

)

2 1& rl/kl%, Hozp 2= l/k?—i‘ Aoz 9SS 4 Ak, gARE AHEEA(S150)= Multiplication

2

protocol (MUL)2] A¥gro g 3hoizl 12 e vy ez} 2% 4 S Be 5 Y.

T 95 ¥ dgo] AAde] wE oAz AHEA(S150)o A Al 3 Al TS E55s 3ALS Uit =

92 F=xabd, oA AE A (S150)+= Fedak 13 Fedz}k 271 Multiplication protocol (MUL)S A&ste], 3t
0

ax 12 Vhe aon on bz qegew we & olv. Pz AEEA(SIS0)E Multiplication

=

"2 25
protocol MUL) 9] ZAFgtoz Helz 1& o wa Holz 2= 2 o wke & 9},

Dyak A3 B zeadiog dstel A 4 5 zaad

abe = Qdvk. &, v ARE A EAI(S150) = Fefat 1o] Al 2 w4 Ffakdd fl9)r A3 FA sFHd e

2 % 2b
Hetol A 4 #4 FH% 1o A 5 A, BeIR 27} A 2 FA FHAY 29 Al 3 FA FHRD 28
f2
bk A 4w FRAL 28 de 5 g

1
g7 A 1 99d Aagd HI, s AEe A 1 *1‘33%)((-5191)% zalate] A A 2 A A A

2
(IMye ve e Aag 5 Ao

1
FRAH O, AR WA (S150)= et 10] A 1 derd A=z (L) A

S o
N
pass
o
O
R
L
X
ol
v
N

1
(S150)E ol 1o] Al 1 9o Aazgd e e @3 s g5 @ 7 S AN 5 A, A
]
A GA (S150)= Folah 10] otash gt 7 & Folx} 20l A A 5 vk,
1
Ak AEEA (S150)E BAA 10] AW WAA ng A 1 24 2a(Dy A 4 24 ssahe g

1
gol A1 ARSI e w2 oo gt AREASI50E A 10] A 1 B B4 A 4



[0058]

[0059]

[0060]

[0061]

[0062]

[0063]

[0064]

[0065]

[0066]

[0067]

[0068]

[0069]

3IHSd 10-2023-0166384

A
=4

2
%k(-tl)% ojg3ate] Al 2 A ﬂ]i%k(r )& A g . AR AREEA(S150)= Al 2 DA

rm
ol

%
. I SIg1y o o1 o= . . L L
Ak I A 1 AFRETL) S ol gt gFEl gk T Akl oA} 200 A AEE 5 Qo).

UARE A (S150) = vhE AREAZE Al 1 A iﬂﬂ%k('r])% o] g3k Al 2 AW S9HL st

2 :
Az duy Aagd e orgstel veol @ Azt ) S AT 5 A

2
FAA o, YAz AEEA(S150)E Fd 270 Al 2 A9 Aagk L) age g9 Baw wg 0 AN

2
2

& & ok, oAk AEEA(S150)E ARt 27F Al 4 54 TR W 02 o) gstel A 2 AwA A

2
agd™e Ane 5 Qo gz AWSA(S150)E Aol o7k AWE WAA n, W 0 A 4 Fa B
2 o
a2z olgate] A 2 AWECE)S AT S uh DAz AWEA (SIS0 FAR 27 A 2 AE gk

Sig

(St9z), qtzs}t gk T, Al 2 AA Zﬂl%k(F )& olgste] Veol W@ thAzt AMg(S9He AT >

SRR AR EAI(S150)E thE SR AAE Veol HlE et AEgte A 28 a9e we g
ATk, %, ThA AWRA(SIS0)E FelAh 27k Vool @ SRR ARSI S iz 107

VP AEGAI(S170)= 59 238 w2 ALex7F e AHitS vlg o s VP(Verifiable Presentation)S A3
Aste] Az A AZT 4 ek, =, WP AEDA(S170)= Felzp 10] WA thzr A gh(S19)S wigho
A

o]
AN

T 4E B dgo Ade w2 HIZHA(S190)9 SAEE YEdY. = 48 s, ASHA(S190) =
HSAZE 9 23S we Abgxiel whgaie] Mwghe] A1z HAE 4= Q).
ASHA(S190)+= VPell WAE T 23S 2 AFEALe] DIDE Zdl BFARIAA T8 8-S w2 AMEAL9

N

KeN
DID #X& x3|eto] e w5 /0712 VP vazt Mgk A5 5 Ao

(¢}

ASHA(S190)+= EF2e] DIDE Fdl EFAJAA LA DID 45 F3|ete] 3He wdaxte] F717]2 VO

o] YAz MHzke AFe £ Aduk. FAFeR, HAFWA(S190)E VP Ul VColl HAH 9 wFAe] DIDS

vpgro 2 whgaio] DID EAME 3 she] 2He wgale] F7IE EoiE Veo] MHgte] A HF5:E 5 Ao,
=

T =
AZVAGL0E AFA7 4% 202 39 932 we Agdelsl 153 & 9

= 15 B we] AAde] mE DID lF A=F(10)e] FARE UERIt. = 158 Fxshd, ¥ uwe o
2 AAdel DID ¢l5 A|2E(10)S DID S=5(100), VC 2HEF5-(300), ThRRZE AHE(500), VP #AZ=5(700),

92 AFHF(900)E 238 5 9l

DID S=5(100)= AF&%}2] DID ¥4 (DID document)E A sl E=H e 5= 4=
0)E A%3 DID SEWA(S110)0Y 73S =38 = ).

TEF(100)= Z+e] AFEAF IS A, B8 AL g2 AFEAREA A A FA7E A
gatar, Z4zte] AFgAlE Adukre IS nlgo g F% 2 AP 4 drt. DID S22(100)= zHzt

p;(z)

tt. DID &=4-(10

32

o A7t 22 gad A7 e gl e g duzd g 27 @4 4e Agsa, 247

o AbgAE AEwe 274 3 5L ol &dtel nwy] 48 s oy A(P0)e $4 5 Ao

N
ol
ol
R

VO 2E5(300) = AHgAte] 23] wiel w7 VC(Verifiable Credential)E #ald 4= givy. VO Wa3
(300)= A3 VC HFEA(S130) 9] 23S a4 vt

CARE MR (500)E S 5% 23S B AFExS} o2 ASA7F URzE WS =alske] Veo| tigt
oAz ks A = oo gz AEER(500)E A O A EA(S150) 9] FES e = gl
=

_10_



[0070]

[0071]

[0072]

[0073]

[0074]

[0075]

[0077]

ZIHSd 10-2023-0166384

<= Hate] Al 4 34 TRas AT 9l

TR ARR(5000E AEAS FW 8HE We ASAT A 1 A A=, VCE AEE A 1 AR
Egste] AN Al 2 Qg AZGS hE ARl ABd 5 ek, ThARE AR T(500)E TE AHEA}
47 A1 Qe AR olgstel Al 2 MBS AT, A7) A 2 ey AZGE ol g3tel Vol ojet
SATE AREES AAE S Atk AT AER(5000E T AT AR Vool dE oAz AEns A%
Ao W a4e we AgAA AEE 5 9

VP AZF(700)= Z9 238 w2 A7 AAE Aggks vleoz VP(Verifiable Presentation)S A/dsh

o HSANA A& = Aok, VP AEF(700)= A&3k VP ASDA(S170)9] 528 3 4 A},

HSH(900) = ASAT 578 5 e

A ASEA(S190) 2] F53S s 5 9)\\3}.

HASHF(900)= VPoll HAjE T 23S e /\]'“‘11}9] DIDE B3l EFAQUoNA T4 A& w2 A&z}
Kol al = L

DID #AE Z3|3le] 2

4 .4
Fo) BSAA wiEAe) DID BAE 235k} ;P% B BANE W0 A ABRE BT+ 2

ol gl HEAS AT Bobol ¥ WS Al AHstgont, X wnel &3t 1% HoplA B4
AA& A A FEw Addo] dieke] ¥ wEel WA Yol e BE oAt wHel by
e olal® Aotk qelmm B wel A Wt AYF ANdd FaRel AAANE & Hv, Faeht
ESYTHUART ofleh BT FE APORYE EEHe RE WY = WPy Fejo] st 4
s Aok st
r59 ¥4

10 : DID 15 Al=H
100 : DID =3
300 : VC g%
500 @ TRRZE A -
700 1 VP A|EE-

900 : HTH

_11_



=9
EH]
S110
DD =8
$130
veggeA
l S$150
ChRbze M
l S170
wHEDRA
l S190
AscHA wal
ZEH2
Holder 3 || Holder 2
E@V A
Issue VC Present VP .
Issuer —> Holder 1 — Verifier
Get DID Register DID Register DID Register DID Get DID
Document Document Document Document Document
k.
Blockehain

_12_

ZIHSd 10-2023-0166384



k1

Generate KeyPair

Holder 1 Holder 2 Holder n Blockchain
Generate KeyPair Generate KeyPair
(sky. pky) (sk. pl) (sko. pe)
Sead pley Send 5k,
Send pk; Send pk;
Send g, Send pk,

Construct pk =

Generate local
polynomial point
Pi(1). p1(2). -...p1(m)

Construct polynomial
peint p(1)

Generate DID
Document by pk

Construct pk €

Generate local
polvnomial point

polynomial point
Pul(L). Pal2). ... Pol)

Document by pk

Register DID Document

pa(1). p2(2). ... p2()
Send py(2)
Send p;(n)
Send py(1) Send p;(n)
Send py(2)
Send p,(1)
Construct polynomial Construct polynomial
poit p() pwmr i
Generate DID Generate DID
Document by pk

Register DID Document

Er4

Register DID Document

Blockchain

Issuer

Holder 1

Holder 2

Request issue VC

get Holder1’s DID Document

get Holder2's DID Document

DID Auth challenge

DID Auth challenge

Compute DID Auth
response value

DID Auth response

Issue VC

_13_

ZIHSd 10-2023-0166384



ZIHSd 10-2023-0166384

k1
N2
%]

Holder 1 Holder 2 Verifier

Send proof request

Calculate additive Calculate  additive
shares of secret key rf C; shares of secret key tg C

Instance Key Exchange

Get instance Key R( Get instance KcyR(

Multiplication
Get share ¢t ( Get share 1 (
Multiplication
< >
Get share t7%( Get share t29(
Multiplication

Get share r'fb( Get share r§"<
Calculate share t5 ( Calculate share £

Calculate consistency (
check valie T Send encrypted value n*

Calculate signature share
sig) and consistency Send encrypted vahe ™

check vahie T
Calculate consistency check
C; value and signature share sigy

S [« Reconstruct signature sig

k1
N2
()Y

Holder 1 Holder 2

k€ Z,
D;=k*G C;

D,

k€2, C

R =k} *D, .
ki =HR) +k} . ,
Bek Dy | G R=HR)*D;+R’

1
g
3

Holder 1 Holder 2

A d

‘b + 1"]{1 lkl
¢l MUL !

_14_



ZIHSd 10-2023-0166384

E08
Holder 1 Holder 2
9k, 1k,
g | MuL | g
EH9
Holder 1 Holder 2
1k tk;
2 | MUL | 2 |
EHI0

Holder 1 Holder 2
I'! = CalcConsistency C
Check(®, ky, t], R)

n® =CalcEnc(T!, @) C

11‘

Holder 1 Holder 2
sig; = CalcSigShare(
m, t},t]) C
I'? = CalcConsistency C
Check2(t}, tD)

1" =CalcEncSig( i
T2, sigy) C—: we

EHI2

Holder 1 Holder 2

6= CalcTheta( t}, R, ¥, ks

I'? = CalcConsistenc yCheck(
t3,0)

sigy = CalcSigShare2(
m, 8, t3)

_15_



ZIHSd 10-2023-0166384

EHI3
Holder 1 Holder 2
sig = CalcSig(sigs, 0, %)
sig
EH4

Holder 1 Verifier Blockchain

Generate VP (

Send VP

Get Holderl's DID Document

Verify Holder]’s signature (
in VP

Verify Issuer’s signature (
in VP

Send verification result

Get Issuer’s DID Document

EWI5
10

100

pD5E%
300

vCc ZEE8R uil
500

cixpz MER
700

VP HE& —
‘ 900

EL] il

_16_



	문서
	서지사항
	요 약
	대 표 도
	청구범위
	발명의 설명
	기 술 분 야
	배 경 기 술
	발명의 내용
	해결하려는 과제
	과제의 해결 수단
	발명의 효과

	도면의 간단한 설명
	발명을 실시하기 위한 구체적인 내용
	부호의 설명

	도면
	도면1
	도면2
	도면3
	도면4
	도면5
	도면6
	도면7
	도면8
	도면9
	도면10
	도면11
	도면12
	도면13
	도면14
	도면15




문서
서지사항 1
요 약 1
대 표 도 1
청구범위 3
발명의 설명 5
 기 술 분 야 5
 배 경 기 술 5
 발명의 내용 5
  해결하려는 과제 5
  과제의 해결 수단 5
  발명의 효과 6
 도면의 간단한 설명 6
 발명을 실시하기 위한 구체적인 내용 7
 부호의 설명 11
도면 12
 도면1 12
 도면2 12
 도면3 13
 도면4 13
 도면5 14
 도면6 14
 도면7 14
 도면8 15
 도면9 15
 도면10 15
 도면11 15
 도면12 15
 도면13 16
 도면14 16
 도면15 16
