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ACTITLE:  SYSTEM AND ARCHITECTURE FOR MERCHANT INTEGRATION

OF A BIOMETRIC PAYMENT SYSTEM

B.-E. Not Applicable

¥, BACKGROUND

{0061 Conventional merchant payment systems typically include onc or more
point-of-sale workstations ("POS workstations™), such ag an electronic cash register {("ECR™)
that may be coupled to a payment terminal, such as a PIN pad card reader (“PIN pad™) 1o
accommaodate eredit and debit card payments from conswmers.  The ECR is coupled through
a network connection {e.g., broadband connection or dial-up connection} at the merchant
location in order o interact with remote card payment processing systems o process credit
card and debit card transactions intiiated by consumers for settfomont. A merchant may have
muitiple checkout lanes each with Hs own POS workstation, such as a supermarket, or a
merchant may simply have a single checkout area with one POS workstation, such as at o

onvenience store.

{8002} In contrast 1o the conventional merchant payment systems above, cross-
merchant payment platforms currently exist in which a consumer’s payment modalities, such
as credit cards, debit cards and checking account information, are stored ag a remote ocation

53

that s managed by a third party “identity provider service.” When a consumer sufliciently
authenticates his identity at the point-of-sale of any merchant that has integrated into such a
cross-merchant payvment platform, such cousumer’s payment modalities are fransmitied by
the identity provider service to the merchant’s POS workstation in order to consummate &

payment transaction. Such cross-roerchant payvment systems provide for additional security

at the point-of sale by requiring the consumer to submit bometric information, such asa
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fingerprint tmage, o unlock access o an “electronic wallet™ contalning the consumer’s
different payment modalities and stored at the identity provider service. Additionally, such
cross-merchant payment systeras also provide an opportunity to use payment options other
than credit and debit card payments that can be stored in the clectronic wallet {e.g., checking
aecount mformation for eCheck transactions) for which back-end processing fees may be less
for the merchant, Such cross-merchant payment systems ave typically integrated into the
merchanss” POS workstations by adding hardware and software that enable biometric
authentication and electronic wallel presentation.

[QO83]  Figure 1 depicts a system-fevel block diagram for an exemplary cross-
merchant payment and authentication system.  As showi in Figure 1, g client hardware
device 188 resides at a checkout areg, such as 4 checkout lane, within 8 merchant Jocation.
Multipie client hardwars devices 105 may reside In a single merchant environment that has
multiple checkout knes.

[B064]  Fach client hardware device 185 15 attached to a biometric sensor 110 for
recetving biometric information from a consumer. The olient hardware device 105 is also
connected toa pavment torminat 115, such as a PIN pad, and a network hub device $38 that
serves as a hub for multiple checkout areas in a merchant focation,

[0065] The PIN pad 115 receives information from a consumer, such as via swiping
% transaction card or entering a passcode via a keypad. The PIN pad 115 is connecled to a
POS waorkstation 128, such as an BUR, which processes a consumer transaction. The POS
workstation 128 15 also used to forward information received from the PIN pad 115 10 the
network hub device 130, The POS workstation 1264 can also be attached to a printer, check
reader or other peripheral device useful at a point-of-sale 125,

{I006] A discussed, the network hub device 130 includes a connection to each POS

wirkstation 128 and sach client hardware device 185, The network hul device 139 is used o
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forward received information 1o server devices, such as a store controtler 138, a corporate
network server 148, puyment processing servers 145 and 158 and an identity provider
service 138,

[0067] Figure 2 depicts a block diagram depicting the software components resident
on the various devices in Figure 1. Ag shown in Figure 2, a client hardware device 108
mcludes software components based upon one or more application program interfaces
{“APIs™), such as 205-215. The client hardware device 105 includes a software component

205 for mierfacing with the blometric sensor Y1 through the biomeiric sensor’s AFL Such a

software component 285 cnables the client hardware device 105 to request that the blometric
sensor 118 activate in cvder fo capture bismetric information from a consymer, The client
hardware device 3105 also includes s software component 218 for interfacing, via a commonly
understood APT, with the complementary software component 220 of the PIN pad 115, Such
a software component 218 enables the clieat hardware device 165 1o receive requests from
e PIN pad 115 10 capture blometric information from the biometric sensor 118, receive and
fransmit mformation received from the consumer from the PIN pad 115 to the identity
provider service 155, and transmit information received from the identity provider service
1335 {e.g., consumer account information) fo the PIN pad 115, The client hardware device
105 glso includes a solfbware component 218 for interfacing, via a commanly undersiood AP,
with the complementary software component 2285 of the identity provider service 155, Such
software component 213 enables the client hardware device 183 to communicate with the
identity provider service 1o authenticate a consumer biometric information and 10 receive a
consumer’s clectronic-wallet information.

[0008] For example, in one communication process flow of an architecture under
Figure 1. the client hardware device 105 may be requested by the PIN pad 115 to request

blometric information, such as a fingerprint image, 1o be captured by the hiometric sensor
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1) The client hardware device 103 receives the request and activates the biometric sensor
119 o capturc the fingerprint image.  The client hardware device 165 receives the image
from the biometric sensor 116 and generates a blometric feniplate (1.e., an extracted feature
set of minutiag points) from the fingerprint image ov alternatively, the biometric sensor 116
generates the biometric template itself and transmits the template to the client hardware
device 108, The client hardware device 168 requests and receives consumer identifving
intormation, such as a phone number, identification number or any other alphanameric
sequence, from the PIN pad 115 and comniunicates the biometric tomplate and the consumer
identifying information o the identity provider service 155 {optionally using encryption and
decryption algorithms). Authentication information and/or authorized payment information
can be retrieved by the client hardware device 103 from the identity provider service 155 i
the biometric template and consumer identifving information mateh a user profile and thus
unlock such user’s electronic wallet.

{1009]  For example, in such a conventional cross-merchant payment system that
mchudes a biometric sensor for authentication purposes, a cashier processes ftems for
purchase at a POS workstation 126, Once a total purchase price has been generated, the POS
waorkstation 120 sends a signal to the PIN pad 115 to prompt a user for a payment mothod, i
the user reguests that biometric information be used (2.2, to obviate the necessity of
providing a credi card ot other payment token), the PIN pad 115 communicates with the
client hardware device 183 to request that the blometric sepsor 118 be tumed on. The BIN
pad 115 might also display a prompt for the aser to, for example, place a finger on the
binmetric sensor 118, A fngerprint image is captured by the biometric sensor 110 and
transmiited o the client hardware device 185 {or alternatively, the biometric sensor 118
converts the captured fingerprint image to a template and transmits the emplate fo the cliest

g

bardware device for storage). The PIN pad 115 might then request that the wser enter a
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number into the PIN pad 115, which the PIN pad 115 then forwards to the client hardware

ce 195, I not already generated by the biometric sensor TH, the client hardware device

1835 then genevates a biometric template based on the fingerprint image and transmits the
template and the number o the identity provider service 155 via one or more network
devices, such as a hub 130, The template and number can be encrypted pricy 1o transmission,
The identity provider servics 185 then compares the template with one or more stored
registration templates te determine i a mateh occurs. The number can be used 1o reduce the
number of stored regisfration templates with which the teraplate is compared in order to
decrease processing time. Each user might have a unigue number such that the template need
only be compared with a single stored registration template for verification purposes. ifa
match occurs, the wWentity provider service 155 sends an clectronic wallet associated with the
matched stored registration template to the client bardware device 108, The electronic wallet
can be encrypted prior to transmission. The client hardware device 185 can forward a
representation of wallet items {e.g., represemtations of one or mure credit cards or debit cards,
ete.} to the PIN pad 115 o be displayed to the consumer. Upon a selection of a particular
payrent option (¢.g., credit card), the PIN pad 115 requests the client hardware device 108
o provide the asseciated payment account information (e.g., credit card number} and
subsequently forward the payment account information to the POS workstation 128, n this
marnner, the above process emulates, for example, # magnetic card swipe to the PIN pad 115
and POS workstation 128, Normal credit processing can then be performed using the POS
workstation 126 to access a card/payment processing server 145,
{0010]  One problem with such cross-merchant payment systems is that cach

checkout area in a merchant environment reguives a substantial amount of hardware. For
example, a cliont hardware device 103, such as the one shown in Figure 1, vequires a

processor, a coupled biometric sensor and & power cable. Additionally, numerous
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connections are required for a checkout area having such a cross-merchant payment system,
For example, as Hustrated In Figure 1, RS-232 connections are required between the client
hardware device 165 and the PIN pad 115, Morcover, an Uthernet connection exists hetween
the chient hardware device 105 and the network hub device 130, Bach client bardware device
and associated cables incurs an additional expense from the merchant on a per cheekout area
basis. Additionally, security mechanisms such as cryptographic keys, encryption algorithms
and tamper proot designs for the devices nmust alse be developed, installed and maintained at
cach such checkout area, As such, reducing the number of hardware devices and cables per
checkount area could significantly reduce s merchant’s financial and maintenance overhead in
implementing such a cross-merchant payment system.

{0011}  What is needed is a method and system for reducing the amount of hardware
required for a blometrically enhanced checkout area for the implementation of g cross-
merchant payment sysiem at & merchant location. The present disclosure is directed to

sotving tme or more of the above listed problems.

G. SUMMARY

{6012]  In an embodiment, a system for performing authortication may inclade &
sharcd central processing server residing st @ merchant location, 8 plurality of software
compongents, and an identity provider service confizured to communicate with the shared
central processing server. The shared central processing server may be configored to
communicate with a plurality of point-oftsale (POS) workstations residing at the merchant
tocation. The shared central processing server may also be configured to receive first
biometric information from cach POS workstation, Bach sofitware component may reside in g
corresponding POX workstation. Each softwarg component may include code for

connnunicating with a biometric senseor to receive second biometric information, Each
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corresponding POS workstation smay be in communication with such a biometric sensor. The
identity provider service may store registered biometric information and comparg third
biometrie information received from the shared central processing server with one ot more of
the stored registered hiometric information,

{8813}  In an embodiment, a method of performing electronic wallet presentation
may include receiving a plurality of bionotric information from a plurality of checkout areas.
Each checkout arca may be located at a merchant location, Each biometric information may
be associated with a transaction performed at a copresponding checkout area. The method
may further include receiving an electronic wallet corresponding to a consumer fora
transaction, determining a checkout area performing the transaction asseciated with the
electronic wallet, and transmitting a reprisentation of at least a portion of the electronic
wallet to the checkout area.

{B014]  in an embodiment, a computer-readable storage medium may contain one or
more programming instructions for performing a method for performing electronic wallet

presentation. The method may include receiving a plurality of biometric iformation from a
plurality of checkout areas. Hach checkout area may be located at & merchant ocation. Eact
hionietric information may b associated with a transaction performed at a corresponding
checkout area. The method may further include receiving an electronic wallet corresponding
to a consumer for a transaction, determining a checkout area performing the transaction

associated with the electronic wallet, and transmitting a representation of at least a portion of

the ¢lectronic wallet 1o the checkout area.
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H. BRIEF DESCRIPTION OF THE DRAWINGS

[HOIS]  Aspects, features, benetits and advantages of the disclosed embodiments will
be apparent with regard to the followiag description, appended claims and accompanying
drawings where:

{00161 Figure 1 depicts a block diagram for a conventional eross-merchant payment
and authentication system,

{0017 Figare 2 depicts a block diagram for a conventional hardware/software
device.

[0018] Figure 3 depicis a block diagram for ap oxemplary cross-merchant payment
and authentication systeny according to an embodimaont,

{0019]  Figore 4 depicts a block diagram for an exemplary POS workstation
according to an embodiment.

{0028] Figure § depicts an exemplary method for performing biometric
authontication and wallet prosontation according to an embodimont.

{0021]  Figure 6 depicts a block diagram for an exemplary cross-merchant payment
and authentication fov 4 fueling station embodiment.

{0022] Figure 7 depicts an exemplary method for performing biometric
authentication and wallet presentation for a transaction performed at a fucling station.

{8023} Figure 8 depicts a block diagram for an exemplary cross-merchant payment

and authentication for a medical center embodiment,

i, DETAILED DESCRIPTION
106241 In an embodiment, the amount of additional hardware reguired fora
checkout area may be substantially reduced. For example, in a checkout lane for the

implementation of biometricatly enhanced cross-merchant payment system, ondy a bometric
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senser, such as a fingerprint sensor, a retinal scanner, a voice recorder or the like, may need
16 be added to a conventional non-biometric, non-cross-merchant checkout environment, The
biometric sensor may be in communication with the POS workstation via, for example, a
Universal Serial Bus {("USB™) port. The POS workstation and/or PIN pad may include
additional software components to control aperation of the bimmetric sensor and 1o
communicate with the identity service provider. in an embodiment, the biometric sensor may
merely require a connection to the POS workstation, and not LAN and/or power connections,
{0025]  VFigure 3 depicts a block diagram for an exemplary cross-merchant payment
and mthentication systen according to an embodiment. As shown in Figare 3, cach
checkout area, such as a checkout lane of a merchant location, may include 2 POS
workstation 385, a biometric sensor 314, a payment terminal 315 and one or more printers,
scanner devices or other peripheral devices uscful at a point-of-sale 328, The POS
workstation 385 may include 4 “thin client software” component for interfacing with the
biometric sensor 316, which may be connected to a port of the POS workstation, and for
mterfacing with the shared client device 330 further deseribied below. For example, the
biometrie sensor 318 may be conneeted to the POS workstation 383 via a USB connection.
The biomelric sensor 31€ may include one or more of a fingerprint sensor, a retinal scanner, a
voice recorder and/or any other deviee for accepting biometric information front a consumer,
{08261  Biometric information {e.g., a fingerprint rnage, a blometric template and/or
any other representation of a biometric image) received by the POS workstation 385 from the
biometric sensor 318 may be forwarded to a shared client device 336 by the thin-client
softwiare installed onithe POS workstations 385, The shared client device 330 may operate as
a shared central processing server that is located at the merchant focation and provides
biometric processing and anthentication communication capabilities to all POS workstations

363 at the location, Inan alternative embodiment, the shared client device 338 mav be
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integrated as a software componoent into a hardware server that also serves as a stove
controller 338,

{0027]  The shared client device 338 may communicate with the thin-chent software
on a merchant’s POS workstations 305 in order to provide or obtain information o or from
the PIN pad 315 andfor bicmetric sensor 310, The shared client device 330 may also manage
communication between the merchant location and the identity provider service 348, All data
and comumunication to and from the shared client device may be encrypted and decrypted
consistent with encryption techanigues known to those with ordinary skill in the art. For
example and without limitation, the data may be secured using the Secure Sockets Laver
{S8L.7} protacol andi/or any other protocol used for scourely transmitting docunents vig a
data network. In addition, the shaved client device 330 may provide a scalable software
distribution mechanism by receiving and distribating thin-cHent software upgrades for POS
workstations 343, The shared client device 330 may further provide a platform for lovalty
and/for cheek cashing applications o be performed at a POS workstation 305, Enabling such
applications may merely reguire downloading additional thin-client soflware components to
the POS workstation 385 as required. Additional applications, such as enrollment, credit
authorization, and the Hike may also be performed via the shared client device 338, The
sharved client device 330 may also provide a platform for other biomelric applications, such as
time and attendance functions for merchant employees, manager override fanctions, cashier
login, pharmacy provessing and the like.

[028]  The identity provider service 344 is simifar to the identity provider service
135 in Figure 1 and may lnteract with the shared client device 330 via a communication
network and one or more routers, switches and/or other telecommunications devices and 3
data network, such as ay intranet and/or the Internet, The identity provider service 348 may

include a database 345, for example, for the storage of consumers” registration biometric

10
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templates and/or images. As discussed for the identity provider service 155 in Figure 1, the
identity provider service 348 may delermine whether a user profite match exists fora
biometric template and consumer identifying information provided by a consumer at a point-
of-sale at a merchant location,

100297 Figure 4 depicts a block diagram for an exemplary POS workstation 305
according to an embodiment. The POS workstation 385 may inclade similar features to the
POS workstation 120 in Figure 2 4 well as the additional thin-client software discussed
previously for interfacing with the biometric sensor 310 and shared client device 330, By
providing 3 POS workstation 385 with such thin-client sofbware, the clicat hardware device
105 shown in Figare 1 may be climinated from cach checkout arca. The thin-client software
residing on the POS workstation 303 may be capable of interacting with { 1) the biomewric
sensor 310 through a common sensor AP 308, (2) the PIN pad 318 through a comvoon
pavment terminal AP 416 and 420, and (3) the shared client device 330 through a common
shared clent AP 418 and 4238, In addition, the shared client device 338 may interact with
the idensity provider service 340 through a common shared identity provider service APL 438
and 433, In an embodiment with a plorality of POS workstations 3438, each in 1is own
checkout area {e.g., multiple lane checkouts at the merchant location), each such POS
workstation 305 may be coupled, via the hub 325, for example, 1o the same shared client
device 330 located in the back of the merchant location and serving a3 @ central server to
communicate with the dentity provider service 340,

j0030]  Figure 5 depicts an exemplary method for performing biometric
authentication and wallet prosentation according to an embodiment under the architectures set
forth in Figores 3 and 4, A hiometric authentication process may be initiated (Step S05) in a
plurality of ways, aithough a particular systent may only allow initiation of the process in one

way. Inan embadiment, the merchant’s employvee may initiate biometric authentication by

11
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pressing & Key on g POS workstation 303 that causes the PIN pad 318 1o display an option for
biometric authentication payment. A consumer may then select the biometric authentication
payment option on the PIN pad 315 to initlate the process. Other methods of inftisting a
biometric authentication process may alse be performed within the scope of this disclosure
and will be apparent to those of ordinary skill in the arn.

{0831} Once a biometrically avthenticated payment option has been selecied, the
PIN pad 315 may display {Step 310) a prompt for the consumer to provide biometric
information via the biometric sensor 316, The thin-cHent software at the POS workstation
388 may receive a request from the PIN pad 315 to activate (Step 313) the hiometric sensor

318 and then subsequently send a request to the biometric sensor 310 to activate and capture
{Step 320) biometric information from the consumer. The consumer may then place g finger
un a biometric fingerprint sensor. Additionally or alternately, the consumer may position one
or both eyes in front of & retingl scanner and/or speak a phrase into a sound capturing device,
Other methods of obtaiving biometric information may also be performed within the scope of
this disclosure. In an embodiment, a plurality of apparatuses may be used {0 obtain biometric
mformation from the consumer.

[8632] The biometric scasor 319 may then capture {Step 325) the consumer’s
biometric information, such as a fingerpring bnage, and transmit i o the POS workstation
305 in response o the request of the POS workstation 385 in Step 328, The POS workstation
335 may then recetve (Step S38) the fingerprint image from the blometric sensor 316, In an
alternative embodiment, the biometric sensor 318 may convert the fingerprint image into a
biomeiric template prior to transmission in Step 830, If'the biometric sensor does not
perfornt the conversion itself, then, in vet another allernative embodiment, the thin-clicnt

software at the POS workstation 308 may convert the fingerprint image into a biometric

template. Ultimately, the POS workstation 305 may transmit the biometric information

12
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{template or captured image) to the shared client device 3306 (Step 335). iy an embodiment in
which the biometric information received by the shared client device 330 is a captared image
rather than a biometric template, the shared client device 338 may create {Step 540} the
biometric template from the captured blometric image received from the POS workstation
305

{0833} Similar to the processes described above in reference to Figures 1 and 2, the
PIN pad 315 may addutionally display a prompt for consumer identitying information, such as
# phose number or other identification number or alphanumeric segquence. The consumer
may enter {Step 343) such an identification number into the PIN pad 315, The PIN pad 318
may transmit the identification to the POS workstation 308, which sends the identification
number 1o the shared client device 330,

{0034] Similar to the client hardware device 105 in Figures 1 and 2, the shared
client device 338 may assemble (Step 3507 data pertaining o biometric authentication for
transmission to the identity provider seevice 340, The data may include, for example and
without fimitation, the biometric template and the consumer identifving information (..,

identification number). Additional and/or gliernate information may be transmitled to the
identity provider service 348 within the scope of this disclosure. The assembled data may be
secarely transmitted using, for example, an encryption protocol, such as SSL and may be
transnitted to the ldentity provider service 340 via a communication network, such as an
intranet anddor the Internet.

{96351  The identity providur service 348 may recetve the assembled data transmitted
from the shared client device 330, The identity provider service 348 may determine (Siep
555 a match betweew at least a portion of the assembled data (e.g., the biometric tomplate
and the consumer identifVing information; and stored information {e.g., stored blometric

template and consumer identilication nusber), Such a determination may bemade ina

13
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simitar manner as described for the identity provider service 155 in Figure 1. I a match is
found, the identity provider service 348 may retrieve an clectronic wallel associated with the
matched stored biometric template and transmit (Step 568) the wallet to the shared client
device 338, The vlectronte wallet may be transmitted by the identity provider service 340 in
an encrypted format, and the shared client device 330 may decrvpt at least a portion of the
information pertaining o the clectronic wallet (e.g., pavment modalities). A representation of
at least a portion of the information contained in the electronic wallet may then be routed o
the FOS workstation 305 corresponding to the transaction. In order 1o route the portions of
the electronic wallet to the appropriate POS workstation 305 in an embodiment with multiple
checkout areas at a merchant location, the shared chient device 338 may mainiain 3 data
structure that keeps track of communication sessions and associates a checkout area (e.g., by
using a POS workstation wdentification number, ete.) with cach communication session, The
development and fotmation of such data structures will be known 1o those with ordinary skill
i the art,

{0036] information associated with the electronic wallet may then be forwarded by
the POS workstation 303 to the PIN pad 315 and displayed {Step 363), for example, as a
meno of payment options on the PIN pad. The consumer may select one of the payment
options by, for example, pressing a button on or vtherwise supplving information to the PIN
pad 313, The sefecled payment option may then be forwarded to the POS workstation 305
which may have received the actual payment account informiation related o the selected
paymeni option from the shared client device 338 in Step 365, In such an embodiment, the
POS workstation 305 is able to fonward transaction payroent details, inclading the payment
avcount information to the payment processors 338 or 333 for processing. Alternatively, the
actual payment account information related to the selected payment option may not have

besn fonwarded to the POS workstation 308 by the shared client device 330, In such an

14
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embodiment, seftware at the POS workstation 305 may forward the selected payment option
received from the PIN pad 315 (o the shared client device 330, which then exiracts the
associated payment account information from the electronic wallet received in Step 566 and
forwards it to the POS workstation 305 in order to enable the POS workstation 303 to provide
the payment processors 338 and 355 with sufficient transaction details, including the payment
account information. Alternatively, the shared client device 336 may keep the account
information, obtain the additional transaction details from the POS workstation 305 and
directly communicate with the payment processors 358 or 335 in order (o process the
transaction. Once the transaction is completed, the POS workstation 3035 and shared client
¢ 330 may purge their cached information {e.g., payment account information) relating
ioa consumer’s electronic wallet from their memorics as g securilty precaution.
{0037]  Figure 6 depicts a bloek diagram for a fueling station embodiment. As

depicted, in such an embodiment, the multiple lanes of fueling dispensers serve as the
equivalent of muliiple checkout arcas in a supermarket. An additional checkout area would
also be present in the conyvenience store located at the fueling station. As shown in Figure 6,
a fucling dispenser 683 may include an integrated PIN pad 614 and & biometric sensor 613,
The PIN pad 610 and biometric sensor 615 may then be coupled 1o & store controller/shared
chient device server 623 through router 620 which serves as a routing hub for multiple foeling
dispensers. Similarly, in the single checkout area of the actual store of the fueling station, a
biometric sensor 638 and PIN pad 635 are coupled 10 the POS workstation 640 which is
further coupled to the store controller/shared client device server 625, The single checkout
arod in the actual store of the fucling wation, including the POS workstation 64, biometric
sensor 630, and PIN pad 635, is similar v architecture and function to those checkout argas
depicted in Figures Jand 4. However, with respect 10 the pump dispensers, thin client API

software components depicted in Figure 4 that are resident in POS workstation 303 in order
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to faterface with the PIN pad 315 and biometric sensor 310 need to be shifted or otherwise
modified and duplicated in the store controller/shared client device server 625 since the store
controlier/shared client deviee server 625 now controls interactiom with the PIN pad 618 and
the biometric sensor 613 integrated in the fucling dispenser 605, Those with ordinary skill in
the art will recogaize that differing fueling station network architectures may be utilized
without departing from the spivit of the invention taught herein. For example and without
limitation, rather than being coupled via router 626 to the store controller/shared client device
server 625, an alternative embodiment may have the PIN pad 610 and biometric sensor 615
integrated into the pump dispenser 605 coupled divectly 0 the POS workstation 648, In such
an alternative embodiment, the thin client software components present in POS workstation
395 of Figure 3 would not need 1o he shifted or otherwise modified and duplicated in the
store controflev/shared client device server 625,

HII38]  Figure 7 depicts an exemplary method for performing biometric
authentication and wallet prosentation for a transaction performed at a fucling station. Before
permitiing a consumer to dispense fuel, the consumer may initiate {Step 705} a transaction
via the PIN pad 613, For example, the consumer may select a button on the PIN pad 615
corresponding to a preferred payment method which requires biometric authentication, The
PIN pad 615 may display (Step 718) a prompt {for the consumer (o provide blometric
mnformation via the bometric sensor 61, The PIN pad 615 may simuliancously
communicate with the shared client device 628 to request activation of the biomeltric sensor
{Step TIN) which is subsequently activated (Step 726} and captures the consumer’s biometric
fnformation (Step 725).  Such biometric information may be in the form of a fingerprint
mage, or aliernately, a retinal scan anddor voice sample. Other methods of obtaining
bometric information may also be performed within the scope of this disclosure. Inan

embodiment, a plurality of biometric sensors may be used o oblain biometric information
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from the consumer. In an embodiment, the biometric sensor 310 may be automatically
enabled to capture (Step 725) biometric inforniation from a consumer such that & PIN pad
318 need not be accessed 1o initiate a transaction,

[6039]  The blometric sensor 610 may then transmit the fingerprint image to the
shared clieht device 625 {Step 7303, In an alternative embodiment, the biometric sensor 610
may convert the fingerprint image into a biometrie template prior {0 transmission in Step 736,
invan embodinent in which the biometric information received by the shaved client device
623 iy a vaptured biometric image rather than a biometric teraplate, the shaved client device

g .
“«’

623 may create {Step 735) the biometric lomplate from the captured biometric image received
from the biometric sensor 619,

[G040]  The PIN pad 618 may additionally display a prompt for consumer
identifving information, such as 4 phone number or other identification number or
alphanumeric sequence. The consumer may onter (Step 740) such an identification number
into the PIN pad 615, The PIN pad 615 may transmit the dentification number to the shared
client device: 625,

[0041]  Similar to the client hardware device 105 in Figures 1 and 2, the shared
client device 623 may assemble {Step 7438) data pertaining to biometric authentication for
transmission 1o the identity provider service 633, The data may include, for example and
without limnitation, the biometric template and the consumer dentilying information (e,
dentification number). Additional and/or alternate information may be transmitted 1o the
identity provider service 633 within the scope of this disciosure. The assembled data may be
securely transmitted using, for example, an encryption protocol, such as SS1., and may be

transmitted 1o the identity provider service 340 via & communication netwaork, such as an

infranet and/or the Infernet,
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{0042] The identity provider service 635 may receive the assembled dats transmitied
{from: the shared client device 625, The identity provider service 655 may determine (Step
756} a match bebween at least a portion of the assembled data and stored information. #fa
match is found, the tdentity provider service 635 may retrieve an clectronic wallet associated
with the matched stored biometric template and transmit (Step 7585) the wallet Lo the shared
client device 625, The electronic wallet may be transmitied by the identity provider service
635 i an encrypied format, and the shared client device 625 may decrypt at least a portion of
the information pertaining 1o the electronic wallet.

{60431 Informution associated with the electronic wallet may then be forwarded by
the shared client device 828 tis the PIN pad €15 and displayed (Step 768), for example, as a
menu of payment options on the PIN pad. The consumer may select one of the payment
options by, for example, pressing a button on or otherwise supplying information o the PIN
pad 615, The sclected payment option may then be forwarded to the shared client device
623, The shared client device 623 is able 1o forward transaction payment details, including
the payment account information to the payment processors 645 or 6560 for processing.

{0044] Biometric information may alternately be used 1o identify consumers without
processing a consumer’s payments by obtaining such a consumier’s electronic wallet, For
example, fuel providers have implemented pro-pay fuel pump activation in order o prevent
drive~ofis (i.e., filling a gas tank and driving off without paving). One conventional pre-pay
option includes entering the fuel station’s convenience store (or payment booth) to pay cash
in advance of the transaction. This is inconvenient because if the consumer requires more or
less fuel than bas been paid {for, the conswmer is required (0 enter the station again o pay an
additional amount or to retricve change for the transaction.

[0045]  Biometric information may be used to provide confidence 1o a merchant

without requiring the consumer o enter the fuel station’s convenience store multiple times,
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For example, 8 biometric sensor 619 may capture the consumer’s biometric information, such
as a Hngerprint image, and transmit it to the shared client device 625 or alternatively, the POS
workstation 648 which sends the biometsic information to the shared client deviee 625, A
PIN pad 613 muy additionally display a prompt for consumer wdentifving information, such as
a phone number or other identification number or alphanumeric sequence. The consumer
may enter such an identification number into the PIN pad 6158, The PIN pad 615 may
transmit the identification number to the shared cliont device §25 or altematively the POS
workstation 648, which sends the identificalion number to the shared client device 625,
{8046} The shared client device 625 may assemble data pertaining to biometric
authentication for transmission to the identity provider service 655, including, for example
and without hmitation, the blometric template and the consumer identifyving information {e.g.,
identification munber), 1 the identity provider service 635 determines a match between at
least & portion of the assembled data and stored information, the ideutity provider service 653
may retrieve consumer identifying information (such as a name, an address, a digital picture
of the consumer, purchasing history at the fueling station, ctc.) associated with the matched
stored biometric template and transmit the consumer identifying information to the shared
client device 623, The consumer identifving information may be transmitted by the identity
provider service 655 in an encrypted format, and the shared client device 6235 may decrypt al
least a portion of the consumer identifying mformation. At least a portion of the consurner
identifving information may then be displayed on a terminal accessible by the merchant o
assist in identilying the consumer. In this manner, the merchant may be able to determine
whether # i3 safe to turn on the fuel dispenser for the particular consumer. bn addition, the
consumer may pot be required to enter the station multiple times, but may enly enter the

station (o pay at the completion of dispensing fuel.
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[0647)  Figure 8 depicts a block diagram for a medical center or olinic or other
healthcare provider embodiment that facititates, for example and withonot Hmitation, co-

ayments by patients,  As depicted, in such an embodiment, the multiple check-in locations
3 A i i

of the different departments (e.g.. radiclogy, pharmacy, laboratory, urgent care, family
medicine, ete.} located at the center serve as the equivalent of multiple checkout areas in a
supermarket. As shown in Figure 8, a point-of-care workstation 803 at each department
location may be coupled to a PIN pad 818 and a biometric sensor 818, The point-of-care
workstation 803 may take the form of a parsonal computer or ather terminat that may access
patient medical information stored at the center’s medical management system 820, Simidlar
to the POS workstation 305 in Figure 3, the point-of-care workstation 808 may include a
“thin client software™ component for interfacing with the hiomeiric sensor 810 and for
interfacing with the shared client device 830. Shmilar o Figure 3, biometric information
{&.g.. a fingerprint image, a biometric template andfor any other represemtation of & biometric
image) received by the point-of-care workstation 885 from the biometric sensor 81 may be
forwarded 1o the shared client device 830 by the thin-client software instaticd on the point-of-
care workstation 883, The shared client device B30 operates as a shared central processing
server that is located at the particular medical center and provides biometric processing and
authentication communication capabilities w all point-of-care workstations 805 throughout
the different department locations In the center. In an alternative embodiment, the shared
client device 830 may be integrated as a software component into the medical managemen
systern 826, Additionally, the shared client deviee 830 may also be coupled to the medical
management system 820 such that patient medical information may be utilized by the
operator of the shared client device B30 {o.g., the identity provider service 833} 1o offer other
value added services such as lovalty, drug metering, quality of service, ete. The point-of-care

gibility

b~

workstation 885 and/or may also be configured fo communicate with an eli
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verification and claims adjudication processing server 840 that may be managed by a heaith
insurance provider, for exaniple and without limitation, to confirm a patient’s eligibility for
healtheare and mmounnt of co-payment {o be paid by the patient during a visit.

{0048] The process flows for a co-payment by a patient visiting a department
location a at a medical center with such an systom as that set forth in Figure 8 we similar o
the payment flows n Figure 8 except that the POS workstation 305 is replaced by the point-
of-vare workstation 803, Additionally, in an embodiment, the correct payment amount is
determined by the point-of-care workstation 803 coomunicating with the eligibility
verification apd claims adiudication processing server 840, Furthermore, the medical center
smbodiment of Figure 8 further provides the opportunity to use biometric authentication
techntques to contirm the insurance eligibility of the patient at a department location. For
example and without limitation, upon entry o the department location, the patient may
submit his hiometric information to the blometric sensor 813, Similar 1o the process Jows
and descriptions relating to Figures 3 to 8, the patient’s biometric information ultimately
transmitied to the identity provider service 835, which returns 1o the point-of-care
workstation 808 a representation of an electronic wallet. For purposes of eligibility
vertfication, however, the electronic wallet transanitted (o the point-of-care workstation 893
may Include the patient’s health insurance identification number., The point-of-care
workstation 808 submits the health fnsurance identification namber to the eligibility
verification/clains adjudication processing server 840 which transmits a confivmation back to
the point-oi-care workstation 885 that the paticnt is cligible to receive the relovant healtheare,

{6049 Although the present invention has been described with referenice ta the
alternative embodiments, those of ordinary skill in the ant will recognize that changes may be
made In form and detatl without departing from the spirit and scope of this disclosure. For

example and without Himitation, the shared client device 330 {and the equivalent devices in
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other described embodirnents} has been generally described as being focated at a merchant
focation. However, those with ordinary skil] in the art will recognize that such as shaved
client device may be located in other locations, including, without limitation, coupled 1o,
located with o integrated into a enterprise wide (Le., serving multiple branches of the same
merchant) corporate network server or the identity provider service. Those with ordinary
skill in the art will recognize that such alierative embuodiments may {urther need additional
software logic in the shared client device (o distinguish communication flows from the
checkout arcas of mulliple branches of a merchant {2.g., at the corporate network level) and
additionally from multiple merchants {e.g., at the identity provider service level),
Terminelogy used in the foregoing descriptions is for the purpose of describing the particular
versions or embodiments only, and i not intended to fimit the scope of the present invention
which will be imited only by the appended claims. Por example, the present disclosure
generally relates to providing a method and system for using a PO workstation 3063 with
software to emulate a plurality of conventional client hardware devices 105, While the term
Usensor” is used throughout the disclosure, # s not meant 1o Hinut the disclosure to any
particular type of sensor, such as a blometric sensor.. A sensor refers generally to any device
that retrieves information. As used herein and in the appended claims, the singular forms *2.”
“ait” and “the™ mclude plural references anless the context clearly dictates otherwise.
Similarly, the words “include,” “includes™ and “inclading” when used herein shall be deemed
in each case to be followed by the words “without Hmitation.™ ess delined otherwise
terein, all technical and scientific terms vsed herein have the same meanings as commonly
understood by ove of ordinary skill in the art. All publications mentioned herein are
incorporated by reference. Nothing herein is to be construed as an admission that the
embodiments disclosed herelis are not entitled to antedate such disclosure by virtue of prior

wvention. Thus, various modifications, additions, substitutions and the like can be made
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without departing from the spirit of the invention and these are therefore considered to be

within the scope of the invention as defined in the following claims.

23



WO 2007/143441 PCT/US2007/069848

1 CLAIMS

What Is. Claimed s

1. A system for performing authentication, the system comprising;

2 shared central processing server residing at a merchant focation, the shared central
processing server configured (o communicate with a plurality of point-of-sale {(POS)
workstations residing at the merchant location, wherein the shared central processing sevver
is configured to receive first biometric information from each POS workstation;

2 plurality of software components, each such software component residing ina
corresponding POS workstation, wherein each such software component includes code for
communicating with a biometric sensor to receive second biometric information and wherein
each corresponding POS workstation is in communication with such a biometric sensor; and

an identity provider service configured 1o communicate with the sharved central
processing server, whereln the identity provider service stores registered biometric
information and compares third blometrie information received fromm the shared central
processing server with one or more of the stored registered biometric information,

2 The systens of claim 1 wherein the shared central processing server is configured to
receive cloctronic watlets from the identity provider service,
3. The system of claim 1 wherein cach software component is configured to receive a

representation of at least a portion of an electronic wallet from the shared central processing

4. The systemy of claim t whercin each software component of each POS workstation s
configured to regeive an inpul from a payment terminal coupled to the POS workstation,
wherein the Input recetved from the payment terminal relates to initiating a biomettically

authenticated payment transaction.
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[

The system of claim 4 wherein the payment terminal comprises a personal
identification number (PIN} pad.
6. The system of claim | wherein the first biometric information received by the shared

central processing server from each POS workstation comprises a fingerprint image.

-}
omal
’::;“
’J‘>

tem of claim 6 wherein the shared central processing server is configured to
convert the fingerprint image into & biometric template.

8. The system of claim | wherein the {irst biometric information reccived by the shared
central processing server from sach POS workstation comprises a biometrie template.

4. The system of claim | wherein the first biometric information and the second
biometric information comprise the same biometric image.

16, The system of claim | wherein the first biometric information and the sceond
biometric nformation comprise the same blometric template,

{1, The system olfclaim 1 wherein the second biometric information received by a POS
workstation comprises a fingerprint image.

12, The system of claim H wherein the POS workstation is configured to convert the
fingerprint fmage Into 8 biometric template.

13, The system of claim | wherein the second biometric information received by a POS
workstation comprises a biometric template.

b4, The system of clatm | wherein sach POS workstation comprises an electronic cash
regisier,

15, The system of clabm | wherein the second biometric information comprises a
biometric image, the figst biometric information comprises the biometric image, and the third
biometric information comprises a biometric template corresponding to the biometric image.
16, The system of elaim wherein the second biometric information comprises a

biometric image, the first biometric information comprises & biometric tenyplate
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corresponding o the biometric image, and the third biometrie information comprises the
biometric templyte,
7. The svstem of claim 1 wherein the second blometric information comprises 2
biomelric template, the first biometric information comprises the biometric template, and the
third biometric information comprises the blometric template.
18. A method for performing electronic wallet presentation, the method comprising:
receiving a plurality of blometric information from a plurality of checkout arcas,
wherein each checkout area 1s located at a merchant foeation, wherein each blometric
information is associated with a transaction performed at o corresponding checkout area;
receiving an electronic wallet corresponding to a consumer for a transaction;
determining a checkowt area performing the transaction associated with the electronic
wallet: and
transmitting a representation of at least a portion of the electromic wallet to the
checkout arca.
19, The method of claim 18, further comprising:
converting each biometric information into a biometric template; and

ransmitting the biometric emplate to an identity provider service.
transmitting the biometric emplate to an identity provid t

[

20, The method of claim 1§, further comprising transmitting each hiometric information
to an identity provider service.
21, The method of elains 18, further comprishng

receiving, from the checkout area, & request for additional information contained
within the electronic wallet; and

transmitting the additional information from the electronic wallet to the checkout area.
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22, The method of elaim 21 wherein the additional information comprises one or more
account numbers, wherein each account number is associated with a corresponding paviuent
modality in the electronic wallet.
23 The method of claim 18 wherein determining a checkout area performing the
wansaction associated with the electronic wallet comprises identifving a POS workstation
identification number associated with the transaction.
24, The method of claim 18 whercin transmitiing & representation of at least a portion of
the electronic wallet to the checkout area comprises fransmitling the representation to a POS
workstation associated with the checkout area.
25 The method of claim 18 wherein the portion of the electronic wallet comprises a
coatsuner’s payment modalities.
26, The method of claim 18 wherein the representation of the portion of the electronic
wallet comprises paynient options symbols for payment modalities for a consumer that are
displayed to the consumer at the checkout area for selection.
27. A computer-readable storage medium containing one Or more progranumning
instructions for performing a method for performing electronic wallet presentation, the
method comprising:
receiving a plorality of biometric information from a plurality of checkout areas,
wheretn cach checkout area is located at & merchant location, whereln each bicmelric
information is assoctated with a transaction performed 4l a corresponding checkout area;
receiving an electronic wallet corresponding te a consumer for a transaction;

determining a chechiout area performing the transaction assoctated with the electronic
wallet: and

transiitiing a representation of at least & portion of the elecwronie wallet 1o the

checkout area,
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28, The computer-readable storage medium of elaim 27 further containing one or more
programming instructions for performing the following:

converting each biometric information into a biometric tomplate; and

transmitting the biometric template to an identity provider service.
29, The computercreadable storage medium of clajim 27 further containing one or more
programming instructions for lransmitting each biometric information to an identity provider
service,
30, The computer-readable storage medium of olaim 27 further containing one or more
progrannming instructions for performing the following:

receiving, from the checkoutarea, @ request for additional information contained
within the electronie walle and

transmitting the additional information from the electronic wallet to the checkout area.
31, The computer-readable storage medium of claim 30 wherein the additional
information comprises onc or more account numbers, wherein cach account number is

associated with a corresponding payment modality in the electronic wallet.

~
1
3

L
e

te computer-readable storage medium of claim 27 wherein determining a checkout
avea performing the transaction associated with the electronic wallet comprises identifying a
POS warkstation identification number associated with the transaction.

33, The computer-readable storage mediam of ¢laim 27 wherein transmitting a
representation of at Jeast a portion of the clectronic wallet to the checkout area comprises
transmitting the representation to a POS workstation associated with the checkout area,

34, The computer-readable storage medium of claim 27 wherein the portion of the

clectronic wallet comprises a consumer’s payvment modalities.
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35, The computer-readable storage medium of claim 27 wherein the representation of the
portion of the electronic wallet comprises payment options symbols for payment modalities

for a consumer that are displayed to the consumer at the checkout area for selection.
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