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A control plane (CP) device switching method includes that
when a user plane (UP) device in a forwarding-control
separation system detects that performance of communica-
tion between the UP device and an active CP device does not
meet a normal communication condition, and performance
of communication between the UP device and a standby CP
device meets the normal communication condition, the UP
device sends a switching request to the standby CP device.
When detecting that a quantity of UP devices that each send
the switching request is greater than or equal to a first
quantity threshold, the standby CP device may indicate each
UP device in the forwarding-control separation system to
switch to the standby CP device.
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1
CONTROL PLANE DEVICE SWITCHING
METHOD AND APPARATUS, AND
FORWARDING-CONTROL SEPARATION
SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of International Patent
Application No. PCT/CN2019/101240 filed on Aug. 18,
2019, which claims priority to Chinese Patent Application
No. 201810969568.2 filed on Aug. 23, 2018. The disclosures
of the aforementioned applications are hereby incorporated
by reference in their entireties.

TECHNICAL FIELD

This application relates to the communications field, and
in particular, to a control plane device switching method and
apparatus, and a forwarding-control separation system.

BACKGROUND

A broadband remote access server (BRAS) is a new
access gateway oriented to a broadband network application.
The BRAS is deployed in a manner in which a control plane
(CP) device and a user plane (UP) device are separated (CU
separation). In a BRAS system with CU separation deploy-
ment, a plurality of UP devices is deployed in a distributed
manner, to forward a user data packet. CP devices may be
implemented by using a cloudification technology and
deployed in a centralized manner, to implement user control
and management, and manage the plurality of UP devices
together. The UP device may also be referred to as a
forwarding plane device. Therefore, the CU separation
deployment may also be referred to as forwarding-control
separation deployment, and the system with CU separation
deployment is also referred to as a forwarding-control
separation system.

In a related technology, to ensure data security, an active
CP device and a standby CP device are usually deployed in
the BRAS system. All data of the active CP device is backed
up in the standby CP device, and an active/standby com-
munication protocol such as a Virtual Router Redundancy
Protocol (VRRP) may be deployed between the standby CP
device and the active CP device. When the standby CP
device detects, based on the active/standby communication
protocol, that the active CP device is faulty, the standby CP
device may indicate each UP device to switch to the standby
CP device. In other words, the standby CP device may
automatically replace the active CP device.

However, in the related technology, a CP device switching
method based on fault detection has relatively low flexibil-

1ty.
SUMMARY

This application provides a control plane device switching
method and apparatus, and a forwarding-control separation
system, to resolve a problem that a CP device switching
method has relatively low flexibility in a related technology.
The technical solutions are as follows.

According to one aspect, this application provides a
control plane device switching method. The method may be
applied to a UP device in a forwarding-control separation
system. The forwarding-control separation system may fur-
ther include an active CP device and a standby CP device.
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The method may include the following. The UP device
detects performance of communication between the UP
device and the active CP device and performance of com-
munication between the UP device and the standby CP
device. When detecting that the performance of communi-
cation between the UP device and the active CP device does
not meet a normal communication condition, and the per-
formance of communication between the UP device and the
standby CP device meets the normal communication con-
dition, the UP device sends a switching request to the
standby CP device. When receiving a switching instruction
sent by the standby CP device, the UP device may switch to
the standby CP device according to the switching instruc-
tion.

The switching instruction may be associated with the fact
that a quantity of UP devices that each send the switching
request is greater than or equal to a first quantity threshold.
For example, the switching instruction may be sent by the
standby CP device after the standby CP device detects that
the quantity of UP devices that each send the switching
request is greater than or equal to the first quantity threshold.

According to the control plane device switching method
provided in this application, the UP device may separately
detect the performance of communication between the UP
device and the active CP device and the performance of
communication between the UP device and the standby CP
device, and may send the switching request to the standby
CP device. In addition, the UP device may switch to the
standby CP device according to the switching instruction
sent by the standby CP device. Therefore, it can be ensured
that the UP device normally communicates with the standby
CP device, and it can be further ensured that the standby CP
device can normally process a user service, so that normal
user service processing is prevented from being affected
when the performance of communication between the UP
device and the active CP device degrades. The control plane
device switching method provided in this application has
relatively high flexibility, and effectively improves reliabil-
ity of the forwarding-control separation system.

In an optional implementation, when detecting that a
quantity of data packet retransmissions to the active CP
device within preset duration is greater than or equal to a
retransmission quantity threshold, the UP device may detect
the performance of communication between the UP device
and the active CP device and the performance of commu-
nication between the UP device and the standby CP device.

Compared with a mechanism in which the UP device
monitors in real time the performance of communication
between the UP device and the active CP device and the
performance of communication between the UP device and
the standby CP device, in a mechanism of triggering per-
formance monitoring based on the quantity of retransmis-
sions, fewer resources of the UP device may be occupied,
thereby effectively reducing resource consumption of the UP
device.

In another optional implementation, after receiving a
detection instruction sent by the standby CP device, the UP
device may detect the performance of communication
between the UP device and the active CP device and the
performance of communication between the UP device and
the standby CP device.

The detection instruction may be periodically sent by the
standby CP device to the UP device based on a preset
detection period. Therefore, the standby CP device may
monitor, by periodically sending the detection instruction,
the performance of communication between the UP device
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and the active CP device and the performance of commu-
nication between the UP device and the standby CP device.

Alternatively, the detection instruction may be sent by the
standby CP device after the standby CP device detects that
the quantity of UP devices that each send the switching
request is greater than or equal to a second quantity thresh-
old.

After detecting that the quantity of UP devices that each
send the switching request is greater than or equal to the
second quantity threshold, the standby CP device may send
a detection instruction to a UP device that does not send a
switching request in the forwarding-control separation sys-
tem, so that performance of communication between another
UP device and the active CP device can be further deter-
mined, thereby ensuring switching reliability.

Optionally, the forwarding-control separation system may
further include a network management device. After the UP
device detects the performance of communication between
the UP device and the active CP device and the performance
of communication between the UP device and the standby
CP device, the method may further include the following.

When detecting that the performance of communication
between the UP device and the active CP device does not
meet the normal communication condition, and the perfor-
mance of communication between the UP device and the
standby CP device does not meet the normal communication
condition either, the UP device may report alarm informa-
tion to the network management device, where the alarm
information is used to indicate that communication of the
UP device is abnormal.

When detecting that neither of the performance of com-
munication between the UP device and the active CP device
and the performance of communication between the UP
device and the standby CP device meets the normal com-
munication condition, the UP device may determine that
communication performance of the UP device may be
abnormal. Therefore, the UP device reports the alarm infor-
mation to the network management device, so that a network
administrator that monitors the network management device
can detect and repair the UP device in time based on the
alarm information, thereby further ensuring reliability of the
forwarding-control separation system.

Optionally, within a first time period after the switching
request is sent to the standby CP device, the UP device may
further continue to detect the performance of communica-
tion between the UP device and the active CP device and the
performance of communication between the UP device and
the standby CP device. When detecting, within the first time
period, that the performance of communication between the
UP device and the active CP device meets the normal
communication condition, the UP device may send a switch-
ing cancellation request to the standby CP device. The
switching cancellation request may be used to indicate to
withdraw a switching request previously sent by the UP
device.

The UP device continues to monitor the communication
performance within the first time period after sending the
switching request, so that communication performance
detection accuracy can be ensured. When detecting that the
performance of communication between the UP device and
the active CP device meets the normal communication
condition, the UP device may send the switching cancella-
tion request to withdraw the previously sent switching
request, so as to ensure accuracy of calculating, by the
standby CP device, the quantity of UP devices that each send
the switching request.
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Optionally, a process in which the UP device detects the
performance of communication between the UP device and
the active CP device and the performance of communication
between the UP device and the standby CP device may
include detecting a value of at least one communication
performance parameter of communication between the UP
device and the active CP device and a value of at least one
communication performance parameter of communication
between the UP device and the standby CP device.

Correspondingly, that communication performance meets
the normal communication condition may mean that a
quantity of communication performance parameters that are
in the at least one communication performance parameter
and whose values are within a corresponding normal value
range is greater than or equal to a preset quantity threshold.
That communication performance does not meet the normal
communication condition may mean that a quantity of
communication performance parameters that are in the at
least one communication performance parameter and whose
values are within a corresponding normal value range is less
than the preset quantity threshold.

The at least one communication performance parameter
may include at least one of the following parameters: a
packet loss rate, a packet error ratio, a communication delay,
and the like. The preset quantity threshold may be flexibly
adjusted based on a performance requirement of the for-
warding-control separation system. For example, the preset
quantity threshold may be 1 or 3.

According to another aspect, this application provides a
CP device switching method. The method may be applied to
a standby CP device in a forwarding-control separation
system. The forwarding-control separation system may fur-
ther include an active CP device and a plurality of UP
devices. The method may include the following.

The standby CP device receives a switching request sent
by at least one UP device, and detects whether a quantity of
UP devices that each send the switching request is greater
than or equal to a first quantity threshold. The switching
request sent by any UP device may be used to indicate that
performance of communication between the any UP device
and the active CP device does not meet a normal commu-
nication condition, and performance of communication
between the any UP device and the standby CP device meets
the normal communication condition. When detecting that
the quantity of UP devices that each send the switching
request is greater than or equal to the first quantity threshold,
the standby CP device may separately send a switching
instruction to each of the plurality of UP devices, where the
switching instruction is used to instruct a UP device that
receives the switching instruction to switch to the standby
CP device.

According to the control plane device switching method
provided in this application, when the quantity of UP
devices that each send the switching request is greater than
or equal to the first quantity threshold, the standby CP device
may indicate each UP device in the forwarding-control
separation system to switch to the standby CP device.
Therefore, it can be ensured that the UP device normally
communicates with the standby CP device, and it can be
further ensured that the standby CP device can normally
process a user service, so that normal user service processing
is prevented from being affected when the performance of
communication between the UP device and the active CP
device degrades. The control plane device switching method
provided in this application has relatively high flexibility,
and effectively improves reliability of the forwarding-con-
trol separation system.
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Optionally, before the standby CP device detects whether
the quantity of UP devices that each send the switching
request is greater than or equal to the first quantity threshold,
the method may further include the following.

When detecting that the quantity of UP devices that each
send the switching request is greater than or equal to a
second quantity threshold, the standby CP device sends a
detection instruction to a UP device that is in the plurality of
UP devices and that does not send a switching request,
where the detection instruction is used to instruct the UP
device that does not send a switching request to detect
performance of communication between the UP device and
the active CP device and performance of communication
between the UP device and the standby CP device.

After detecting that the quantity of UP devices that each
send the switching request is greater than or equal to the
second quantity threshold, the standby CP device may send
the detection instruction to the UP device that does not send
the switching request in the forwarding-control separation
system, so that performance of communication between
another UP device and the active CP device can be further
determined, thereby ensuring switching reliability.

In an optional implementation, when detecting whether
the quantity of UP devices that each send the switching
request is greater than or equal to the first quantity threshold,
the standby CP device may detect whether a sum of a
quantity of UP devices that each send the switching request
before the detection instruction is sent and a quantity of UP
devices that each send the switching request within a second
time period after the detection instruction is sent is greater
than or equal to the first quantity threshold, where the first
quantity threshold may be greater than the second quantity
threshold, and both the first quantity threshold and the
second quantity threshold may be determined based on a
total quantity of UP devices included in the forwarding-
control separation system.

In another optional implementation, when detecting
whether the quantity of UP devices that each send the
switching request is greater than or equal to the first quantity
threshold, the standby CP device may detect, beyond a
second time period after the detection instruction is sent,
whether a quantity of UP devices that each send the switch-
ing request within the second time period is greater than or
equal to the first quantity threshold.

Optionally, the standby CP device may detect, within a
specified time period, whether a quantity of UP devices that
each send the switching request is greater than or equal to
the first quantity threshold. If detecting that the quantity of
UP devices that each send the switching request within the
specified time period is less than the first quantity threshold,
the standby CP device may send a switching cancellation
instruction to each UP device that sends the switching
request. The switching cancellation instruction is used to
indicate that the UP device currently does not meet a
switching condition. After receiving the switching cancel-
lation instruction, the UP device may keep a current state
unchanged, or may send a switching cancellation request to
the standby CP device.

The specified time period may be a time period starting
from a moment at which the standby CP device receives the
first switching request, or may be a time period starting from
a moment at which a switching cancellation instruction is
sent last time. Alternatively, in a case in which the standby
CP device periodically sends a detection instruction, the
specified time period may be a time period starting from a
moment at which the detection instruction is sent. In a case
in which the standby CP device sends the detection instruc-
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tion to the UP device that does not send the switching
request, the specified time period may be the second time
period, or the specified time period may include the second
time period and a time period that is required by the standby
CP device to detect that the quantity of UP devices that each
send the switching request is greater than or equal to the
second quantity threshold.

Optionally, after receiving the switching request sent by
the UP device, when receiving a switching cancellation
request sent by the UP device that sends the switching
request, the standby CP device may determine that the UP
device that sends the switching cancellation request is the
UP device that does not send the switching request.

The switching cancellation request is sent by the UP
device when the UP device detects that performance of
communication between the UP device and the active CP
device meets the normal communication condition, and the
switching cancellation request may be used to indicate to
withdraw the switching request previously sent by the UP
device. Therefore, the standby CP device determines that the
UP device that sends the switching cancellation request is
the UP device that does not send the switching request, so
that accuracy of calculating the quantity of UP devices that
each send the switching request can be ensured, thereby
ensuring switching reliability.

Optionally, the forwarding-control separation system may
be a forwarding-control separation BRAS system.

According to still another aspect, a UP device is provided.
The UP device may be applied to a forwarding-control
separation system. The forwarding-control separation sys-
tem may further include an active CP device and a standby
CP device. The UP device may include at least one module,
and the at least one module may be configured to implement
the control plane device switching method that is applied to
the UP device and that is provided in the foregoing aspect.

According to yet another aspect, a standby CP device is
provided. The standby CP device may be applied to a
forwarding-control separation system. The forwarding-con-
trol separation system may further include an active CP
device and a plurality of UP devices. The standby CP device
may include at least one module, and the at least one module
may be configured to implement the control plane device
switching method that is applied to the standby CP device
and that is provided in the foregoing aspect.

According to yet another aspect, a CP device switching
apparatus is provided. The apparatus may include a memory,
a processor, and a computer program that is stored in the
memory and that can run on the processor. When the
processor executes the computer program, the processor
implements the control plane device switching method pro-
vided in the foregoing aspects.

According to yet another aspect, a forwarding-control
separation system is provided. The system may include an
active CP device, the standby CP device provided in the
foregoing aspect, and a plurality of UP devices provided in
the foregoing aspect.

According to yet another aspect, a computer-readable
storage medium is provided. The computer-readable storage
medium stores an instruction, and when the computer-
readable storage medium is run on a computer, the computer
is enabled to perform the control plane device switching
method provided in the foregoing aspects.

According to yet another aspect, a computer program
product including an instruction is provided, and when the
computer program product is run on a computer, the com-
puter is enabled to perform the control plane device switch-
ing method provided in the foregoing aspects.
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In conclusion, this application provides the control plane
device switching method and apparatus, and the forwarding-
control separation system. When performance of communi-
cation between the active CP device and each of a large
quantity of UP devices in the forwarding-control separation
system degrades, and performance of communication
between the standby CP device and each of the large
quantity of UP devices is relatively good, each UP device in
the forwarding-control separation system may switch to the
standby CP device according to the switching instruction
sent by the standby CP device, so that the standby CP device
can replace the active CP device to work. This ensures
normal user service running. Compared with a method in the
related technology, the control plane device switching
method in this application not only has relatively high
flexibility, but also can effectively improve reliability of the
forwarding-control separation system.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is a schematic structural diagram of a forwarding-
control separation system according to an embodiment of
the present disclosure;

FIG. 2 is a flowchart of a CP device switching method
according to an embodiment of the present disclosure;

FIG. 3 is a schematic structural diagram of a UP device
according to an embodiment of the present disclosure;

FIG. 4 is a schematic structural diagram of another UP
device according to an embodiment of the present disclo-
sure;

FIG. 5 is a schematic structural diagram of a standby CP
device according to an embodiment of the present disclo-
sure;

FIG. 6 is a schematic structural diagram of another
standby CP device according to an embodiment of the
present disclosure; and

FIG. 7 is a schematic structural diagram of a CP device
switching apparatus according to an embodiment of the
present disclosure.

DESCRIPTION OF EMBODIMENTS

FIG. 1 is a schematic structural diagram of a forwarding-
control separation system according to an embodiment of
the present disclosure. As shown in FIG. 1, the system may
include an active CP device 01, a standby CP device 02, and
aplurality of UP devices 03. The active CP device 01 and the
standby CP device 02 are usually deployed in a data center
(DC) equipment room of an operator, which is also referred
to as a core equipment room. In addition, the active CP
device 01 and the standby CP device 02 are usually deployed
in different DC equipment rooms. All data in the active CP
device 01 is backed up in the standby CP device 02, so that
remote disaster recovery protection can be implemented.
The UP devices 03 may be distributed in different aggrega-
tion equipment rooms, which are also referred to as edge
equipment rooms. Each CP device may communicate with
each UP device 03 through a wide area network including a
forwarding device 04 (for example, a router), and exchange
data with each UP device 03. The active CP device 01 is
responsible for user control and management. For example,
in a BRAS system, the active CP device 01 is responsible for
BRAS user login, configuration delivery, and forwarding
entry delivery. Each UP device 03 is responsible for for-
warding an actual user data packet (that is, a service packet).

In the forwarding-control separation system, the active
CP device 01 may be implemented by using a cloudification
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technology. As shown in FIG. 1, the active CP device 01
may include a plurality of virtual machines (VMs) deployed
on a physical server, and the plurality of VMs may be
managed together by a hypervisor running on the physical
server. An architecture of the standby CP device 02 may be
similar to the architecture of the active CP device 01. Details
are not described herein again.

Because the active CP device 01 and the UP device 03 are
deployed at different network locations, data communication
needs to be performed between the active CP device 01 and
the UP device 03 through a wide area network such as a
metropolitan area network or a backbone network. A prob-
lem that performance of communication between the active
CP device 01 and the UP device 03 degrades because a
network hardware fault or an unstable transmission link
frequently occurs in the network. For example, when the
network hardware fault occurs, an irregular packet loss may
occur between the active CP device 01 and the UP device 03.
Consequently, a data packet is continuously retransmitted
between the active CP device 01 and the UP device 03, and
normal processing performed by the active CP device 01 on
a user service is affected.

An embodiment of the present disclosure provides a CP
device switching method, to resolve problems in a related
technology that a switching method has relatively low
flexibility and normal processing of a user service is affected
because performance of communication between an active
CP device and a UP device degrades. The CP device
switching method may be applied to the forwarding-control
separation system shown in FIG. 1, for example, may be
applied to a BRAS system. Referring to FIG. 2, the method
may include the following steps.

Step 101: A UP device detects performance of commu-
nication with an active CP device and performance of
communication with a standby CP device.

In this embodiment of the present disclosure, in each UP
device in the forwarding-control separation system, an end-
to-end performance detection protocol for communication
between the UP device and the active CP device and
communication between the UP device and the standby CP
device may be deployed. The performance detection proto-
col may include any one of a Network Quality Analysis
(NQA) protocol, a Request for Comments (RFC) 2544
protocol, a Two-Way Active Measurement Protocol
(TWAMP), a Packet Internet Groper (PING) protocol, and
the like. Each UP device may detect the performance of
communication between the UP device and the active CP
device and the performance of communication between the
UP device and the standby CP device according to the
performance detection protocol, and detect whether the
communication performance meets a normal communica-
tion condition. The normal communication condition may
be preset based on a performance requirement of the for-
warding-control separation system. Optionally, if the per-
formance detection protocol is a two-way detection protocol
such as the NQA protocol, the RFC 2544 protocol, or the
TWAMP, corresponding performance detection protocols
also need to be deployed in the active CP device and the
standby CP device. If the performance detection protocol is
a one-way detection protocol such as the PING protocol, the
performance detection protocol may be deployed only in the
UP device.

When the UP device detects performance of communi-
cation between the UP device and a CP device, the UP
device may detect a value of at least one communication
performance parameter of communication between the UP
device and the CP device. That the performance of commu-



US 11,765,018 B2

9

nication between the UP device and the CP device meets the
normal communication condition may mean that a quantity
of communication performance parameters that are in the at
least one communication performance parameter of com-
munication between the UP device and the CP device and
whose values are within a corresponding normal value range
is greater than or equal to a preset quantity threshold.
Correspondingly, that the performance of communication
between the UP device and the CP device does not meet the
normal communication condition may mean that a quantity
of communication performance parameters that are in the at
least one communication performance parameter of com-
munication between the UP device and the CP device and
whose values are within a corresponding normal value range
is less than the preset quantity threshold.

The at least one communication performance parameter
may include at least one of a packet loss rate, a packet error
ratio, and a communication delay. The preset quantity
threshold may be flexibly adjusted based on an application
scenario and an application requirement. For example, the
preset quantity threshold may be 1. In this case, when the UP
device detects that a value of any communication perfor-
mance parameter of communication between the UP device
and the active CP device is within the corresponding value
range, the UP device may determine that the performance of
communication between the UP device and the active CP
device meets the normal communication condition. Alter-
natively, the preset quantity threshold may be equal to a
quantity of communication performance parameters
detected by the UP device. In this case, when the UP device
detects that a value of any communication performance
parameter of communication between the UP device and the
active CP device is not within the corresponding value
range, the UP device may determine that the performance of
communication between the UP device and the active CP
device does not meet the normal communication condition.

In this embodiment of the present disclosure, when
detecting that the performance of communication between
the UP device and the active CP device does not meet the
normal communication condition, and the performance of
communication between the UP device and the standby CP
device does not meet the normal communication condition
either, the UP device may perform step 102. When detecting
that the performance of communication between the UP
device and the active CP device does not meet the normal
communication condition, and the performance of commu-
nication between the UP device and the standby CP device
meets the normal communication condition, the UP device
may perform step 103. When detecting that the performance
of communication between the UP device and the active CP
device meets the normal communication condition, the UP
device may keep a current state, and that the UP device
keeps a current state may mean that the UP device does not
continue to perform the method in any one of step 103 to
step 105.

For example, if the NQA protocol is deployed in each UP
device, the UP device may separately obtain, according to
the NQA protocol, a value of at least one communication
performance parameter of communication between the UP
device and the active CP device and a value of at least one
communication performance parameter of communication
between the UP device and the standby CP device, and
detect whether the obtained value of each communication
performance parameter is within the normal value range
indicated by the normal communication condition. It is
assumed that the communication performance parameter
detected by the UP device includes three communication
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performance parameters: the packet loss rate, the packet
error ratio, and the communication delay. If the preset
quantity threshold is equal to a quantity of communication
performance parameters detected by the UP device, in other
words, the preset quantity threshold is equal to 3, when the
UP device detects that a packet loss rate between the UP
device and a specific CP device is not greater than a
maximum packet loss rate threshold, a packet error ratio is
not greater than a maximum packet error ratio threshold, and
a communication delay is not greater than a maximum
communication delay threshold, the UP device may deter-
mine that performance of communication between the UP
device and the CP device meets the normal communication
condition. If the UP device detects that a value of any
communication performance parameter of communication
between the UP device and the CP device is greater than a
corresponding maximum threshold, the UP device may
determine that the performance of communication between
the UP device and the CP device does not meet the normal
communication condition.

Optionally, if the communication performance parameter
detected by the UP device includes the packet loss rate,
when the UP device calculates the packet loss rate, the UP
device may determine, through statistics collection, that both
a wrong data packet and a data packet with an excessively
long communication delay are lost. Then. the UP device may
calculate the packet loss rate based on a quantity of lost
packets that is actually obtained through statistics collection
and a quantity of lost packets that is obtained through
statistics collection based on the wrong data packet and the
data packet with an excessively long communication delay,
and detect whether the packet loss rate is greater than the
maximum packet loss rate threshold. The maximum packet
loss rate threshold may be 50%.

In an optional implementation of this embodiment of the
present disclosure, each UP device in the forwarding-control
separation system may collect, in real time, statistics about
a quantity of data packet retransmissions between the UP
device and the active CP device, or may collect, at an
interval of preset duration, statistics about a quantity of data
packet retransmissions performed between the UP device
and the active CP device within the preset duration. When
detecting that the quantity of data packet retransmissions
performed between the UP device and the active CP device
within the preset duration is greater than or equal to a
retransmission quantity threshold, the UP device may deter-
mine that the performance of communication between the
UP device and the active CP device may degrade. Therefore,
performance monitoring shown in step 101 may be trig-
gered. To be specific, the UP device detects the performance
of communication between the UP device and the active CP
device and the performance of communication between the
UP device and the standby CP device. Compared with a
mechanism in which the UP device monitors the perfor-
mance of communication between the UP device and the
active CP device and the performance of communication
between the UP device and the standby CP device in real
time, in a mechanism of triggering performance monitoring
based on the quantity of retransmissions, fewer resources of
the UP device may be occupied, so as to effectively reduce
resource consumption of the UP device.

Both the preset duration and the retransmission quantity
threshold may be preset based on a performance requirement
of the forwarding-control separation system. For example,
the preset duration may be 100 seconds, and the retransmis-
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sion quantity threshold may be 3, or the preset duration may
be 300 seconds, and the retransmission quantity threshold
may be 10.

For example, the UP device may monitor in real time and
collect statistics about a quantity of Transmission Control
Protocol (TCP) data packet retransmissions between the UP
device and the active CP device. It is assumed that the preset
duration is 300 seconds, and the retransmission quantity
threshold is 10. In this case, when a specific UP device
detects that a quantity of TCP data packet retransmissions
performed between the UP device and the active CP device
within 300 seconds is greater than or equal to 10, the UP
device may detect performance of communication between
the UP device and the active CP device and performance of
communication between the UP device and the standby CP
device.

In another optional implementation of this embodiment of
the present disclosure, after receiving a detection instruction
sent by the standby CP device, the UP device in the
forwarding-control separation system may alternatively trig-
ger performance monitoring shown in step 101 according to
the detection instruction.

Optionally, the detection instruction may be sent by the
standby CP device to a UP device in the forwarding-control
separation system when the standby CP device detects that
a quantity of UP devices that each send a switching request
is greater than or equal to a second quantity threshold, where
the UP device does not send a switching request. Alterna-
tively, the detection instruction may be periodically sent by
the standby CP device to the UP device based on a preset
detection period. For example, the standby CP device may
send a detection instruction to each UP device in the
forwarding-control separation system every one hour.
Therefore, the standby CP device may monitor, by periodi-
cally sending the detection instruction to the UP device, the
performance of communication between the UP device and
the active CP device and the performance of communication
between the UP device and the standby CP device.

In still another optional implementation of this embodi-
ment of the present disclosure, each UP device in the
forwarding-control separation system may alternatively
monitor the performance of communication between the UP
device and the active CP device and the performance of
communication between the UP device and the standby CP
device in real time.

Step 102: The UP device reports alarm information to a
network management device.

In this embodiment of the present disclosure, the network
management device configured to monitor performance of
each device in the system may be further deployed in the
forwarding-control separation system, and the network man-
agement device may be monitored by a network adminis-
trator in real time. When the UP device detects that neither
of the performance of communication between the UP
device and the active CP device and the performance of
communication between the UP device and the standby CP
device meets the normal communication condition, the UP
device may report the alarm information to the network
management device. The alarm information is used to indi-
cate that communication of the UP device is abnormal, so
that the network administrator that monitors the network
management device can detect and repair, based on the
alarm information, the UP device or network hardware
connected to the UP device.

Step 103: The UP device sends a switching request to the
standby CP device, and then performs step 104.
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When the UP device detects that the performance of
communication between the UP device and the active CP
device does not meet the normal communication condition,
and the performance of communication between the UP
device and the standby CP device meets the normal com-
munication condition, to prevent normal user service pro-
cessing by the active CP device from being affected when
the communication performance degrades, the UP device
may send the switching request to the standby CP device,
and the standby CP device may receive the switching request
sent by the UP device. The switching request sent by the UP
device may be used to request to switch to the standby CP
device.

Step 104: The UP device continues to detect, within a first
time period after the UP device sends the switching request
to the standby CP device, the performance of communica-
tion between the UP device and the active CP device and the
performance of communication between the UP device and
the standby CP device.

In this embodiment of the present disclosure, to ensure
communication performance detection accuracy, the UP
device may continue to detect, within the first time period
after the UP device sends the switching request, the perfor-
mance of communication between the UP device and the
active CP device and the performance of communication
between the UP device and the standby CP device. When the
UP device detects, within the first time period, that the
performance of communication between the UP device and
the active CP device meets the normal communication
condition, the UP device may determine that the UP device
can normally communicate with the active CP device, and
does not need to switch to the standby CP device. Therefore,
the UP device may perform step 105. If the UP device does
not detect, within the first time period, that the performance
of communication between the UP device and the active CP
device meets the normal communication condition, the UP
device may keep the current state unchanged.

The first time period may be preset in the UP device, for
example, may be 10 seconds or 1 minute. This is not limited
in this embodiment of the present disclosure.

Step 105: Send a switching cancellation request to the
standby CP device.

When the UP device detects, within the first time period,
that the performance of communication between the UP
device and the active CP device meets the normal commu-
nication condition, the UP device may determine that the
performance of communication between the UP device and
the active CP device is recovered, or may determine that a
previous detection result is wrong. Therefore, the UP device
may send the switching cancellation request to the standby
CP device, and the standby CP device may receive the
switching cancellation request sent by the UP device. The
switching cancellation request may be used to indicate the
UP device to withdraw the previously sent switching
request. Therefore, after receiving the switching cancellation
request, the standby CP device may determine that the UP
device is a UP device that does not send a switching request.

Optionally, after step 102, the UP device may alterna-
tively perform step 104. To be specific, the UP device may
continue to detect, within the first time period after the UP
device reports the alarm information, the performance of
communication between the UP device and the active CP
device and the performance of communication between the
UP device and the standby CP device. Likewise, when
detecting, within the first time period, that the performance
of communication between the UP device and the active CP
device meets the normal communication condition, the UP
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device may send alarm cancellation information to the
network management device. The alarm cancellation infor-
mation is used to indicate the UP device to withdraw the
previously sent alarm information.

Step 106: When receiving the switching cancellation
request sent by the UP device, the standby CP device
determines that the UP device is the UP device that does not
send the switching request.

After the standby CP device receives, in step 103, the
switching request sent by the UP device, the standby CP
device may collect statistics about a quantity of UP devices
that each send the switching request. In the statistics col-
lection process, if the standby CP device receives the switch-
ing cancellation request sent by the UP device that sends the
switching request, because the switching cancellation
request is used to indicate the UP device to withdraw the
previously sent switching request, the standby CP device
may determine that the UP device that sends the switching
cancellation request is the UP device that does not send a
switching request. In other words, when the standby CP
device collects statistics about the quantity of UP devices
that each send a switching request, the standby CP device
does not collect statistics about a UP device that sends a
switching request and then sends a switching cancellation
request.

For example, if one UP device sends a switching request
for a plurality of times, in this embodiment of the present
disclosure, the standby CP device may collect statistics
about a quantity of UP devices that each send a switching
request, but not collect statistics about a quantity of received
switching requests. Therefore, when one UP device sends a
switching request for a plurality of times, the standby CP
device may perform statistics collection only once. This
ensures accuracy of a statistical result. In another embodi-
ment, if one UP device sends a switching request only once,
the standby CP device may also collect statistics about a
quantity of received switching requests.

Step 107: When detecting that the quantity of UP devices
that each send a switching request is greater than or equal to
the second quantity threshold, the standby CP device sends
a detection instruction to a UP device that does not send a
switching request in the forwarding-control separation sys-
tem, and then performs step 108.

The second quantity threshold may be determined based
on a total quantity of UP devices included in the forwarding-
control separation system, for example, may be 30% or 35%
of the total quantity of UP devices. When the standby CP
device detects that the quantity of UP devices that each send
a switching request is greater than or equal to the second
quantity threshold, the standby CP device may determine
that performance of communication between each of a
relatively large quantity of UP devices and the active CP
device in the forwarding-control separation system
degrades. To further determine performance of communica-
tion between another UP device and the active CP device to
ensure switching reliability, the standby CP device may send
a detection instruction to a UP device that is in a plurality of
UP devices included in the forwarding-control separation
system and that does not send a switching request, and the
detection instruction may be used to instruct the UP device
that does not send a switching request to detect performance
of communication between the UP device and the active CP
device and performance of communication between the UP
device and the standby CP device.

Correspondingly, after receiving the detection instruction,
the UP device that does not send a switching request in the
forwarding-control separation system may perform the
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method in step 101 and the methods in step 102 to step 105
according to the detection instruction, and details are not
described herein again.

For example, it is assumed that the total quantity of UP
devices included in the forwarding-control separation sys-
tem is 100, and the second quantity threshold M2 is 30. If the
standby CP device detects that a quantity of UP devices that
each send a switching request currently is 31, the standby CP
device may send a detection instruction to each of remaining
69 UP devices that each do not send a switching request in
the forwarding-control separation system. Each UP device
that receives the detection instruction may separately per-
form the methods in step 101 to step 105.

Step 108: The standby CP device detects whether the
quantity of UP devices that each send a switching request is
greater than or equal to a first quantity threshold.

In this embodiment of the present disclosure, the standby
CP device may collect statistics about the quantity of UP
devices that each send a switching request, and detect
whether the quantity of UP devices that each send a switch-
ing request is greater than or equal to the first quantity
threshold. For example, the standby CP device may con-
tinuously collect statistics about the quantity of UP devices
that each send a switching request, and continuously detect
whether the quantity of UP devices that each send the
switching request is greater than or equal to the first quantity
threshold. Alternatively, the standby CP device may detect
whether a quantity of UP devices that each send the switch-
ing request within a specified time period is greater than or
equal to the first quantity threshold.

When the standby CP device detects that the quantity of
UP devices that each send the switching request is greater
than or equal to the first quantity threshold, the standby CP
device may perform step 109. When the standby CP device
detects that the quantity of UP devices that each send the
switching request is less than the first quantity threshold, the
standby CP device may perform step 111.

In a case in which the standby CP device detects whether
the quantity of UP devices that each send the switching
request within the specified time period is greater than or
equal to the first quantity threshold, if the standby CP device
does not perform the method in step 107, the specified time
period may be a time period starting from a moment at
which the standby CP device receives the first switching
request, or may be a time period starting from a moment at
which a switching cancellation instruction is sent last time.
Alternatively, in a case in which the standby CP device
periodically sends a detection instruction, the specified time
period may be a time period starting from a moment at
which the detection instruction is sent. For example, dura-
tion of the specified time period may be 30 seconds or 1
minute.

Alternatively, in a case in which the standby CP device
detects whether the quantity of UP devices that each send the
switching request within the specified time period is greater
than or equal to the first quantity threshold, if the standby CP
device performs the method in step 107, the standby CP
device may wait for each UP device to send a switching
request within a second time period after the standby CP
device sends the detection instruction. To be specific, after
sending the detection instruction, the standby CP device may
start a waiting time window whose duration is the second
time period, and collect statistics about a quantity of UP
devices that each send a switching request in the waiting
time window. In this case, the specified time period may be
the second time period, or may include the second time
period and a time period that is required by the standby CP
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device to detect that the quantity of UP devices that each
send a switching request is greater than or equal to the
second quantity threshold in step 107. Duration of the
second time period may be set according to an actual
requirement of the forwarding-control separation system, for
example, may be 10 seconds, 30 seconds, or 1 minute. After
the second time period, the standby CP device may detect
whether the quantity of UP devices that each send a switch-
ing request is greater than or equal to the first quantity
threshold.

In a case in which the standby CP device performs the
method in step 107, in an optional implementation, the
standby CP device may detect whether a sum of a quantity
ml of UP devices that each send the switching request
before the standby CP device sends the detection instruction
and a quantity m2 of UP devices that each send the switching
request within a second time period after the standby CP
device sends the detection instruction is greater than or equal
to the first quantity threshold M1. In other words, the
standby CP device may detect whether m1+m?2 is greater
than or equal to M1, and may perform step 109 when
detecting that m1+m?2 is greater than or equal to M1. It can
be learned that, in this implementation, the specified time
period includes the second time period and a time period that
is required by the standby CP device to detect that the
quantity of UP devices that each send a switching request is
greater than or equal to the second quantity threshold in step
107. The first quantity threshold M1 may be greater than the
second quantity threshold M2, and the first quantity thresh-
old M1 may also be determined based on a total quantity of
UP devices included in the forwarding-control separation
system. For example, the first quantity threshold M1 may be
50% of the total quantity of UP devices.

For example, it is assumed that the total quantity of UP
devices included in the forwarding-control separation sys-
tem is 100, the first quantity threshold M1 is 50, and the
duration of the second time period is 10 seconds. In this
case, the standby CP device may wait for 69 UP devices to
send switching requests within 10 seconds after the standby
CP device sends a detection instruction to each of the 69 UP
devices.

If the standby CP device detects that the quantity m2 of
UP devices that each send the switching request within 10
seconds is 25, because the quantity m1 that is of UP devices
that each send a switching request and that is obtained by the
standby CP device through statistics collection before the
standby CP device sends the detection instruction is 31, the
standby CP device may determine that the sum m1+m?2 of
the quantity m1 and the quantity m2 is: 314+25=56. Because
the quantity sum 56 is greater than the first quantity thresh-
old 50, the standby CP device may perform step 109.

If the standby CP device detects that the quantity m2 of
UP devices that each send a switching request within 10
seconds is 10, because the quantity m1 that is of UP devices
that each send the switching request and that is obtained by
the standby CP device through statistics collection before the
standby CP device sends the detection instruction is 31, the
standby CP device may determine that the sum m1+m?2 of
the quantity m1 and the quantity m2 is: 31+10=41. Because
the quantity sum 41 is less than the first quantity threshold
50, the standby CP device may perform step 111.

In a case in which the standby CP device performs the
method in step 107, in another optional implementation, the
standby CP device may detect, after a second time period
after the standby CP device sends the detection instruction,
whether a quantity of UP devices that each send the switch-
ing request within the second time period is greater than or
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equal to the first quantity threshold. In other words, the
standby CP device may detect whether m2 is greater than or
equal to M1, and may perform step 109 when detecting that
m?2 is greater than or equal to M1. It can be learned that, in
this implementation, the specified time period is the second
time period. In addition, in this implementation, the first
quantity threshold M1 may be determined based on a total
quantity of UP devices included in the forwarding-control
separation system, and a value relationship between the first
quantity threshold M1 and the second quantity threshold M2
does not need to be limited, provided that a sum of the two
values is less than the total quantity of UP devices. For
example, the first quantity threshold M1 may be 20% of the
total quantity of UP devices.

For example, it is assumed that the total quantity of UP
devices included in the forwarding-control separation sys-
tem is 100, the first quantity threshold M1 is 20, and the
duration of the second time period is 10 seconds. If the
standby CP device detects, beyond 10 seconds after the
standby CP device sends a detection instruction to each of 69
UP devices, that the quantity m2 of UP devices that each
send a switching request within 10 seconds is 23, because
the quantity m2 is greater than the first quantity threshold 20,
the standby CP device may perform step 109. If the standby
CP device detects, within 10 seconds, that the quantity m2
of UP devices that each send a switching request is 15,
because the quantity m2 is less than the first quantity
threshold 20, the standby CP device may perform step 111.

Step 109: The standby CP device sends a switching
instruction to each of the plurality of UP devices.

When the standby CP device detects, in step 108, that the
quantity of UP devices that each send the switching request
is greater than or equal to the first quantity threshold, the
standby CP device may determine that performance of
communication between the active CP device and each of a
large quantity of UP devices degrades, and consequently a
normal communication requirement cannot be met. There-
fore, to prevent normal user service processing from being
affected, the standby CP device may send the switching
instruction to each of the plurality of UP devices included in
the forwarding-control separation system, and each UP
device may receive the switching instruction sent by the
standby CP device. The switching instruction is used to
instruct a UP device that receives the switching instruction
to switch to the standby CP device, so that the standby CP
device can replace the active CP device to process a user
service and manage the plurality of UP devices in the
forwarding-control separation system together. In other
words, the standby CP device is upgraded to a new active CP
device.

Optionally, in this embodiment of the present disclosure,
when detecting that the quantity of UP devices that each
send the switching request is greater than or equal to the first
quantity threshold, the standby CP device may further send
switching instruction information to the active CP device.
The switching instruction information is used to notify the
active CP device that the plurality of UP devices in the
forwarding-control separation system will switch to the
standby CP device. After receiving the switching instruction
information, the active CP device may perform an action
such as power-off or restart recovery.

Step 110: The UP device switches to the standby CP
device according to the received switching instruction.

In this embodiment of the present disclosure, after receiv-
ing the switching instruction sent by the standby CP device,
the UP device may switch to the standby CP device accord-
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ing to the switching instruction. In other words, the standby
CP device replaces the active CP device to work.

Optionally, during deployment, each UP device may store
identification information of the active CP device and iden-
tification information of the standby CP device, for example,
may store an Internet Protocol (IP) address of each CP
device. After receiving the switching instruction sent by the
standby CP device, the UP device may check the standby CP
device based on identification information of the standby CP
device that is carried in the switching instruction. To be
specific, the UP device detects whether the identification
information of the standby CP device that is carried in the
switching instruction is consistent with the identification
information of the standby CP device that is pre-stored by
the standby CP device. If the identification information of
the standby CP device that is carried in the switching
instruction is consistent with the identification information
of'the standby CP device that is pre-stored by the standby CP
device, the UP device may determine that the check suc-
ceeds, and switch to the standby CP device. To be specific,
the UP device may mark the standby CP device as a new
active CP device, and forward a subsequently received data
packet to the new active CP device. If the UP device detects
that the identification information of the standby CP device
that is carried in the switching instruction is inconsistent
with the identification information of the standby CP device
that is pre-stored by the standby CP device, the UP device
may determine that the check fails, may not perform the
switching operation, and may send the alarm information to
the network management device.

When detecting that the performance of communication
between the UP device and the active CP device does not
meet the normal communication condition, and the perfor-
mance of communication between the UP device and the
standby CP device meets the normal communication con-
dition, the UP device sends the switching request. Therefore,
after the UP device switches to the standby CP device, it can
be ensured that the UP device normally communicates with
the standby CP device, and it can be further ensured that the
standby CP device can normally process a user service. This
ensures reliability of the forwarding-control separation sys-
tem.

In a conventional solution, a wide area network between
the UP device and the active CP device may also provide a
reliability protection solution. For example, a network
device in the wide area network may power off and isolate
faulty network hardware when a packet loss is caused by a
network hardware fault, or may trigger bit error linkage
protection when a bit error occurs. However, in the forego-
ing reliability protection solution, a network device in the
wide area network needs to have a fault detection function
and a protection switching function, and a protection path
exists between network devices, so as to ensure that a
standby path is reachable after faulty network hardware or
link is isolated. It can be learned from the foregoing analysis
that the reliability protection solution provided by the wide
area network has a relatively high network deployment
requirement, high network deployment costs, and relatively
low efficiency. In addition, when the foregoing reliability
protection solution is not available in the wide area network,
an operation personnel can only perform troubleshooting
after perceiving that a user service is damaged, and then
perform manual switching between the active CP device and
the standby CP device after a fault is located. The manual
switching solution of the operation personnel has relatively
low efficiency and cannot rectify a fault in time.
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However, in this embodiment of the present disclosure,
the UP device detects the performance of communication
between the UP device and the active CP device and the
performance of communication between the UP device and
the standby CP device and reports the switching request, and
then the standby CP device triggers CP device switching
based on a quantity of UP devices that each send a switching
request. Therefore, it can be ensured that performance of
communication between the UP device and a CP device can
meet the normal communication condition, normal user
service processing is prevented from being affected, and the
reliability of the forwarding-control separation system is
effectively improved. In addition, according to the switching
method provided in this embodiment of the present disclo-
sure, dependency on a reliability protection solution pro-
vided by a wide area network between the UP device and a
CP device is alleviated. Regardless of whether the wide area
network provides the reliability protection solution, the
control plane device switching method provided in this
embodiment of the present disclosure may be used, and the
method has relatively high application flexibility.

Step 111: The standby CP device sends a switching
cancellation instruction to each UP device that sends the
switching request.

When the standby CP device detects, in step 108, that the
quantity of UP devices that each send the switching request
within the specified time period is less than the first quantity
threshold, the standby CP device may determine that per-
formance of communication between the active CP device
and each of a large quantity of UP devices can meet the
normal communication requirement. Therefore, the standby
CP device may send the switching cancellation instruction to
each UP device that sends the switching request, and the UP
device may receive the switching cancellation instruction.
The switching cancellation instruction may be used to
indicate that a switching condition is not met currently.

In an optional implementation, the standby CP device
may send the switching cancellation instruction to each of
all UP devices that each send the switching request. To be
specific, regardless of whether the UP device sends the
switching cancellation request, the standby CP device may
send the switching cancellation instruction to the UP device
in step 111 when the UP device sends the switching request.

In another optional implementation, the standby CP
device may send the switching cancellation instruction only
to a UP device that is determined by the standby CP device
and that sends a switching request. In other words, if a
specific UP device sends a switching cancellation request
after sending a switching request, because the standby CP
device determines that the UP device is a UP device that
does not send a switching request, the standby CP device
does not need to send the switching cancellation instruction
to the UP device in step 111.

After the UP device receives the switching cancellation
instruction, if the first time period still does not expire, the
UP device may stop detecting the performance of commu-
nication between the UP device and the active CP device and
the performance of communication between the UP device
and the standby CP device. If the first time period expires,
in an optional implementation, the UP device may keep a
current state unchanged. In another optional implementa-
tion, the UP device may alternatively perform the method in
step 105. In other words, the UP device may send the
switching cancellation request to the standby CP device.
Accordingly, after receiving the switching cancellation
request, the standby CP device may perform the method in
step 107. In other words, the standby CP device determines
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that the UP device is a UP device that does not send a
switching request. In addition, after performing the forego-
ing operation, the UP device may start a next round of
detection based on the switching cancellation instruction. In
other words, the UP device continues to perform the meth-
ods in step 101 to step 105. Accordingly, the standby CP
device may continue to perform the methods in step 106 to
step 108 based on the received switching request sent by the
UP device.

Optionally, if the UP device keeps the current state
unchanged after receiving the switching cancellation
instruction, in step 107 or step 108, when the standby CP
device collects statistics about the quantity of UP devices
that each send a switching request, the standby CP device
may start to collect statistics from a moment at which the
switching cancellation instruction is sent last time, or may
collect statistics once at an interval of preset statistics
collection duration (for example, 30 minutes or 1 hour). If
the UP device sends the switching cancellation request to the
standby CP device after receiving the switching cancellation
request, in step 107 or step 108, the standby CP device may
continuously collect statistics about the quantity of UP
devices that each send a switching request.

Optionally, after step 109 and step 111, the standby CP
device may further record related information of this detec-
tion operation, and may send the related information to the
network management device, so that the network adminis-
trator may learn of a network status in time based on the
related information, so as to determine whether manual
intervention is required. The related information may
include a final operation result and the quantity that is of UP
devices that each send a switching request and that is
detected by the standby CP device. The operation result is
sending a switching instruction or sending a switching
cancellation instruction.

It should be noted that a sequence of performing the steps
of the control plane device switching method provided in
this embodiment of the present disclosure may be properly
adjusted, and a step may be correspondingly added or
omitted according to a situation. For example, step 102 may
be deleted according to a situation. To be specific, when
detecting that performance of communication between the
UP device and each CP device does not meet the normal
communication condition, the UP device may keep the
current state unchanged. Alternatively, step 104 and step 105
may be deleted according to a situation. Alternatively, step
106 and step 107 may be deleted according to a situation. To
be specific, the standby CP device may directly detect
whether the quantity of UP devices that each send a switch-
ing request is greater than or equal to the first quantity
threshold. Alternatively, step 111 may be deleted according
to a situation. To be specific, when detecting that the
quantity of UP devices that each send a switching request
within the specified time period is less than the first quantity
threshold, the standby CP device may not send the switching
cancellation instruction. Any variation readily figured out by
a person skilled in the art within the technical scope dis-
closed in this application shall fall within the protection
scope of this application, and details are not described
herein.

In conclusion, this embodiment of the present disclosure
provides the control plane device switching method. When
the UP device in the forwarding-control separation system
detects that the performance of communication between the
UP device and the active CP device does not meet the normal
communication condition, and the performance of commu-
nication between the UP device and the standby CP device
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meets the normal communication condition, the UP device
may send the switching request to the standby CP device.
When the standby CP device detects that the quantity of UP
devices that each send the switching request is greater than
or equal to the first quantity threshold, the standby CP device
may indicate each UP device in the forwarding-control
separation system to switch to the standby CP device.
Therefore, when performance of communication between
the active CP device and each of a large quantity of UP
devices degrades, and performance of communication
between the standby CP device and each of the large
quantity of UP devices is relatively good, each UP device
may switch to the standby CP device, so that the standby CP
device can replace the active CP device to work. This
ensures normal user service running. Compared with the
method in the related technology, the control plane device
switching method provided in this embodiment of the pres-
ent disclosure not only has relatively high flexibility, but also
can effectively improve the reliability of the forwarding-
control separation system.

FIG. 3 is a schematic structural diagram of a UP device
according to an embodiment of the present disclosure. The
UP device may be applied to a forwarding-control separation
system, for example, may be applied to the BRAS system
shown in FIG. 1. Referring to FIG. 1, the forwarding-control
separation system may further include the active CP device
01 and the standby CP device 02. As shown in FIG. 3, the
UP device may include a detection module 201, a first
sending module 202, and a switching module 203.

The detection module 201 may be configured to imple-
ment the method shown in step 101 in the foregoing method
embodiment.

The first sending module 202 may be configured to
implement the method shown in step 103 in the foregoing
method embodiment.

The switching module 203 may be configured to imple-
ment the method shown in step 110 in the foregoing method
embodiment.

In an optional implementation, the detection module 201
may be configured to, when detecting that a quantity of data
packet retransmissions performed between the UP device
and the active CP device within preset duration is greater
than or equal to a retransmission quantity threshold, detect
performance of communication with the active CP device
and performance of communication with the standby CP
device.

In this embodiment of the present disclosure, the detec-
tion module 201 in the UP device may include two detection
submodules. One detection submodule may be configured to
detect the quantity of data packet retransmissions between
the UP device and the active CP device. The other detection
submodule may be provided with a performance detection
protocol, and may detect the performance of communication
with the active CP device and the performance of commu-
nication with the standby CP device based on the perfor-
mance detection protocol. For example, the other detection
submodule may detect communication performance param-
eters such as a packet loss rate, a packet error ratio, and a
communication delay of communication between the UP
device and each CP device.

In another optional implementation, the detection module
201 may be configured to, after a detection instruction sent
by the standby CP device is received, detect the performance
of communication with the active CP device and the per-
formance of communication with the standby CP device.
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Optionally, the forwarding-control separation system may
further include a network management device. As shown in
FIG. 4, the UP device may further include a second sending
module 204.

The second sending module 204 may be configured to
implement the method shown in step 102 in the foregoing
method embodiment.

Optionally, the detection module 201 may be further
configured to implement the method shown in step 104 in
the foregoing method embodiment.

The first sending module 202 may be further configured
to implement the method shown in step 105 in the foregoing
method embodiment.

In conclusion, this embodiment of the present disclosure
provides the user plane device. When detecting that the
performance of communication between the user plane
device and the active CP device does not meet the normal
communication condition, and the performance of commu-
nication between the user plane device and the standby CP
device meets the normal communication condition, the user
plane device may send the switching request to the standby
CP device, and may switch to the standby CP device
according to the switching instruction sent by the standby
CP device. Therefore, when performance of communication
between the active CP device and each of a large quantity of
UP devices degrades, and performance of communication
between the standby CP device and each of the large
quantity of UP devices is relatively good, each UP device
may switch to the standby CP device, so that the standby CP
device can replace the active CP device to work. This
ensures normal user service running, thereby effectively
improving reliability of the forwarding-control separation
system.

FIG. 5 is a schematic structural diagram of a standby CP
device according to an embodiment of the present disclo-
sure. The standby CP device may be applied to a forwarding-
control separation system, for example, may be applied to
the BRAS system shown in FIG. 1. Referring to FIG. 1, the
forwarding-control separation system may further include
the active CP device 01 and the plurality of UP devices 03.
As shown in FIG. 5, the standby CP device may include a
receiving module 301, a detection module 302, and a first
sending module 303.

The receiving module 301 may be configured to receive
a switching request sent by at least one UP device, where the
switching request sent by any UP device may indicate that
performance of communication between the any UP device
and the active CP device does not meet a normal commu-
nication condition, and performance of communication
between the any UP device and the standby CP device meets
the normal communication condition.

The detection module 302 may be configured to imple-
ment the method shown in step 108 in the foregoing method
embodiment.

The first sending module 303 may be configured to
implement the method shown in step 109 in the foregoing
method embodiment.

Optionally, as shown in FIG. 6, the standby CP device
may further include a second sending module 304.

The second sending module 304 may be configured to
implement the method shown in step 107 in the foregoing
method embodiment.

In an optional implementation, the detection module 302
may be configured to detect whether a sum of a quantity of
user plane devices that each send the switching request
before the detection instruction is sent and a quantity of user
plane devices that each send the switching request within a
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second time period after the detection instruction is sent is
greater than or equal to the first quantity threshold in step
108.

The first quantity threshold in step 108 is greater than the
second quantity threshold in step 107.

In another optional implementation, the detection module
302 may be configured to detect, beyond a second time
period after the detection instruction is sent, whether a
quantity of user plane devices that each send the switching
request within the second time period is greater than or equal
to the first quantity threshold in step 108.

Optionally, the first sending module 303 may be further
configured to implement the method shown in step 111 in the
foregoing method embodiment.

Optionally, the detection module 302 may be further
configured to implement the method shown in step 106 in
the foregoing method embodiment.

In this embodiment of the present disclosure, if a perfor-
mance detection protocol configured in the UP device is a
two-way detection protocol, the standby CP device may
further include a performance detection module, and the
performance detection module may be provided with a
corresponding performance detection protocol. When the
UP device detects performance of communication between
the UP device and the standby CP device based on the
performance detection protocol, the performance detection
module may be configured to respond to a performance
detection request sent by the UP device.

In conclusion, this embodiment of the present disclosure
provides the standby control plane device. After receiving a
switching request sent by each of a large quantity of UP
devices, the standby control plane device indicates each UP
device in the forwarding-control separation system to switch
to the standby CP device. Therefore, when performance of
communication between the active CP device and each of
the large quantity of UP devices degrades, and performance
of communication between the standby CP device and each
of the large quantity of UP devices is relatively good, the
standby CP device may replace the active CP device to work.
This ensures normal user service running, thereby effec-
tively improving reliability of the forwarding-control sepa-
ration system.

An embodiment of the present disclosure further provides
a CP device switching apparatus. The switching apparatus
may be applied to a standby CP device or a UP device in a
forwarding-control separation system. As shown in FIG. 7,
the apparatus may include a processor 1201 (for example, a
central processing unit (CPU)), a memory 1202, a network
interface 1203, and a bus 1204. The bus 1204 is configured
to connect the processor 1201, the memory 1202, and the
network interface 1203. The memory 1202 may include a
random-access memory (RAM), or may include a nonvola-
tile memory, for example, at least one magnetic disk storage.
A communication connection between a server and a com-
munications device is implemented by using the network
interface 1203 (in a wired or wireless manner). The memory
1202 stores a computer program 12021, and the computer
program 12021 is configured to implement various applica-
tion functions.

When the switching apparatus is applied to the UP device,
the processor 1201 may be configured to execute the com-
puter program 12021 stored in the memory 1202, to imple-
ment the method performed by the UP device in the method
provided in the foregoing method embodiment. When the
switching apparatus is applied to the standby CP device, the
processor 1201 may be configured to execute the computer
program 12021 stored in the memory 1202, to implement the
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method performed by the standby CP device in the method
provided in the foregoing method embodiment.

An embodiment of the present disclosure further provides
a forwarding-control separation system. Referring to FIG. 1,
the forwarding-control separation system may include the
active CP device 01, the standby CP device 02, and the
plurality of UP devices 03. The standby CP device 02 may
be the device shown in FIG. 5 or FIG. 6, and each UP device
03 may be the device shown in FIG. 3 or FIG. 4.

An embodiment of the present disclosure further provides
a computer-readable storage medium. The computer-read-
able storage medium stores an instruction. When the com-
puter-readable storage medium is run on a computer, the
computer is enabled to perform the control plane device
switching method provided in the foregoing method
embodiment.

All or some of the foregoing embodiments may be
implemented through software, hardware, firmware, or any
combination thereof. When software is used to implement
the embodiments, all or some of the embodiments may be
implemented in a form of a computer program product. The
computer program product includes one or more computer
instructions. When the computer program instructions are
loaded and executed on a computer, the procedure or func-
tions according to the embodiments of the present disclosure
are all or partially generated. The computer may be a general
purpose computer, a computer network, or another program-
mable apparatus. The computer instructions may be stored in
a computer-readable storage medium or may be transmitted
from a computer-readable storage medium to another com-
puter-readable storage medium. For example, the computer
instructions may be transmitted from a website, computer,
server, or data center to another website, computer, server, or
data center in a wired (for example, a coaxial cable, an
optical fiber, or a digital subscriber line) or wireless (for
example, infrared, radio, or microwave) manner. The com-
puter-readable storage medium may be any usable medium
accessible by the computer, or a data storage device, such as
a server or a data center, integrating one or more usable
media. The usable medium may be a magnetic medium (for
example, a floppy disk, a hard disk, or a magnetic tape), an
optical medium, a semiconductor medium (for example, a
solid-state drive), or the like.

The foregoing descriptions are merely specific implemen-
tations of the present disclosure, but are not intended to limit
the protection scope of the present disclosure. Any variation
or replacement readily figured out by a person skilled in the
art within the technical scope disclosed in the present
disclosure shall fall within the protection scope of the
present disclosure. Therefore, the protection scope of the
present disclosure shall be subject to the protection scope of
the claims.

What is claimed is:

1. A method implemented by a first user plane (UP) device
in a forwarding-control separation system, wherein the
method comprises:

detecting a first performance of communication of the first

UP device with an active control plane (CP) device in
the forwarding-control separation system and a second
performance of communication of the first UP device
with a standby CP device in the forwarding-control
separation system;

sending a switching request to the standby CP device

when the first performance of communication does not
meet a normal communication condition and when the
second performance of communication meets the nor-
mal communication condition;
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receiving, from the standby CP device, a switching
instruction when a first quantity of second UP devices
sending the switching request is greater than or equal to
a first quantity threshold; and

switching, in response to the switching instruction, to the

standby CP device.

2. The method of claim 1, further comprising:

detecting that a second quantity of data packet retrans-

missions between the first UP device and the active CP
device within a preset duration is greater than or equal
to a retransmission quantity threshold; and

further detecting, in response to detecting that the second

quantity is greater than or equal to the retransmission
quantity threshold, the first performance of communi-
cation and the second performance of communication.

3. The method of claim 1, further comprising:

receiving a detection instruction from the standby CP

device; and

further detecting, in response to the detection instruction,

the first performance of communication and the second
performance of communication.

4. The method of claim 1, further comprising:

detecting that the first performance of communication and

the second performance of communication do not meet
the normal communication condition; and
reporting, in response to the first performance of commu-
nication and the second performance of communication
not meeting the normal communication condition,
alarm information indicating that a communication of
the first UP device is abnormal to a network manage-
ment device in the forwarding-control separation sys-
tem.
5. The method of claim 1, further comprising:
continuing to detect, within a time period after sending the
switching request, the first performance of communi-
cation and the second performance of communication;

detecting, within the time period, that the first perfor-
mance of communication meets the normal communi-
cation condition; and

sending, in response to the first performance of commu-

nication meeting the normal communication condition,
a switching cancellation request to the standby CP
device.

6. The method of claim 1, further comprising detecting a
first value of at least one communication performance
parameter of the first UP device communication with the
active CP device and a second value of the at least one
communication performance parameter of the first UP
device communication with the standby CP device, wherein
meeting the normal communication condition comprises a
third quantity of communication performance parameters,
that are in the at least one communication performance
parameter and comprising corresponding third values that
are within a corresponding normal value range, being greater
than or equal to a preset quantity threshold, and wherein not
meeting the normal communication condition comprises a
fourth quantity of communication performance parameters,
that are in the at least one communication performance
parameter and comprising corresponding fourth values that
are within the corresponding normal value range, being less
than the preset quantity threshold.

7. A method implemented by a standby control plane (CP)
device in a forwarding-control separation system, wherein
the method comprises:

receiving a switching request from a first user plane (UP)

device of a plurality of second UP devices in the
forwarding-control separation system, wherein the
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switching request indicates that a first performance of
communication between the first UP device and an
active CP device in the forwarding-control separation
system does not meet a normal communication condi-
tion and a second performance of communication
between the first UP device and the standby CP device
meets the normal communication condition;
detecting whether a quantity of third UP devices sending
the switching request is greater than or equal to a first
quantity threshold; and
sending, to each of the second UP devices, a switching
instruction instructing to switch to the standby CP
device when the quantity is greater than or equal to the
first quantity threshold.
8. The method of claim 7, further comprising:
sending, before detecting whether the quantity is greater
than or equal to the first quantity threshold, a detection
instruction to a fourth UP device in the second UP
devices that does not send the switching request when
the quantity is greater than or equal to a second quantity
threshold, wherein the detection instruction instructs
the fourth UP device to detect a third performance of
communication between the fourth UP device and the
active CP device and a fourth performance of commu-
nication between the fourth UP device and the standby
CP device, and wherein the first quantity threshold is
greater than the second quantity threshold; and
detecting whether a sum of a second quantity of UP
devices sending the switching request before the detec-
tion instruction is sent and a third quantity of UP
devices sending the switching request within a first
time period after the detection instruction is sent is
greater than or equal to the first quantity threshold.
9. The method of claim 7, further comprising:
sending, before detecting whether the quantity is greater
than or equal to the first quantity threshold, a detection
instruction to a fourth UP device in the second UP
devices and that does not send the switching request
when the quantity is greater than or equal to a second
quantity threshold, wherein the detection instruction
instructs the fourth UP device to detect a third perfor-
mance of communication between the fourth UP device
and the active CP device and a fourth performance of
communication between the fourth UP device and the
standby CP device; and
detecting, beyond a first time period after the detection
instruction is sent, whether a fifth quantity of UP
devices sending the switching request within the first
time period is greater than or equal to the first quantity
threshold.
10. The method of claim 7, further comprising:
detecting whether a sixth quantity of UP devices sending
the switching request within a second time period is
greater than or equal to the first quantity threshold; and
sending, to each of the third UP devices, a switching
cancellation instruction the sixth quantity is less than
the first quantity threshold.
11. The method of claim 7, wherein after receiving the
switching request, the method further comprises:
receiving a switching cancellation request from the first
UP device; and
setting, in response to the receiving, the first UP device as
a fourth UP device that does not send the switching
request.
12. The method of claim 7, wherein the forwarding-
control separation system is a forwarding-control separation
broadband remote access server system.
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13. A first user plane (UP) device in a forwarding-control
separation system, comprising:

a memory configured to store a program code; and

a processor coupled to the memory, wherein the program

code causes the processor to be configured to:

detect a first performance of communication of the first
UP device with an active control plane (CP) device
and a second performance of communication of the
first UP device with a standby CP device;

send a switching request to the standby CP device when
the first performance of communication does not
meet a normal communication condition and when
the second performance of communication meets the
normal communication condition; and

receive, from the standby CP device, a switching
instruction when a quantity of second UP devices
sending the switching request is greater than or equal
to a first quantity threshold; and

switch, in response to the switching instruction, to the
standby CP device.

14. The first UP device of claim 13, wherein the program
code further causes the processor to be configured to:

detect that a second quantity of data packet retransmis-

sions between the first UP device and the active CP
device within a preset duration is greater than or equal
to a retransmission quantity threshold; and

detect, in response to detecting that the second quantity is

greater than or equal to the retransmission quantity
threshold, the first performance of communication and
the second performance of communication.

15. The first UP device of claim 13, wherein the program
code further causes the processor to be configured to:

receive, from the standby CP device, a detection instruc-

tion; and

detect, in response to the detection instruction, the first

performance of communication and the second perfor-
mance of communication.
16. The first UP device of claim 13, wherein the program
code further causes the processor to be configured to:
continue to detect, within a time period after sending the
switching request, the first performance of communi-
cation and the second performance of communication;

detect, within the time period, that the first performance of
communication meets the normal communication con-
dition; and

send, in response to the first performance of communi-

cation meets the normal communication condition, a
switching cancellation request to the standby CP
device.

17. The first UP device of claim 13, wherein the program
code further causes the processor to be configured to detect
a first value of at least one communication performance
parameter of the first UP device communication with the
active CP device and a second value of the at least one
communication performance parameter of the first UP
device communication with the standby CP device, wherein
meeting the normal communication condition comprises a
third quantity of communication performance parameters,
that are in the at least one communication performance
parameter and comprising corresponding third values that
are within a corresponding normal value range, is greater
than or equal to a preset quantity threshold, and does not
meet the normal communication condition comprises a
fourth quantity of communication performance parameters,
that are in the at least one communication performance
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parameter and comprising corresponding fourth values that
are within the corresponding normal value range, is less than
the preset quantity threshold.

18. A standby control plane (CP) device in a forwarding-
control separation system, comprising:

a memory configured to store a program code; and

a processor coupled to the memory, wherein the program

code causes the processor to be configured to:

receive, from a first user plane (UP) device of a
plurality of second UP devices, a switching request
indicating that a first performance of communication
between the first UP device and an active CP device
does not meet a normal communication condition
and a second performance of communication
between the first UP device and a standby CP device
meets the normal communication condition;

detect whether a quantity of third UP devices sending
the switching request is greater than or equal to a first
quantity threshold; and

send, to each of the second UP devices, a switching
instruction instructing to switch to the standby CP
device when the quantity is greater than or equal to
the first quantity threshold.

19. The standby CP device of claim 18, wherein the
program code further causes the processor to be configured
to:

send, before detecting whether the quantity is greater than

or equal to the first quantity threshold, a detection
instruction to a fourth UP device in the second UP
devices and that does not send the switching request
when the quantity is greater than or equal to a second
quantity threshold, wherein the detection instruction
instructs the fourth UP device to detect a third perfor-
mance of communication between the fourth UP device
and the active CP device and a fourth performance of
communication between the fourth UP device and the
standby CP device; and

detect whether a sum of a second quantity of UP devices

sending the switching request before the detection
instruction is sent and a third quantity of UP devices
sending the switching request within a first time period
after the detection instruction is sent is greater than or
equal to the first quantity threshold.

20. The standby CP device of claim 18, wherein the
program code further causes the processor to be configured
to:

send, before detecting whether the quantity is greater than

or equal to the first quantity threshold, a detection
instruction to a fourth UP device in the second UP
devices and that does not send the switching request
when the quantity is greater than or equal to a second
quantity threshold, wherein the detection instruction
instructs the fourth UP device to detect a third perfor-
mance of communication between the fourth UP device
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and the active CP device and a fourth performance of
communication between the fourth UP device and the
standby CP device; and

detect, beyond a first time period after the detection
instruction is sent, whether a fifth quantity of UP
devices sending the switching request within the first
time period is greater than or equal to the first quantity
threshold.

21. The standby CP device of claim 18, wherein the

program code further causes the processor to be configured
to:

detect whether a sixth quantity of UP devices sending the
switching request within a second time period is greater
than or equal to the first quantity threshold; and

send, to each of the third UP devices, a switching can-
cellation instruction when the sixth quantity is less than
the first quantity threshold.

22. The standby CP device of claim 18, wherein the

program code further causes the processor to be configured
to:

receive a switching cancellation request from the first UP
device; and
set, in response to receiving, the first UP device as a fourth
UP device that does not send the switching request.
23. A forwarding-control separation system comprising:
an active control plane (CP) device;
a standby CP device; and
a plurality of second user plane (UP) devices communi-
catively coupled to the active CP device and the
standby CP device and comprising a first UP device,
wherein the first UP device is configured to:
detect a first performance of communication of the first
UP device with the active CP device and a second
performance of communication with the standby CP
device;
determine that the first performance of communication
does not meet a normal communication condition
and the second performance of communication
meets the normal communication condition; and
send a switching request to the standby CP device,
wherein the standby CP device is configured to:
receive a plurality of switching requests from a plural-
ity of third UP devices;
determine whether a quantity of the third UP devices is
greater than or equal to a first quantity threshold; and
send, to each of the second UP devices, a switching
instruction when the quantity is greater than or equal
to the first quantity threshold, and
wherein the first UP device is further configured to:
receive the switching instruction; and
switch, in response to receiving the switching instruc-
tion and according to the switching instruction, to the
standby CP device.
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