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function as an automated build platform that enables an execution environment agnostic build platform for development over local

development and extended network computing environments.
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SYSTEM AND METHOD FOR A HYBRID DEVELOPMENT PLATFORM

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This Application claims the benefit of U.S. Provisional Application No.
63/080,395, filed on 18-SEP-2020, which is incorporated in its entirety by this reference.

TECHNICAL FIELD

[0002] This invention relates generally to the field of software integration technology, and

more specifically to a new and useful system and method for a hybrid development platform.

BACKGROUND

[0003] As software development has progressed, building and testing new applications and
projects has become a challenge that needs to be consistently solved over multiple computer
operating environments, and efficiently and consistently incorporate the work of multiple
developers throughout the process. Building and testing generally takes place both locally and over
continuous integration networks.

[0004] In software engineering, continuous integration (CI) is the practice of executing a
build, including compilation, unit testing, and integration testing (and possibly other types of tests
as well), on every change of the code; or at set time intervals of developers’ working copies of the
code and/or of the shared “mainline” version of the code. CI provides a large and comprehensive
network for development but is limited on how fast a build may be iterated on, due to CI systems
taking a long time to initialize the appropriate environment and to execute the necessary tests.
[0005] Local development, on the other hand, is fast to iterate on, but is comparatively
significantly limited in resources. Additionally, local development may create issues that are
operating system (OS) specific, machine specific, configuration specific, or execution
environment specific. These different conditions can introduce variability across different local
machines making it difficult to develop and integrate with a CI network.

[0006] There is a need in the field of software development to create a new and useful
system and method for hybrid development that incorporate the advantages of both local and CI

development. This invention provides such a new and useful system and method.
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BRIEF DESCRIPTION OF THE FIGURES

[0007] FIGURE 1 is a schematic representation of an example system.

[0008] FIGURE 2 is a schematic representation of an example hybrid system.

[0009] FIGURE 3 is a schematic representation of one variation with containerized
execution.

[0010] FIGURE 4 is a schematic example of the hybrid development platform.

[0011] FIGURE 5 is an example of target and artifact reference syntax.

[0012] FIGURE 6 is a schematic representation of directed acyclic graph (DAG) build
mapping.

[0013] FIGURE 7 is a flowchart of an example method.

[0014] FIGURE 8 is an exemplary build file.

[0015] FIGURE 9 is a flowchart of a method variation.

[0016] FIGURE 10 is a flowchart of a method variation with a hybrid development
environment.

[0017] FIGURE 11 is a flowchart of a method variation for a hybrid development
environment.

[0018] FIGURE 12 is an exemplary system architecture that may be used in implementing

the system and/or method.

DESCRIPTION OF THE EMBODIMENTS

[0019] The following description of the embodiments of the invention is not intended to
limit the invention to these embodiments but rather to enable a person skilled in the art to make

and use this invention.

1. Overview

[0020] A system and method can enable a dynamic and intelligent code development build
process, which functions to enhance the build process when developing software applications. The
system and method can make use of a build cluster, that executes individual commands within

build targets thereby maintaining and updating project builds; a build cache that stores partial
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results (e.g., intermediate execution states) of previous executions; an artifact storage, that stores
and updates artifacts; and a secrets repository that manages local and global project secrets (e.g.,
passwords, infrastructure keys, API keys, credentials, etc.). The system and method function as an
automated build platform that may enable an execution environment agnostic build platform for
development over local development and/or extended network (e.g., cloud based) computing
environments. This may be done by leveraging container-based compilation and execution of
program segments with explicit linear dependencies to provide a highly optimized and
personalized project development platform that may interdependently implement both local and
cloud based program segments in a highly reproducible fashion.

[0021] The system and method can enable an automated development build solution that
can manage builds that may be containerized, isolated, repeated, and executed in an execution
agnostic environment. In this way, a build of the system and method could be generated on a local
development environment or with a CI and the build can run the same way. This technical solution
may enable faster iteration on build scripts and easier debugging during the code development
process. The system and method can function as an automation layer between language-specific
tooling (e.g., tooling like maven, gradle, npm, pip, go build) and the CI build spec.

[0022] The system and method can integrate the use of caching into the build process. In
this way, the build output can be reused if that step or any of its inputs have not changed. The
cache may additionally be distributed such that caching of the build process can be distributed
across the build cluster itself, to help with cache locality, or over any other distributed compute or
storage resource. This may be useful for accelerating the build process within an organization of
multiple developers.

[0023] The system and method can enable self-contained builds, which functions to enable
the builds to work across different environments.

[0024] The system and method can also enable dynamic parallelization for the build
process. In this way, the system and method can automatically execute targets in parallel. In the
event a build has independent steps, the system and method can build a directed acyclic graph,
isolate execution of each step, and run independent steps in parallel. The system and method may
additionally cache results for future use. More specifically, in some variations, every command
that executes in response to configuration of a build instruction file can be a container. The build

can be defined by building the graph as described above. Since the commands can be run anywhere
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because of the containerization, the DAG can be used to distribute the build process across a
diversity of computing resources (e.g., a computing cluster). The system can handle inferring
which steps can be parallelized and which are dependent and cannot be parallelized based at least
in part on the nodes in the graph.

[0025] The system and method can enable an intelligent import system that can enhance
the management of artifacts across repositories. The system and method may be used to copy or
otherwise manage artifacts across repositories with an appropriate command configured in a
system build language used by the system and method.

[0026] The system and method may be used in a variety of exemplary use cases.

[0027] In a first use case, the system and method can provide a local development platform;
wherein project and project components may be created, updated, compiled, and executed locally.
[0028] In a second use case, the system and method can provide a “cloud based”
development platform; wherein project, and project components, may be created, updated,
compiled, and executed on cloud-based, or other public/global computing platforms. In one such
exemplary use case, the build process of the system and method may be integrated with a source
code repository. For example, a build process of the system and method could be triggered in
response to a webhook request from a code repository after a pull request is issued. Such an
implementation can make use of the intelligent and dynamic build process of the system and
method for a more performant build process.

[0029] In a third use case, the system and method can provide a hybrid development
platform; wherein project, and project components, may be created, updated, compiled and
executed either (or both) locally and on cloud-based computing platforms. As part of the hybrid
use case, the system and method may enable selective implementation of local and cloud-based
platforms, wherein the system (or user) may selectively choose between local, cloud-based, or
hybrid implementations for project component creation, compilation, and/or execution. For cloud-
based and hybrid implementations, the system and method may additionally enable
implementation with continuous integration (CI) and other group development platforms. For local
implementations, the system and method may further provide CI capabilities (e.g., access to global
resources).

[0030] The system and method may provide a number of potential benefits. The system

and method are not limited to always providing such benefits and are presented only as exemplary
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representations for how the system and method may be put to use. The list of benefits is not
intended to be exhaustive and other benefits may additionally or alternatively exist.

[0031] The system and method provide the benefit of local and CI builds. That is, the
system and method provide enough information for CI needs, but also enable sub-steps
independently or with altered parameters for local development builds.

[0032] In typical development, builds are operating system specific and not readily
compatible with popular development workstations. The system and method provide containerized
targets thereby minimizing OS-level dependencies and potentially improving build reproducibility
through platform agnostic execution.

[0033] Additionally, the system and method may provide the ability to run containers over
all major platforms, thus a build on one platform may be more easily compatible for other
platforms.

[0034] As another potential benefit, the system and method can make use of explicit
dependencies between build targets enabling ease of use for both local and on CI platforms.
Additionally, local builds do not affect external systems or services unless explicitly requested.
[0035] As a build specification (i.e., “build spec”) can be explicit about dependencies
between targets and reduce or eliminate other sharing, the system and method may enable easy
parallelization that is easy for the user to reason about. The user does not have to think of race
conditions, locking shared memory, dead-locking or classical concurrency bugs resulting from the
difficulty of working with shared resources in a concurrent environment.

[0036] As one potential benefit, in order to sustain the reproducible builds key feature, the
system and method further extends the concept of securely stored secrets to make the secrets
available to local builds too.

[0037] The system and method may enable explicit labeling and declaring of artifacts or
target images thereby improving interaction with artifacts.

[0038] As an additional benefit over Dockerfiles and other similar container technology,
the system and method may provide the benefit of enabling building all types of artifacts (e.g.,
regular files, executables, libraries, etc.) and not just Docker images.

[0039] A key limitation which almost all CI systems today have is that given a set of

changed files, the CI system cannot automatically infer which integration tests need to be re-run.
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This often results in running too many integration tests, thus slowing down build times, which
impacts developer productivity while also wasting computing resources. The system and method
provides the potential benefit of automatic inference of which integration tests to re-run. By
leveraging explicit dependencies, the system and method may track the propagation of known
modified files across build mappings to infer which targets are affected by the changes and thus
would need to be executed again.

[0040] Additionally, the system and method may enable different groups/teams to run each
other’s builds, i.e., improve reproducibility, thereby potentially providing an efficient way of

adding new team members to a project.

2. System

[0041] As shown in FIGURE 1, a system for a hybrid capable development platform
includes: a build cluster 110, comprising circuitry that creates and maintains program builds and
build components; a build cache 120, comprising circuitry that caches build components; an
artifact and image storage system 130, comprising circuitry that stores build artifacts (e.g., docker
images and binaries); and a secrets repository 140, comprising circuitry that stores and manages
build secrets. The system functions as a local, cloud-based, or hybrid development platform that
enables software development locally (e.g., personal workstation) and/or over an extended
network (e.g., cloud). The system may be implemented as a build automation tool allowing users
to execute builds in containers, making build executions self-contained, reproducible, portable and
parallel; over local, cloud-based, and/or hybrid executions.

[0042] Dependent on implementation, the system may further comprise additional
components as desired for additional functionalities. Examples of some preferred additional
components include: a command line interface (CLI) utility that enables user interaction with the
platform; a system language (e.g., a proprietary or open-source language optimized for use and
interaction with the system), enabling textual description and configuration of builds; a core
backend that comprises the core logic for the development platform; and a web portal providing
external interaction. The system may include other components as desired. Examples of other
components include: a graphical user interface (GUI), messaging application and security modules

(e.g., firewall, encryption/decryption tools). Dependent on implementation, the system may
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particularly include integration tools to work in conjunction with continuous integration platforms
(e.g., integrate with Github).

[0043] The system may further include build tools for use of the platform. Build tools may
include but are not limited to: command-line utility, which may enable platform control via the
use of command line commands and flags; and a referencing system to refer to artifacts, images,
and other targets within the system. Build tools may be added and/or removed from the system as
desired per implementation (e.g., language development tools made available for use through
purchase). A build tool could be installed in a local development machine or within server.
[0044] The build tool could include a CLI utility and/or a graphical user interface. The
interface of the build tool preferably reads, or processes build files in determining the nature of a
build. A build file can be configured in a system language. As shown in the example build file
shown in FIGURE 8, the build file can define a series of build steps that can be processed and used
in implementing the build process. As described herein, the system may intelligently process the
build file to determine scenarios where it can appropriately cache and parallelize the build process.
[0045] As a hybrid development platform implementation, the system may provide
multiple use cases: a local development platform, wherein a user may implement the system for
local software development; a network-based development platform (e.g. a continuous integration
(CI) system, wherein multiple users may work independently or collaboratively; or a hybrid
development platform enabling both local and cloud based implementation. The system preferably
enables implementing any of these use cases and switching between them over any given project
or time period. Dependent on implementation, the system may comprise additional components,
or provide local or network variants of system components. As shown in the example schematic
of a hybrid implementation in FIGURE 2, system components may be localized, duplicated, and/or
specialized for local, cloud based, or hybrid development. For example, a build cache may be a
local build cache, a network-based build cache, or a build cache with local and network
components. As part of any use case, the system may be implemented as a usable development
platform, wherein a user may access the system locally (e.g., installed software) and/or access the
cloud-based platform. In some variations the system may be provided as part of software as a
service (SaaS).

[0046] As part of a cloud/network-based implementation, the system may function as a CI

system, or as a build system used with a CI. In these variations, all build steps may be executed
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exclusively in the cloud; operations that modify the external state would be enabled by default (but
may be configurable) and would typically be triggered without human interaction. Additionally or
alternatively, the system may enable utilization of source control management (SCM) systems,
Docker image (or open-container image) registries, and package repositories.

[0047] As another application, the system may also be used to extend the hybrid builds.
As part of a hybrid use case (i.e., both local and cloud implementation), the system may
intelligently decide to perform parts of a build project on a local platform (e.g. workstation) and
submit the rest to the cloud platform. The user might additionally have the option to force
execution within one of these two environments exclusively. The algorithm to automatically
decide which parts to run locally and which parts to run in the cloud may be based on
implementation. In one example, if no historical data (e.g., no performance data of prior builds)
exists or is available, the build project may be submitted to both the workstation and the cloud, in
parallel, to establish a performance baseline. This may allow for comparison of the performance
of the build locally vs the performance of the build in the cloud.

[0048] In hybrid variations, the system may enable use of a combination of resources
across the local and the cloud platform. A specialized hybrid development environment may be
used for running microservices for development purposes. Use cases may include running a
complex stack of microservices for development, debugging, and build reproduction purposes; in
an environment that is not limited in resources (e.g., a typical development workstations), but
which can be easily reinitialized with updated logic as the developer makes changes to the code.
That is, a developer may generally develop in a “local” environment but with access to cloud-
based resources.

[0049] As another application, the system may be used to extend the hybrid build system
to also enable hybrid execution to stacks of containers, forming a microservice architecture. As
part of a hybrid use case (i.e., both local and cloud implementation), the system can further enhance
the developer experience by enabling execution environments (e.g., a developer environment) for
local and cloud distributed execution. This may be used to enable a hybrid development
environment. In a hybrid execution implementation, the system may intelligently decide to start
containers on the local platform (e.g., workstation) and submit the rest to the cloud. The user might
additionally have the option to force execution within one of these two environments exclusively.

The algorithm to automatically decide which parts to run locally and which parts to run in the
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cloud may be based on implementation. As shown in FIGURE 3, one example schematic of local
and cloud interactions, a developer may have a local interaction “experience” (through the local
host network) while only parts of a container stack are executed locally and while other parts of
the container stack are executed on a cloud platform. Other integrations may also be incorporated
with the extended hybrid build system. For example, a Docker compose specification or another
container orchestration specification can be used in establishing multiple containerized
microservices that could be run in local containers or in cloud network-accessible containers. Port
tunneling can be used for cloud containers to expose a listening port locally on a developer
machine. A unified logging system could use a log proxy in the cloud with an output that is
combined with the local output. Furthermore, the local and cloud containers may be run within a
shared virtual network. In some cases, a management or orchestration system can manage the
distribution of local and cloud microservices to enhance performance or based on other metrics.

[0050] For hybrid microservice variations, microservices running in the cloud may stream
their logs, standard inputs and outputs to the developer’s workstation. Additionally, in some
variations, ports opened by the various microservices may be forwarded back to the user’s
workstation such that they may access them via localhost. This may create a near "seamless"
experience of interacting with the microservices for the user for debugging, testing, and
development purposes, since it does not typically matter whether the microservice is running
locally or in the cloud. The decision of which microservices to run locally and which ones to run
in the cloud may either mirror their respective builds, as shown in the sample script in FIGURE 5
(e.g. if the build of a microservice is executed locally, the microservice is run locally), which may
help minimize the need to transfer microservice images to/from cloud) or have some other
decisioning algorithm (e.g., microservices execution allocated by processing capability). Such a
system may optionally support the Docker-compose specification (a widely used format for
defining container stacks for local development) or the Kubernetes configuration format for
defining microservices and the possible interaction between them. The system may additionally,
or alternatively, support any other configuration or format used for defining microservices,
including user defined configurations. This microservice system may be integrated with the build
features of the system, such that whenever a new build of a microservice has succeeded, the
respective microservice is reinitialized (either automatically or when given a command by the

user).
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[0051] As shown in FIGURE 6, one implementation of a hybrid development environment
can use a hybrid development environment utility, a set of containerized microservices
(represented as circles in the figure) that are partially operated locally on a development machine
(e.g., a developer’s personal computer) and remotely in a cloud computing environment. The
hybrid development environment utility can function as a utility on a developer’s local machine
that facilitates and manages hybrid development environment. In some variations, the hybrid
nature of the deployment is transparent to the end user. In some variations, the hybrid development
environment utility can be a container-compose API where container-library-like commands (e.g.,
Docker-like commands) can be issued but with local or cloud deployment of a container for a
microservice being managed by the utility. As shown in FIGURE 6, a customer orchestrator may
facilitate container/microservice management on the cloud, and a local container daemon may
manage lifecycle of containers locally. The state of the build resulting from the system may be
used. For example, local builds can be deployed locally, and cloud builds can be deployed
remotely. Alternatively, other factors may be considered when determining between deploying
locally or remotely. In some variations, location may be fully or partially configurable (e.g., based
on a hybrid configuration file).

[0052] The hybrid development environment can include a virtual network such that
containers are operated to appear and function as if on the same network. The set of containerized
microservices can be run within the shared virtual network. To facilitate unified local access to
network ports, the local and remote containers expose listening ports through the local host
network. If a local container, ports are exposed as expected for local containerized microservice.
If a remote cloud container, the system tunnels open ports from remote containers back to local
machine. This may enable, for example, a developer using a local machine to load in web app from
a local host network to test behavior while using a hybrid environment

[0053] Various features of development can be unified across local and cloud such as
logging. In one variation, if logs are generated by a local container, then the log can be output
directly through the standard output of the local machine. If the logs are generated by a cloud
container, the logs can be streamed from the cloud container to the standard output. In one variation
shown in FIGURE 6, logs of a cloud container are streamed through a log proxy, and a hybrid

development utility to the standard output.

10
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[0054] In some variations, the system may be used as a CI platform integration, wherein
the system functions to improve and enhance CI capabilities for project development. These
enhancements may include providing CI benefits for local development (e.g., reduce
compilation/execution processing overhead), and improved capabilities for the CI platform (e.g.,
provide a more consistent build environment for a more reliable execution over platforms, and
allow small component executions instead of a monolithic CI script execution). As a general part
of the system function, the system breaks down a build into individual executable components
(e.g., commands) such that each executable component is run in a container, where a linear
interdependency of the containers is enforced and mapped. These containers effectively function
as an execution sandbox, providing a consistent build environment over all platforms. In some
variations, each executable component may also be stored in a distinct container. The fine
breakdown of code into individual containers, enables execution of individual target components
instead of a monolithic CI script execution. The system may be used as part of any CI platform
integration. Examples of CI tools/platforms that may be integrated with the system include, but
are not limited to: GIThub, Buddy, Jenkins, TeamCity, BigE VAL, GoCD, Bamboo, Gitlab CI,
CircleClI, Codeship, Buildbot, Integrity, Strider CD, Autorabit, Final builder, Wercker, Buildkite,
Semaphore, CruiseControl, Bitrise, Travis, and Urbancode.

[0055] As part of the CI integration, the system may include tools to connect to a CI,
integrate with the CI, and update a build and build dependencies on the CI. The tools may include
build tools (e.g., make, maven, gradle), for local and global builds.

[00546] The system of may include a build cluster 110. The build cluster 110 functions to
execute individual commands within build targets. The build cluster may isolate targets of a project
build, such that targets of the project may be executed separately from other targets of the project;
wherein targets are recipes/commands. Thus, the build cluster 110 may further functions as a sand
box for execution of containers of a build; wherein execution may comprise one, multiple, or all
containers for a build.

[0057] In multi-tenant implementations, the build cluster 110 may additionally function to
isolate the same target for distinct users of the platform. That is, the build cluster 110 would
containerize, and thus isolate, a single target execution separately for each user. In some variations,
the build cluster 110 may enable partial isolation of a target between tenants. For example, a

specific project group may be designated to share the same build and execution for a set of targets
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for some project. In this manner, each build node in the build cluster can be sandboxed per-user in
a manner in which they are not allowed to communicate with build nodes of other users. Similarly,
each remote container in the hybrid development environment example for a single user, as shown
in FIGURE 4, can be expanded and sandboxed per-user.

[0058] Dependent on implementation, the build cluster 110 may comprise local (e.g.,
workstation, local computing cluster, local mainframe), and/or network circuitry (e.g., cloud
computing cluster, public network, etc.). In this manner, the build cluster 100 may comprise
circuitry ranging from one to thousands of machines. For some hybrid and cloud implementations,
the build cluster 100 may comprise 100s-1000s of processors. In many variations, the build cluster
110 may function as a computation resource pool that may be automatically scaled up or down to
meet real-time demand.

[0059] In some preferred variations, each target is isolated from all other targets in
containers (i.e., containerized), thus enabling environment agnostic reproducible execution.
Preferably, only “desired objects” are shared between targets, wherein desired objects comprise
target dependencies. Particular desired objects may be preset as a variation of the system (e.g., as
rules for target dependencies), and/or may be changed per implementation. For example, in one
variation, only explicitly declared artifacts (e.g., regular files and directories) and images (e.g.,
docker images) are shared between containers.

[0060] The build cluster 110 may additionally ensure and require explicit and linear
dependencies between targets. That is, dependencies are explicitly declared and enforced to be
unidirectional (i.e., no circular dependencies). Explicit, linear dependencies may enable easier
identification of the dependencies of a target thereby identifying which targets may need to be
updated in conjunction with the target. As shown in the FIGURE 6 schematic, where targets are
represented as nodes and dependencies are represented as directed lines, linear dependencies may
enable dependencies to branch "out" and branch "in", but not form loops.

[0061] In some variations, the build cluster 110 may additionally create a build mapping
(also called build graph) of all targets to identify and direct dependencies. Accordingly, the system
can include a build mapping. As there are only linear dependencies with no loops, the build
mapping may lend itself to a direct acyclic graph (DAG), although any other graph or type of
mapping may be implemented. In one variation, as shown in FIGURE 6, a series of sequential

commands in a build specification can be used in determining a directed build mapping. Each
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command can form a vertex in the graph, where a vertex depends on the previous command in a
sequence of commands (e.g., a recipe). A build target can be based on a series, or set, of such
commands. Alternate build mappings may be used to delineate targets and their dependencies. As
desired, the build mapping may include additional information. Examples of additional
information may include, target name, target identifier, dependency identifiers, data checking tools
(e.g., checksum), target properties (e.g., function call), edit history, library associations, etc.
[0062] The build graph may not be unique for a particular project. That is, it may be
possible for one project to generate distinct build graphs. Additionally, the build mapping does not
need to be completely defined at the beginning of the build. Depending on certain intermediate
outcomes or conditions during the build, the resulting build mapping may vary from build to build
of a single project. For example, in one case, the build may create two intermediate artifacts of a
certain type, each of which may trigger two separate target deploy processes. In another case, the
same build specification may generate three intermediate artifacts of a certain type, each of which
may trigger three separate target deploy processes. In both of these cases, despite the build
specification being the same, the build mapping may end up being different on different
invocations. Dependent on implementation, a complex build mapping may be defined using the
build specification, or several such build "files" that depend on each other. These may span several
repositories, possibly covering the entire codebase of an organization.

[0063] In some variations, the build mapping may include a target graph. The target graph
is a directed graph of all the targets involved in a build. The target graph may provide a higher-
level overview of the project build. The edges of the graph represent dependencies. In some
variations, target graph may be distinct from the build graph. For example, the build graph may
represent individual commands within the build, whereas the target graph represents whole targets
(e.g., recipes). In the target graph, each vertex represents a target together with a digest of the build
inputs used in that target. Thus, the same target may be included as multiple vertices in the target
graph, wherein each vertex would represent the target with a potentially different set of parameters.
[0064] For each connected subgraph of the target graph, the target graph may calculate an
estimate of the time saved by performing the subgraph on the cloud (as opposed to locally). The
estimated time calculation may take into account many factors, such as the time to transfer artifacts
(e.g., depending on historical artifact sizes), connection bandwidth (e.g., internet bandwidth) and

available processors capacity. The target graph may then select the subgraph with the most time
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saved. In this manner, all targets in a subgraph may be executed in the cloud while the rest of the
targets of the target graph are executed locally. In some variations, the build mapping may be used
to calculate an estimate of the time saved. In addition to factors mentioned for target graphs, this
“estimated time calculation” may take into account the time required to execute command steps of
the build mapping.

[0065] Explicit linear dependencies with isolated containers may enable the build cluster
to independently execute segments of code; such that, to update a desired target, only that desired
target and targets "downstream" (i.e., dependencies and all proceeding dependency chains) of the
desired target may need to be updated. That is, the build cluster 110 may leverage the build graph
to determine which targets need to be executed once a segment of code is updated. Additionally
or alternatively, the structure of the build graph may be leveraged to incorporate efficient execution
of the build, particularly with respect to parallelization of the build execution. For example, in
some DAG build mapping variations, the system may parallelize target executions whenever the
DAG “fans out” (i.e., two edges exit from a single node). To reiterate, as the build specification is
explicit about dependencies between targets, as seen on the build mapping, and nothing else is
shared; parallelization may become easier to implement for the user. The build may be executed
in parallel on a single node, or across a cluster of build nodes. The structure of the build mapping
may inform which parts can be executed in parallel and which ones depend on each other and thus
would need to be sequential. Edges fanning out of a vertex can trigger parallelism, while edges
fanning in may inform the system to wait for all the dependency vertices to finish executing prior
to continuing. In some variations, the build cluster 110 may also efficiently incorporate wait times
whenever the DAG “fans in” (i.e, multiple edges enter a single node). Dependent on
implementation, wait times may be used to adjust resource allocation for build execution. In some
variations, the build mapping may thus act as a workflow graph for the purpose of distributing and
guiding computation in a cluster, artifacts and images shared between targets are similar to
messages passed between actors in a distributed actor model.

[0066] The system may include a cache system 120 (or build cache). The cache system
120 functions to store the intermediate states of the build and associated build mappings. The cache
system 120 stores the state of the build at each vertex of the build graph. The system may leverage
the properties of the build cluster 110 (i.e., explicit linear dependencies and isolated target

execution) with the cache system 120 to provide layered storage and layered compilation and
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execution via the build mapping. That is, if a build state has been previously created, the digest
will match, and the build state can be recovered from the cache system 120, without having to be
executed again.

[0067] Dependent on implementation, the cache system 120 may include local (e.g., local
hard drive) and/or global (e.g., project repository) components. That is, the cache system may
include local and/or global storage circuitry. The cache system 120 may comprise any desired
data/media storage medium that may be accessible to the system. Examples include: main memory
(e.g. RAM), secondary storage (e.g. hard disk drives, solid-state drives), tertiary storage (e.g. cloud
storage, nearline storage), and off-line storage. The cache system 120 may be local, internet-based,
dispersed, and or situated in any other desired positioning. In some variations, the cache storage
is a key-value storage, wherein the key is a content-addressable digest of the vertex, and the value
is the state of the build, serialized in a manner that can be stored on the cache system (e.g., hard
drive or on a cloud-based blob storage). Using a copy-on-write file system, most cached states can
be expressed as a previous state and a delta in a manner that is highly efficient (from the perspective
of data space occupied and also from the perspective of the time taken to "write" the data). In some
variations the cache system 120 may exist fragmented across one, or multiple, clusters of
(optionally ephemeral) computing nodes. In this manner the build specifications are not limited to
a single directory or a single repository. Multiple target files may be connected to each other via a
referencing system, thus possibly creating complex interdependencies between directories and
repositories of an organization.

[0068] The cache system 120 may function as layer caching; that is, given a series of
sequential commands, the cache system forms a chain in a directed graph (i.e., build
graph/mapping). In some variations, each command in a build configuration (e.g., a build file)
forms a vertex in the build mapping, wherein the vertex direction may depend on a previous
command in a recipe. That is, a recipe is a series of commands, wherein each build target has one
recipe. In this variation, every vertex has a content-addressable digest that represents a checksum
of the definition graph up to that vertex, including all its inputs. If two vertices have the same
checksum, they are considered identical for caching purposes and when they are executed
concurrently. That means that if two other vertices request a vertex with the same digest as an
input, they will wait for the same operation to finish. Additionally, if the build graph contains

cycles, an error is returned to the user, as the build cannot be completed.
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[0069] The cache system 120 can be used to store the state of the build at each vertex of
the build graph. Any desired type of storage may be implemented by the cache system 120 to store
the build graph. In some examples, the cache system 120 is a key-value storage, where the key is
the content-addressable digest of the vertex and the value is the state of the build, serialized in a
manner that can be stored on the hard drive or on cloud-based blob storage. Using a copy-on-write
filesystem, most cached states can be expressed as a previous state and a delta in a manner that is
highly efficient (from the perspective of hard disk space occupied and from the perspective of the
time taken to complete writing). A complex build graph may be defined using a define build spec
(e.g., an earthfile build spec), or several such interdependent build files. These build files may span
one or multiple repositories, potentially covering the entire codebase of an organization.

[0070] The cache system 120 may be layered across multiple locations. In one example, a
developer’s local computer may contain certain cache entries related to build projects the
developer has executed so far on the local computer. Additionally, the cache system may further
include a cloud-based cache. The cloud-based cache layering may also be much more
comprehensive, containing caches of builds across all the repositories of the organization.
[0071] Layered caching may function to enable different, potentially personalized, use
cases. For local development, the local cache may be faster for the local build to access, wherein
the cloud cache would be much more comprehensive. Using both local and cloud-based cache in
combination (first checking the local cache and if not found, then checking the cloud-based cache),
project builds, and executions may be optimized for both speed and comprehensiveness. In another
example, the cache-system may be layered across different classes of storage mediums. Examples
include: permanent (cheaper, but slower) and ephemeral (faster, more expensive, typically limited
in size due to cost).

[0072] In addition to layered storage, the cache system 120 may enable layered
compilation and execution of a build. With updates of a target, the system may detect the need to
run a command. In this manner the system may go to the "layer" containing the command and then
execute all commands onward from that point based on the build mapping. As there is no need to
update prior layers, the prior layers may be directly accessed from the cache system without the
need to execute them again. In some CI and hybrid variations layered execution may be
implemented in conjunction with layered caching, such that execution occurs on the same machine

that the target is stored on. In this manner layered caching may be used to optimize execution. As
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shown in the example schematic of FIGURE 4, the build process may result in building and
creation of components locally and/or on the cloud. In some scenarios there may be transfer of
components between local and cloud. Then during execution of a developer environment, local
components can be run locally and similarly cloud components may be run in the cloud.
Components may be transferred between local and cloud, such that components are stored on a
local build cache and/or a cloud-based build cache. In some scenarios a developer may set
configuration to alter what is stored locally vs. the cloud; and what is executed locally vs. the
cloud. A command-line utility can facilitate a unified interface for interacting with such a hybrid
system, preferably managing the distributed aspect of the components. In other scenarios, the
system may determine what is stored locally vs. the cloud. In one example, the system may
determine the user has a high-capacity local storage, with minimal amounts of updates occurring
from other users. In this example, the system may prioritize storing and executing locally. In an
alternative example, for an active large project with many developers, the cache system 120 may
initially store all build information on the network repository for the group. As one user repeatedly
accesses certain targets of the build, these components and versions of these components may also
be concurrently stored locally for the user.

[0073] In another example, the cache system 120 may be shared between multiple users
(e.g., within the same organization or work team). For example, if one user has previously built a
certain part of a project (e.g., project A), which has not changed, and another user also builds the
exact same version of project A, then the cache of the part which has been previously built may be
reused without rebuilding it. In some implementations, shared caching between users may be
enabled for only specific use cases, as desired. For example, for performance and security reasons,
the system may be configured to only reuse a cache between users if it has been generated from a
cloud execution (and never from a local execution).

[0074] The system may include an artifact and image storage system 130. The artifact and
image storage system 130 functions in storing of artifacts and images created by the build cluster
110, thereby enabling an artifact or image to be used as a cache and enabling other tooling systems
to use and access artifacts and images for their own purposes. Artifacts and images are preferably
explicitly labeled and declared. Additionally in some variations, the artifact and image storage

system 130 may monitor artifacts and images and ensure that artifacts are properly updated. Thus,
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the artifact and image storage system may always keep the artifact or image "fresh" with current
builds.

[0075] Similar to the cache system 120, the artifact and image storage system 130 may
include local (e.g., local hard drive) and/or global (e.g., project repository) components. That is,
the artifact and image storage system 130 may include local and/or global storage circuitry. The
artifact and image storage system 130 may comprise any desired data/media storage medium that
may be accessible to the system. Examples include: main memory (e.g. RAM), secondary storage
(e.g. hard disk drives, solid-state drives), tertiary storage (e.g. cloud storage, nearline storage), and
off-line storage. The artifact and image storage system 130 may be local, internet-based, dispersed,
and or situated in any other desired positioning. In some variations, the storage is a key-value
storage, wherein the key is a content-addressable digest of the vertex, and the value is the state of
the build, serialized in a manner that can be stored on the cache system (e.g., hard drive or on a
cloud-based blob storage). Using a copy-on-write file system, most cached states can be expressed
as a previous state and a delta in a manner that is highly efficient (from the perspective of data
space occupied and also from the perspective of the time taken to "write" the data). In some
variations the artifact and image storage system 130 may exist fragmented across one, or multiple,
clusters of (optionally ephemeral) computing nodes. In this manner the build specifications are not
limited to a single directory or a single repository. Multiple target files may be connected to each
other via a referencing system, thus possibly creating complex interdependencies between
directories and repositories of an organization. In contrast to the cache system 120, the artifact and
image storage system 130 may comprise recordable media optimized for image and artifact
storage.

[0076] In addition to storing artifacts and images, the artifact and image storage system
130 may implement any type of artifact and/or image repository (e.g., maven, npm, docker
registry). Images comprise docker or container images. Additionally, images may comprise any
image adhering to the open-container initiative (OCI) image standard. Artifacts comprise files
resulting from executing targets (although not all targets have artifacts). Artifacts may include
public or proprietary types of artifacts or images, as desired by implementation. Examples of
artifacts include: model files, source files, scripts (e.g. JAR file), binary executable files, tables in
a database system, a development deliverable, and word-processing documents (e.g. text files,

configuration files, generated code files, source files, etc.). In some variations, artifacts comprise
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of other artifacts. As referred to in this document, any general reference to artifacts will imply
reference to images unless specifically stated otherwise.

[0077] In some variations artifacts and/or images may be stored with sufficient metadata
that they may themselves also serve as cache. Such storage may be similar in structure to the cache
storage of the cache system 120. In some variations, the artifact and/or image cache(s) may be
permanently persisting, alternatively they may be transient. In one implementation of an
artifact/image cache, the metadata stored with the artifact/image needs to include: sufficient
information to uniquely and universally identify the source target of the artifact/image; sufficient
information to identify the path and filename within the environment of that target; and the vertex
content-addressable digest (checksum of the definition graph and its inputs). Dependent on
implementation, the meta-data may include additional information. This additional meta data
information may include repository-related metadata, such as the name of all code repositories
involved in building the artifact/image and the respective commit IDs. These are taken into
consideration already via the vertex digest; however they can serve as human-readable identifiers
to aid with debugging or root-cause finding. In order for the artifacts/images to be compatible with
existing artifact and image storage systems (docker registries, artifactories, package managers,
etc.), the artifact/images may be stored as native to those systems. The metadata may be optionally
also stored in those systems in a form compatible with their data model (e.g., docker labels, maven
metadata).

[0078] A key limitation which almost all CI systems have today is: given a set of changed
files, they cannot automatically infer which integration tests need to be re-run. This often results
in running too many integration tests, thus slowing down build times, which impacts developer
productivity while also wasting computing resources. By leveraging explicit dependencies, the
artifact and image storage system 130 may track the propagation of known modified files across
the build mapping to infer which targets are affected by the changes and thus would need to be
executed again. In one implementation, artifact/image monitoring may utilize the build mapping.
Starting with the build contexts where the files have been changed, a reachability search across the
build mapping is done and all reachable vertices are collected. These vertices are then used as
targets for builds. The caching logic would prevent any repetition. In a second implementation,
integration tests (or some other build goal) need to be predefined as a target depending on all the

relevant build targets (possibly containing individual integration tests). This target is then
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submitted as a build and the caching logic is relied upon to prevent any unaffected integration tests
to run again.

[0079] In some variations, the system may include a secrets repository 140. Alternatively,
the system does not include a secrets repository. In some variations, the secrets repository 140
comprises a cloud repository using a desired encryption (e.g., using a master encryption key vault
with user-specific encryption keys). Secrets may be additionally or alternatively be stored/cached
locally (e.g., on the developer’s local workstation) in another local repository (e.g., secrets
daemon). In some variations, the local repository may mirror all the secrets associated with the
user on the cloud repository. The local repository is preferably stored on the local disk in an
encrypted form but may be alternatively stored unencrypted. Periodic synchronization may enable
the local repository to update secrets from the cloud repository. By providing secrets to local
builds, the secrets repository 140 may extend the ability to sustain reproducible builds.

[0080] In an alternative implementation, secrets may be stored on a local secrets repository
140 which resides entirely in-memory (e.g., in a daemon) and is reconstructed from the cloud-
based repository every time that the daemon is started up. The daemon could purge the secrets
from memory after a set expiry time or until the workstation is turned off or until the user logs out
(and thus the daemon is automatically terminated by the OS or the shell).

[0081] The system may enable an easily updatable secrets repository 140, wherein the
method(s) of encryptions and keys match currently used platforms and can be readily updated with
state-of-the-art advancements in encryption. In one example, a master encryption key may be
stored in a vault, database or HSM; which is then used to encrypt user-specific encryption keys
when stored at rest in a database. The user-specific encryption keys can then be used for encrypting
and decrypting secrets associated with the respective user. Additionally or alternatively, secrets
can be cached on the developer’s local workstation in another local repository wherein the local
repository mirrors all the secrets associated with the user in the cloud.

[0082] In some variations, the secrets encryption key is not stored on the disk in clear text
(e.g., for security purposes). The encryption key may be stored, either locally or over the cloud, in
any desired, preferably secure manner. In a first example, the encryption key may be stored in the
cloud, associated with the user, and then retrieved in-memory only when the first build is issued.
The key can be kept locally in-memory in a daemon process until a set expiry time or until the

workstation is turned off. In a second example, the encryption key is stored on a local disk
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encrypted using the user’s SSH public key. In a third example, the encryption key is stored on a
local disk using a user-provided passphrase that the user needs to remember.

[0083] Preferably, communication needs to be encrypted (e.g., via TLS) and also needs to
be secured by an authentication layer. In one variation, a standard username-password (or email-
password) based authentication may be used for the first authentication and a session token can be
issued by the server for subsequent requests. Alternatively, an API token may be provided to the
user through a web portal. Additionally or alternatively, an authentication mechanism may involve
submitting the user’s SSH public key together with the username-password, thus associating the
SSH key with the user on the cloud platform. Subsequent interactions can then be authenticated
by public-private key authentication using the registered SSH public key. This approach may give
developers the usability advantage of never having to store SSH keys unencrypted on the local,
since cloud developers are generally familiar with securing their private SSH keys and using
existing tooling, like ssh-agent.

[0084] The secrets repository may additionally enable sharing of secrets between multiple
users. For example, secrets may be shared between multiple users through an RBAC system (role-
based-access-control), where the ownership of a secret can be associated to a group or a role, rather
than a specific user. All users associated with that group or role would have access to those secrets.
Additionally, different permission levels could be set: read, write or read-cloud-only. Preferably
secrets are automatically obfuscated from output logs if displayed in plain text. In this manner
secrets may be shared and implemented by multiple users without displaying the secrets

[0085] In some variations, particularly cloud-based or hybrid implementations the system
may include a core backend. The core backend functions as the system orchestrator by scheduling
container execution over the build cluster 110. In this manner the core backend may schedule parts
of the build to run and where they should be run. In some variations, the core backend may be
aided by the build graph to determine what needs to be executed. Additionally, as discussed above,
the build graph may identify points of the build that may be parallelized. The core backend may
utilize this information to automatically parallelize the appropriate regions.

[0086] As part of a CI implementation, the system may additionally watch for changes of
a source control management (SCM) repository (e.g., by polling or via webhooks). That is, the
system may include or connect to an associated SCM repository. The system would trigger the

build every time the main branch (or other configured branch/branches) of the SCM repository has
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new changes. As part of the CI system variations, the system could be configured by being
provided a list of target references to watch for (in its full, a target reference may already contain
a SCM repository reference and an optional branch reference). If the provided target is deemed to
depend on other SCM repositories too, the system may be configured to automatically include
those dependency targets too, transitively. In this manner, any change to the SCM repository which
hosts a dependency target would also trigger a rebuild. The rebuilds may make full use of caching
capabilities of the caching system to minimize unnecessary work. Builds may also be triggered
manually, by the user, via a CLI or a graphical user interface, with the added possible option to
completely ignore any cache, thus forcing everything to execute again. Manually triggered builds
may also have the added option to override any build parameters (e.g., build arguments) with

manually inputted values.

3. Method

[0087] As shown in FIGURE 7 a method for a multi-tenant development platform
includes: Determining a hybrid development status for a project build, comprising determining a
local or cloud implementation S110; determining a project mapping S120, comprising determining
target dependencies; wherein targets comprise executable subcomponents of the project build; and
in response to an invoked build of the build project, executing the current build S130, comprising
determining execution layers S132, using artifacts from cached layers and executing the execution
layers S134. The method may function to provide single and multi-tenant development of a project
on a hybrid development platform that may include local and/or cloud-based implementation of
the development platform. The method leverages containerized target execution and explicit linear
dependencies to provide optimized reproducibility and enable target localized executions of
segments of a development project. As the method leverages containerized and isolated target
executions, method steps may be called in any order and any number of times. Additionally,
method outputs are not unique, thus independent of implementation parameters, each method step
may provide a multiplicity of outputs which may further direct how and which method step may
be called next. That is, a specific start condition (and/or end condition) implementation of the
method may produce different method step calls and/or different intermediary outputs.

[0088] The method may be implemented with a system as described above, but may

additionally or alternatively, be implemented with any applicable system with appropriate storage
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and processing components. The method is particularly applicable to a system with containerized
execution, wherein “target” subcomponents may be executed independently with only linear

dependencies between target subcomponents.

[0089] The method may be implemented using a variety of different variations of the
method.
[0090] In one exemplary variation shown in FIGURE 9, the method can include

determining an at least partial build graph based on a build configuration (S220), the build
configuration defining a set of commands for a set of build targets, and the build graph being a
directed graph of command dependencies; and for at least a subset of nodes in the directed graph,
containerizing and invoking build process of commands and creating build targets (S230). The
build configuration can be a build file or files specifying a set of targets which can include image
targets and/or artifact targets. The build graph, as described herein, could be a DAG. The
determination of the build graph may be performed after receiving or otherwise retrieving a build
configuration. The build configuration can be a build file or a set of build files. In some variations,
the build files can be connected via referencing, which may be used in creating arbitrarily complex
interdependencies between directories and repositories of an organization.

[0091] In another exemplary variation, the method can include determining an at least
partial build graph based on a build configuration, the build configuration defining a set of
commands for a set of build targets, and the build graph being a directed graph of command
dependencies; and for at least a subset of nodes in the directed graph, containerizing and invoking
build process of commands and creating build targets, comprising, for at least a subset of branches
of the build graph, parallelizing, based on the build graph, containerizing and invoking of the build
process. This parallelization variation may function to use inspection of the build graph so that the
interdependencies of commands and target build recipes (series of commands) can be used to
parallelize and distribute computing tasks. This may also be used to segment and partition build
tasks so that caching may be used. Parallelization can be used for enhanced processing in a cloud
build cluster, in a multiprocessor computing environment, or in a hybrid environment.

[0092] In another exemplary variation, the method can include determining an at least
partial build graph based on a build configuration, the build configuration defining a set of
commands for a set of build targets, and the build graph being a directed graph of command

dependencies; and, for at least a subset of nodes in the directed graph, containerizing and invoking
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build process of commands and creating build targets, comprising, for at least a subset of nodes,
using a cached version of a node in a cache. The build graph can be used in identifying portions
of the build process without dependencies such that if there are no changes then they can be reused
without processing. Such caching variations can include, upon detecting a change triggering
rebuilding a target, reinvoking build process for subsequently connected nodes in the build graph.
Prior nodes may, depending on the scenario, use cached versions. Caching can also be used for
artifacts. For artifact targets, the method may include caching artifacts using metadata of the
artifact.

[0093] A major limitation of many CI systems is that they cannot automatically infer which
integration tests need to be re-run, given a set of changed files. This often results in running too
many integration tests, thus slowing down build times, which impacts developer productivity. In
addition, it also wastes computing resources. Due to including explicit dependencies between
targets, a dirty tracking algorithm can be used to propagate known modified files across a build
graph to infer which targets are affected by the changes and thus would need to be executed again.
That is, the method may include determining propagating known modified files across a build
graph to infer which targets are affected by changes; thereby reinvoking the build process for
subsequently connected nodes in the build graph.

[0094] In one example of the dirty tracking algorithm, i.e., an auto-discovery mode:
starting with the build contexts where the files have been changed, a reachability search is done
across the build graph and all reachable vertices of the build graph are collected. These vertices
are then used as targets for builds, wherein the caching logic would prevent any repetition.
[0095] In a second example of the dirty tracking algorithm, i.e., a pre-defined target mode:
An integration test (or some other build goal) must be initially predefined as a target depending on
all the relevant build targets (possibly containing multiple individual integration tests) that are of
interest for analysis. This target is then submitted as a build and the caching logic is relied upon to
prevent any unaffected integration tests to run again.

[0096] As another exemplary variation, the method can include determining an at least
partial build graph based on a build configuration, the build configuration defining a set of
commands for a set of build targets, and the build graph being a directed graph of command
dependencies; for at least a subset of nodes in the directed graph, containerizing and invoking build

process of commands and creating build targets; and discovering build graph during invoking of
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the build process. Discovering the build graph can include updating the build graph in response to
invoking the build process. In some instances, a complete build graph may not be fully known in
advance. The method can accommodate such a situation by using the current build graph to
facilitate invocation of the build process, then, using intermediary results, further expanding the
build graph. This can be repeated until an entire build graph has been fully discovered and
executed.

[0097] As another exemplary variation, the method can include determining an at least
partial build graph based on a build configuration, the build configuration defining a set of
commands for a set of build targets, and the build graph being a directed graph of command
dependencies; for at least a subset of nodes in the directed graph, containerizing and invoking build
process of commands and creating build targets; and exposing a secret repository to the build
targets. As described herein, secrets (e.g., tokens, keys, credentials) may be exposed and shared
with build targets in different ways depending on if the build target is local, remote, or part of a
hybrid implementation.

[0098] As another exemplary variation, the method can include determining an at least
partial build graph based on a build configuration, the build configuration defining a set of
commands for a set of build targets, and the build graph being a directed graph of command
dependencies; for at least a subset of nodes in the directed graph, containerizing and invoking a
build process of commands and creating build targets, comprising distributing the build process in
parallel across a plurality of computing resources of a build computing cluster. This functions to
use inspection of the build graph so that the interdependencies of commands and target build
recipes (series of commands) can be used to parallelize and distribute computing tasks. This may
also be used to segment and partition build tasks so that caching may be used.

[0099] As another exemplary variation, the method can include determining an at least
partial build graph based on a build configuration, the build configuration defining a set of
commands for a set of build targets, and the build graph being a directed graph of command
dependencies; for at least a subset of nodes in the directed graph, containerizing and invoking build
process of commands and creating build targets, comprising implementing build process in a local
computing environment. When implemented in local computing environment, the build process

may still be parallelized across processes in the computing environment.
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[00100] As another exemplary variation, the method can include determining an at least
partial build graph based on a build configuration, the build configuration defining a set of
commands for a set of build targets, and the build graph being a directed graph of command
dependencies; for at least a subset of nodes in the directed graph, containerizing and invoking build
process of commands and creating build targets, comprising distributing build process in parallel
across a plurality of computing resources of a build computing cluster and a local computing
environment. This functions to enable a hybrid build process.

[00101] As another exemplary variation, the method can include determining an at least
partial build graph based on a build configuration, the build configuration defining a set of
commands for a set of build targets, and the build graph being a directed graph of command
dependencies; determining a build update event based on a code repository; based on the build
update event, for at least a subset of nodes in the directed graph, containerizing and invoking build
process of commands and creating build targets. In general, the build process can be triggered in
response to some request or triggered event. This can be used where polling, webhook, API
request, or other event is generated based on some change in a code repository. In a hosted code
repository, a cloud build cluster can be used to facilitate faster build processes. This could also be
used for build processes using local or hybrid environments.

[00102] As another variation, the method may enable a hybrid deployment of the build
across a local computing device and a cloud computing environment. Accordingly, the method, as
shown in FIGURE 10, may alternatively include: determining an at least partial build graph based
on a build configuration, the build configuration defining a set of commands for a set of build
targets, and the build graph being a directed graph of command dependencies; for at least a subset
of nodes in the directed graph, containerizing and invoking build process of commands and
creating build targets; deploying container images based on the build targets from the build process
across computing resources of the computing cluster and the local computing environment S240.
Here the deployed container images result from the build targets. Deployment of the container
images could be automatically triggered in response to changes or updates to the build. The
deployment may alternatively be triggered in response to a command or other trigger. The
deployment may deploy container images on the local computing environment to the local
computing environment and deploy container images in the computing cluster to the computing

cluster. This may minimize transfers of build targets and artifacts. Other factors may alternatively
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be used when determining which computing environment to use for deploying one or more
container images.

[00103] This variation can additionally include running the deployed container images
within a virtual network across the computing resources of the computing cluster and the local
computing environment (S242).

[00104] Ports of the local host network on the local machine can be exposed to both local
deployed container images and remote deployed container images. Accordingly, the method may
include channeling network access of local deployed container images and remote deployed
container images through the local host network (S244). More specifically, this can include
tunneling network access of a deployed container image in the computing cluster to expose
listening ports on the local host network.

[00105] Logging and other reporting from the deployed container images can additionally
be unified. Accordingly, this may include streaming log output from a deployed container image
in the computing cluster to a standard output of the local computing environment (S246). This
could be streamed through. Log proxy and optionally a hybrid utility tool. Logs from locally
deployed container images can be output directly in a standard output.

[00106] As another variation, the method may alternatively be applied to enabling hybrid
development environment independent or separate from the build process. Accordingly, as shown
in FIGURE 11, one variation of the method for a hybrid development environment can include
deploying container images of the build targets from the build process across computing resources
of the computing cluster and the local computing environment S240; running the deployed
container images within a virtual network across the computing resources of the computing cluster
and the local computing environment S242; channeling network access of local deployed container
images and remote deployed container images through the local host network S244; and streaming
log output from a deployed container image in the computing cluster to a standard output of the
local computing environment S246.

[00107] In some implementations, the user of the build tool may make use of selectable
options for use of local, cloud, or hybrid implementation. Other options may additionally exist.
Accordingly, some variations of the method may include determining a local or cloud
implementation S110, which functions to determine the location of implementation, i.e., local,

cloud-based, or hybrid. That is, block S110 enables determination of where targets should be
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stored, compiled, and executed. Determining a local or cloud implementation S110 may be called
at any and all stages of a project development. As desired, and/or appropriate (e.g., for efficiency),
the location of implementation may be different for each and every subcomponent (i.e., container)
within a project build. In many variations block S110 may be called independently and can also
be called as a sub-method of any other method step. In some variations, determining a local or
cloud implementation S110 may determine a hybrid (i.e., both local and cloud) implementation.
[00108] In some variations of block S110, the user(s) may be initially allowed to login on
any number of their own workstations, such that their local session is associated with their account
on the platform. During development, block S110 may determine the implementation location
through explicit user commands and/or command line flags. In one example of this variation, block
S110 may include the following algorithm:

1) If the user is not logged in, execute the build locally only.

2) If the user is logged in: If the flag “—Ilocal” was passed on the command line,
execute the build locally in its entirety. If the flag “—cloud” was passed on the
command line, execute the build in the cloud in its entirety. This can use cloud
resources allocated and associated with an account of the logged in user.

3) Otherwise lookup the user’s preferences: If the user’s preference (as recorded in
their account on the platform) are to build locally only, execute the build locally in
its entirety. Otherwise execute the build partly locally and partly in the cloud,
according to the algorithm as described.

[00109] Block S120, which includes determining a project mapping, functions to map
explicit dependencies between targets within the project. In preferred variations, the mapping
comprises determining a directed graph (e.g., a directed acyclic graph) based on a build
configuration. The build configuration can be one or more build file that defines one or more
targets which can include images (e.g., Docker images), artifacts (regular files, executables,
libraries, etc.), and/or other types of targets. The build configuration can include a set of commands
with series of commands defining a set of build targets. Each command can be represented within
the directed graph as a vertex with the directed edge indicating dependency. In preferred variations,
dependencies are explicitly provided by users/developers that are then incorporated into the project

mapping. Block S120 may enable storage of additional information regarding targets. Additional
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information preferably includes: target references, i.e. a way to find and call the target; target
version, and target build parameters.

[00110] Determining a project mapping S120 may be called periodically and may provide
non-unique project mappings. For any method implementation, block S120 may generate non-
unique intermediary mappings. Additionally, targets may be represented multiple times in project
mappings. These multiple instances are preferably unique instances (e.g., different version,
parameters, location, etc.) of the target. In many variations, any project updates may lead to
determining a project mapping S120. Thus, determining a new project mapping S120 may occur
directly after an update, after some set periodic time frame, through a user call, through invoking
a build (but prior to execution of the build), or through any other set call of block S120.

[00111] As part of determining a project mapping S120, dependencies may define “layers”
of the project. That is, which targets, with their respective layers, are required for execution of a
specific target and which targets are independent or completely disconnected from the final target,
and thus be ignored. Through repeated method calls and project development, these layers may
change, thereby generating new intermediary mappings of a project.

[00112] The project mapping may be stored/cached locally, on the cloud, and/or both. The
location of the project mapping storage may be set through determining a local or cloud
implementation S110. In some variations, the project mapping may be stored over multiple clusters
(e.g., subgraphs of the project mapping store over multiple memory clusters of a storage
repository). Storage of the project mapping preferably includes storage of the mapping layers (e.g.,
versions). In one example, locally executed build layers may be stored locally, while “global” (e.g.,
daily builds) may be stored on the cloud. In another variation, the entire project mapping is stored
in one place (e.g., project repository).

[00113] As part of a project development, a build may be invoked. Invoking a build may be
a user action, an automated action (e.g., automatic daily build update of a CI) and/or as part of a
method step performed through the method in response to a user action. For example, in response
to a user set preference, the invoking a build may occur periodically to update the project build.
Dependent on the implementation, invoking a build may initially trigger determining a local or
cloud implementation S110 and/or determining a project mapping S120, prior to executing the
current build S130. In some variations, a build may be invoked concurrent to block S110 and S120.

That is, the type of implementation and project mapping may be determined on the fly during build
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execution. Additionally or alternatively, the build invocation may occur after the type of
implementation has been determined and project mapping determined.

[00114] Block S130, which includes executing the current build in response to an invoked
build, functions to run the current build. Executing the current build 130 may be a local, cloud-
based, or hybrid execution. Preferably, executing the current build 130, leverages both blocks S110
and S120, to determine how and what needs to be executed. Executing the current build S130 may
include: determining execution layers S132, using artifacts from cached layers and executing the
execution layers S134.

[00115] Block S132, which includes determining execution layers, functions to determine
which inputs have been updated and thus need to be executed. As inputs that have been updated
(i.e., current targets) are dependent on targets and dependencies downstream of the current targets
on the project mapping, they may also need to be re- executed (provided that intermediate
dependencies are now different). Thus, determining execution layers S134 comprises determining
what targets have been updated since the previous build and all targets downstream of the updated
targets. The method may thus leverage the project mapping to determine all execution layers
downstream of the original updated target(s). With use of the project mapping and in complement
to the determined execution layers, block S130 may further identify cached layers, i.e., layers that
have not changed.

[00116] Block S134, which includes using artifacts/images from cached layers and
executing the execution layers, functions to actively execute the build. As a default, only the
execution layers are executed, since there should be no apparent change to the cached layers, but
in preferred variations user implemented preferences may also enable the compiling and the
executing of any and/or all cached layers. For example, as part of a daily build update, all targets
may be updated and executed at the end of each day. Thus, block S134 may re-compile and re-
execute all cached artifacts/images and then cache them again as part of the daily build update.
[00117] As part of block S134, executed targets may be cached (e.g., on a local or global
repository). This may include updating artifacts/images currently stored for prior builds. Storage
of new artifacts/images may replace older versions, or alternatively a new layer (e.g., version) of

the artifacts/images may be stored in conjunction with the current build execution.

4. System Architecture
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[00118] The systems and methods of the embodiments can be embodied and/or
implemented at least in part as a machine configured to receive a computer-readable medium
storing computer-readable instructions. The instructions can be executed by computer-executable
components integrated with the application, applet, host, server, network, website, communication
service, communication interface, hardware/firmware/software elements of a user computer or
mobile device, wristband, smartphone, or any suitable combination thereof. Other systems and
methods of the embodiment can be embodied and/or implemented at least in part as a machine
configured to receive a computer-readable medium storing computer-readable instructions. The
instructions can be executed by computer-executable components integrated with apparatuses and
networks of the type described above. The computer-readable medium can be stored on any
suitable computer readable media such as RAMs, ROMs, flash memory, EEPROMs, optical
devices (CD or DVD), hard drives, floppy drives, or any suitable device. The computer-executable
component can be a processor, but any suitable dedicated hardware device can (alternatively or
additionally) execute the instructions.

[00119] In one variation, a system comprising of one or more computer-readable mediums
storing instructions that, when executed by the one or more computer processors, cause a
computing platform to perform operations comprising those of the system or method described
herein such as: Determining a local or cloud implementation; determining a project mapping; and
executing the current build.

[00120] Similarly, in another variation, a non-transitory computer-readable medium storing
instructions that, when executed by one or more computer processors of a communication
platform, cause the communication platform to perform operations of the system or method
described herein such as: Determining a local or cloud implementation; determining a project
mapping; and executing the current build.

[00121] FIGURE 12 is an exemplary computer architecture diagram of one implementation
of the system. In some implementations, the system is implemented in a plurality of devices in
communication over a communication channel and/or network. In some implementations, the
elements of the system are implemented in separate computing devices. In some implementations,
two or more of the system elements are implemented in same devices. The system and portions of
the system may be integrated into a computing device or system that can serve as or within the

system.
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[00122] The communication channel 1001 interfaces with the processors 1002A-1002N, the
memory (e.g., a random-access memory (RAM)) 1003, a read only memory (ROM) 1004, a
processor-readable storage medium 1005, a display device 1006, a user input device 1007, and a
network device 1008. As shown, the computer infrastructure may be used in connecting build
cluster 1101, build daemon 1102, build cache 1103, local build cache 1104, artifact and image
storage system 1105, secrets repository 1105, secrets daemon 1106 and/or other suitable
computing devices.

[00123] The processors 1002A-1002N may take many forms, such CPUs (Central
Processing Units), GPUs (Graphical Processing Units), microprocessors, ML/DL (Machine
Learning / Deep Learning) processing units such as a Tensor Processing Unit, FPGA (Field
Programmable Gate Arrays, custom processors, and/or any suitable type of processor.

[00124] The processors 1002A-1002N and the main memory 1003 (or some sub-
combination) can form a processing unit 1010. In some embodiments, the processing unit includes
one or more processors communicatively coupled to one or more of a RAM, ROM, and machine-
readable storage medium; the one or more processors of the processing unit receive instructions
stored by the one or more of a RAM, ROM, and machine-readable storage medium via a bus; and
the one or more processors execute the received instructions. In some embodiments, the processing
unit is an ASIC (Application-Specific Integrated Circuit). In some embodiments, the processing
unit is a SoC (System-on-Chip). In some embodiments, the processing unit includes one or more
of the elements of the system.

[00125] A network device 1008 may provide one or more wired or wireless interfaces for
exchanging data and commands between the system and/or other devices, such as devices of
external systems. Such wired and wireless interfaces include, for example, a universal serial bus
(USB) interface, Bluetooth interface, Wi-Fi interface, Ethernet interface, near field communication
(NFC) interface, and the like.

[00126] Computer and/or Machine-readable executable instructions comprising of
configuration for software programs (such as an operating system, application programs, and
device drivers) can be stored in the memory 1003 from the processor-readable storage medium
1005, the ROM 1004 or any other data storage system.

[00127] When executed by one or more computer processors, the respective machine-

executable instructions may be accessed by at least one of processors 1002A-1002N (of a
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processing unit 1010) via the communication channel 1001, and then executed by at least one of
processors 1001A-1001N. Data, databases, data records or other stored forms data created or used
by the software programs can also be stored in the memory 1003, and such data is accessed by at
least one of processors 1002A-1002N during execution of the machine-executable instructions of
the software programs.

[00128] The processor-readable storage medium 1005 is one of (or a combination of two or
more of) a hard drive, a flash drive, a DVD, a CD, an optical disk, a floppy disk, a flash storage, a
solid-state drive, a ROM, an EEPROM, an electronic circuit, a semiconductor memory device, and
the like. The processor-readable storage medium 1005 can include an operating system, software
programs, device drivers, and/or other suitable sub-systems or software.

[00129] As used herein, first, second, third, etc. are used to characterize and distinguish
various elements, components, regions, layers and/or sections. These elements, components,
regions, layers and/or sections should not be limited by these terms. Use of numerical terms may
be used to distinguish one element, component, region, layer and/or section from another element,
component, region, layer and/or section. Use of such numerical terms does not imply a sequence
or order unless clearly indicated by the context. Such numerical references may be used
interchangeable without departing from the teaching of the embodiments and variations herein.
[00130] As a person skilled in the art will recognize from the previous detailed description
and from the figures and claims, modifications and changes can be made to the embodiments of

the invention without departing from the scope of this invention as defined in the following claims.
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CLAIMS
We Claim:

1. A method comprising:
determining an at least partial build graph based on a build configuration, the build
configuration defining a set of commands for a set of build targets, and the build graph
being a directed graph of command dependencies; and
For at least a subset of nodes in the directed graph, containerizing and invoking build
process of commands and creating build targets.

2. The method of claim 1, the containerizing and invoking build process of commands and
creating build targets further comprising: for at least a subset of branches of the build graph,
parallelizing, based on the build graph, process of containerizing and invoking of the build
process.

3. The method of claim 2, the containerizing and invoking build process of commands and
creating build targets further comprising: for at least a subset of nodes, using a cached version

of a node.

=

The method of claim 3, wherein for artifact targets, caching artifacts using metadata of the
artifact.
5. The method of claim 2, further comprising discovering build graph during invoking of the

build process.

o

The method of claim 1, further comprising exposing a secrets repository to the build targets.

~

The method of claim 1, wherein containerizing and invoking the build process of commands

comprises distributing build process in parallel across a plurality of computing resources of a

build computing cluster.

8. The method of claim 1, further comprising determining a build update event based on a code
repository, where invoking the build process is triggered based on the build update event.

9. The method of claim 1, wherein containerizing and invoking the build process of commands

comprises implementing build process in a local computing environment.
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The method of claim 1, wherein containerizing and invoking the build process of commands
comprises distributing build process in parallel across a plurality of computing resources of a

computing cluster and a local computing environment.

. The method of claim 10, further comprising deploying container images, from the build targets,

across computing resources of the computing cluster and the local computing environment;
running the deployed container images within a virtual network across the computing resources
of the computing cluster and the local computing environment; tunneling network access of a
deployed container images in the computing cluster to expose listening ports on the local host
network; and streaming log output from the deployed container images in the computing
cluster to a standard output of the local computing environment.

A system for a hybrid capable development platform comprising:

a build cluster that creates and maintains program builds and build components, wherein
build components are maintained and executed in isolated containers by the build
cluster;

a build cache that stores builds and build components;

an artifact and image storage system that stores build artifacts and images; and

a secrets repository that stores and manages build secrets.

The system of claim 12, further comprising a Continuous Integration (CI) platform integration,
wherein the CI platform integration interfaces with an external CI and updates a build and the
build dependencies based on the CL.

The system of claim 12, wherein the system further comprises a build graph of a project,
wherein the build graph is a directed acyclic graph (DAG) of a project, wherein each vertex of
the DAG is a command, and each build target of the build graph is defined by a series or set of
commands.

The system of claim 14, wherein the build cache may store the state of the build at each vertex
of the build graph.

The system of claim 15, wherein the system may parallelize target executions based on
branches in the build graph

The system of claim 12, wherein the system enabled for hybrid development comprises local
and cloud-based components: wherein the build cluster comprises a cloud-based build platform

and a local build daemon, the cache system comprises a cloud-based build cache and a local
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build cache, and the secrets repository comprises a cloud based secret repository and a local
secrets daemon.

The system of claim 12, wherein the artifact and image storage system may implement any
artifact, wherein the artifacts comprise files resulting from executing targets, and images
comprise docker or container images.

The system of claim 18, wherein the artifact and image storage system may further store
artifacts and images with sufficient meta data such that the artifacts and images themselves
may serve as a cache.

The system of claim 12, wherein the secret repository further comprises a local repository that

mirrors all the secrets associated with a user on the cloud repository.
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2. D Claims Nos.:

because they relate to parts of the international application that do not comply with the prescribed requirements to such an
extent that no meaningful international search can be carried out, specifically:

3. D Claims Nos.:

because they are dependent claims and are not drafted in accordance with the second and third sentences of Rule 6.4(a).

Box No. III  Observations where unity of invention is lacking (Continuation of item 3 of first sheet)

This International Searching Authority found multiple inventions in this international application, as follows:
-***-Please See Supplemental Page-***-

1. D As all required additional search fees were timely paid by the applicant, this international search report covers all searchable
claims.

2. D As all searchable claims could be searched without effort justifying additional fees, this Authority did not invite payment of
additional fees.

3. D As only some of the required additional search fees were timely paid by the applicant, this international search report covers
only those claims for which fees were paid, specifically claims Nos.: .

4. z{ No required additional search fees were timely paid by the applicant. Consequently, this international search report is restricted
to the invention first mentioned in the claims; it is covered by claims Nos.:
1-11

Remark on Protest D The additional search fees were accompanied by the applicant’s protest and, where applicable, the
paymenl of a protest fee.

D The additional search fees were accompanied by the applicant’s protest but the applicable protest
fee was not paid within the time limit specified in the invitation,

D No protest accompanied the payment of additional search fees.

Form PCT/ISA/210 (continuation of first sheet (2)) (July 2019)
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PCT/US21/561107

-***-Continued From Box No. lil: Observations where unity of invention is lacking-***-

This application contains the following inventions or groups of inventions which are not so linked as to form a single general inventive
concept under PCT Rule 13.1. In order for all inventions to be examined, the appropriate additional examination fee must be paid.

Group I: Claims 1-11 are directed towards a method of determining a build graph and containerizing a build process and build targets.
Group II: Claims 12-20 are directed towards a hybrid development platform with a build cache and artifact storage.

The inventions listed as Groups |-l do not relate to a single general inventive concept under PCT Rule 13.1 because, under PCT Rule
13.2, they lack the same or corresponding special technical features for the following reasons:

The special technical features of Group | include at least determining an at least partial build graph based on a build configuration, the
build configuration defining a set of commands for a set of build targets, and the build graph being a directed graph of command
dependencies, which are not present in Group .

The special technical features of Group Il include at least a system for a hybrid capable development platform comprising: a build cluster
that creates and maintains program builds and build components, wherein build components are maintained and executed by the build
cluster; a build cache that stores builds and build components; an artifact and image storage system that stores build artifacts and
images; and a secrets repository that stores and manages build secrets, which are not present in Group .

The common technical features shared by Groups (-1l are containerizing and invoking build process of commands and creating build
targets.

However, these common features are previously disclosed by US 2018/0173502 A1 to AON GLOBAL OPERATIONS LTD (SINGAPORE
BRANCH) (hereinafter “AON"). AON discloses containerizing and invaking build process of commands and creating build targets (a
developer is provided a containerized developer workspace 106 for developing applications and test scripts for running the applications,
where containers 304a, 304b include dependencies, and using a build template 314 comprising dependencies and configuration
settings (build process or commands) to generate a task definition 140 (creating build targets) for users; figs 1A, 2, 3; paras [0020],
(0096}, [0102}).

Since the common technical features are previously disclosed by AON, these common features are not special and so Groups |-l lack
unity.
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