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METHODS AND APPARATUS TO CREDIT
STREAMING ACTIVITY USING DOMAIN LEVEL
BANDWIDTH INFORMATION

RELATED APPLICATION
[0001] This patent claims priority to, and the benefit of, U.S.
Provisional Patent Application Serial No. 62/817,386, which was filed on
March 12, 2019. U.S. Provisional Patent Application Serial No. 62/817,386 is

hereby incorporated herein by reference in its entirety.

FIELD OF THE DISCLOSURE
[0002] This disclosure relates generally to metering usage data and,
more particularly, to methods and apparatus to credit streaming activity using

domain level bandwidth information.

BACKGROUND
[0003] In recent years, media has been increasingly accessed by
streaming the media from a media source over a data network. Streaming
media may be accessed at any time from a media presentation device (e.g., a

computer, a tablet, a mobile phone, etc.) via a network.

BRIEF DESCRIPTION OF THE DRAWINGS

[0001] FIG. 1 is an example environment in which techniques
disclosed herein for crediting streaming activity may be implemented.

[0002] FIG. 2 is a block diagram of an example implementation of a
media monitor of FIG. 1 in accordance with teachings of this disclosure.

[0003] FIG. 3A illustrates example data related to credit streaming
activity of examples disclosed herein.

[0004] FIG. 3B illustrates known data associated with credit streaming

activity.
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[0005] FIG. 3C illustrates example data related to bandwidth crediting
with DNS resolution and/or domain identification associated with examples
disclosed herein.

[0006] FIG. 4A illustrates a known crediting data based on high
bandwidth events (HBEs) represented in traffic data.

[0007] FIG. 4B illustrates example crediting data from utilizing
bandwidth by domain (BBD) data associated with examples disclosed herein.

[0008] FIG. 5 is a flowchart representative of example machine-
readable instructions that may be executed to implement the example media
monitor of FIG. 1 and/or the domain bandwidth analyzer of FIG. 2.

[0009] FIG. 6 is a flowchart representative of an example subroutine
of the example machine readable instructions of FIG. 5.

[0010] FIG. 7 is a block diagram of an example processor platform
capable of executing the instructions of FIGS. 5 and 6 to implement examples
disclosed herein.

[0011] The figures are not to scale. In general, the same reference
numbers will be used throughout the drawing(s) and accompanying written
description to refer to the same or like parts.

[0012] Descriptors "first," "second," "third," etc. are used herein when
identifying multiple elements or components which may be referred to
separately. Unless otherwise specified or understood based on their context of
use, such descriptors are not intended to impute any meaning of priority,
physical order or arrangement in a list, or ordering in time but are merely used
as labels for referring to multiple elements or components separately for ease
of understanding the disclosed examples. In some examples, the descriptor
"first" may be used to refer to an element in the detailed description, while the
same element may be referred to in a claim with a different descriptor such as
"second" or "third." In such instances, it should be understood that such
descriptors are used merely for ease of referencing multiple elements or

components.
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DETAILED DESCRIPTION

[0013] Methods and apparatus to credit streaming activity using
domain level bandwidth information are disclosed. Some known streaming
activity metering systems employ device-based metering (e.g., metering of
mobile phone, PCs, tablets, etc.), which can result in inaccurate bandwidth
usage determination due to a lack of granularity of the domain data associated
with individual devices. Further, metering at relatively low bandwidth speeds
or metering TV streaming can be inaccurate due to difficulty with obtaining
measurements corresponding to multiple streams (e.g., download streams,
upload streams, simultaneous streams, etc.). Some known metering systems
monitor a network for high bandwidth events (HBEs) (e.g., detected overall or
aggregate bandwidth usage over a threshold, etc.) that trigger an analysis of
corresponding domain addresses, etc.

[0014] Examples disclosed herein enable accurate metering of
streaming activity by associating bandwidth usage data with domain
information, such as domain identifiers (e.g., resolved domain names, partially
resolved domain names, domain addresses, etc.), for example. Examples
disclosed herein are able to obtain detailed and granular information by
measuring bandwidth usage at different times and associating that data with
the aforementioned domain identifiers. In particular, examples disclosed
herein capture and organize bandwidth usage data corresponding to domain
information to obtain granular consumption data without necessitating an
event trigger, such as a minimum bandwidth usage threshold being exceeded.
Accordingly, examples disclosed herein enable accurate internet usage
metering at both relatively low and high bandwidth usages.

[0015] In some examples, the bandwidth usage data includes
bandwidth usage values (e.g., an aggregate amount of data streamed, total

bandwidth used, total data transmitted/received, etc.) during time intervals
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(e.g., every five seconds, every minute, every 10 minutes, etc.) associated with
a domain, domain identifier and/or domain range. Additionally or
alternatively, domain name service (DNS) data is resolved and/or analyzed to
determine bandwidth usage based on domain (e.g., bandwidth related to use of
specific domains). In some examples, domain names, domain addresses and/or
partial domain addresses are analyzed for similarity to be associated and/or
grouped to one another.

[0016] FIG. 1 is an example environment 100 in which techniques
disclosed herein for crediting streaming activity may be implemented.
According to the illustrated example, the example environment includes a
household network 102, an external network 104, media content providers 110
(hereinafter 110a, 110b, 110c, etc.), and an audience measurement entity 114,
which is communicatively coupled to the household network 102. However,
any other appropriate network/communication topology can be implemented
instead.

[0017] The household network 102 further includes a network
interface 120, an example media monitor 122, and media presentation devices
(e.g., computers/PCs, tablets, smart phones, etc.) 132 (hereinafter 132a, 132b,
132c¢, etc.). In this example, the media monitor 122 and the media presentation
devices 132a, 132b, 132c¢, are communicatively coupled to the network 104
via the aforementioned network interface 120. In turn, the network interface
120 is communicatively coupled to the network 104 and, thus, the media
content providers (e.g., streaming providers) 110a, 110b, 110c¢. Further, the
media monitor 122 is communicatively coupled to the audience measurement
entity 114. While the example network topography of FIG. 1 includes the
media presentation devices 132a, 132b, 132¢ being communicatively coupled
to the network interface 120, in other examples, the media presentation
devices 132a, 132b, 132¢ are communicatively coupled to the media monitor
122. However, any appropriate sub-network topography can be used to

implement examples disclosed herein.
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[0018] In operation, the media presentation devices 132a, 132b, 132¢
transmit and receive data from at least one of the media content providers
110a, 110b, 110c¢ via the network interface 120 and the network 104. In the
illustrated example, the media monitor 122 collects and analyzes internet
metering data corresponding to internet domain bandwidth usage associated
with the household network 102 and/or the media presentation devices 132a,
132b, 132c¢. In particular, the media monitor 122 associates bandwidth usage
values over time with domains and/or domain identifiers, as will be discussed
in greater detail below in connection with FIGS. 2-7.

[0019] While the household network 102 is shown in this example,
examples disclosed herein can be applied to any other appropriate network use
(e.g., commercial network use, business network use, venue network use, etc.).
Further, the media monitor 122 can be used to analyze (e.g., simultaneously
analyze) multiple households and/or networks communicatively coupled to the
network 104.

[0020] FIG. 2 is a block diagram of an example implementation of the
example media monitor 122 of FIG. 1 in accordance with teachings of this
disclosure. The example media monitor 122 includes a domain determiner
202, a traffic analyzer 204, a media event identifier 206, a packet collector 208
and a packet decryptor 210. Further, the media monitor 122 includes a
bandwidth usage data storage 212 in this example.

[0021] The packet collector 208 of the illustrated example receives
and/or extracts data packets being communicated between the network 104
and at least one of the multimedia presentation devices 132a, 132b, 123¢
shown in FIG. 1. In this example, the packet collector 208 receives the data
packets traveling to and from the network 104 and extracts data from and/or
characterizes the data packets for a domain-level bandwidth usage analysis.
For example, the packet collector 208 is implemented as a device that is used
to extract and/or obtain information about at least a portion of a data packet as

the data packet is transmitted or received via the network interface 120 (e.g.,
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storing data about the data packet without storing the data packet). In
particular, information about the data packet may be extracted from its
respective header and/or header information by the packet collector 208.

[0022] In some examples, the packet decryptor 210 is implemented to
decrypt at least a portion of the data packets transmitted between the network
104 and the multimedia presentation devices 132a, 132b, 132¢. For example,
the packet decryptor 208 can decrypt a header of a data packet and/or a non-
payload portion of the data packet. In some examples, the data packets are
decrypted (e.g., portions of the data packet are decrypted) by the packet
decryptor 210 to yield IP address information (e.g., source address
information, destination address information, etc.). For example, when the
data packets are captured from over-the-air wireless communications, the
communications may be decrypted (e.g., decrypted according to the Wireless
Protected Access protocol).

[0023] According to the illustrated example, the domain determiner
202 resolves IP addresses, DNS addresses, domain names, domain addresses,
domains, etc. of internet traffic associated with the data packets
moving/passing through the network interface 120. The domain determiner
202 can resolve the addresses based on DNS requests/queries (e.g., previous
DNS requests/queries) and/or DNS data associated with the data packets.

[0024] In the illustrated example, data associated with the data packets
is analyzed by the traffic analyzer 204 to generate bandwidth metering data. In
particular, data packets associated with network traffic moving between the
network 104 and the media presentation devices 132a, 132b, 132c are
analyzed based on domain and/or internet protocol (IP) information to
associate bandwidth usage values/measurements with specific domain
addresses, domain groups (e.g., domains grouped together based on similarity,
similar domain characteristic(s), DNS data, domain identifiers and/or domain
range(s). In other words, bandwidth data is associated with specific internet

domain(s) (e.g., web address domains, etc.) and/or DNS data based on data

-6 -



WO 2020/186063 PCT/US2020/022401

captured from the aforementioned data packets. Additionally or alternatively,
the bandwidth data is generated from DNS requests. In this example, the
traffic analyzer 204 determines and/or characterizes bandwidth usage values
(e.g., measured in megabits) by a domain, a domain group and/or a domain
identifier at regular time intervals (e.g., 10 milliseconds, 1 second, 5 seconds,
30 seconds, 1 minute, etc.). In some examples, the bandwidth data associated
with domain information is stored in the bandwidth usage data storage 212.

[0025] In some examples, the traffic analyzer 204 groups information
associated with data packets and/or the data packets together based on the data
packets having similar domains and/or numeric domain addresses. For
example, the domains of the data packets may be relatively similar (e.g.,
similar numerical address(es), similar resolved domain names, similar domain
patterns, etc.) and, thus, the data packets are associated or grouped together.
In some examples, the traffic analyzer 204 utilizes a histogram analysis (e.g.,
histogram data, time-based histogram data, time period histogram data, etc.) of
domains and/or domain information to characterize bandwidth usage. In some
such examples, the histogram can be based on average bandwidth usage per
domain (e.g., 5 megabit per second for cnn.com, etc.). Additionally or
alternatively, the traffic analyzer 204 utilizes and/or determines a degree of
similarity of resolved domain names to group data packets and/or requests
(e.g., DNS requests together). For example, “www.serverl.cnn.com” may be
grouped and/or associated with “www.server2.cnn.com,” thereby enabling
relatively accurate metering of the same or similar domains.

[0026] In some examples, the media event identifier 206 determines
whether domains and/or domain data (e.g., bandwidth usage at time intervals)
are associated with a particular type of activity. For example, the media event
identifier 206 can determine whether bandwidth usage is related to streaming
videos and/or gaming. In some such examples, the media event identifier 206
can determine characterize and/or sort data associated with the bandwidth

usage. In some examples, the media event identifier 206 sorts and/or filters
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domain data associated with video streaming for crediting. In other words, the
media event identifier 206 can focus the bandwidth usage analysis to data
primarily (e.g., only) associated with video streaming (e.g., video streaming
domains, video streaming applications, etc.). In some examples, the media
event identifier 206 identifies the type of data and/or data content in the data
packets (e.g., video streaming, audio content streaming, etc.).

[0027] In some examples, the bandwidth usage data represents
bandwidth associated with a domain on a given device measured at regular
time intervals (e.g., at five second intervals, at thirty second intervals, at one
hour intervals, etc.). In some examples, a packet inspection (e.g., a deep
packet inspection) is performed by the packet collector 208 and/or the traffic
analyzer 204 to vield the IP address information. In some examples, the
domain determiner 202 and/or the traffic analyzer 204 may analyze multiple
network layers (e.g., physical layer, datalink layer, network layer, transport
layer, session layer, etc.) to extract information about the source of a data
packet. Additionally or altematively, the domain determiner 202 and/or the
traffic analyzer 204 may extract TCP data and IP data.

[0028] In some examples, a previous DNS request is associated by the
traffic analyzer 204 with at least one IP address of a domain. Accordingly,
based on the DNS request, the domain can be identified in traffic data packets
and utilized for bandwidth usage monitoring (e.g., bandwidth aggregation for
domains, histogram data of the domain, etc.). In other words, packet data
traffic (e.g., downloaded streamed data) is identified based on data of a
previously stored DNS request. As a result, by analyzing both DNS resolution
and bandwidth by domain, an event origination is known and confirmation of
significant bandwidth from the domain is confirmed and/or quantified.

[0029] In some examples, the DNS resolution, aggregation and/or
analysis performed by the traffic analyzer 204 and/or the packet collector 208
is based on similar or close IP address ranges (e.g., ranges from X.Y.Z.001 to

X.Y.Z.100). In particular, IP address ranges with close numbering or nearly
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identical numbering can be associated with a specific domain and/or domain
identifier (e.g., a domain alias, a generalized domain address, a hashed domain
address, etc.), for example. Additionally or alternatively, IP address ranges
with similar resolved names and/or relatively close IP address numbers are
grouped together to define a domain group identifier (e.g., an aggregate
domain group, etc.).

[0030] FIG. 3A illustrates an example of credit streaming data that can
be generated by examples disclosed herein. In particular, the example of FIG.
3 A represents data bandwidth collection at a domain level. In particular, a
bandwidth stream shown in FIG. 3A presents bandwidth usage data values that
are associated with corresponding time intervals, thereby defining an array of
the values at different times.

[0031] As can be seen in the example of FIG. 3A, histogram data (e.g.,
time-based histogram data) of bandwidth usage associated with a domain (e.g.,
unicornmedia.com) is recorded at different time intervals (e.g., periodic time
intervals, irregular time intervals, event triggered intervals, etc.). For example,
bandwidth data at the time intervals is aggregated by tallying or charting band
with usage data associated with the data packets over time.

[0032] FIGS. 3B and 3C contrast data for a known crediting of
streaming activity and data for an example crediting in accordance with
teachings of this disclosure. Tuming to FIG. 3B, a known implementation of
crediting streaming activity is shown. In particular, at least one unresolved
domain address is associated with a count of data packets triggered based on a
detected HBE. In other words, detection of the HBE can be triggered based on
numerous different domains (e.g., totally unrelated domains). As a result,
granularity of metering data associated with domain usage can be lost.

[0033] In contrast to the known crediting implementation of FIG. 3B,
FIG. 3C illustrates an example characterization of streaming activity in
accordance with examples disclosed herein. In particular, the example of FIG.

3C illustrates enhanced bandwidth crediting with DNS resolution and/or
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domain identification. In particular, bandwidth domain data (e.g., domain
identifiers, an identified domain, etc.) is related to bandwidth consumed
during corresponding time intervals (e.g., the recorded values indicate
bandwidth usage measured at time intervals) associated with a domain (e.g., a
domain grouping) during a domain event, for example. In some examples, a
table and/or histogram data is generated.

[0034] FIG. 4A illustrates a known crediting data based on HBEs
represented in traffic data. In particular, the illustrated example of FIG. 4A
shows data associated with an HBE that corresponds to numerous IP
addresses. In this known implementation, it can be difficult to determine
which IP addresses are associated with and/or contribute to significant
bandwidth use. One or more of the IP addresses associated with the HBE can
be resolved and prioritized based on duration and/or count (e.g., usage count,
etc.).

[0035] FIG. 4B illustrates example crediting data from utilizing
bandwidth by domain (BBD) data associated with examples disclosed herein.
In contrast to the known implementation associated with FIG. 4A, the HBE is
not utilized. Instead, BBD and/or domain events (e.g., streaming from a
domain, domain access, domain lookups, etc.) are utilized to characterize
and/or domain which domains and/or domain events are contributing to
significant bandwidth usage. Accordingly, the domain and/or domain events
significantly contributing to bandwidth usage are analyzed and measured for
crediting. In some examples, streaming events are credited and/or metered
while non-streaming events are not. In other words, crediting may be based on
a use-type or categories of use-types, etc.

[0036] While an example manner of implementing the media monitor
122 of FIG. 1 is illustrated in FIG. 2, one or more of the elements, processes
and/or devices illustrated in FIG. 2 may be combined, divided, re-arranged,
omitted, eliminated and/or implemented in any other way. Further, the

example domain determiner 202, the example traffic analyzer 204, the
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example media event identifier 206, the example packet collector 208, the
example packet decryptor 210 and/or, more generally, the example media
monitor 122 of FIG. 1 may be implemented by hardware, software, firmware
and/or any combination of hardware, software and/or firmware. Thus, for
example, any of the example domain determiner 202, the example traffic
analyzer 204, the example media event identifier 206, the example packet
collector 208, the example packet decryptor 210 and/or, more generally, the
example media monitor 122 could be implemented by one or more analog or
digital circuit(s), logic circuits, programmable processor(s), programmable
controller(s), graphics processing unit(s) (GPU(s)), digital signal processor(s)
(DSP(s)), application specific integrated circuit(s) (ASIC(s)), programmable
logic device(s) (PLD(s)) and/or field programmable logic device(s)
(FPLD(s)). When reading any of the apparatus or system claims of this patent
to cover a purely software and/or firmware implementation, at least one of the
example domain determiner 202, the example traffic analyzer 204, the
example media event identifier 206, the example packet collector 208, and/or
the example packet decryptor 210 is/are hereby expressly defined to include a
non-transitory computer readable storage device or storage disk such as a
memory, a digital versatile disk (DVD), a compact disk (CD), a Blu-ray disk,
etc. including the software and/or firmware. Further still, the example media
monitor 122 of FIG. 1 may include one or more elements, processes and/or
devices in addition to, or instead of, those illustrated in FIG. 2, and/or may
include more than one of any or all of the illustrated elements, processes and
devices. As used herein, the phrase “in communication,” including variations
thereof, encompasses direct communication and/or indirect communication
through one or more intermediary components, and does not require direct
physical (e.g., wired) communication and/or constant communication, but
rather additionally includes selective communication at periodic intervals,

scheduled intervals, aperiodic intervals, and/or one-time events.
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[0037] Flowcharts representative of example hardware logic, machine
readable instructions, hardware implemented state machines, and/or any
combination thereof for implementing the media monitor 122 of FIG. 1 are
shown in FIGS. 5 and 6. The machine readable instructions may be one or
more executable programs or portion(s) of an executable program for
execution by a computer processor such as the processor 712 shown in the
example processor platform 700 discussed below in connection with FIG. 7.
The program may be embodied in software stored on a non-transitory
computer readable storage medium such as a CD-ROM, a floppy disk, a hard
drive, a DVD, a Blu-ray disk, or a memory associated with the processor 712,
but the entire program and/or parts thereof could alternatively be executed by
a device other than the processor 712 and/or embodied in firmware or
dedicated hardware. Further, although the example programs described with
reference to the flowcharts illustrated in FIGS. 5 and 6, many other methods of
implementing the example media monitor 122 may alternatively be used. For
example, the order of execution of the blocks may be changed, and/or some of
the blocks described may be changed, eliminated, or combined. Additionally
or alternatively, any or all of the blocks may be implemented by one or more
hardware circuits (e.g., discrete and/or integrated analog and/or digital
circuitry, an FPGA, an ASIC, a comparator, an operational-amplifier (op-
amp), a logic circuit, etc.) structured to perform the corresponding operation
without executing software or firmware.

[0038] The machine readable instructions described herein may be
stored in one or more of a compressed format, an encrypted format, a
fragmented format, a compiled format, an executable format, a packaged
format, etc. Machine readable instructions as described herein may be stored
as data (e.g., portions of instructions, code, representations of code, etc.) that
may be utilized to create, manufacture, and/or produce machine executable
instructions. For example, the machine readable instructions may be

fragmented and stored on one or more storage devices and/or computing
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devices (e.g., servers). The machine readable instructions may require one or
more of installation, modification, adaptation, updating, combining,
supplementing, configuring, decryption, decompression, unpacking,
distribution, reassignment, compilation, etc. in order to make them directly
readable, interpretable, and/or executable by a computing device and/or other
machine. For example, the machine readable instructions may be stored in
multiple parts, which are individually compressed, encrypted, and stored on
separate computing devices, wherein the parts when decrypted, decompressed,
and combined form a set of executable instructions that implement a program
such as that described herein.

[0039] In another example, the machine readable instructions may be
stored in a state in which they may be read by a computer, but require addition
of a library (e.g., a dynamic link library (DLL)), a software development kit
(SDK), an application programming interface (API), etc. in order to execute
the instructions on a particular computing device or other device. In another
example, the machine readable instructions may need to be configured (e.g.,
settings stored, data input, network addresses recorded, etc.) before the
machine readable instructions and/or the corresponding program(s) can be
executed in whole or in part. Thus, the disclosed machine readable
instructions and/or corresponding program(s) are intended to encompass such
machine readable instructions and/or program(s) regardless of the particular
format or state of the machine readable instructions and/or program(s) when
stored or otherwise at rest or in transit.

[0040] The machine readable instructions described herein can be
represented by any past, present, or future instruction language, scripting
language, programming language, etc. For example, the machine readable
instructions may be represented using any of the following languages: C, C++,
Java, C#, Perl, Python, JavaScript, HyperText Markup Language (HTML),
Structured Query Language (SQL), Swift, etc.

13-
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[0041] As mentioned above, the example processes of FIGS. 5 and 6
may be implemented using executable instructions (e.g., computer and/or
machine readable instructions) stored on a non-transitory computer and/or
machine readable medium such as a hard disk drive, a flash memory, a read-
only memory, a compact disk, a digital versatile disk, a cache, a random-
access memory and/or any other storage device or storage disk in which
information is stored for any duration (e.g., for extended time periods,
permanently, for brief instances, for temporarily buffering, and/or for caching
of the information). As used herein, the term non-transitory computer
readable medium is expressly defined to include any type of computer
readable storage device and/or storage disk and to exclude propagating signals
and to exclude transmission media.

[0042] “Including” and “comprising” (and all forms and tenses
thereof) are used herein to be open ended terms. Thus, whenever a claim
employs any form of “include” or “comprise” (e.g., comprises, includes,
comprising, including, having, etc.) as a preamble or within a claim recitation
of any kind, it is to be understood that additional elements, terms, etc. may be
present without falling outside the scope of the corresponding claim or
recitation. As used herein, when the phrase "at least" is used as the transition
term in, for example, a preamble of a claim, it is open-ended in the same
manner as the term "comprising" and “including™ are open ended. The term
“and/or” when used, for example, in a form such as A, B, and/or C refers to
any combination or subset of A, B, C such as (1) A alone, (2) B alone, (3) C
alone, (4) A with B, (5) A with C, (6) B with C, and (7) A with B and with C.
As used herein in the context of describing structures, components, items,
objects and/or things, the phrase "at least one of A and B" is intended to refer
to implementations including any of (1) at least one A, (2) at least one B, and
(3) at least one A and at least one B. Similarly, as used herein in the context
of describing structures, components, items, objects and/or things, the phrase

"at least one of A or B" is intended to refer to implementations including any
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of (1) at least one A, (2) at least one B, and (3) at least one A and at least one
B. As used herein in the context of describing the performance or execution
of processes, instructions, actions, activities and/or steps, the phrase "at least
one of A and B" is intended to refer to implementations including any of (1) at
least one A, (2) at least one B, and (3) at least one A and at least one

B. Similarly, as used herein in the context of describing the performance or
execution of processes, instructions, actions, activities and/or steps, the phrase
"at least one of A or B" is intended to refer to implementations including any
of (1) at least one A, (2) at least one B, and (3) at least one A and at least one
B.

€LY G

[0043] As used herein, singular references (e.g., “a”, “an”, “first”,
“second”, etc.) do not exclude a plurality. The term “a” or “an” entity, as used
herein, refers to one or more of that entity. The terms “a” (or “an”), “one or
more”, and “at least one” can be used interchangeably herein. Furthermore,
although individually listed, a plurality of means, elements or method actions
may be implemented by, e.g., a single unit or processor. Additionally,
although individual features may be included in different examples or claims,
these may possibly be combined, and the inclusion in different examples or
claims does not imply that a combination of features is not feasible and/or
advantageous.

[0044] The program 500 of FIG. 5 begins as internet usage of the
household network 102 is received/available and to be analyzed and/or
monitored for domain metering. In particular, bandwidth usage associated
with the media presentation devices 132a, 132b, 132c is to be analyzed to
meter video streaming thereof. In particular, the metering is associated with at
least one domain.

[0045] At block 502, the example packet collector 208 activates
monitoring of the household network 102. In some examples, based on an
event (e.g., an HBE, a metering request, etc.) the network interface 120 directs

the packet collector 208 to initiate data collection for data packets moving
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between the network 104 and the media presentation devices 132a, 132b,
132c.

[0046] At block 504, the example packet collector 208 collects and/or
extracts data from the data packets transmitted between the network 104 and
the media presentation devices 132a, 132b, 132¢. In some examples, the
packet collector 208 analyzes portions of the data packets (e.g., header
portions). Additionally or alternatively, the packet collector 208 extracts data
from some of the data packets (e.g., a random sample of the data packets,
selected ones of the data packets, etc.).

[0047] At block 506, the example packet decryptor 210 decrypts at
least portions of the respective data packets. For example, the decryptor 210
decrypts a heading portion of a packet (e.g., without decrypting a payload
portion). In other examples, the data packets are not decrypted or the data
packets are decrypted by devices (e.g., the devices 132a, 132b, 132¢) of the
household 102 for analysis by the media monitor 122.

[0048] At block 508, the domain determiner 202 of the illustrated
example obtains and/or determines domain information of the data packets. In
this example, the domain determiner 202 resolves addresses (e.g., DNS
addresses) of sources and/or recipients of the data packets. In other examples,
the domain determiner 202 groups data packets (e.g., based on similarity) and
determines an associated domain of at least one of the grouped data packets. In
other examples, the domain determiner 202

[0049] At block 510, the example traffic analyzer 204 associates
and/or relates domain data with measured bandwidth values to define
bandwidth usage data (e.g., bandwidth usage data by domain). As discussed in
greater detail below in connection with FIG. 6, the traffic analyzer 204
associates a resolved domain name and/or domain identifier with numerical
values of bandwidth usage (e.g., 50 megabit, etc.) taken at different time
intervals (e.g., periodically measured, event-based measured, etc.).

Additionally or alternatively, the numerical values are associated with
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bandwidth rates (e.g., 50 megabits per second) at certain time divisions and/or
intervals. For example, peak bandwidth rates of corresponding time periods
(e.g., sampling periods) can be used to define the bandwidth usage data (e.g.,
an array of peak bandwidth rates).

[0050] At block 512, the traffic analyzer 204 and/or the network
interface 120 forwards results to the audience measurement entity 114,

[0051] At block 514, itis determined whether to repeat the process. If
the process is to be repeated (block 514), control of the process returns to
block 502. Otherwise, the process ends. This determination may be made by
the traffic analyzer 302 based on whether additional data packets are to be
analyzed and/or a triggering event (e.g., a domain based event, an HBE, etc.).

[0052] FIG. 6 is a flowchart representative of the example subroutine
510 of FIG. 5. In this example, the traffic analyzer 204 analyzes data
associated with data packets transmitted/received between the network 104
and the media presentation devices 132a, 132b, 132c¢ to generate associations
between at least one domain/domain grouping and bandwidth usage (e.g.,
bandwidth usage values).

[0053] At block 602, the traffic analyzer 204 determines as to whether
a bandwidth by domain (BBD) event has occurred during a time period (e.g., a
sampling period). For example, the traffic analyzer 204 identifies an
occurrence of a BBD event that meets or exceeds a threshold (e.g., meets an
instantaneous threshold, meets a threshold period for a time period, etc.).

[0054] If the traffic analyzer 204 determines that the BBD has
occurred (block 602), control of the process proceeds to block 604. At block
604, it is then determined whether the BBD event has been resolved by the
traffic analyzer 204 and/or the domain determiner 202. If the BBD event has
resolved (block 604), control of the process proceeds to block 606. Otherwise,
the process proceeds to block 612.

[0055] At block 606, the traffic analyzer 204 and/or the media event

identifier 206 assigns a streaming activity and a player (e.g., a player
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designation) based on the BBD. For example, the activity can categorize data
usage to gaming, downloading, streaming, etc. Further, the player can be
software and/or an internet browser used on at least one of the multimedia
presentation devices 132a, 132b, 132c¢.

[0056] At block 608, the traffic analyzer 204 refines results based on
adjacent events. For example, the adjacent events can refer to domain events
that are relatively close in time (e.g., within a time period, within a time
threshold, at the same time, etc.), traffic related to a single device and/or a
group of devices, related domains, similar domains and/or domain names that
can be grouped together. Additionally or alternatively, the adjacent events can
refer to domains that are accessed by more than one of the multimedia
presentation devices 132a, 132b, 132¢. In some examples, adjacent events are
based on specific devices (e.g., data traffic associated with a specific device).

[0057] At block 610, the traffic analyzer 204 forwards the results
(e.g., final results) associating bandwidth usage and domains (e.g., resolved
domains) to the network interface 120 and/or the audience measurement entity
114. In particular, bandwidth usage (e.g., bandwidth usage at different time
steps) is obtained. In some examples, the bandwidth usage data is organized
by domain identifiers and includes tables and/or arrays of domain identifier
associated bandwidth usage values at different times (e.g., different time steps,
periodic time steps, etc.). Accordingly, the process ends. in some examples, a
tie-break is performed by the traffic analyzer 204, if needed.

[0058] If the BBD has not occurred (block 602), control of the process
proceeds to block 614. At block 614, the traffic analyzer 204 determines
whether an HBE occurred during the time period. If the HBE occurred (block
614), control of the process proceeds to block 612. Otherwise, the process
ends. In some other examples, the traffic analyzer 204 does not determine
whether the HBE occurred and, thus, the adjacent events are not resolved

(block 612).
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[0059] If the BBD event has not resolved by the traffic analyzer 204
(block 604), control of the process proceeds to block 612. At block 612, the
traffic analyzer 204 resolves adjacent events. Subsequently, the process
proceeds to block 610 and the process ends/returns.

[0060] FIG. 7 is a block diagram of an example processor platform
700 structured to execute the instructions of FIGS. 5 and 6 to implement the
media monitor 122 of FIG. 2. The processor platform 700 can be, for
example, a server, a personal computer, a workstation, a self-learning machine
(e.g., aneural network), a mobile device (e.g., a cell phone, a smart phone, a
tablet such as an iPad™), a personal digital assistant (PDA), an Internet
appliance, a DVD player, a CD player, a digital video recorder, a Blu-ray
player, a gaming console, a personal video recorder, a set top box, a headset or
other wearable device, or any other type of computing device.

[0061] The processor platform 700 of the illustrated example includes
a processor 712. The processor 712 of the illustrated example is hardware.
For example, the processor 712 can be implemented by one or more integrated
circuits, logic circuits, microprocessors, GPUs, DSPs, or controllers from any
desired family or manufacturer. The hardware processor may be a
semiconductor based (e.g., silicon based) device. In this example, the
processor implements the example domain determiner 202, the example traffic
analyzer 204, the example media event identifier 206, the example packet
collector 208, and the example packet decryptor 210.

[0062] The processor 712 of the illustrated example includes a local
memory 713 (e.g., a cache). The processor 712 of the illustrated example is in
communication with a main memory including a volatile memory 714 and a
non-volatile memory 716 via a bus 718. The volatile memory 714 may be
implemented by Synchronous Dynamic Random Access Memory (SDRAM),
Dynamic Random Access Memory (DRAM), RAMBUS® Dynamic Random
Access Memory (RDRAM®) and/or any other type of random access memory

device. The non-volatile memory 716 may be implemented by flash memory
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and/or any other desired type of memory device. Access to the main memory
714, 716 is controlled by a memory controller.

[0063] The processor platform 700 of the illustrated example also
includes an interface circuit 720. The interface circuit 720 may be
implemented by any type of interface standard, such as an Ethernet interface, a
universal serial bus (USB), a Bluetooth® interface, a near field
communication (NFC) interface, and/or a PCI express interface.

[0064] In the illustrated example, one or more input devices 722 are
connected to the interface circuit 720. The input device(s) 722 permit(s) a
user to enter data and/or commands into the processor 712. The input
device(s) can be implemented by, for example, an audio sensor, a microphone,
a camera (still or video), a keyboard, a button, a mouse, a touchscreen, a track-
pad, a trackball, isopoint and/or a voice recognition system.

[0065] One or more output devices 724 are also connected to the
interface circuit 720 of the illustrated example. The output devices 1024 can
be implemented, for example, by display devices (e.g., a light emitting diode
(LED), an organic light emitting diode (OLED), a liquid crystal display
(LCD), a cathode ray tube display (CRT), an in-place switching (IPS) display,
a touchscreen, etc.), a tactile output device, a printer and/or speaker. The
interface circuit 720 of the illustrated example, thus, typically includes a
graphics driver card, a graphics driver chip and/or a graphics driver processor.

[0066] The interface circuit 720 of the illustrated example also
includes a communication device such as a transmitter, a receiver, a
transceiver, a modem, a residential gateway, a wireless access point, and/or a
network interface to facilitate exchange of data with external machines (e.g.,
computing devices of any kind) via a network 726. The communication can
be via, for example, an Ethernet connection, a digital subscriber line (DSL)
connection, a telephone line connection, a coaxial cable system, a satellite

system, a line-of-site wireless system, a cellular telephone system, etc.
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[0067] The processor platform 700 of the illustrated example also
includes one or more mass storage devices 728 for storing software and/or
data. Examples of such mass storage devices 728 include floppy disk drives,
hard drive disks, compact disk drives, Blu-ray disk drives, redundant array of
independent disks (RAID) systems, and digital versatile disk (DVD) drives.

[0068] The machine executable instructions 732 of FIGS. 5 and 6 may
be stored in the mass storage device 728, in the volatile memory 714, in the
non-volatile memory 716, and/or on a removable non-transitory computer
readable storage medium such as a CD or DVD.

[0069] Example 1 includes an apparatus having a packet collector to
collect data packets via a network interface, and a traffic analyzer to determine
domain data of the data packets and associate bandwidth usage values with the
domain data to define bandwidth usage data by domain. The apparatus also
includes a bandwidth usage data storage to store the associated bandwidth
usage data by domain.

[0070] Example 2 includes the apparatus as defined in example 1,
further including a decryptor to decrypt the data packets, where the domain
data is determined based on the decrypted data packets.

[0071] Example 3 includes the apparatus as defined in example 1,
where at least one domain of the data packets is determined based on domain
name server (DNS) data.

[0072] Example 4 includes the apparatus as defined in example 1,
where the bandwidth usage data includes histogram data associated with at
least one domain.

[0073] Example 5 includes the apparatus as defined in example 1,
where the histogram data is time-based.

[0074] Example 6 includes the apparatus as defined in example 1,
where the domain data is extracted from the data packets via a deep packet

inspection of the data packets.
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[0075] Example 7 includes the apparatus as defined in example 1,
where the bandwidth usage data includes bandwidth usage values at different
times.

[0076] Example 8 includes a method of metering internet usage. The
method includes collecting, by executing instructions with at least one
processor, data packets, determining, by executing instructions with the at
least one processor, domain data of the data packets, associating, by executing
instructions with the at least one processor, bandwidth usage values with the
domain data to define bandwidth usage data by domain, and storing, by
executing instructions with the at least one processor, the associated
bandwidth usage data by domain.

[0077] Example 9 includes the method as defined in example 8, further
including decrypting, by executing instructions with the processor, the data
packets.

[0078] Example 10 includes the method as defined in example 9,
where the domain data is determined based on the decrypted packets.

[0079] Example 11 includes the method as defined in example 8,
where the domain data is determined based on domain name server (DNS)
data.

[0080] Example 12 includes the method as defined in 8, further
including generating, by executing instructions with the at least one processor,
histogram data based on the domain data.

[0081] Example 13 includes the method as defined in example 8,
further including associating, by executing instructions with the at least one
processor, at least one domain of the domain data with a type of data content
to define the bandwidth usage data.

[0082] Example 14 includes the method as defined in example 8,
where the bandwidth usage data by domain includes bandwidth usage values

at different times.
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[0083] Example 15 includes a non-transitory machine readable
medium comprising instructions, which when executed, cause a processor to at
least collect data packets, determine domain data of the data packets, associate
bandwidth usage values with the domain data to define bandwidth usage data
by domain, and store the associated bandwidth usage data by domain.

[0084] Example 16 includes the non-transitory machine readable
medium as defined in example 15, where the instructions cause the processor
to decrypt the data packets.

[0085] Example 17 includes the non-transitory machine readable
medium as defined in example 16, where the domain data is determined based
on the decrypted packets.

[0086] Example 18 includes the non-transitory machine readable
medium as defined in example 15, where the domain data is determined based
on domain name server (DNS) data.

[0087] Example 19 includes the non-transitory machine readable
medium as defined in example 15, where the instructions cause the processor
to generate histogram data based on the domain data.

[0088] Example 20 includes the non-transitory machine readable
medium as defined in example 15, where the instructions cause the processor
to associating domain data with a type of data content to define the bandwidth
usage data.

[0089] From the foregoing, it will be appreciated that example
methods, apparatus and articles of manufacture have been disclosed that
enable accurate metering of internet usage. Examples disclosed herein enable
characterizing domain usage with related bandwidth usage data. Examples
disclosed herein enable much more accurate data metering of internet usage by
resolving domains of internet streaming for granular domain usage data in
contrast to relying on specific bandwidth events that can skew and/or render

1naccurate data measurements.
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[0090] This patent claims priority to, and the benefit of, U.S.
Provisional Patent Application Serial No. 62/817,386, which was filed on
March 12, 2019. U.S. Provisional Patent Application Serial No. 62/817,386 is
hereby incorporated herein by reference in its entirety.

[0091] Although certain example methods, apparatus and articles of
manufacture have been disclosed herein, the scope of coverage of this patent is
not limited thereto. On the contrary, this patent covers all methods, apparatus
and articles of manufacture fairly falling within the scope of the claims of this
patent.

[0092] The following claims are hereby incorporated into this Detailed
Description by this reference, with each claim standing on its own as a

separate embodiment of the present disclosure.
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What Is Claimed Is:
1. An apparatus comprising;
a packet collector to collect data packets via a network
interface;
a traffic analyzer to:
determine domain data of the data
packets, and
associate bandwidth usage values with the
domain data to define bandwidth usage data by
domain; and
a bandwidth usage data storage to store the associated
bandwidth usage data by domain.

2. The apparatus as defined in claim 1, further including a
decryptor to decrypt the data packets, wherein the domain data is determined
based on the decrypted data packets.

3. The apparatus as defined in claim 1, wherein at least one
domain of the data packets is determined based on domain name server (DNS)
data.

4. The apparatus as defined in claim 1, wherein the bandwidth
usage data includes histogram data associated with at least one domain.

5. The apparatus as defined in claim 1, wherein the histogram data
1s time-based.

6. The apparatus as defined in claim 1, wherein the domain data is
extracted from the data packets via a deep packet inspection of the data
packets.

7. The apparatus as defined in claim 1, wherein the bandwidth
usage data includes bandwidth usage values at different times.

8. A method of metering internet usage, the method comprising:

collecting, by executing instructions with at least one processor,

data packets;
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determining, by executing instructions with the at least one
processor, domain data of the data packets;

associating, by executing instructions with the at least one
processor, bandwidth usage values with the domain data to define
bandwidth usage data by domain; and

storing, by executing instructions with the at least one
processor, the associated bandwidth usage data by domain.

9. The method as defined in claim 8, further including decrypting,
by executing instructions with the processor, the data packets.

10. The method as defined in claim 9, wherein the domain data is
determined based on the decrypted packets.

11. The method as defined in claim 8, wherein the domain data is
determined based on domain name server (DNS) data.

12. The method as defined in 8, further including generating, by
executing instructions with the at least one processor, histogram data based on
the domain data.

13. The method as defined in claim 8, further including associating,
by executing instructions with the at least one processor, at least one domain
of the domain data with a type of data content to define the bandwidth usage
data.

14. The method as defined in claim 8, wherein the bandwidth usage
data by domain includes bandwidth usage values at different times.

15. A non-transitory machine readable medium comprising
instructions, which when executed, cause a processor to at least:

collect data packets;

determine domain data of the data packets;

associate bandwidth usage values with the domain data to
define bandwidth usage data by domain; and

store the associated bandwidth usage data by domain.
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16. The non-transitory machine readable medium as defined in
claim 15, wherein the instructions cause the processor to decrypt the data
packets.

17. The non-transitory machine readable medium as defined in
claim 16, wherein the domain data is determined based on the decrypted
packets.

18. The non-transitory machine readable medium as defined in
claim 15, wherein the domain data is determined based on domain name
server (DNS) data.

19. The non-transitory machine readable medium as defined in
claim 15, wherein the instructions cause the processor to generate histogram
data based on the domain data.

20. The non-transitory machine readable medium as defined in
claim 15, wherein the instructions cause the processor to associating domain

data with a type of data content to define the bandwidth usage data.
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