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(57) Abstract: Disclosed are an anti-attack encryption and decryption method and device of a block cipher, the encryption method
comprising: receiving a plaintext P requiring encryption, conducting normal encryption calculations on the plaintext P twice, and
outputting a correct encryption result for input into an F function; when conducting the normal encryption calculations, insetting a
fault during the normal encryption calculation process once or twice, and outputting a wrong encryption result; and after inputting
the wrong encryption result into the F function, outputting an invalid result unusable by an attacker. An embodiment of the present
invention is inserted with the fault during a first and/or second normal encryption calculations, and inputs into the F function two
output encryption results, eliminating the step of comparing the two normal encryption calculation results, and the F function out-
puts the invalid result unusable by the attacker, thus effectively resisting a double-point attack on a block cipher algorithm, and im-
proving the security of the encryption process of the block cipher algorithm.
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