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(57) ABSTRACT 

In accordance with embodiments disclosed herein, there are 
provided methods, systems, and apparatuses for implement 
ing a session table framework including, for example, receiv 
ing a configuration request at a host organization from a client 
device; generating, via a configurator engine of the host orga 
nization, a configuration model having metadata therein; gen 
erating a user session unique to the client device in a memory 
of the host organization; creating a user session data table 
within the user session of the memory based on the metadata 
of the configuration model; populating data into the user 
session data table based on the metadata of the configuration 
model; generating a renderable User Interface (UI) based on 
the metadata of the configuration model and based further on 
the data in the user session data table; and transmitting the 
renderable UI to the client device for display, responsive to 
receiving the configuration request. 

28 Claims, 11 Drawing Sheets 
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SESSION TABLE FRAMEWORK 

CLAIM OF PRIORITY 

This application is related to, and claims priority to, the 
U.S. provisional utility application entitled “SESSION 
TABLE FRAMEWORK filed on Jan. 24, 2011, having 
application No. 61/435,667. 

COPYRIGHT NOTICE 

A portion of the disclosure of this patent document con 
tains material which is Subject to copyright protection. The 
copyright owner has no objection to the facsimile reproduc 
tion by anyone of the patent document or the patent disclo 
sure, as it appears in the Patent and Trademark Office patent 
file or records, but otherwise reserves all copyright rights 
whatsoever. 

TECHNICAL FIELD 

Embodiments relate generally to the field of computing, 
and more particularly, to a session table framework, including 
methods, systems, and apparatuses for implementing a ses 
sion table framework in an on-demand service environment. 

BACKGROUND 

The Subject matter discussed in the background section 
should not be assumed to be prior art merely as a result of its 
mention in the background section. Similarly, a problem 
mentioned in the background section or associated with the 
subject matter of the background section should not be 
assumed to have been previously recognized in the prior art. 
The Subject matter in the background section merely repre 
sents different approaches, which in and of themselves may 
also correspond to disclosed embodiments. 

Developing comprehensive software applications from 
scratch is expensive in terms of both development time and 
also in terms of capital expenditure spent on developers, 
programmers, and the like, so as to create a Software appli 
cation capable of meeting design objectives. 

Packaged software applications are sometimes available 
which meet many of the specified design objectives for a 
given project, and thus, it may be advantageous to purchase, 
license, or otherwise acquire a packaged software application 
(e.g., from a third party provider) and incorporate the pack 
aged software application into an existing computing envi 
ronment, rather than developing the necessary functionality 
from scratch. 

Incorporating a packaged software application into a com 
plex computing environment typically requires some level of 
customization, for example, customizations to fully integrate 
related business processes and data elements which are not 
fully managed within the scope of an “out-of-the-box” or 
packaged software application. Customization may further 
be desirable to provide additional security, additional func 
tionality, or other enhancements which are not provided by 
the packaged software application. 

The problem of incorporating a packaged application into 
a complex computing environment is exacerbated where it is 
not feasible to modify the underlying source code of the 
packaged application due to, for example, licensing restric 
tions, unavailability of the Source code, and so forth. 

The present state of the art may therefore benefit from a 
session table framework, including methods, systems, and 
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2 
apparatuses for implementing a session table framework in an 
on-demand service environment as described herein. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Embodiments are illustrated by way of example, and not by 
way of limitation, and will be more fully understood with 
reference to the following detailed description when consid 
ered in connection with the figures in which: 

FIG.1.A depicts an exemplary architectural overview of the 
environment in which embodiments may operate; 

FIG. 1B depicts an alternative exemplary architectural 
overview of the environment in which embodiments may 
operate; 

FIG. 2A depicts an alternative exemplary architectural 
overview of the environment in which embodiments may 
operate; 

FIG. 2B depicts an alternative exemplary architectural 
overview of the environment in which embodiments may 
operate; 

FIG. 2C depicts an alternative exemplary architectural 
overview of the environment in which embodiments may 
operate; 

FIG. 2D depicts an alternative exemplary architectural 
overview of the environment in which embodiments may 
operate; 

FIG. 2E depicts an alternative exemplary architectural 
overview of the environment in which embodiments may 
operate; 

FIG. 2F depicts an alternative exemplary architectural 
overview of the environment in which embodiments may 
operate; 

FIG.3 shows a diagrammatic representation of a system in 
which embodiments may operate, be installed, integrated, or 
configured; 

FIG. 4 is a flow diagram illustrating a method for imple 
menting a session table framework in an on-demand service 
environment in accordance with disclosed embodiments; and 

FIG. 5 illustrates a diagrammatic representation of a 
machine in the exemplary form of a computer system, in 
accordance with one embodiment. 

DETAILED DESCRIPTION 

Described herein are systems, devices, and methods for a 
session table framework, including methods, systems, and 
apparatuses for implementing a session table framework in an 
on-demand service environment, for example, mechanisms 
include Supporting client state information for and on behalf 
of stateless applications. 

In a particular embodiment, such mechanisms include: 
receiving a configuration request at a host organization from 
a client device; generating, via a configurator engine of the 
host organization, a configuration model having metadata 
therein; generating a user session unique to the client device 
in a memory of the host organization; creating a user session 
data table within the user session of the memory based on the 
metadata of the configuration model; populating data into the 
user session data table based on the metadata of the configu 
ration model; generating a renderable User Interface (UI) 
based on the metadata of the configuration model and based 
further on the data in the user session data table; and trans 
mitting the renderable UI to the client device for display, 
responsive to receiving the configuration request. 

In one embodiment, the configurator engine operates a 
stateless web application where all data related to a user's 
choices, selections, and changes, made via the user's browser, 
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are stored and transmitted within the same request scope. 
With Such a stateless implementation, nothing is maintained 
by the configurator engine server between user clicks and 
interactions except a configuration model which is com 
pletely generic, and thus, is not specific to any particular user, 
and which in no way reflects any particular user's prior 
choices, selections, and/or changes. Because no state infor 
mation is maintained for users, the implementation is consid 
ered to be stateless. 

In one embodiment, the configurator engine is a third party 
provided “out of the box” packaged application, and thus, it is 
not permissible to modify the source code of the configurator 
engine. Implementing a session table framework in an on 
demand service environment as described herein overcomes 
several problems associated with a stateless configurator 
engine, for example, by maintaining userspecific information 
between user clicks and interactions, via a user session asso 
ciated with each user. These and other benefits and enhance 
ments are described in additional detail below in relation to 
the several figures. 

In the following description, numerous specific details are 
set forth Such as examples of specific systems, languages, 
components, etc., in order to provide a thorough understand 
ing of the various embodiments. It will be apparent, however, 
to one skilled in the art that these specific details need not be 
employed to practice the embodiments disclosed herein. In 
other instances, well known materials or methods have not 
been described in detail in order to avoid unnecessarily 
obscuring the disclosed embodiments. 

In addition to various hardware components depicted in the 
figures and described herein, embodiments further include 
various operations which are described below. The operations 
described in accordance with Such embodiments may be per 
formed by hardware components or may be embodied in 
machine-executable instructions, which may be used to cause 
a general-purpose or special-purpose processor programmed 
with the instructions to perform the operations. Alternatively, 
the operations may be performed by a combination of hard 
ware and Software. 

Embodiments also relate to an apparatus for performing 
the operations disclosed herein. This apparatus may be spe 
cially constructed for the required purposes, or it may be a 
general purpose computer selectively activated or reconfig 
ured by a computer program stored in the computer. Such a 
computer program may be stored in a computer readable 
storage medium, Such as, but not limited to, any type of disk 
including floppy disks, optical disks, CD-ROMs, and mag 
netic-optical disks, read-only memories (ROMs), random 
access memories (RAMs), EPROMs, EEPROMs, magnetic 
or optical cards, or any type of media suitable for storing 
electronic instructions, each coupled to a computer system 
bus. 

The algorithms and displays presented hereinare not inher 
ently related to any particular computer or other apparatus. 
Various general purpose systems may be used with programs 
in accordance with the teachings herein, or it may prove 
convenient to construct more specialized apparatus to per 
form the required method steps. The required structure for a 
variety of these systems will appear as set forth in the descrip 
tion below. In addition, embodiments are not described with 
reference to any particular programming language. It will be 
appreciated that a variety of programming languages may be 
used to implement the teachings of the embodiments as 
described herein. 

Embodiments may be provided as a computer program 
product, or software, that may include a machine-readable 
medium having stored thereon instructions, which may be 
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4 
used to program a computer system (or other electronic 
devices) to perform a process according to the disclosed 
embodiments. A machine-readable medium includes any 
mechanism for storing or transmitting information in a form 
readable by a machine (e.g., a computer). For example, a 
machine-readable (e.g., computer-readable) medium 
includes a machine (e.g., a computer) readable storage 
medium (e.g., read only memory (“ROM), random access 
memory (RAM), magnetic disk storage media, optical Stor 
age media, flash memory devices, etc.), a machine (e.g., com 
puter) readable transmission medium (electrical, optical, 
acoustical), etc. 
Any of the disclosed embodiments may be used alone or 

together with one another in any combination. Although vari 
ous embodiments may have been partially motivated by defi 
ciencies with conventional techniques and approaches, some 
of which are described or alluded to within the specification, 
the embodiments need not necessarily address or solve any of 
these deficiencies, but rather, may address only some of the 
deficiencies, address none of the deficiencies, or be directed 
toward different deficiencies and problems where are not 
directly discussed. 

FIG. 1A illustrates an exemplary architecture 100 in which 
embodiments may operate. Architecture 100 depicts a host 
organization 110 communicably interfaced with several cus 
tomer organizations (105A, 105B, and 105C) via network 
125. Within the host organization 110 is a web-server 175, 
memory 180, configurator engine 160, and configurator 
extender 170. 

In one embodiment, the host organization 110 receives a 
configuration request 115 from a client device (e.g., from one 
of 106A, 106B, or 106C). In such an embodiment, a configu 
rator engine 160 of the host organization 110 generates a 
configuration model 119. In such an embodiment, the con 
figuration model 119 includes metadata 119A. In one 
embodiment, metadata 119A defines a plurality of business 
rules 117 and a plurality of controls 118. Business rules 117 
may be created and implemented directly within the opera 
tional scope of the configurator engine 160. Controls may 
provide display logic and define how data is to be displayed. 

Metadata 119A may additionally or alternatively define a 
structure for a table to be created withina user session created 
on behalf of a client device. Metadata 119A may additionally 
or alternatively define a mapping between locations and/or 
cells within such a table and data to be populated into the 
table. Metadata 119A may additionally or alternatively define 
data persistence mapping for data within Such a table and one 
or more locations where data may be persisted, such as within 
a database. 

In one embodiment, the host organization 110 receives a 
configuration request 115 at the host organization 110 from a 
client device 106A, 106B, or 106C; generates, via a configu 
rator engine 160 of the host organization 110, a configuration 
model 119 having metadata 119A therein; generates a user 
session 185 unique to the client device 106A-C in a memory 
180 of the host organization 110; creates a user session data 
table 190 within the user session 185 of the memory 180 
based on the metadata 119A of the configuration model 119: 
populates data into the user session data table 190 based on 
the metadata 119A of the configuration model 119; generates 
a renderable User Interface (UI) 116 based on the metadata 
119A of the configuration model 119 and based further on the 
data in the user session data table 190; and transmits the 
renderable UI 116 to the client device 106A-C for display, 
responsive to receiving the configuration request 115. For 
example, if configuration request 115 is received from client 
device 106A, then host organization may transmit the render 
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able UI 116 back to client device 106A having originated the 
configuration request 115, responsive to receipt of the con 
figuration request 115. 
Any number of user sessions 185 may be created for the 

one or more client devices 106A-C, such that any client 
device Submitting a configuration request 115 to the host 
organization may have a user session 185 which is unique to 
that particular client device, and thus dedicated to informa 
tion specific to the respective client device 106A-C. Creating 
each of the user sessions 185 may include dynamically allo 
cating space within the memory 180 for the creation of the 
user session 185. In some embodiments, the user sessions 185 
are implemented as HttpSessions, in which a user session data 
table 190 is a memory-resident data table within the memory 
180 of an application server Supporting the corresponding 
user's HttpSession. The user session 185 may therefore serve 
as a communication path over which to pass new user data 
from a client device's 106A-C browser to relevant parts of 
functional processing within the host organization 110. 
Moreover, use of flexible metadata to control both creating 
the user session data tables and also to maintain the records 
within them permits an application server's existing data 
maintenance capabilities to be leveraged. 

Web-server 175 may be responsible for receiving configu 
ration requests 115 from various customer organizations 
105A-C via network 125 and provide a web-based interface 
to an end-user client machine originating such configuration 
requests 115, for example, a client device 106A-C at or oper 
ating within one of customer organizations 105A-C. 

In one embodiment, the configuration model 119 is created 
or generated by the configurator engine 160 and passed to a 
configurator extender 170 within the host organization. In one 
embodiment, the configurator extender 170 generates the user 
session 185 within the memory 180 of the host organization 
responsive to, or triggered by, receipt of the configuration 
model 119 from the configurator engine 160. 
The configurator engine 160 may be a product configurator 

engine, commercially available or otherwise, which operates 
in conjunction with a quoting process to implement business 
rules to ensure valid quote configurations are defined. Besides 
quotes, such a configurator engine 160 may be utilized to 
configure custom configurations of Software for sale/pur 
chase, custom configurations of products (e.g., to enable a 
user to customize, via a computing device, various options for 
a purchasable product, Such as a desktop computer, a vehicle, 
etc.) as defined by and enforced by the business rules 117, and 
other metadata 119A. 

In one embodiment, the configurator engine 160 operates 
as a stateless configurator engine which does not maintain 
state specific information regarding the client devices 
106A-C between a plurality of interactions with such client 
devices. For example, the Stateless configurator engine, were 
it to operate without the session table framework described 
herein, will maintain only a configuration model which is 
completely generic between user clicks and user interactions, 
as facilitated by a client device 106A-C. Therefore, all 
required data and information to Support user choices, selec 
tions, and updates have to be transmitted to the client device, 
and then the client device, by necessity, has to transmit all 
information (including its own choices, selections, and 
updates) back to the stateless configurator engine, again, if it 
were to operate without the session table framework 
described herein. Such interactions are not only inefficient 
due to transmitting all information back and forth, but addi 
tionally, such a model presents a security risk by allowing 
corrupted data, or maliciously altered data to be entered into 
the return data sent back to such a stateless configurator 
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engine. For example, although only certain fields may be 
intended as user modifiable fields (e.g., quantity), corrupted 
or maliciously altered data may feasibly allow modification 
of a field intended as read-only/display-only (e.g., unit price), 
and that altered data may then be returned to the stateless 
configurator engine, which may accept the data as valid (e.g., 
a validly changed quantity of product at a maliciously altered 
unit price). 

In embodiments where the configurator engine 160 oper 
ates as a stateless configurator engine, the configuration 
model 119 yielded from such a stateless configurator engine 
may remain generic until processing occurs on Such a con 
figuration model. For example, a configuration model may 
remain stateless and/or generic until Such time that the con 
figuration model is processed, manipulated, transformed, or 
otherwise operated upon in accordance with the various 
mechanisms which are taught and described herein. When 
Such a configuration model is transformed on behalf of a 
particular user, it is no longer generic or stateless, regardless 
of whether it was yielded from a stateless configuration 
engine. Further still, a configurator engine 160 which oper 
ates as a stateless configurator engine may not be, and need 
not be, notified of the fact that Such a configuration model has 
been manipulated. 

So as to overcome the above security flaw with a stateless 
model and to provide other enhancements, the session table 
framework described herein stores some data which is spe 
cific to a particular user or client device 106A-C, thus main 
taining the data across multiple interactions with Such a user 
or client device 106A-C. For example, in one embodiment, 
the user session data table 190 within the user session 185 of 
the memory 180 stores data/information between a plurality 
of interactions with the client device 106A-C on behalf of the 
stateless configurator engine 160. For example, the multiple 
interactions may include receipt of the original configuration 
request 115 from the client device 106A-C, return of the 
renderable UI 116 from the host organization 110 to the client 
device 106A-C, and further receiptofa configuration submis 
sion or updated data, or other relevant data from the same 
client device 106A-C in the context of the same user session 
185 created for the particular client device. 

In another embodiment, the stateless configurator engine 
160 is provided by a third party entity, distinct from the host 
organization 110. For example, the host organization may 
purchase, license, or lease the stateless configurator engine 
160 from a third party which offers the stateless configurator 
engine 160 as packaged software for commercial sale, 
license, or lease. In Such an embodiment, the host organiza 
tion 110 further executes and operates the stateless configu 
rator engine 160, but cannot modify the underlying source 
code of the stateless configurator engine 160. For example, 
the host organization 110 may be contractually restricted 
from modifying the Source code, or may simply lack access to 
the Source code underlying the stateless configurator engine 
160. 
Where the source code underlying the Stateless configura 

tor engine 160 cannot be modified. Such enhancements can 
not be introduced directly into the configurator engine 160 
itself. However, in accordance with some embodiments, 
extension programs are programmatically linked or inter 
faced into the configurator engine 160 so as to provide 
extended functionality. As is described in additional detail 
below, the configurator extender 170 may provide extension 
programs and modules external to the configurator engine 
160 which yield enhanced functionality on behalf of the host 
organization 110. 
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FIG. 1B depicts an alternative exemplary architectural 
overview of the environment 101 in which embodiments may 
operate. In particular, a multi-tenant database system 130 of 
the host organization 110 is depicted. The multi-tenant data 
base system 130 depicted includes a plurality of underlying 
hardware, software, and logic elements 120 which implement 
database functionality and a code execution environment 
within the host organization 110. The hardware, software, and 
logic elements 120 of the multi-tenant database system 130 
are separate and distinct from the plurality of customer orga 
nizations (105A, 105B, and 105C) which utilize the services 
provided by the host organization 110 by communicably 
interfacing to the host organization 110 via network 125. In 
Sucha way, host organization 110 may implement on-demand 
services, on-demand database services, or cloud computing 
services to subscribing customer organizations 105A-C. The 
computing infrastructure of the host organization 110 further 
enables the various customer organizations 105A-C to 
remotely execute applications and Software within the host 
organization 110 without each Subscriber customer organiza 
tion having to locally host such applications and software. In 
some embodiments, the customer organizations 105A-C 
store information, such as transactional data, and other infor 
mation relevant, or of potential use and interest with a con 
figurator engine 160, within the multi-tenant database system 
130 of the host organization 110. Therefore, the session table 
framework described herein provides for persisting data 
within the multi-tenant database system 130. 

In accordance with one embodiment, the metadata 119A 
further defines a mapping between one or more cells in the 
user session data table 190 and a corresponding one or more 
locations in the multi-tenant database system 130 of the host 
organization 110. In Such an embodiment, the host organiza 
tion further synchronizes data within the one or more cells in 
the user session data table 190 with the corresponding one or 
more locations in the multi-tenant database system 130 of the 
host organization 110 based on the mapping to persist the data 
in the one or more cells beyond the existence of the user 
session 185 for the client device (e.g., one of 106A-C corre 
sponding to the respective user session 185). 

In one embodiment, receiving the configuration request 
115 includes receiving the configuration request at the host 
organization 110 having the multi-tenant database system 
130 operating therein, in which the configuration request 115 
is one of a plurality of requests received from a plurality of 
customer organizations 105A-C. For example, each of the 
various requests may include requests for application pro 
cessing, database transaction requests, search requests, status 
requests, and so forth, originating from the customer organi 
zations 105A-C, each being a subscriber of on-demand ser 
vices provided by the host organization 110. In one embodi 
ment, each customer organization is an entity selected from 
the group consisting of a separate and distinct remote orga 
nization, an organizational group within the host organiza 
tion, a business partner of the host organization, or a customer 
organization that Subscribes to cloud computing services pro 
vided by the host organization. 

In one embodiment, the multi-tenant database system 130 
includes elements of hardware and software that are shared by 
a plurality of separate and distinct customer organizations, 
each of the separate and distinct customer organizations being 
remotely located from the host organization having the multi 
tenant database system 130 operating therein. 

In one embodiment, the hardware, software, and logic ele 
ments 120 of the multi-tenant database system 130 include at 
least a non-relational data store 150 and a relational data store 
155, which operate in accordance with the hardware, soft 
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8 
ware, and logic elements 120 that implement the database 
functionality and code execution environment within the host 
organization 110. 

FIG. 2A depicts an alternative exemplary architectural 
overview of the environment 200 in which embodiments may 
operate. In particular, implementation of security enhance 
ments and functionality enhancements via the described ses 
sion table framework are described in additional detail. 

In one embodiment, the configuration engine 160 gener 
ates a configuration model 119 having metadata 219A 
therein. In such an embodiment, metadata 219A is depicted in 
additional detail in which the metadata 219A defines addi 
tional information. For example, metadata defining a session 
table structure 219B is depicted; metadata defining input data 
mappings 219C is depicted; metadata defining User Interface 
(UI) controls 219D is depicted; and metadata defining data 
persistence 219E is depicted. 

In one embodiment, a configurator extender 270 provides 
one or more program extensions to the configurator engine 
160, each of which may be programmatically interfaced with 
the configurator engine 160. For example, configurator 
extender 270 is depicted as including a table creation program 
extension 271; a table population program extension 272; a 
UI rendering program extension 273; and a data persistence 
program extension 274. The Sub-elements of configurator 
extender 270 operate upon metadata 219A including the 
metadata for session table structure 219B, the metadata for 
input data mapping 219C, the metadata for user interface 
controls 219D, and the metadata for persistence 219E. 

FIG. 2B depicts an alternative exemplary architectural 
overview of the environment 201 in which embodiments may 
operate. 

Depicted here is the host organization 110 receiving a 
request 115 from client device 106A, responsive to which the 
configurator engine 160 yields a configuration model 119. At 
this point, where the incoming request 115 is a first interac 
tion with the client device 106A, the configurator engine 160 
may generate a configuration model 119 which is completely 
generic, insomuch as it lacks any data or information which is 
specific or unique to the client device 106A which sent the 
incoming request. 

In this embodiment where the configuration request 115 is 
a first interaction, the table creation program extension 271 
will generate a user session 285A unique to the client device 
106A in a memory 180 of the host organization 110. 

In one embodiment, the metadata 219B defines a structure 
for the user session data table 290. In such an embodiment, 
creating the user session data table 290 within the user session 
285A of the memory 180 constitutes creating the user session 
table 290 based on the structure defined within the metadata 
219 B of the configuration model 119. For example, the ses 
sion table structure defined by metadata 219B may specify 
one or more columns, one or more rows, and/or a plurality of 
locations or cells, such as cells 290A, 290B, 290C, and 290D 
within the user session data table 290. 

In one embodiment, a table creation program extension 
271 programmatically interfaced with the configurator 
engine 160 operates to create the user session data table 290 
within the user session 285A of the memory responsive to the 
generation of the configuration model 119 by the configurator 
engine 160. 

FIG. 2C depicts an alternative exemplary architectural 
overview of the environment 202 in which embodiments may 
operate. 

In accordance with one embodiment, the metadata 219C 
defines a mapping between a plurality of data elements and a 
plurality of corresponding target locations within the struc 
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ture defined by the metadata 219B (e.g., the structure defined 
by metadata 219B used to create user session data table 290). 
In Such an embodiment, populating data into the user session 
data table 290 constitutes storing each of the plurality of data 
elements into one or more rows or one or more cells 290A-D 
of the user session data table based on the mapping defined by 
the metadata 219C. User session 285B and user session 285C 
are additionally depicted, each corresponding to, and unique 
to, a different user than the user associated with user session 
28SA. 

In one embodiment, each of the plurality of data elements 
are provided within the configuration model 119 or are 
retrievable from a source location separate from the configu 
ration model 119 as specified by the metadata 219C. For 
example, the metadata specifying the mapping for input data 
219C may specify to retrieve data elements from within the 
configuration model 119 and such data is therefore populated 
into the one or more rows or one or more cells 290A-D of the 
user session data table 290 based on the input data mapping 
219C. Other data elements may be located separately, such as 
within a file store or within a database 299, and therefore, 
Such data elements are retrieved based on the input data 
mapping metadata 219C and populated into the one or more 
rows or one or more cells 290A-D of the user session data 
table 290. 

Thus, in accordance with one embodiment, populating the 
data into the user session data table 290 further includes 
retrieving each of the plurality of data elements from the 
configuration model 119 or from the source location (such as 
within database 299) specified by the metadata 219C and 
storing each of the plurality of data elements retrieved into the 
one or more rows or cells 290A-D of the user session data 
table 290. 

In one embodiment, a table population program extension 
272 programmatically interfaced with the configurator 
engine 160 operates to populate the data into the user session 
data table 290 by storing each of the plurality of data elements 
into the one or more rows of the user session data table based 
on the mapping defined by the metadata 219C. 

In an alternative embodiment, the metadata 219A defines a 
plurality of business rules 117 for the configuration model 
119 and further defines one or more data elements necessary 
to support each of the plurality of business rules. In Such an 
embodiment, creating the user session data table 290 within 
the user session 285A of the memory constitutes creating the 
user session table 290 based on the one or more data elements 
necessary to Support each of the plurality of business rules 
117 defined by the metadata 219A of the configuration model 
119. In such an embodiment, the metadata 219C defines a 
mapping between the one or more data elements necessary to 
support each of the plurality of business rules 117 defined by 
the metadata 219A of the configuration model 119 and a 
plurality of corresponding locations within the structure 
defined by the metadata (such as the locations or cells 
290A-D within user session data table 290). In this embodi 
ment, populating data into the user session data table 290 
constitutes storing each of the one or more data elements 
necessary to Support each of the plurality of business rules 
117 defined by the metadata 219A of the configuration model 
119 into one or more rows, locations, or cells 290A-D of the 
user session data table 290 based on the mapping defined by 
the metadata 219C. Table population program extension 272 
may be responsible for performing the population into the 
user session data table 290 based on the plurality of business 
rules 117 and the one or more data elements necessary to 
support the business rules 117. 
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FIG. 2D depicts an alternative exemplary architectural 

overview of the environment 203 in which embodiments may 
operate. 

In accordance with one embodiment, metadata 219E 
defines data persistence between one or more cells 290A-D or 
locations in the user session data table 290 and a correspond 
ing one or more data persistence locations in a database 299 of 
the host organization 110. Alternatively, the data persistence 
may be defined with the input data mapping defined by meta 
data 219C. Metadata 219E defining data persistence map 
pings may additionally or alternatively specify that one or 
more cells 290A-D or locations in the user session data table 
290 are to be persisted in a multi-tenant database system 130 
or an alternate file store. 

In one embodiment, based on data persistence defined by 
metadata 219E, the host organization synchronizes data 
within the one or more cells 290A-D or locations in the user 
session data table 290 with the corresponding one or more 
data persistence locations in the database 299 system of the 
host organization 110 based on the mapping (or based on the 
data persistence defined by metadata 219E) to persist the data 
in the one or more cells beyond the existence of the generated 
user session 285A unique to the client device 106A in the 
memory of the host organization 110 on behalf of the client 
device 106A. 

In one embodiment, a data persistence program extension 
274 programmatically interfaced with the configurator 
engine 160 operates to synchronize the data within the one or 
more cells 290A-D or locations in the user session data table 
290 with the corresponding one or more data persistence 
locations (e.g., as specified by metadata 219E). In Such an 
embodiment, the data persistence program extension 274 fur 
ther operates to synchronize updated data within the one or 
more cells 290A-D or locations in the user session data table 
290 with the corresponding one or more data persistence 
locations (e.g., within database 299) when the one or more 
cells 290A-D or locations in the user session data table 290 
are updated responsive to update data received within a con 
figuration submission 215 received from the client device 
106A. 

FIG. 2E depicts an alternative exemplary architectural 
overview of the environment 204 in which embodiments may 
operate. 

In one embodiment, the metadata 219D further defines a 
plurality of controls 118, each control specifying display 
logic for one or more of the plurality of data elements as 
specified by the mapping defined within the metadata 219C of 
the configuration model 119. For example, the controls 118 
associate particular data elements with one or more display 
elements (e.g., text boxes, labels, lists, check boxes, etc.). In 
one embodiment, generating the renderable UI 116 is based 
on the metadata 219D of the configuration model 119 and 
based further on the data in the user session data table 290. For 
example, in one embodiment, generating the renderable UI 
116 includes: incorporating each of the plurality of controls 
118 defined by the metadata into the renderable UI 116; 
incorporating, for each of the plurality of controls 118, the 
display logic specified by each control into the renderable UI 
116; and incorporating each of the plurality of data elements 
into the renderable UI 116 based on the display logic specified 
by each control 118, wherein each of the plurality of data 
elements are retrieved from the user session data table 290. 
For example, once the user session data table 290 is populated 
based on the input data mapping metadata 219C, such data 
elements may then be taken from the user session data table 
290, rather than having to retrieve them from other locations. 
As depicted, data elements are incorporated into the render 
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able UI 116 within cells 295A, 295B, 295C, and 295D, for 
example, as retrieved from, and corresponding to, cells 290A 
D. 

In accordance with one embodiment, a UI rendering pro 
gram extension 273 programmatically interfaced with the 
configurator engine 160 operates to generate the renderable 
U 116. 
The controls 118 and their display logic may be utilized to 

define and incorporate into the renderable UI 116, UI events 
and UI elements such as custom check boxes and check box 
chains (e.g., related or forced selection/force exclusion of one 
or more check boxes based on the activation of another), UI 
locks, custom linkS/URLS/pointers, etc., custom display 
types, custom UI entry types, and so forth. Controls 118 and 
their UI elements may be incorporated into a renderable UI 
116 transmitted to the client device 106A-C and integrated 
with transactional data and other data, systems, and function 
ality provided within the host organizations on-demand Ser 
vices and cloud computing infrastructure. 

In one embodiment, Subsequent to the host organization 
110 transmitting the renderable UI 116 to the client device 
(e.g., one of 106A-C), the client device displays the render 
able UI 116 via a display device 245 communicatively inter 
faced with the client device (e.g., 106A), in which displaying 
the renderable UI 116 includes rendering display elements at 
the client device 106A corresponding to the plurality of con 
trols 118 incorporated into the renderable UI 116 transmitted 
to the client device 106A by the host organization 110. 

In one embodiment, each of the plurality of controls 118 
incorporated into the renderable UI 116 define at least one 
event selected from the group of events which includes: a read 
event specifying a source location from which to read data to 
be displayed via the renderable UI 116 (e.g., data may be 
sourced from within the multi-tenant database system 130, 
from another database 299, from a location in memory 180, 
from a file store, an so forth). The group of events further 
includes a display only event specifying that data displayed is 
not updateable by the client device via the renderable UI 116 
(e.g., identifying non-writeable, non-modifiable, and non 
updatable cells, such as one of cells 295-A-D within the ren 
derable UI 116); and an input text event designating input 
received from a rendered field at the client device 106A-C as 
update data for a UI entry field (e.g., an updateable, modifi 
able, or writable cell among cells 295-A-D) and further des 
ignating a target location in the user session data table 290 in 
which to store the update data (e.g., designating one of cells 
290A-D as an updateable cell). 

In accordance with one embodiment, transmitting the ren 
derable UI 116 to the client device 106A for display includes 
transmitting a single web page having dynamic presentation 
logic therein to the client device 106A for rendering via a web 
browser, in which the single web page includes presentation 
logic to render the plurality of controls 118 and logic to 
receive update data from the client device 106A, via the single 
web page, for Submission to the host organization 110 from 
the client device 106A within a configuration submission 
215. 

In one embodiment, the dynamic presentation logic of the 
single web page updates a rendering of the plurality of con 
trols 118 at the client device 106A responsive to receiving the 
update data from the client device 106A, when the update data 
received affects one or more dynamically calculable fields 
rendered by the presentation logic of the single web page. For 
example, code may be utilized within the dynamic presenta 
tion logic and/or the single web page to define one or more 
relationships between various displayed elements; such code 
may be introduced into the dynamic presentation logic and/or 
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12 
the single web page based on the metadata 219A. For 
example, the metadata 219D for user interface controls may 
provide the Source for Such dynamic presentation logic in 
accordance with some embodiments, responsive to which the 
UI Rendering Program extension 273 invokes javascript or 
similar programming constructs dynamically based on the 
metadata 219D. In one embodiment, a control (e.g., one con 
trol) is embedded into the single web page, in which the lone 
control is responsible for controlling multiple behaviors, to 
display multiple sets of data. 

In some embodiments, when received update data affects a 
displayed element, the dynamic presentation logic calculates, 
and then appropriately displays the calculated value via the 
single web page, rather than initiating an exchange with the 
host organization 110. A simple example of a calculable field 
is that of, for example, an extended price, which may be 
defined simply as unit price multiplied by a quantity. In Such 
an example, the extended price may be a display only field 
(e.g., not a UI entry field), as there is not likely a need to 
manually calculate and enter the extended price into a com 
puter implemented UI. Instead, if either unit price or quantity 
were to be updated by client device 106A, the received update 
data may be utilized by the dynamic presentation logic to 
calculate and re-render or update the rendering of the appro 
priate control, based on the dynamic presentation logic and a 
defined relationship between the fields. Eventually, the 
update data (e.g., either quantity or unit price, or both in this 
example) is returned to the host organization 110 with the 
configuration submission 215 and written into the user ses 
sion data table 290 as appropriate. Dynamic presentation 
logic may be implemented via, for example, php, peri, asp. 
jsp, javascript, rails, and other such appropriate web tech 
nologies capable of implementing dynamic presentation 
logic. 

In one embodiment, the dynamic presentation logic of the 
single web page implements a plurality of tabs for individual 
display at the client device 106A, in which each of the plu 
rality of tabs is to display a first subset of the plurality of 
controls 118 and to hide from display, a remaining subset of 
the plurality of controls 118. For example, in a quoting con 
figuration example, a first tab may display at the client device 
106A the appropriate controls for selecting one or more parts 
appropriate for the quote, and a second tab may permit entry 
of a unit price or a unit discount or other relevant pricing info, 
as well as a quantity for the quote, for each of one or more 
selected parts from the first tab. Only one tab need be dis 
played at a time via client device 106A, yet all the tabs and the 
relevant controls (having the appropriate display logic) may 
be embedded within/defined by the dynamic presentation 
logic of the single web page, in which the single web page is 
included with, or corresponds to the renderable UI 116 trans 
mitted to the client device 106A from the host organization 
110. In such an embodiment, each tab operates in the context 
of the other tabs. Thus, in the above example, while dozens or 
hundreds of parts may be selectable via the first tab, only 
those selected parts from the first tab will cause the second tab 
to present/display/render UI entry fields (e.g., via the controls 
118) for pricing and quantity data on the second tab, as such 
information for non-selected parts is irrelevant in the context 
of the selections from the first tab. Alternatively, refreshable 
pages may be utilized in place of tabs, in which Subsequent 
pages refresh in accordance with the dynamic presentation 
logic of the single web page, without initiating interaction 
with the host organization 110. 

FIG. 2F depicts an alternative exemplary architectural 
overview of the environment 205 in which embodiments may 
operate. 
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In one embodiment, the host organization 110 further 
receives the configuration submission 215 from the client 
device 106A having update data 215A therein and the host 
organization 110 further a) validates the update data 215A 
against the one or more cells within the user session data table 
which are updateable (e.g., updateable cell 290B within cells 
290A-D may be designated as an updateable cell) by the 
client device 106A; and b) updates the one or more cells 
within the user session data table which are updateable (e.g., 
updateable cell 290B within cells 290A-D) with the update 
data 215A from the client device 106A-C based on the vali 
dation. For example, pursuant to Successful validation, the 
update data 215A may be written into updateable cell 290B. 
Alternatively, should the validation fail (e.g., cell 290B is not 
designated by the metadata (e.g., such as by the metadata for 
input data mapping 219C as being modifiable, updateable, or 
writeable based on user Supplied data), an error message may 
responsively be generated and the write/update/modification 
will fail. In such a way, the user device is prevented from 
Successfully presenting corrupted or maliciously altered data 
into the user session data table 290. 

In an alternative embodiment, validation may additionally 
include comparing the update data 215A provided against 
various validation masks. For example, the update data 215A 
may be compared againstan allowable range, against a mini 
mum or maximum threshold, against a data type (e.g., char 
acter only, digit only, date only, min-length, max length, one 
of an enumerated set, etc.). Where a validation mask is uti 
lized, non-compliance with Such a validation mask may addi 
tionally triggeran error message and a write or update failure, 
regardless of whether or not the cell (e.g., one of 290A-D) is 
designated as being updateable. 
When a configuration submission 215 is received by the 

host organization 110, the configurator engine will again 
process its configuration model 119. However, the configu 
rator extender 270 will process any update data 215A by 
updating the user session data table 290 based on the properly 
updated and validated information submitted by the client 
device 106A-C. In such an embodiment, the client device 
106A-C need not submit all data back to the host organization 
which was included in a renderable UI 116 sent to the client 
by the host organization, but rather, only updated information 
or modified information need be submitted back to the host 
organization 110 within a configuration submission 215. In 
some embodiments, the client device 106A-C may addition 
ally identify a user session, such as user session 285A for 
client device 106A. 

Update data 215A received may be reflected within a modi 
fied version of the configuration model 119 which may be 
processed again by the configurator engine 160 which will 
apply its plurality of business rules 117 to the modified ver 
sion of the configuration model 119 and correspondingly 
manipulate and modify the metadata therein. The configura 
tor extender 270 and its constituent program extensions 271 
274 may then process the metadata again, but this time, for a 
client device which is already being interacted with, such as 
106A. Therefore, a new user session is not created, but 
instead, user session 285A unique to client device 106A is 
re-referenced and re-used. The table creation program exten 
sion 271 alters the user session data table 290 as necessary 
based on newly modified metadata which specifies a session 
table structure. For example, when the configurator engine 
160 modifies the metadata in the modified version of the 
configuration model, the metadata defining the table structure 
(such as a modified metadata 219B) may specify a different or 
updated Structure. 
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Similarly, a modified metadata for the input data mapping 

219C may specify new or different data elements to be popu 
lated into the user session data table 290, as modified via this 
Subsequent round of processing. New or different user inter 
face controls may be specified by modified metadata 219D. 
And new or different data persistence mappings may also be 
specified by modified metadata 219E. 
By processing the metadata as rendered by the configurator 

engine 160 and whatever configuration model (generic or 
updated) is yielded by the configurator engine 160, the con 
figurator extender 270 remains completely dynamic, Such 
that it does not hardcode or maintain specific table structures, 
specific input data mappings, specific data persistence map 
pings, specific controls, and so forth. Instead, the configurator 
extender 270 and its Sub-components may instead dynami 
cally process any metadata 219A between each of several 
interactions with a same client device (e.g., 106A), and 
between each of several interactions with different client 
devices 106A-C, thus providing a flexible framework for 
implementing a session table framework which provides, for 
example, enhanced security and also state information 
between interactions with a particular client, despite the con 
figurator engine 160 operating as a stateless implementation. 

In one embodiment, a non-transitory computer readable 
storage medium having instructions stored thereon Supports 
execution of the instructions via a system, such as a system 
within host organization 110. In such an embodiment, when 
the instructions are executed by a the system having a pro 
cessor and memory therein, the instructions cause the system 
to perform a method, perform operations, or implement com 
puter executable instructions which include: receiving a con 
figuration request 115 at a host organization 110 from a client 
device 106A-C; generating, via a configurator engine 160 of 
the host organization 110, a configuration model 119 having 
metadata 219A therein; generating a user session unique to 
the client device 106A-C in a memory of the host organiza 
tion; creating a user session data table 290 within the user 
session of the memory based on the metadata 219A of the 
configuration model 119, populating data into the user ses 
sion data table 290 based on the metadata of the configuration 
model; generating a renderable User Interface (UI) 116 based 
on the metadata of the configuration model 119 and based 
further on the data in the user session data table 290; and 
transmitting the renderable UI 116 to the client device 
106A-C for display (e.g., via display device 245), responsive 
to receiving the configuration request 115. 

FIG. 3 shows a diagrammatic representation of a system 
300 in which embodiments may operate, be installed, inte 
grated, or configured. 

In one embodiment, system 300 includes a memory 395 
and a processor or processors 390. For example, memory 395 
may store instructions to be executed and processor(s) 390 
may execute such instructions. System 300 includes bus 315 
to transfer transactions and data within system 300 among a 
plurality of peripheral devices communicably interfaced with 
bus 315. System 300 further includes web-server and/or 
request interface 325, for example, to receive data requests, 
return responses, and otherwise interface with remote clients, 
Such as client devices located within customer organizations 
105A-C. Web-server and/or request interface 325 may oper 
ate as a request interface to receive configuration requests, 
configuration Submissions, and/or other transactions and Ser 
vice requests on behalf of the host organization in which the 
system 300 operates. Some transactions received at web 
server 325 may be transaction requests to be transacted 
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against a multi-tenant database system communicably inter 
faced with the host organization in which the system 300 
operates. 

System 300 is further depicted as having a configurator 
engine 335 designed to yield a configuration model having 
metadata therein. File repository 330 provides storage as 
necessary for the system 300, for example, to store defined 
business rules, controls, data which may be sourced into a 
user session data table, and so forth. Global caching layer 350 
provides caching services to communicably interfaced 
devices and systems and in particular, provides caching of 
status information and defined rules, defined controls, and 
transactional data retrievable based on or in support of the 
defined rules and/or controls, etc., in accordance with the 
fulfillment of configuration requests received from client 
devices of the customer organizations. 

Distinct within system 300 is a configurator extender agent 
or a configurator extender logic module 301 which includes 
Table creation module 370, table population module 375, UI 
Generator module 380, data persistence module 385, and data 
validator module 365. Any or all of the components of con 
figurator extender logic module 301 may be hardware based, 
such that each is enabled by the hardware of system 300 in 
conjunction with the system 300's processor(s) 390 and 
memory 395 to carry out the described capabilities. In accor 
dance with one embodiment, table creation module 370 pro 
vides a mechanism to create a user session when necessary 
unique to a client device sending a configuration request to 
the host organization and further to generate a user session 
data table within the user session based on a table structure 
defined by metadata. Table population module 375 operates 
to retrieve and also populate data into the user session data 
table based on an input data mapping defined by metadata. UI 
Generator module 380 operates to incorporate controls into a 
renderable UI based on metadata and also data elements 
necessary in Support of the controls based on the metadata, 
where the data elements are incorporated from the user ses 
sion data table. Data persistence module 385 operates to 
implement data persistence into a communicably interfaced 
database (such as a multi-tenant database system or regular 
database) based on a mapping defined within the metadata 
(e.g., providing synchronization between a data element or 
cell stored within memory 395 and a location within a data 
base system). Data validator module 365 operates to validate 
update data received (e.g., via a configuration Submission 
responsive to a transmitted renderable UI). Validation may 
include Verifying that update data corresponds to an update 
able field or cell within the user session data table, or verify 
ing that update data complies with a validation mask corre 
sponding to the target location for the update data. 

In one embodiment, a system 300 is to operate within a host 
organization, in which the system 300 includes a processor to 
execute instructions; a request interface 325 to receive a con 
figuration request at the host organization from a client 
device; a configurator engine 335 to generate a configuration 
model having metadata therein; a memory 395 to store a user 
session unique to the client device on behalf of the client 
device; a table creation module 370 or program extension 
programmatically interfaced with the configurator engine 
335 to create a user session data table within the user session 
of the memory responsive to the generation of the configura 
tion model by the configurator engine; a table population 
module 375 or program extension programmatically inter 
faced with the configurator engine 335 to populate data into 
the user session data table based on a mapping defined by the 
metadata; and a UI generator module 380 or UI rendering 
program extension programmatically interfaced with the con 
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figurator engine 335 to generate a renderable User Interface 
(UI) based on the metadata of the configuration model and 
based further on the data in the user session data table. 

In one embodiment, such a system 300 further includes a 
web server 325, in which the web server implements the 
request interface to receive configuration request at the host 
organization in which the system 300 operates from a client 
device and in which the web-server 325 is to further transmit 
the renderable UI to the client device for display, responsive 
to the configuration request having been received at the 
request interface of the web-server 325. 

In one embodiment, the system 300 further includes a data 
persistence module 385 or program extension programmati 
cally interfaced with the configurator engine 335 to synchro 
nize data within one or more cells of the user session data 
table with a corresponding one or more data persistence loca 
tions in a database. In Such an embodiment, the data persis 
tence module 385 or program extension is further to synchro 
nize updated data within the one or more cells in the user 
session data table with the corresponding one or more data 
persistence locations when the one or more cells in the user 
session data table are updated responsive to update data 
received within a configuration submission received from the 
client device. 

FIG. 4 is a flow diagram illustrating a method 400 for 
implementing a session table framework in an on-demand 
service environment in accordance with disclosed embodi 
ments, including receiving configuration requests, and gen 
erating a configuration model, generating a user session and a 
user session data table to maintain state information between 
user interactions, and transmitting a renderable UI responsive 
to receiving a configuration request. Method 400 may be 
performed by processing logic that may include hardware 
(e.g., circuitry, dedicated logic, programmable logic, micro 
code, etc.), Software (e.g., instructions run on a processing 
device to perform various operations such receiving, gener 
ating, populating, storing, persisting, and transmitting infor 
mation and data in pursuance of fulfilling a customization 
request on behalf of a client device, or some combination 
thereof. In one embodiment, method 400 is performed by a 
hardware based system, such as system 300 set forth at FIG. 
3. Some operations may be performed by a configurator 
extender agent or by configurator extender logic module 301 
as set forth within system 300 of FIG. 3. Some of the blocks 
and/or operations listed below are optional in accordance 
with certain embodiments. The numbering of the blocks pre 
sented is for the sake of clarity and is not intended to prescribe 
an order of operations in which the various blocks must occur. 
Method 400 begins with processing logic for receiving a 

configuration request at a host organization from a client 
device (block 405). 
At block 410, processing logic within a configurator engine 

generates a configuration model having metadata therein. 
At block 415, processing logic generates a user session for 

the remote client device in a memory of the host organization 
and at block 420, processing logic creates a user session data 
table within the user session of the memory based on the 
metadata of the configuration model. 
At block 425, processing logic populates data into the user 

session data table based on an input data mapping in the 
metadata. At block 430, processing logic generates a render 
able User Interface (UI) based on the metadata stored within 
the user session data table and based on the data in the user 
session data table. 
At block 435, processing logic transmits the renderable UI 

to the client device for display, responsive to receiving the 
configuration request. 
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At block 440, processing logic receives a configuration 
Submission from the client device having update data therein. 
At block 445, processing logic validates the update data 

against one or more cells within the user session data table 
which are designated as being updateable by the client device 
and at block 450, processing logic updates the one or more 
cells within the user session data table based on the validation. 
For example, validation may include Verification that update 
data corresponds to a cell in the user session data table which 
is designated as updateable by the client device, verification 
that the update data is written into a designated UI entry field, 
or verification that update data complies with a data valida 
tion mask. 

At block 455, processing logic synchronizes data within 
the user session data table with locations in a database system 
within the host organization based on a mapping to persist the 
data as defined by the metadata. For example, persisting data 
(via Such synchronization) serves to maintain data associated 
with the above functions beyond the existence of any particu 
laruser session created for any particular client device. There 
fore, even after a user session is destroyed, expired, or de 
allocated, data synchronized and persisted to the database 
system will still be available. 

FIG. 5 illustrates a diagrammatic representation of a 
machine 500 in the exemplary form of a computer system, in 
accordance with one embodiment, within which a set of 
instructions, for causing the machine/computer system 500 to 
perform any one or more of the methodologies discussed 
herein, may be executed. In alternative embodiments, the 
machine may be connected (e.g., networked) to other 
machines in a Local Area Network (LAN), an intranet, an 
extranet, or the Internet. The machine may operate in the 
capacity of a server or a client machine in a client-server 
network environment, as a peer machine in a peer-to-peer (or 
distributed) network environment, as a server or series of 
servers within an on-demand service environment. Certain 
embodiments of the machine may be in the form of a personal 
computer (PC), a tablet PC, a set-top box (STB), a Personal 
Digital Assistant (PDA), a cellular telephone, a web appli 
ance, a server, a network router, Switch or bridge, computing 
system, or any machine capable of executing a set of instruc 
tions (sequential or otherwise) that specify actions to be taken 
by that machine. Further, while only a single machine is 
illustrated, the term “machine' shall also be taken to include 
any collection of machines (e.g., computers) that individually 
or jointly execute a set (or multiple sets) of instructions to 
perform any one or more of the methodologies discussed 
herein. 

The exemplary computer system 500 includes a processor 
502, a main memory 504 (e.g., read-only memory (ROM), 
flash memory, dynamic random access memory (DRAM) 
such as synchronous DRAM (SDRAM) or Rambus DRAM 
(RDRAM), etc., static memory such as flash memory, static 
random access memory (SRAM), volatile but high-data rate 
RAM, etc.), and a secondary memory 518 (e.g., a persistent 
storage device including hard disk drives and a persistent 
database and/or a multi-tenant database implementation), 
which communicate with each other via a bus 530. Main 
memory 504 includes a configurator engine 524 which gen 
erates a configuration model having metadata therein. Main 
memory 504 further includes a persistence module 523 which 
implements synchronization and data persistence operations 
between data elements within a memory 504 of the computer 
system 500 and a communicatively interfaced database, 
based on mapping defined by metadata. Main memory 504 
and its sub-elements (e.g. 523 and 524) are operable in con 
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junction with processing logic 526 and processor 502 to per 
form the methodologies discussed herein. 

Processor 502 represents one or more general-purpose pro 
cessing devices such as a microprocessor, central processing 
unit, or the like. More particularly, the processor 502 may be 
a complex instruction set computing (CISC) microprocessor, 
reduced instruction set computing (RISC) microprocessor, 
very long instruction word (VLIW) microprocessor, proces 
sor implementing other instruction sets, or processors imple 
menting a combination of instruction sets. Processor 502 may 
also be one or more special-purpose processing devices Such 
as an application specific integrated circuit (ASIC), a field 
programmable gate array (FPGA), a digital signal processor 
(DSP), network processor, or the like. Processor 502 is con 
figured to execute the processing logic 526 for performing the 
operations and functionality which is discussed herein. 
The computer system 500 may further include a network 

interface card 508. The computer system 500 also may 
include a user interface 510 (such as a video display unit, a 
liquid crystal display (LCD), or a cathode ray tube (CRT)), an 
alphanumeric input device 512 (e.g., a keyboard), a cursor 
control device 514 (e.g., a mouse), and a signal generation 
device 516 (e.g., an integrated speaker). The computer system 
500 may further include peripheral device 536 (e.g., wireless 
or wired communication devices, memory devices, storage 
devices, audio processing devices, video processing devices, 
etc.). The computer system 500 may further include a con 
figurator extender agent or a configurator extender logic mod 
ule 534 to perform operations including retrieving configu 
ration models from the configurator engine 524, creating a 
user session for a client device, creating a user session data 
table for the client device based on metadata, populating the 
user session data table based on a mapping in the metadata, 
generating renderable UIs, and validating data prior to data 
update operations, in accordance with the described embodi 
mentS. 
The secondary memory 518 may include a non-transitory 

machine-readable or computer readable storage medium 531 
on which is stored one or more sets of instructions (e.g., 
software 522) embodying any one or more of the methodolo 
gies or functions described herein. The software 522 may also 
reside, completely or at least partially, within the main 
memory 504 and/or within the processor 502 during execu 
tion thereof by the computer system 500, the main memory 
504 and the processor 502 also constituting machine-readable 
storage media. The software 522 may further be transmitted 
or received over a network.520 via the network interface card 
SO8. 

While the subject matter disclosed herein has been 
described by way of example and in terms of the specific 
embodiments, it is to be understood that the claimed embodi 
ments are not limited to the explicitly enumerated embodi 
ments disclosed. To the contrary, the disclosure is intended to 
cover various modifications and similar arrangements as 
would be apparent to those skilled in the art. Therefore, the 
scope of the appended claims should be accorded the broadest 
interpretation so as to encompass all such modifications and 
similar arrangements. It is to be understood that the above 
description is intended to be illustrative, and not restrictive. 
Many other embodiments will be apparent to those of skill in 
the art upon reading and understanding the above description. 
The scope of the disclosed subject matter is therefore to be 
determined in reference to the appended claims, along with 
the full scope of equivalents to which such claims are entitled. 
What is claimed is: 
1. A method in a host organization having at least a pro 

cessor and a memory therein, wherein the method comprises: 
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receiving a configuration request at the host organization 
from a client device; 

generating, via a stateless configurator engine of the host 
organization, a configuration model having metadata 
therein, wherein the stateless configurator engine does 
not maintain state specific information regarding the 
client device between a plurality of interactions with the 
client device; 

generating a user session unique to the client device in the 
memory of the host organization; 

creating a user session data table within the user session of 
the memory based on the metadata of the configuration 
model, wherein the metadata defines (i) a location map 
ping between locations within the user session data table 
and data to be populated into the user session data table, 
and wherein the metadata further defines (ii) a data per 
sistence mapping for the data to be populated into the 
user session data table and one or more locations in a 
database where the data is to be persisted between plu 
rality of interactions with the client device: 

populating the data into the user session data table based on 
the location mapping and the data persistence mapping 
as defined by the metadata; 

generating a renderable User Interface (UI) based on the 
metadata and based further on the data populated into 
the user session data table; and 

transmitting the renderable UI to the client device for dis 
play, responsive to receiving the configuration request. 

2. The method of claim 1: 
wherein the metadata defines a structure for the user ses 

sion data table; and 
wherein creating the user session data table within the user 

session of the memory comprises creating the user ses 
sion table based on the structuredefined within the meta 
data of the configuration model. 

3. The method of claim 2, wherein a table creation program 
extension programmatically interfaced with the stateless con 
figurator engine operates to create the user session data table 
within the user session of the memory responsive to the 
generation of the configuration model by the Stateless con 
figurator engine. 

4. The method of claim 2: 
wherein the metadata defines the mapping between a plu 

rality of data elements and a plurality of corresponding 
target locations within the structure defined by the meta 
data; and 

wherein populating data into the user session data table 
comprises storing each of the plurality of data elements 
into one or more rows of the user session data table based 
on the data mapping defined by the metadata. 

5. The method of claim 4: 
wherein each of the plurality of data elements are provided 

within the configuration model or are retrievable from a 
Source location separate from the configuration model as 
specified by the metadata; 

wherein populating the data into the user session data table 
further comprises retrieving each of the plurality of data 
elements from the configuration model or from the 
Source location specified by the metadata and storing 
each of the plurality of data elements retrieved into the 
one or more rows of the user session data table. 

6. The method of claim 4, wherein the mapping further 
defines data persistence between one or more cells in the user 
session data table and a corresponding one or more data 
persistence locations in a database of the host organization; 
and 
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wherein the method further comprises synchronizing data 

within the one or more cells in the user session data table 
with the corresponding one or more data persistence 
locations in the database system of the host organization 
based on the mapping to persist the data in the one or 
more cells beyond the existence of the generated user 
session unique to the client device in the memory of the 
host organization on behalf of the client device. 

7. The method of claim 6, wherein a data persistence pro 
gram extension programmatically interfaced with the State 
less configurator engine operates to synchronize the data 
within the one or more cells in the user session data table with 
the corresponding one or more data persistence locations and 
wherein the data persistence program extension further oper 
ates to synchronize updated data within the one or more cells 
in the user session data table with the corresponding one or 
more data persistence locations when the one or more cells in 
the user session data table are updated responsive to update 
data received within a configuration Submission received 
from the client device. 

8. The method of claim 4, wherein a table population 
program extension programmatically interfaced with the 
stateless configurator engine operates to populate the data 
into the user session data table by storing each of the plurality 
of data elements into the one or more rows of the user session 
data table based on the mapping defined by the metadata. 

9. The method of claim 1: 
wherein the metadata further defines a plurality of controls, 

each control specifying display logic for one or more of 
the plurality of data elements as specified by the map 
ping defined within the metadata of the configuration 
model; and 

wherein generating the renderable UI based on the meta 
data of the configuration model and based further on the 
data in the user session data table comprises: 

incorporating each of the plurality of controls defined by 
the metadata into the renderable UI, 

incorporating, for each of the plurality of controls, the 
display logic specified by each control into the render 
able UI, and 

incorporating each of the plurality of data elements into the 
renderable UI based on the display logic specified by 
each control, wherein each of the plurality of data ele 
ments are retrieved from the user session data table. 

10. The method of claim 9, wherein a UI rendering pro 
gram extension programmatically interfaced with the State 
less configurator engine operates to generate the renderable 
UI. 

11. The method of claim 9, further comprising the client 
device displaying the renderable UI via a display device com 
municatively interfaced with the client device, wherein dis 
playing the renderable UI comprises rendering display ele 
ments at the client device corresponding to the plurality of 
controls incorporated into the renderable UI transmitted to 
the client device by the host organization and each of the 
plurality of data elements incorporated into the renderable UI 
in accordance with the plurality of controls. 

12. The method of claim 9, wherein each of the plurality of 
controls incorporated into the renderable UI define at least 
one event selected from the group of events comprising: 

a read event specifying a source location from which to 
read data to be displayed via the renderable UI: 

a display only event specifying that data displayed is not 
updateable by the client device via the renderable UI: 
and 

an input text event designating input received from a ren 
dered field at the client device as update data for a UI 
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entry field and further designating a target location in the 
user session data table in which to store the update data. 

13. The method of claim 9, wherein transmitting the ren 
derable UI to the client device for display comprises trans 
mitting a single web page having dynamic presentation logic 
therein to the client device for rendering via a web browser, 
wherein the single web page comprises presentation logic to 
render the plurality of controls and logic to receive update 
data from the client device, via the single web page, for 
Submission to the host organization from the client device 
within a configuration Submission. 

14. The method of claim 13, wherein the dynamic presen 
tation logic of the single web page updates a rendering of the 
plurality of controls at the client device responsive to receiv 
ing the update data from the client device, when the update 
data received affects one or more dynamically calculable 
fields rendered by the presentation logic of the single web 
page. 

15. The method of claim 13, wherein the dynamic presen 
tation logic of the single web page implements a plurality of 
tabs for individual display at the client device, each of the 
plurality of tabs to display a first subset of the plurality of 
controls, and to further hide from display, a remaining Subset 
of the plurality of controls. 

16. The method of claim 1: 
wherein the metadata defines a plurality of business rules 

for the configuration model and further defines one or 
more data elements necessary to support each of the 
plurality of business rules; and 

wherein creating the user session data table within the user 
session of the memory comprises creating the user ses 
sion table based on the one or more data elements nec 
essary to Support each of the plurality of business rules 
defined by the metadata of the configuration model. 

17. The method of claim 16: 
wherein the metadata defines a mapping between the one 

or more data elements necessary to support each of the 
plurality of business rules defined by the metadata of the 
configuration model and a plurality of corresponding 
locations within the structure defined by the metadata; 
and 

wherein populating data into the user session data table 
comprises storing each of the one or more data elements 
necessary to support each of the plurality of business 
rules defined by the metadata of the configuration model 
into one or more rows of the user session data table based 
on the mapping defined by the metadata. 

18. The method of claim 1, further comprising: 
receiving a configuration Submission from the client device 

responsive to the renderable UI transmitted to the client 
device, wherein the configuration Submission includes 
update data from the client device; 

validating the update data against one or more cells within 
the user session data table which are updateable by the 
client device; and 

updating the one or more cells within the user session data 
table with the update data from the client device based 
on the validation. 

19. The method of claim 1, wherein generating the render 
able UI further comprises designating one or more cells 
within the renderable UI as UI entry fields, each UI entry field 
corresponding to a cell within the user session data table 
which is updatable based on input from the client device; and 

wherein the method further comprises: 
receiving a configuration Submission from the client device 

having update data therein; and 
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updating one or more cells within the user session data 

table based on the update data from the client device 
when the one or more cells are designated as UI entry 
fields. 

20. The method of claim 1, wherein the stateless configu 
rator engine is provided by a third-party entity, distinct from 
the host organization, and further wherein the host organiza 
tion executes and operates the stateless configurator engine 
but cannot modify underlying Source code of the stateless 
configurator engine. 

21. The method of claim 1: 
wherein receiving the configuration request comprises 

receiving the configuration request at the host organiza 
tion having a multi-tenant database system operating 
therein; and 

wherein the configuration request is one of a plurality of 
requests received from a plurality of customer organiza 
tions, wherein each customer organization is an entity 
Selected from the group consisting of: 

a separate and distinct remote organization, an organiza 
tional group within the host organization, a business 
partner of the host organization, or a customer organi 
Zation that Subscribes to cloud computing services pro 
vided by the host organization. 

22. The method of claim 21, wherein the multi-tenant 
database system comprises elements of hardware and soft 
ware that are shared by a plurality of separate and distinct 
customer organizations, each of the separate and distinct cus 
tomer organizations being remotely located from the host 
organization having the multi-tenant database system operat 
ing therein. 

23. The method of claim 1, further comprising: 
including a UI entry field to receive update data from the 

client device at the renderable UI; and 
designating a target location in the user session data table in 

which to store the update data received. 
24. Non-transitory computer readable storage media hav 

ing instructions stored thereupon that, when executed by a 
processor of a host organization, the processor causes the host 
organization to perform operations comprising: 

receiving a configuration request at the host organization 
from a client device; 

generating, via a stateless configurator engine of the host 
organization, a configuration model having metadata 
therein, wherein the stateless configurator engine does 
not maintain state specific information regarding the 
client device between a plurality of interactions with the 
client device; 

generating a user session unique to the client device in the 
memory of the host organization; 

creating a user session data table within the user session of 
the memory based on the metadata of the configuration 
model, wherein the metadata defines (i) a location map 
ping between locations within the user session data table 
and data to be populated into the user session data table, 
and wherein the metadata further defines (ii) a data per 
sistence mapping for the data to be populated into the 
user session data table and one or more locations in a 
database where the data is to be persisted between plu 
rality of interactions with the client device: 

populating the data into the user session data table based on 
the location mapping and the data persistence mapping 
as defined by the metadata; 

generating a renderable User Interface (UI) based on the 
metadata and based further on the data populated into 
the user session data table; and 
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transmitting the renderable UI to the client device for dis 
play, responsive to receiving the configuration request. 

25. The non-transitory computer readable storage media of 
claim 24, wherein one or more cells within the user session 
data table are updateable by the client device; and 

wherein the operations further comprise: 
receiving a configuration submission from the client device 

having update data therein; 
Validating the update data against the one or more cells 

within the user session data table which are updateable 
by the client device; and 

updating the one or more cells within the user session data 
table with the update data from the client device based 
on the validation. 

26. A system comprising: 
a processor to execute instructions; 
a request interface to receive a configuration request from 

a client device; 
a stateless configurator engine to generate a configuration 

model having metadata therein, wherein the stateless 
configurator engine does not maintain state specific 
information regarding the client device between a plu 
rality of interactions with the client device; 

a memory to store a user session unique to the client device 
on behalf of the client device: 

a table creation program extension programmatically inter 
faced with the stateless configurator engine to create a 
user session data table within the user session of the 
memory based on the metadata of the configuration 
model, wherein the metadata defines (i) a location map 
ping between locations within the user session data table 
and data to be populated into the user session data table, 
and wherein the metadata further defines (ii) a data per 
sistence mapping for the data to be populated into the 
user session data table and one or more locations in a 
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database where the data is to be persisted between plu 
rality of interactions with the client device; 

a table population program extension programmatically 
interfaced with the stateless configurator engine to 
populate data into the user session data table based on a 
mapping defined by the metadata; and 

a UI rendering program extension programmatically inter 
faced with the stateless configurator engine to generate a 
renderable User Interface (UI) based on the metadata 
and based further on the data populated into the user 
session data table. 

27. The system of claim 26, further comprising a web 
server; 

wherein the web-server is to implement the request inter 
face to receive the configuration request from the client 
device; and 

wherein the web-server to further transmit the renderable 
UI to the client device for display, responsive to the 
configuration request having been received at the 
request interface of the web-server. 

28. The system of claim 26, further comprising a data 
persistence program extension programmatically interfaced 
with the stateless configurator engine to synchronize the data 
within the locations within the user session data table with the 
one or more locations in the database where the data is to be 
persisted; and 

wherein the data persistence program extension further is 
to synchronize updated data within the locations within 
the user session data table with the corresponding one or 
more locations in the database where the data is to be 
persisted when the locations within the user session data 
table are updated responsive to update data received 
within a configuration submission received from the 
client device. 


