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DIGITALLY SIGNING DOCUMENTS USING
IDENTITY CONTEXT INFORMATION

BACKGROUND
[0001] Computers and computing systems have affected nearly every aspect of
modern living. Computers are generally involved in work, recreation, healthcare,
transportation, entertainment, household management, etc. In computer systems,
there is often a need to send digital documents between computer systems.
[0002] Digital documents can be digitally signed. Digitally signing a document
may involve including a security token with the document. Some security tokens
generally include assertions by an identity provider about an entity. For example, a
token may include assertions about attributes for an identity associated with an
entity, where the assertions are made by a trusted identity provider entity. The
assertions can be used to ensure that an entity is associated with a particular
identity. For example, a token included with a document may include assertions
that the subject of the token is a manager in an enterprise. The document including
the token is then treated with a level of trust appropriate for entities who are
managers in the enterprise.
[0003] Often, selecting which token to send is performed by the user who sends
the document. Unsophisticated users, and in many cases sophisticated users, may
have difficulty in selecting an appropriate token for inclusion with a document. In
particular, a user entity may be associated with a number of different tokens, where
each of the different tokens 1s intended for use in different contexts. For example,
an entity may have a token associated with it where the token is related to the
entity’s role as a manager. The entity may have a different token associated with it,
where the token is related to the entity's role as a company employee. The manager
token may be appropriate for use in some contexts, while not appropriate in others,
where only the employee token is appropriate. However, simply inspecting the
tokens, without additional information, may not provide enough information to
determine which token a user should select.
[0004] The subject matter claimed herein is not limited to embodiments that solve

any disadvantages or that operate only in environments such as those described
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above. Rather, this background is only provided to illustrate one exemplary
technology area where some embodiments described herein may be practiced.
BRIEF SUMMARY
[0005] One embodiment includes a method that may be practiced in a computing
environment. The method includes acts for creating a token for use by an entity
when digitally signing documents. The method includes accessing a digital identity
representation for an entity. The digital identity representation includes
information identifying identity attributes about the entity and capabilities of an
identity provider that provides tokens for use by the entity. The information
identifying capabilities of the identity provider includes at least one of an indication
of the identity of the identity provider or what assertions the identity provider can
make. The method further includes accessing context information. The context
information includes information about one or more of which, how or where the
attributes for the entity identified in the digital identity representation will be used.
The method further includes creating a security token from the information in the
digital identity representation and the context information. The security token
makes assertions by the identity provider. The assertions are based on the
information in the digital identity representation. The token further includes
information related to at least a portion of the context information.
[0006] Another embodiment includes another method that may be practiced in a
computing environment. The method includes acts for facilitating selection of a
token for use by an entity when digitally signing documents. The method includes
accessing a collection of security tokens. Each security token makes assertions by
an identity provider. The assertions are based on information in a digital identity
representation. The digital identity representation includes information identifying
identity attributes about an entity and capabilities of an identity provider that
provides tokens for use by the entity. The information identifying capabilities of
the identity provider includes at least one of an indication of the identity of the
identity provider or what assertions the identity provider can make. The assertions
are further based on information related to at least a portion of context information.

The context information includes information about one or more of which, how or
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where the attributes for the entity identified in the digital identity representation
will be used. The method further includes determining a context for a document
that is to be signed using one of the security tokens in the collection of security
tokens. The method further includes determining that the context matches context
information in one or more security tokens in the collection of security tokens.
Representations of the one or more security tokens are displayed to a user in a user
interface that allows the user to select security tokens. Displaying includes
displaying the representations of the one or more security tokens such that a user
can readily determine that the security tokens include context information that
matches the context.

[0007] Another embodiment includes a method that may be practiced in a
computing environment. The method includes acts for evaluating document
signatures and tokens used to sign the document. The method includes receiving a
document signed by a token. The token includes context attributes. The context
attributes include information related to at least a portion of context information.
The context information includes information about one or more of which, how or
where the attributes for the entity identified in the digital identity representation
will be used. The token further includes identity attributes. The identity attributes
include information in a digital identity representation. The digital identity
representation includes information identifying identity attributes about an entity
and capabilities of an identity provider that provides tokens for use by the entity.
The information identifying capabilities of the identity provider includes at least
one of an indication of the identity of the identity provider or what assertions the
identity provider can make. The method also includes determining that the
document is a validly signed document by determining that the context information
in the token and the identity information in the token are pertinent to the use of the
signature for signing the document.

[0008] This Summary is provided to introduce a selection of concepts in a
simplified form that are further described below in the Detailed Description. This

Summary is not intended to identify key features or essential features of the
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claimed subject matter, nor is it intended to be used as an aid in determining the

scope of the claimed subject matter.

[0009] Additional features and advantages will be set forth in the description

which follows, and in part will be obvious from the description, or may be learned

by the practice of the teachings herein. Features and advantages of the invention

may be realized and obtained by means of the instruments and combinations

particularly pointed out in the appended claims. Features of the present invention

will become more fully apparent from the following description and appended

claims, or may be learned by the practice of the invention as set forth hereinafter.
BRIEF DESCRIPTION OF THE DRAWINGS

[0010] In order to describe the manner in which the above-recited and other

advantages and features can be obtained, a more particular description of the

subject matter brietly described above will be rendered by reference to specitic

embodiments which are illustrated in the appended drawings. Understanding that

these drawings depict only typical embodiments and are not therefore to be

considered to be limiting in scope, embodiments will be described and explained

with additional specificity and detail through the use of the accompanying drawings

in which:

[0011] Figure 1 illustrates a digital identity representation system configured to

provide security tokens for entities;

[0012] Figure 2 illustrates a security token creation process including creating

security tokens with context information in the security token;

[0013] Figure 3 illustrates a method of creating a security token;

[0014] Figure 4 illustrates a method of displaying security tokens for facilitating

selection of an appropriate security token; and

[0015] Figure 5 illustrates a method of validating the use of a security token.

DETAILED DESCRIPTION

[0016] Some embodiments are directed to creating and/or using tokens which

include, in addition to identity attributes, context information related to contexts

where use of the tokens is appropriate. For example, a token may include

assertions by an identity provider where the assertions include not only information
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related to identity of an entity, but also assertions by an identity provider related to
one or more contexts where use of the token is appropriate.

[0017] Microsoft Corporation of Redmond, Washington, has propagated a system
sometimes referred to as the Information Card Selector — Microsoft’s instantiation
being referred to as Windows CardSpace. In a Windows CardSpace system, an
entity obtains one or more digital identity representations, sometimes referred to as
information cards. When the entity attempts to access a resource or provide a
document, a relying party may require a set of claims to be made about the entity to
provide the resources or to trust the document. The entity may employ a digital
identity representation (sometimes referred to as a “DIR™) to initiate
communication with an identity provider that can assert those claims. In some
cases, the identity provider may be controlled by the entity and run on the entity’s
own machine. In others it may be controlled by a third party. The identity provider
returns a security token that includes the required claims information.

[0018] Example embodiments disclosed herein may relate generally to identity
systems including digital identity representations used in initiating communication
tfor production of security tokens that can be exchanged between an entity, an
identity provider, and a relying party to authenticate an identity and/or information
related to the entity. In example embodiments herein, the entity may be a natural
person or persons, a computer, a network, or any other entity. The relying party
has goods, services, or other information that the entity desires to access and/or
obtain, and/or receives documents or other information from the entity. In some
example embodiments, the relying party can be any resource, privilege, or service
that requires a security policy to enter, access, or use. For example, a relying party
may comprise one or more of: computers, computer networks, data, databases,
buildings, personnel, services, companies, organizations, physical locations,
electronic devices, or any other type of resource.

[0019] Referring now to Figure 1, an example digital identity representation
system 100 is shown including an entity 110 and a relying party 120. Entity 110 is
in possession or control over entity machine 111. Entity machine 111 includes a

computer system at least temporarily controlled by the entity 110. Relying party
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120 may also include a computer system. System 100 may also include an
administrator system 160, a data capture system 162, a digital identity
representation generation system 164, an identity data store 168, and an identity
provider 115, each of which are discussed further below and may include, or be
part of, a computer system.

[0020] Entity 110 and relying party 120 can communicate with each other over
one or more networks, such as the Internet, or through telephonic or other forms of
wired or wireless communication. In some embodiments, the entity 110 and
relying party 120 may be associated with the same physical computer system, such
that communication may take place over a computer bus or other internal computer
communication means. In the example embodiments, entity 110 can request goods,
services, information, privileges, or other access from relying party 120 or provide
information to the relying party 120. Relying party 120 can require authentication
of the identity, or information about, entity 110 before or in conjunction with
providing the requested access to entity 110 or receiving information from the
entity 110.

[0021] Also shown in Figure 1 is an example identity provider 115. Identity
provider 115 includes a computer system. In example embodiments, identity
provider 115 includes a claims transformer 130 and a claims authority 140. The
claims transformer 130 is sometimes referred to as a "security token service." In
the example shown, identity provider 115 can provide one or more claims about
entity 110. A claim is a statement or assertion made about the entity, possibly
including attribute information about the entity such as, for example, name,
address, social security number, age, credit history, transactional requirements, etc.
As described further below, identity provider 115 can provide claims to entity 110
and/or relying party 120 in the form of a digitally signed security token. In
example embodiments, identity provider 115 is in a trusted relationship with
relying party 120, so that relying party 120 trusts the claims in the signed security
token from identity provider 115.

[0022] Although claims transformer 130 and claims authority 140 of identity

provider 115 are shown as separate entities in Figure 1, in alternative embodiments
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claims transformer 130 and claims authority 140 can be the same entity or different
entities. Identity provider 115 may take the form of a security token service in
some example embodiments. Similarly, identity provider 115 and digital identity
representation generation system 164 may be the same or different entities.

[0023] Computer systems described herein include, without limitation, a personal
computer, server computer, hand-held or laptop device, microprocessor system,
microprocessor-based system, programmable consumer electronics, network PCs,
minicomputers, mainframe computer, smart card, telephone, mobile or cellular
communication device, personal data assistant, distributed computing environment
that includes any of the above systems or devices, and the like. Some computer
systems described herein may comprise portable computing devices. Portable
computing devices may include any computer system that is designed to be
physically carried by a user. Each computer system may also include one or more
peripherals, including without limitation: keyboard, mouse, a camera, a web
camera, a video camera, a fingerprint scanner, an iris scannet, a display device such
as a monitor, a microphone, or speakers.

[0024] Each computer system includes an operating system, such as (without
limitation) the WINDOWS operating system from Microsott Corporation, and one
or more programs stored on the computer readable media. Each computer system
may also include one or more input and output communications devices that allow
the user to communicate with the computer system, as well as allow the computer
system to communicate with other devices. Communications between the
computer systems used by entity 110 (e.g., entity machine 111), relying party 120,
digital identity representation generation system 164, administrator system 160,
data capture system 162, and identity provider 115 can be implemented using any
type of communications link, including, without limitation, the Internet, wide area
networks, intranets, Ethernets, direct-wired paths, computer busses, satellites,
infrared scans, cellular communications, or any other type of wired or wireless
communications.

[0025] In some example embodiments disclosed herein, system 100 is

implemented at least in part as an Information Card system provided in the NET
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3.0 framework developed by Microsoft Corporation of Redmond, Washington.

The Information Card system allows entities to manage multiple digital identity
representations from various identity providers.

[0026] The Information Card system utilizes a web services platform such as the
Windows Communication Framework in the .NET 3.0 framework. In addition, the
Information Card system is built using the Web Services Security Specifications
propagated at least in part by Microsoft Corporation of Redmond, Washington.
These specifications include a message security model WS-Security, an endpoint
policy WS-SecurityPolicy, a metadata exchange protocol WS-MetadataExchange,
and a trust model WS-Trust. Generally, the WS-Security model describes how to
attach security tokens to messages. The WS-SecurityPolicy model describes end
point policy requirements, such as required security tokens and supported
encryption algorithms. Such policy requirements can be conveyed and negotiated
using a metadata protocol defined by WS-MetadataExchange. The WS-Trust
model describes a framework for trust models that enables different web services to
interoperate. Some example embodiments described herein refer to the Web
Services Security Specifications described above. In alternative embodiments, one
or more other specifications can be used to facilitate communications between the
various subsystems in system 100.

[0027] Referring again to Figure 1, entity 110 can send a request via entity
machine 111 to relying party 120 for access to goods, services, or other
information, or can provide information in the form of documents to relying party
120. Notably, providing information in the form of documents, may in some
embodiments, be part of the process of requesting access to goods, services and
other information, and as such, should not be construed exclusive of such activities.
For example, in one embodiment, entity machine 111 sends a request, where the
request may be a document, to relying party 120 for access to information from
relying party 120 that entity 110 desires. The request sent by entity machine 111
can include a request for the authentication requirements of relying party 120 using,

for example, the mechanisms provided in WS-MetadataExchange.
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[0028] In response to the request, relying party 120 may send entity machine 111
requirements for relying party 120 to authenticate entity’s identity or other
information about entity 110. The requirements of relying party 120 for
authentication are referred to herein as a security policy. A security policy
minimally defines the set of claims from a trusted identity provider 115 that the
entity 110 must provide to relying party 120 for relying party 120 to authenticate
entity 110. A security policy can include a requirement of proof regarding a
personal characteristic (such as age), identity, financial status, etc. It can also
include rules regarding the level of verification and authentication required to
authenticate any offers of proof (e.g., digital signature from a particular identity
provider).

[0029] In one example, relying party 120 specifies its security policy using WS-
SecurityPolicy, including both the claim requirements and type of security token
required by relying party 120. Examples of types of claims include, without
limitation, the following: first name, last name, email address, street address,
locality name or city, state or province, postal code, country, telephone number,
social security number, date of birth, gender, personal identifier number, credit
score, financial status, legal status, etc.

[0030] The security policy can also be used to specify the type of security token
required by relying party 120, or a default type can be used as determined by the
identity provider. In addition to specifying the required claims and token type, the
security policy can specify a particular identity provider required by the relying
party. Alternatively, the policy can omit this element, leaving the determination of
the appropriate identity provider up to entity 110. Other elements can be specitied
in the security policy as well such as, for example, the freshness of the required
security token.

[0031] In some embodiments, entity 110 can require that relying party 120
identify itself to entity machine 111 so that entity 110 can decide whether or not to
satisty the security policy of relying party 120, as described below. In one
example, relying party 120 identifies itself using an X.509 certificate. In other
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embodiments, relying party 120 can identify itself using other mechanisms such as,
for example, a Secure Sockets Layer ("SSL") server certificate.

[0032] Entity machine 111 may include one or more digital identity
representations for entity 110. These digital identity representations (sometimes
referred to as “Information Cards” in the Windows CardSpace system provided in
the .NET 3.0 framework developed by Microsoft Corporation of Redmond,
Washington) are artifacts that represent the token issuance relationship between
entity 110 and a particular identity provider, such as identity provider 115. Each
digital identity representation may correspond to a particular identity provider, and
entity 110 can have multiple digital identity representations from the same or
different identity providers.

[0033] Digital identity representations can include, among other information, the
identity provider's issuance policy for security tokens, including the type of tokens
that can be issued, the claim types for which it has authority, and/or the credentials
to use for authentication when requesting security tokens. Digital identity
representations may be represented as XML documents that are issued by identity
providers 115 or digital identity representation generation systems 164 and stored
by entities 110 on a storage device such as entity machine 111.

[0034] Entity machine 111 may also include an identity selector. Generally, an
identity selector is a computer program and user interface that permits entity 110 to
select between one or more digital identity representations of entity 110 on entity
machine 111 to request and obtain security tokens from one or more identity
providers, such as identity provider 115. For example, when a security policy from
relying party 120 is received by entity machine 111, the identity selector may be
programmed to identify one or more digital identity representations that satisfy one
or more of the claims required by the security policy using the information in
digital identity representations. Once entity 110 receives the security policy from
relying party 120, entity 110 can communicate with (using, for example, entity
machine 111) one or more identity providers to gather the claims required by the

policy.
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[0035] In example embodiments, entity 110 requests one or more security tokens
from identity provider 115 using the issuance mechanism described in WS-Trust.
In example embodiments, entity 110 forwards the claim requirements in the policy
of relying party 120 to identity provider 115. The identity of relying party 120 can,
but need not, be specified in the request sent by entity 110 to identity provider 115.
The request can include other requirements as well, such as a request for a display
token.

[0036] Generally, claims authority 140 of identity provider 115 can provide one
or more of the claims required by the security policy from relying party 120.
Claims transformer 130 of identity provider 115 is programmed to transform the
claims and to generate one or more signed security tokens 150 that include the
claim(s) relating to entity 110.

[0037] As noted above, entity 110 can request a security token in a certain format
in its request to identity provider 115, based on requirements from relying party
120. Claims transformer 130 can be programmed to generate security tokens in one
of a plurality of formats including, without limitation, X.509, Kerberos, SAML
(versions 1.0 and 2.0), Simple eXtensible Identity Protocol ("SXIP"), etc.

[0038] For example, in one embodiment, claims authority 140 is programmed to
generate claims in a first format A, and the security policy of relying party 120
requires a security token in a second format B. Claims transformer 130 can
transform the claims from claims authority 140 from format A into format B before
sending a security token to entity 110. In addition, claims transtormer 130 can be
programmed to refine the semantics of a particular claim. In example
embodiments, the semantics of a particular claim are transformed to minimize the
amount of information provided in a particular claim and/or security token to
reduce or minimize the amount of personal information that is conveyed by a given
claim.

[0039] In example embodiments, claims transformer 130 forwards the security
token 150 to entity 110 using the response mechanisms described in WS-Trust. In
one embodiment, claims transformer 130 includes a security token service

(sometimes referred to as an "STS”). In an example embodiment, entity 110
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forwards security token 150 to relying party 120 by binding security token 150 to
an to application message using the security binding mechanisms described in WS-
Security. In some embodiments, the security token 150 may be used to sign a
document (as will be illustrated in more detail in Figure 2). The document can be
used to provide information or to request goods, services, or other information. In
other embodiments, security token 150 may be sent directly from the identity
provider 115 to relying party 120.

[0040] Once relying party 120 receives security token 150, relying party 120 can
verity (e.g., by decoding or decrypting the security token 150) the origin of signed
security token 150. Relying party 120 can also utilize the claim(s) in security token
150 to satisfy the security policy of relying party 120 to authenticate entity 110.
[0041] Various examples of document signing will now be illustrated with
reference to Figure 2. Figure 2 illustrates schematically a token creation process.
In particular, Figure 2 illustrates a plurality 202 of digital identity representations.
Each of the digital identity representations in the plurality 202 of digital identity
representations includes attributes of an identity associated with an entity.
Examples of attributes include, but are not limited to names, usernames,
identification numbers (such as government issued, enterprise issued, educational
institution issued, etc. identification numbers), account numbers (such as bank
account numbers, credit card numbers, business credit account numbers, etc.), role
information (such as manager, employee, network administrator, mayor, citizen,
etc.) or other information. Virtually any kind of information that can be associated
with an identity could be included as an attribute in a digital identity representation.
Some embodiments may limit the information that can be included as attributes.
For example, some embodiments may limit the information that can be included as
attributes to one or more of the attributes enumerated above.

[0042] Figure 2 further illustrates a plurality 204 of context representations. Each
context representation includes information about a context. In particular a context
representation may include context information about a document signing event.
Such context information may be related to circumstances surrounding the signing

of a document, such as the type of document to be signed, what type of authority is
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needed to sign the document, the purpose of the document, what the document will
be used for, etc. In summary, any information such as information concerning
which digital identity representations should be used, how the digital identity
representations will be used, or where the identity representations will be used in
conjunction with a signing event or ceremony may be construed as context
information. Some embodiments may limit the information that can be included as
context information. For example, some embodiments may limit the information
that can be included as context information to one or more of the information
enumerated above.

[0043] While in this example, a plurality 202 of digital identity representations
and a plurality 204 of context representation are shown, some embodiments allow
for a digital identity representations and context representation to be constructed
dynamically without necessarily requiring them to be selected from their respective
plurality 202 or 204.

[0044] In the example illustrated in Figure 2 a digital identity representation 206
is selected as illustrated by the arrow 208 from the plurality 202 of digital identity
representations. Additionally a context representation 210 including context
information is selected as illustrated by the arrow 212 from the plurality 204 of
context representations. The digital identity representation 206 and the context
representation may be selected in a number of different ways. For example, Figure
2 illustrates that the selection of the digital identity representation 206 may be
facilitated by the receipt of a particular certificate 224. In particular, if the entity
machine receives a certificate 224, the receipt may initiate selection of the digital
identity representation 206 from the plurality 202 of digital identity representations.
[0045] In some embodiments, as will be explained in more detail below, selection
of a digital identity representation 206 and/or a context representation 210 may be
facilitated by the use of feedback 222 as is illustrated in Figure 2. For example, in
one embodiment, a document may include metadata specifying appropriate
characteristics of a token to be used when signing the document.

[0046] The digital identity representation 206 and the context representation 210

are provided to an identity provider 115. As described previously, an identity
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provider 115 is a trusted entity capable of making assertions in security tokens. In
the example illustrated in Figure 2, the identity provider 115 combines information
from the digital identity representation 206 and information from the context
representation 210 as illustrated by the sum operation 216. The combined
information from the digital identity representation 206 and the context
representation 210 are included in a security token 150.

[0047] The security token 150 includes assertions made by the identity provider
115 including assertions which include attributes for an identity for an entity
associated with the digital identity representation 206 and context information from
the context representation 210. The security token 150, in some embodiments, may
further include a public key which can be used to sign and/or encrypt digital
information. For example, Figure 2 illustrates that the security token 150 is
included (as illustrated by the arrow 222) in the document 220 in a signing
ceremony for the document 220. The security token 150 may include a public key
that is used to sign all or portions of the document 220.

[0048] The security token 150, as noted previously herein, includes context
information from the context representation 210 where the context information
pertains to the document 220 in particular. For example, the context information
included in the security token 150 may pertain to the type of the document 220.
Alternatively or additionally, the context information included in the security token
150 may pertain to context circumstances associated with the signing ceremony in
which the document 220 is signed with the security token 150.

[0049] As noted previously, a context representation 110 may be selected for
inclusion in a security token 150 based on feedback 222. As illustrated in Figure 2
by the arrow 224, the feedback 222 may be provided based on context related to
signing circumstances of a document 220. For example, in one embodiment, the
document 220 may include metadata indicating a context in which the document
220 will be signed. The metadata included in the document 220 can be sent as
feedback 222 to a context representation selection process embodied as a computer
executable process on a computer system such that the feedback 222 facilitates the

selection of the context representation 210 with context information that will be
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included in the security token 150 used to sign the document 220. Additionally, the
teedback 222 may be used in selecting an appropriate digital identity representation
206 for inclusion in the security token 150. In particular, assigning context of the
document 220 likely requires a particular digital identity representation 206 to be
included in the security token 150 used to sign the document 220. Thus the
document itself may include information that can be used in identifying the digital
identity representation 206. For example, the document 220 may include metadata
which indicates that the document 220 should be signed with a security token 150
appropriate for a manager or other role. This metadata can be sent as feedback 222
which can be used to select a digital identity representation 206 which is
appropriate for a manager. Additionally a context representation 210 indicating
context related to manager identities may be created or selected such that the
security token 150 can include context information identifying a security token 150
as a token appropriate for use by a manager when signing documents such as the
document 220.

[0050] The following discussion now refers to a number of methods and method
acts that may be performed. It should be noted, that although the method acts may
be discussed in a certain order or illustrated in a flow chart as occurring in a
particular order, no particular ordering is necessarily required unless specifically
stated, or required because an act is dependent on another act being completed prior
to the act being performed.

[0051] One embodiment includes a method 300 that may be practiced in a
computing environment. The method 300 includes acts for creating a token for use
by an entity when digitally signing documents. The method includes accessing a
digital identity representation for an entity (act 302). The digital identity
representation includes information identifying identity attributes about the entity.
For example, the digital identity representation 206 (see Figure 2) may include
attributes of entity 110 (see Figure 1), such as name, username, identifier number,
account number, role, etc. The digital identity representation further includes
capabilities of an identity provider that provides tokens for use by the entity. For

example, the digital identity representation 206 (Figure 2) may include information
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identifying the capabilities of the identity provider 115. The information
identifying capabilities of the identity provider may include at least one of an
indication of the identity of the identity provider or what assertions the identity
provider can make;

[0052] The method of 300 further includes accessing context information (act
304). The context information includes information about one or more of which,
how or where the attributes for the entity identified in the digital identity
representation will be used. For example, and is illustrated in Figure 2, the context
representation 210 may include information about how or where information in the
digital identity representation 206 will be used. In particular, the context
representation 210 may include information about how the attributes in the digital
identity representation 206 will be used when the security token 150 containing
those attributes is used.

[0053] The method 300 further includes creating a security token from the
information in the digital identity representation and the context information (act
306). The security token includes assertions made by the identity provider where
the assertions are based on the information in the digital identity representation.
The token further includes information related to at least a portion of the context
information. In particular, as illustrated in Figure 2, the security token 150 makes
assertions where those assertions include information from the digital identity
representation 206 and information from the context representation 210.

[0054] The method 300 may be performed where creating a security token (act
306) is performed in response to determining that a token is needed for signing a
particular document. In addition, at least one of conditions related to signing the
particular document, or attributes of the particular document are related to at least a
portion of the context information. For example, this may be accomplished by
receiving feedback, such as feedback 222 illustrated in Figure 2. It should be noted
that not only can information related to a specific document or related to a specific
document signing ceremony be used to facilitate selecting a digital identity
representation and/or a context representation, but can also be used to trigger the

creation of the security token in the first instance.
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[0055] The method 300 may further include evaluating as inputs at least one of at
least a portion of the context information or at least a portion of the information in
the digital identity representation and determining from the at least one of at least a
portion of the context information or at least a portion of the information in the
digital identity representation that a security token should be created. Creating a
security token (act 306) is performed in response thereto.

[0056] This embodiment of the method 300 may be practiced where determining
from the at least one of at least a portion of the context information or at least a
portion of the information in the digital identity representation that a security token
should be created includes executing a workflow.

[0057] The method 300 may further include receiving additional input separate
from the context information and the information in the digital identity
representation. In one example of this embodiment, that act of determining the at
least one of at least a portion of the context information or at least a portion of the
information in the digital identity representation that a security token should be
created takes into account the additional input. In one example of this embodiment,
the method 300 may include prompting for user interaction for a user to provide
user input as the additional input. Thus, receiving additional input separate from
the context information and the information in the digital identity representation is
performed in response thereto. Such input may include information about the
entity 110, other entities, administrators, thresholds, exceptional approvals,
substitute approvals, etc.

[0058] The method 300 may further include caching the created security token in
a collection of security tokens. In this embodiment, the method 300 may further
includes acts allowing a user to select a token for use in a document signing
ceremony. For example the method 300 may further include determining a context
for a document that is to be signed using one of the security tokens in the collection
of security tokens, determining that the context matches context information in one
or more security tokens in the collection of security tokens, and displaying
representations of the one or more security tokens to a user in a user interface that

allows the user to select displayed security tokens. This may include displaying
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representations of the one or more security tokens such that a user can readily
determine that the security tokens include context information that matches the
context. For example representations of the security tokens may be highlighted. In
an alternative embodiment, displaying may include displaying only representations
of tokens that include the context information that matches the context while not
displaying representations of tokens that do not include the context information that
matches the context. Displaying representations of security tokens may include any
one of a number of different acts. For example, an assigned name of a security
token may be displayed. A graphical representation such as an icon may be
displayed. Information in the security token itself, such as identity attributes and/or
context attributes may be displayed. Other suitable representations may
additionally or alternatively be used within the scope of embodiments described
herein, even though not enumerated here.

[0059] Referring now to Figure 4, a method 400 is illustrated. The method 400
may be practiced in a computing environment. The method includes acts for
facilitating selection of a token for use by an entity when digitally signing
documents. The method includes accessing a collection of security tokens (act
402). Each security token makes assertions by an identity provider. The assertions
are based on information in a digital identity representation. The digital identity
representation comprises information identifying identity attributes about an entity
and capabilities of an identity provider that provides tokens for use by the entity.
The information identifying capabilities of the identity provider includes at least
one of an indication of the identity of the identity provider or what assertions the
identity provider can make. The assertions are further based on information related
to at least a portion of context information. The context information includes
information about one or more of which, how or where the attributes for the entity
identified in the digital identity representation will be used.

[0060] The method 400 further includes determining a context for a document
signing ceremony (act 404) that is to be signed using one of the security tokens in
the collection of security tokens. For example, the context may be related to a role

or identity associated with a token required to sign the document, how the
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document should be signed, what kind of information should be included in a token
used to sign the document, etc.

[0061] The method 400 further includes determining that the context matches
context information in one or more security tokens in the collection of security
tokens (act 406). For example context information in a security token may match a
context for a signing ceremony. The context for the signing ceremony may be
determined, in one example, based on information stored in a document to be
signed where the information is returned to, or accessed by a computing system
which executes programmatic instructions which cause one or more computer
processors to perform the act of determining that the context matches context
information in one or more security tokens.

[0062] The method 400 further includes displaying representations of the one or
more security tokens to a user (act 408). The representations of the one or more
security tokens may be displayed to a user in a user interface, such as a graphical
user interface, that allows the user to select security tokens. Displaying
representations of the one more security tokens includes displaying the
representations of the one or more security tokens such that a user can readily
determine that the security tokens include context information that matches the
context. In some embodiments, this may include displaying the one or more
security tokens in a graphical user interface with the graphical user interface
elements highlighting the tokens. Alternatively or additionally, displaying
representations of the one or more security tokens such that a user can readily
determine that the security tokens include context information that matches the
context and may include displaying, only tokens that include the context
information.

[0063] The method 400 may further include receiving user input selecting one of
the tokens and as a result signing the document with the selected token. For
example, a user may select a token by interacting with user interface elements
allowing selection of one of the displayed representations. User selection of a
token results in the token being used by a computing system to sign a document for

which the token was selected.
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[0064] In another embodiment of the method 400, the method 400 may include
receiving user input and as a result and based on the user input displaying fewer of
the one or more security tokens in a manner such that a user can readily determine
that the security tokens include context information that matches the context. For
example, context may be supplied by a user interacting with an appropriate
computer implemented user interface, such as a computer displayed graphical user
interface. The context supplied by the user may be matched to context information
in a token, and tokens with context information matching the user supplied context
may be displayed in a manner such that the user can readily determine that the
token includes context information that matches the context.

[0065] Referring now to Figure 5, a method 500 is illustrated. The method 500
may be practiced in a computing environment. The method 500 includes acts for
evaluating document signatures and tokens used to sign the document. The method
500 includes receiving a document signed by a token (act 502). The token includes
context attributes. The context attributes include information related to at least a
portion of context information. The context information includes information
about one or more of which, how or where the attributes for the entity identified in
the digital identity representation will be used. The token also includes identity
attributes. The identity attributes include information in a digital identity
representation. The digital identity representation information identifying identity
attributes about an entity and capabilities of an identity provider that provides
tokens for use by the entity. The information identifying capabilities of the identity
provider includes at least one of an indication of the identity of the identity provider
or what assertions the identity provider can make.

[0066] The method 500 further includes determining that the document is a
validly signed document by examination of the context attributes and identity
attributes (act 504). This may be performed, in one embodiment, by determining
that the context information in the token and the identity information in the token

are pertinent to the use of the signature for signing the document.
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[0067] Embodiments of the method 500 may be performed where determining
that the document is a validly signed document comprises executing a computer
implemented worktlow.

[0068] Embodiments herein may comprise a special purpose or general-purpose
computer including various computer hardware, as discussed in greater detail
below.

[0069] Embodiments may also include computer-readable media for carrying or
having computer-executable instructions or data structures stored thereon. Such
computer-readable media can be any available media that can be accessed by a
general purpose or special purpose computer. By way of example, and not
limitation, such computer-readable media can comprise RAM, ROM, EEPROM,
CD-ROM or other optical disk storage, magnetic disk storage or other magnetic
storage devices, or any other medium which can be used to carry or store desired
program code means in the form of computer-executable instructions or data
structures and which can be accessed by a general purpose or special purpose
computer. When information is transferred or provided over a network or another
communications connection (either hardwired, wireless, or a combination of
hardwired or wireless) to a computer, the computer properly views the connection
as a computer-readable medium. Thus, any such connection is properly termed a
computer-readable medium. Combinations of the above should also be included
within the scope of computer-readable media.

[0070] Computer-executable instructions comprise, for example, instructions and
data which cause a general purpose computer, special purpose computer, or special
purpose processing device to perform a certain function or group of functions.
Although the subject matter has been described in language specific to structural
teatures and/or methodological acts, it is to be understood that the subject matter
defined in the appended claims is not necessarily limited to the specific features or
acts described above. Rather, the specific features and acts described above are
disclosed as example forms of implementing the claims.

[0071] The present invention may be embodied in other specific forms without

departing from its spirit or essential characteristics. The described embodiments
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are to be considered in all respects only as illustrative and not restrictive. The
scope of the invention 1s, therefore, indicated by the appended claims rather than by
the foregoing description. All changes which come within the meaning and range

of equivalency of the claims are to be embraced within their scope.
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CLAIMS
What is claimed is:
1. In a computing environment a method of creating a token (150) for use by
an entity (110) when digitally signing documents (220), the method comprising:
accessing a digital identity representation (206) (act 302) for an entity
(110), wherein the digital identity representation (206) comprises
information identifying identity attributes about the entity (110) and
capabilities of an identity provider (115) that provides tokens (150) for use
by the entity (110), wherein the information identifying capabilities of the
identity provider includes at least one of an indication of the identity of the
identity provider (115) or what assertions the identity provider (115) can
make;
accessing context information (210) (act 304), the context
information including information about one or more of which, how or
where the attributes for the entity (110) identified in the digital identity
representation (206) will be used; and
creating a security token (150) from the information in the digital
identity representation (206) and the context information (210) (act 306), the
security token (150) making assertions by the identity provider (115) where
the assertions are based on the information in the digital identity
representation (206), the token further comprising information related to at
least a portion of the context information.
2. The method of claim 1, wherein creating a security token is performed in
response to determining that a token 1s needed for signing a particular document,
where at least one of conditions related to signing the particular document, or
attributes of the particular document are related to at least a portion of the context
information.
3. The method of claim 1, further comprising:
evaluating as inputs at least one of at least a portion of the context
information or at least a portion of the information in the digital identity

representation; and
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determining from the at least one of at least a portion of the context
information or at least a portion of the information in the digital identity
representation that a security token should be created and wherein creating a
security token is performed in response thereto.
4. The method of claim 3 wherein determining from the at least one of at least
a portion of the context information or at least a portion of the information in the
digital identity representation that a security token should be created comprises
executing a worktlow.
S. The method of claim 3 further comprising receiving additional input
separate from the context information and the information in the digital identity
representation and wherein determining from the at least one of at least a portion of
the context information or at least a portion of the information in the digital identity
representation that a security token should be created takes into account the
additional input.
6. The method of claim 5, further comprising prompting for user interaction for
a user to provide user input, and wherein receiving additional input separate from
the context information and the information in the digital identity representation is
performed in response thereto.
7. The method of claim 1, further comprising caching the created security
token in a collection of security tokens.
8. The method of claim 7, further comprising:
determining a context for a document that is to be signed using one of
the security tokens in the collection of security tokens;
determining that the context matches context information in one or
more security tokens in the collection of security tokens;
displaying representations of the one or more security tokens to a user
in a user interface that allows the user to select security tokens for which a
representation is displayed, including displaying representations of the one
or more security tokens such that a user can readily determine that the

security tokens include context information that matches the context.
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9. The method of claim 1, wherein at least one of accessing a digital identity
representation or accessing context information comprises selecting a digital
identity representation from a plurality of digital identity representations or
selecting a context representation from a plurality of context representations.
10.  The method of claim 9, wherein at least one of selecting a digital identity
representation from a plurality of digital identity representations or selecting a
context representation from a plurality of context representations is performed in
response to receiving feedback, the feedback including information related to a
document signing ceremony intended to use the security token.
11.  The method of claim 9, wherein selecting a digital identity representation
from a plurality of digital identity representations is performed in response to
receiving a certificate.
12.  In a computing environment a method of facilitating selection of a token for
use by an entity when digitally signing documents, the method comprising:
accessing a collection of security tokens (act 402), wherein each
security token makes assertions by an identity provider (115) where the
assertions are based on:
information in a digital identity representation (206), wherein
the digital identity representation comprises information identifying
identity attributes about an entity (110) and capabilities of an identity
provider (115) that provides tokens for use by the entity (110),
wherein the information identifying capabilities of the identity
provider (115) includes at least one of an indication of the identity of
the identity provider (115) or what assertions the identity provider
(115) can make; and
information related to at least a portion of context information
(210), wherein the context information includes information about
one or more of which, how or where the attributes for the entity (110)
identified in the digital identity representation (206) will be used;
determining a context for a document that is to be signed using one of

the security tokens in the collection of security tokens (act 404);
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determining that the context matches context information in one or
more security tokens in the collection of security tokens (act 406); and
displaying representations of the one or more security tokens (150) to
a user in a user interface that allows the user to select security tokens (act
408), including displaying the representations of the one or more security
tokens such that a user can readily determine that the security tokens include
context information that matches the context.
13.  The method of claim 9, wherein displaying representations of the one or
more security tokens to a user in a user interface comprises displaying in a
graphical user interface.
14.  The method of claim 10, wherein displaying representations of the one or
more security tokens to a user in a user interface comprises one or more of
highlighting representations of tokens, displaying only tokens that include the
context information; or displaying representations of tokens that include context
information that matches the context in a non-grayed out format while displaying
representations of tokens that do not include context information that matches the
context in a grayed out format.
15.  The method of claim 9, further comprising receiving user input selecting one
of the tokens and as a result signing the document with the selected token.
16.  The method of claim 9, further comprising receiving user input and as a
result and based on the user input displaying fewer of the one or more security
tokens in a manner such that a user can readily determine that the security tokens
include context information that matches the context.
17.  In acomputing environment, a method of evaluating document signatures
and tokens (150) used to sign the document (220), the method comprising:
receiving a document (220) signed by a token (act 502), the token
comprising:
context attributes, wherein the context attributes comprise
information related to at least a portion of context information (210),

wherein the context information includes information about one or
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more of which, how or where the attributes for the entity identified in
the digital identity representation will be used and;
identity attributes, wherein the identity attributes comprise
information in a digital identity representation (206), wherein the
digital identity representation (206) comprises information
identifying identity attributes about an entity (110) and capabilities of
an identity provider (115) that provides tokens for use by the entity,
wherein the information identifying capabilities of the identity
provider (115) includes at least one of an indication of the identity of
the identity provider (115) or what assertions the identity provider
(115) can make, and
determining that the document (220) is a validly signed document
(act 504) by determining that the context information in the token (150) and
the 1dentity information in the token (150) are pertinent to the use of the
signature for signing the document (220).
18.  The method of claim 19, wherein determining that the document is a validly
signed document by determining that the context information in the token and the
identity information in the token are pertinent to the use of the signature for signing
the document comprises executing a workflow.
19.  The method of claim 19 further comprising, providing feedback prior to
receiving the document signed by the token, wherein the feedback is used to select
at least a portion of the context attributes or the identity attributes included in the
token.
20.  The method of claim 19 further comprising, providing context about the
document prior to receiving the document signed by the token, wherein the context

1s used to select the context attributes included in the token.

27



PCT/US2009/046460

WO 2009/155146

1/4

02l Aued buidjsy

~3

LLF suyoep Aug

b OId
29l
wajsAs
ainyde)
ejed
99L Sl
v9L
wajsAs
uoneIsuss)
dld &
4
¥
69 ToTR 09t
891 9101S

iiiiiiiiii -3
H

0GJ usyo] Ajunosg

Auoyiny
swie|D

0¢l
Jawiojsuel ]
Swiej)

Gl

Jspinoid Ausp




PCT/US2009/046460

WO 2009/155146

2/4

o g N

\ uswnoog |

oGk
ueNoL

444

Anoeg

sopiAolg

Ryusp

¢ Old

¥4
uoneuasadey

IXSIIO?)

cie

TIT suyoep Aus

90¢
uonesssidey
Amusp
lenbicy

244
8jealie)

g0z

\ voc

N




WO 2009/155146 PCT/US2009/046460

3/4

,@’/30@\\\

Access A Digital Identity Representation e 307
Access Context Information e~ 304

y

Create A Security Token From information In The N
Digital identity Representation And The Context information 306

FIG. 3

/»4()0\

Access A Plurality Of Security Tokens .
Including Context information 402

Determine A Context For A Document Signing Ceremony  F—— 404

Determine That The Context Matches Context Information o
In One Or More Of The Security Tokens 406

v

Display Representations Of The
One Or More Security Tokens 408

FIG. 4



WO 2009/155146

4/4

/, 500\

PCT/US2009/046460

Receive A Document Signed By A Token That Includes
Context Aftributes And Identity Attributes

.

Determine That The Document Is A Validly Signed
Document By Examination Of The Context Altributes
And identity Attributes

e 504

FIG. §



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - claims
	Page 26 - claims
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings

