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APPARATUS AND METHOD FOR SHARING CONTENTS VIA HEADPHONE SET

The present invention allows céntent sharing between users of a communication

system and, more particularly, between a digital data player and a data processing method for
5  sharing contents using headphone sets.

A digital data player such as an MP3 player is capable of downloading and
reproducing desired music from a communication network. As a large collection of digital
music is readily available, users often transfer content from one user to another, thus allowing
the other user to access the music. However, sharing music with a passerby that one might

10 meet on the train or in the park, for example, requires exchanging one’s headphone or
plugging it in the other person’s player. Thus, there is a need for an improved method and
apparatus that enable users to shar:e content directly.

FIG. 1 illustrates two portable devices whereto embodiments of the present
application may be applicable.

15 FIG. 2 shows an illustrative block diagram of a portable music player in accordance
with the present invertion.

FIG. 3 shows an illustrative block diagram of a wireless headphbne set in accordance
with the present invention.

FIG. 4 shows one embodiment of sharing content between users.

20 FIG. 5 shows another embodiment of sharing content between users.

FIG. 6 shows yet another embodiment of sharing content between users.

Referring to FIG. 1, there is shown a diagram where the embodiment of the present
invention may be applicable. When two persons shares music from a single player according
to the teachings of the invention, a connection between the player and two headphone sets (or

25  ear pieces) 2, 4 is made by holding the headphone set or oﬁe of the ear pieces close to the

other person’s player. A disposable encryption key is exchanged when devices are near each
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other, thus allowing the sharing of music without any intervention by the user. The invention
may also use near-field communication (NFC) in the form of RFID tags to exchange wireless
network keys for sharing music. To this end, the headphones 2, 4 are provided with small
RFID tags, and the portable player 10 is provided with an RFID detector. Alternatively, one
user can give the music to the other user by holding the headphone close to the other’s player
for a predetermined time period. |

Now, a description will be made in detail in regards to this invention with reference to
the drawings.

Referring to FIG. 2, a digital déta player 10 in accordance with an embodiment of the

present invention includes a control pad 20 for selecting stored digital music files to be played

- and for inputting commands that are sent from the user; a cryptographic unit 22 for generating

encryption and description key;, a display 24, an RFID reader 26 for sending and receiving -

. control signals; a processor 30 for controlling the functions of all functions of the elements in.
the data player 10 including the signal processing/conversion; a data storage 32 for storing a
plurality of MP3 file bit streams; and it may consist of a variety of possible devices, suchasa
magnetic or optical disk; flash memory or random access memory (RAM); a codec 34 for

.encoding incoming signals according to an encoding algorithm and decoding an output from
the data storage 32 according to a decoding algorithm; a D/A converter 36 for converting the
digital MP3 file signal output from the codec 34 into an analog signal and outputting the
converted analog signal to an audi6 output dévice 38, such as a speaker or a pair of wireless
headphone set or ear phones.

The cryptographic unit 22 contains cryptography algorithm based on the encryption
and decryption keys to authenticate between two devices. Key management to establish
cryptographic connectivity between two entities is well known, thus a detailed description is
omitted herein. Briefly, a digital certificate is typically used to verify the identity and/or

capabilities of a subject or sender of the digital certificate presented to-a recipient. A third
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party, referred to as a certificate authority, researches the sender desiring certification, and
issues a digital certificate to the sender to vouch that the sender of the message is actually
who s/he says s/he is. The certificate authority digitally signs the digital certificate, and the
sender of the digital certiﬁcafe presents the signed digital certificate to the relying party who
trusts the certificate authority. The relying party computes a cryptographic hash of contents of
the digital certificate and uses the cryptographic hash together with a certificate authority's
public key, which is readily available, to verify the digital signature. The digital certificate is
sent by the sender of the digital certificate to the recipient of the digital certificate, and the
recibient obtains a public key of the certificate authority corresponding to a private key used
by the certificate authority to compute the cryptographic hash of the digital certificate. The
recipient authenticates the signature for the digital certificate with the public key and the
computed hash of the digital certificate.

The RFID reader 26 may include an RF transmitter, an RF receiver, an antenna, and
logic for controlling the various components of the memory device. The antenna is generally
formed on a flexible substrate, while analog RF circuits and digital logic and memory circuits
take the form of an integrated circuit ("IC") carried by the substrate and coupled to:the -
antenna. RFID tags may also include a number of discrete components, such as capacitors,
transistors, and diodes. Radio frequency identification ("RFID") tags are a commonly-known
technology that uses wireless communication memory devices to store information. For
exampl;:, an item can carry RFID tags providing information, such as serial numbers, and
enables efficient retrieval of information regarding the item. Since RFID tags are well-known
and widely available, to avoid confusion and prolixity, the nature and structure of these strips
and these materials are not further discussed or described in this disclosure.

The audio output device 38 interacts with the wireless headphone sets 2, 4 based on
optical and/or RF transmission according to an illustrative embodiment of the invention. The

audio output device 38 may include a wireless transmitter having an optical transmitting

PCT/IB2005/053725
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device (e.g., an LED, a laser, and so forth) and an antenna. In the case of wireless optical
transmission, the audio output device 38 transmits optical (digital) signals wirelessly to the
wireless ear phones 2, 4 by pulsing its light output (e.g., “off “equals a zero (0), and “on”
equals a one (1)).

Referring to FIG. 3, wireless headphone sets or ear pieces 2, 4 may include an
antenna 50, an optical sensing unit 54, which may include a photosensitive device 252, such
as a phototransistor, a solar cell(s), a SEED (self-optic effect device), and so forth. The
photosensitive device 54 in the optical sensing unit 54 detects the optical signals wirelessly
transmitted by the audio output device 38 of the data player 10. The transmission and
reception functions of the optical sensing unit 54 can be replaced by the antenna 50, which is
used to wirelessly transmit an RF signal. A modulator/demodulator 52 may be included or
associated with the antennas 50 to perform such functions as are known to one of ordinary
skill .in the related art. The optical sensing unit 54 is used for wireless transmission and
reception of optical signals, respectively. The antenna 52 is used for wireless transmission and
reception of RF signals, respectively.- The wireless ear pieces 2, 4 may further include a
digital-to-analog converter (DAC) 56 for converting the digital signals into analog signals.
The analog signals are then provided to a left-channel ear piece and a right-channel ear piece
either difectly or after processing by another signal processing/conversion using a filter 58 for
filtering of analog signals. It is to be appreciated that different frequencies may be used for
right channels and left channels. It should be noted that in view of the teachings of the
invention provided herein, one of ordinary skill in the related art will contemplate these and
other approaches for facilitating wireless transmission between the data player 10 and the
wireless ear pieces 2, 4 while maintaining the spirit and scope of the invention.

In operation, sharing of music between users of a digital data player is initiated when
one user holds a headphone set or an ear piece close a data player. A direct communication of

the headset with the foreign player can be achieved using RFID provided in the respective

PCT/IB2005/053725
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devices. The headphone set can be provided with an RFID and the RFID reader in the player
can read the ID information and allow the transmission of signals if permission is pre-
assigned to the headphone set. Alternatively, the player can permit the transmission of signals
to a foreign headphone set by an activation of an enable-control button or command. Note that
this could be done when the headphone set uses a limited bandwidth wireless connection
(e.g., Bluetooth). If the player also has a larger bandwidth networking (e.g., WLAN 802.11),
the player would then function as a router.

In alternate embodiment, a common encryption key may be exchanged by which the
ear piece gains access to the music from the player, as described hereinafter.

Referring to FIG. 4, when a user holds a hea(iphone set or an ear piece 2b close to the

player 10b, the player 10b by default encodes a stream of signals with a public key it has

received from the headset 2b. Then, the ear piece 2b can only decode the stream transmitting

from the player 10b using its own pﬁvate key.

Referring to FIG. 5, when a user holds a headphone set or an ear piece 2b close to the
player 10b, the ear piece 2b transmits its ID encrypted using its own private key. In turn,
using the public key of the ear piece 2b, the player 10b determines the ID of the ear piece for
validation, and, if permitted, allow or deny the communication connection without requiring
the user to act. '

FIG. 6 shows sharing of music between users of a digital data player according to
another embodiment. A user initiates by holding a headphone set 2b (or an ear piece) close
another user’s headphone 4a. The headphone 4a in turn transmits the signals from the
headphone 2b to the player 10b. To this end, the earpiece would be equipped with, for
example, a transceiver circuit to relay the signals received from the another headphone to its
own player. Upon receiving the signals of headphone set 2b via headphone set 4a, the player

10b transmits the music to both headphones 2 and 4 after the verification process described

PCT/IB2005/053725
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above with reference to FIGs. 4 and 5. To avoid redundancy, the detailed description is
omitted herein.

While the preferred embodiments of the present invention have been illustrated and
described, it will be understood by those skilled in the art that various changes and
modifications may be made, and equivalents may be substituted for elements thereof without
departing from the true scope of the present invention. In addition, many modifications may
be made to adapt to a particular situation and the teaching of the present invention without
departing from the central scope. For example, one of the headset can be integrated into a
wearable garment, such that the teachings of the invention can be app]ied to a set of earpiece
and a wearable garment ec;uipped with a headset. Therefore, it is intended that the present
invention not be limited to th¢ particular embodiment disclosed as the best rhode

contemplated for carrying out the present invention, but that the present invention include all:

embodiments falling within the scope of the appended claims.
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Claims:
1. An apparatus for reproducing data, comprising:

a memory(32) for storing a pre-recorded audio data;

a decoder(34) for decoding the audio data for a subsequent output to at least one
headphone set(2,4) in communication with said apparatus; and

‘an ID reader(26) for detecting at least one foreign headphone set(2,4) to determine
whether said foreign headphone set (2,4) has a right to access a requested cryptographic class

of service.

2. The apparatus of claim 1, further comprising a cryptographic unit(22) for providing

cryptographic functions.

3. The apparatus of claim 2, wherein said cryptographic unit(22) including at least one
preprogrammed encrypting/decrypting key to apply to a digital data received from said
foreign headphone set(2,4) to establish a communication with said foreign headphone

set(2,4).

4. The apparatus of claim 1, wherein said ID reader(26) is an RFID reader to verify a

machine-readable symbol on an RFID tag provided in said at least one headphone set(2,4).

5. The apparatus of claim 1, further comprising a control input for controlling the

reproducing of said audio data based on a key input from an operator.

6. The apparatus of claim 1, wherein said decoder(34) decodes MP3 files.
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7. The apparatus of claim 1, wherein said at least one headphone set(2,4) is a wireless

headphone.

8. The apparatus of claim 1, wherein said at least one headphone set(2,4) is integrated

into a wearable garment.

9. A data reproducing device for sharing reproduced data between a plurality of
headphone sets, comprising:

a transmitting unit for transmitting said reproduced data to a first headphone set; and

a detecting unit for detecting .a second headphone set present near said data
reproducing device or said first headphone set in order to validate whether said second
headphone set has a right to receive said reproduced data; and

means for transmitting said reproduced data to said second headphone set after

successful validation.

10. The device of claim 9, further comprising a cryptographic unit(22) for providing

cryptographic functions to perform the validation of right to receive said reproduced data.

11. The device of claim 10, wherein said cryptographic unit(22) including at least one
preprogrammed encrypting/decrypting key to apply to a digital data received from said

second headphone set to establish a communication with said second headphone set.

12. The device of claim 9, further comprising an RFID reader to verify a machine-

readable symbol on an RFID tag provided.in said second headphone set.
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13. The apparatus of claim 9, wherein said at least one headphone set(2,4) is integrated
into a wearable garment.
14. The device of claim 9, wherein said first and second headphone sets(2,4) are wireless

headphones.

15. A method for sharing data between a plurality of headphone sets(2,4), the method
comprising the steps of:

establishing a communication connection between a data reproducing unit and a first
headphone set;

detecting a second headphone set to determine whether said second headphone set has
a right to receive data transmission from said data reproducing unit; and

upon successful determination, transmitting the data transmission to said second

headphone set.

16. The method of claim 15, wherein said detection is validated by applying

encrypting/decrypting key to digital data received from said second headphone set.

17. The method of claim 15, wherein said detection is validated upon confirmation of a

machine-readable symbol on an RFID tag provided in said second headphone set.

18. The method of claim 15, wherein said first and second headphone sets(2,4) are

wireless headphones.

19. The method of claim 15, wherein said at least one headphone set(2,4) is integrated

into a wearable garment.
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