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(57) ABSTRACT 
The present invention relates to a system comprising at least 
one primary station and at least one secondary station, 
wherein the primary station comprises communication 
means for communicating with the secondary station in 
accordance with a first protocol, wherein the communication 
means are arranged for communicating with a plurality of 
further stations in accordance with a further protocol, and 
wherein the primary station comprises control means for 
generating a message to be broadcast to the secondary station, 
said message comprising purposely erroneous information 
causing the at least one secondary station to remain silent for 
a predetermined duration. 
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METHOD FOR COMMUNICATING INA 
NETWORK, A SYSTEMAND A PRIMARY 

STATION THEREFOR 

0001. This application claims the benefit or priority of and 
describes relationships between the following applications: 
wherein this application is a continuation of U.S. patent appli 
cation Ser. No. 13/058722, filed Feb. 11, 2011, which is the 
National Stage of International Application No. PCT/ 
IB2009/053457, filed Aug. 7, 2009, which claims the priority 
of foreign application EPO 08300256.8 filed Aug. 14, 2008, 
all of which are incorporated herein in whole by reference. 
0002 The present invention relates to a method for com 
municating in a network, said network coexisting with a 
further network. The present invention also relates to a pri 
mary station and a system comprising Such a primary station. 
0003. This invention is, for example, relevant for coexist 
ence of two networks, as two wireless networks sharing at 
least partly the same bandwidth or at least interfering one with 
another. In an example a first network is a Wifi or WLAN 
network, and a second network is a Zigbee or IEEE 802.15.4 
network. 
0004. In a communication network, interference can be 
caused by neighbouring communication, like wired commu 
nication sharing the same medium or wireless communica 
tions sharing the same resource like a frequency band. As an 
example, Zigbee devices are low cost/low power wireless 
devices that may operate at a frequency band of 2.4 GHz with 
a transmission power of 1 mW (0dBm). This frequency band 
is used by other technologies like Bluetooth, WiFi or IEEE 
802.11 wireless Local Area Network (WLAN). Some other 
interference may occur from other devices in this band like 
microwave ovens. It is understood that WLAN devices pose 
the most serious issue for the operation of Zigbee devices for 
the transmission power of WLAN devices is substantially 
higher than the transmission power of Zigbee devices, typi 
cally 100 mW or 20 dBm. Moreover, WLAN devices, used 
everywhere, operates on a bandwidth broader than the one of 
Zigbee devices. 
0005. As a consequence, it has been observed that a Zig 
bee network operates poorly with a WLAN network coexist 
ence. The coexistence performance depends on the distance 
between WLAN interference and Zigbee devices. Since sev 
eral applications of Zigbee (lighting of building, medical or 
patient monitoring) need a reliable communication within an 
environment which will likely contains at least one WLAN 
network, it is a need to propose a solution to reduce the 
amount of interference to enable the Zigbee network to oper 
ate. 

0006. It is an object of the invention to alleviate these 
drawbacks. 
0007. It is another object of the invention to propose a 
method which permits to ensure a reliable communication 
even if there is coexistence of several networks. 
0008 Still another object of the invention is to propose a 
device enabling a robust way of reducing the interference 
being transparent for the coexistent networks. 
0009. To this end, in accordance with the invention a com 
munication system is proposed, said system comprising at 
least one primary station and at least one secondary station, 
wherein the primary station comprises communication 
means for communicating with the secondary station in 
accordance with a first protocol, wherein the communication 
means are arranged for communicating with a plurality of 
further stations in accordance with a further protocol, and 
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wherein the primary station comprises control means for 
generating a message to be broadcast to the secondary station, 
said message comprising purposely erroneous information 
causing the at least one secondary station to remain silent for 
a predetermined duration. 
0010. In accordance with another aspect of the invention, 

it is proposed a method for communicating in a network 
comprising at least one primary station and at least one sec 
ondary station, wherein the primary station communicates 
with the secondary station in accordance with a first protocol, 
wherein the primary station communicates with a plurality of 
further stations inaccordance with a further protocol, and said 
method comprising generating a message to be broadcast to 
the secondary station, said message comprising purposely 
erroneous information causing the at least one secondary 
station to remain silent for a predetermined duration. 
0011. In accordance with still another aspect of the inven 
tion, a primary station is proposed for communicating within 
a network comprising at least one secondary station, wherein 
the primary station comprises communication means for 
communicating with the secondary station in accordance 
with a first protocol, wherein the communication means are 
arranged for communicating with a plurality of further sta 
tions in accordance with a further protocol, and wherein the 
primary station comprises control means for generating a 
message to be broadcast to the secondary station, said mes 
sage comprising purposely erroneous information causing 
the at least one secondary station to remain silent for a pre 
determined duration. 
0012. As a consequence, the interference may be reduced 
or even nullified when data needs to be transmitted by the 
devices using the second protocol. This enables also not to 
amend any of the technical specifications of the coexisting 
protocols, and this system is transparent for any devices. 
0013 These and other aspects of the invention will be 
apparent from and will be elucidated with reference to the 
embodiments described hereinafter. 
0014. The present invention will now be described in more 
detail, by way of example, with reference to the accompany 
ing drawings, wherein: 
0015 FIG. 1 is a block diagram of a networkinaccordance 
with a first embodiment of the invention in an interfering 
network. 
0016 FIG. 2 is a time chart representing the messages sent 
in accordance with the first embodiment. 
0017 FIG.3 is a time chart representing the messages sent 
in accordance with a second embodiment of the invention. 
0018 FIG. 4 is time chart representing the messages sent 
in accordance with a third embodiment of the invention. 
0019 FIG. 5 is a flowchart representing a method in accor 
dance with an aspect of the invention. 
0020. The present invention relates to a network compris 
ing nodes coexisting with a second network, and sharing at 
least partly the same resource. 
0021. In the first embodiment illustrated on FIG. 1, a first 
network comprising a plurality of wireless nodes 101 shares 
the same resource with a second network comprising a plu 
rality of wireless nodes 102. In this example the first network 
is a Wifi network like a WLAN, and the second network is a 
adhoc network, like a Zigbee network. In this case, the shared 
resource is a frequency band. In other example, the shared 
resource could be a time slot or a spreading code. 
0022. As explained in the preamble of the description, 
when a Zigbee node 102 wishes to communicate with another 
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node, the interference caused by the surrounding WLAN 
nodes 101 makes the connection difficult and sometimes 
impossible. 
0023. In accordance with a first embodiment of the inven 
tion, a gateway or a primary station 103 is able to communi 
cate both with Zigbee nodes and WLAN nodes, or at least can 
understand both protocols. For instance, this primary station 
103 is a computer having connections to other WLAN nodes 
101 and communicating with the Zigbee nodes 102. Another 
example is for patient monitoring application, ZigBee con 
nects medical monitoring sensors on a patient’s body to a 
bedside monitor. The bedside monitor may use WLAN to 
relay monitoring data across hospital WLAN network to a 
remote central server. In lighting control application, to over 
come scalability issue, multi-hop ZigBee networks are con 
nected to a multi-hop WLAN infrastructure, where control 
and sensing data are relayed to a central controller. For both 
cases, there are sensor network gateway devices that have 
both ZigBee and WLAN interfaces. 
0024. In accordance with a first embodiment of the inven 
tion, the primary station 103 is a sensor gateway. In an 
example of the invention the primary station comprises two 
different transmitter to communicate in each protocol. A 
transmitter 1031 is used to communicate with the WLAN 
nodes 101, and second transmitter 1032 is used to communi 
cate with the Zigbee nodes 102. 
0025. In accordance with a first embodiment of the inven 
tion, when a Zigbee node 102 wishes to send data to another 
Zigbee node within the coverage R of the primary station 103, 
this primary station 103 transmits a message containing pur 
posely an error in order to silent the neighbouring WLAN 
nodes 101. 
0026. This permits to reduce or nullify all WLAN inter 
ference for a predetermined period during which the Zigbee 
nodes are able to communicate with each other. In accordance 
with a first embodiment illustrated on FIG. 2, the primary 
station 103 transmits a RTS (Ready to Send) message to an 
address that is currently not present in the network. It means 
that the WLAN stations 101 in the surroundings believe that 
a data transmission to another WLAN station has been sched 
uled, although this address does not correspond to any valid 
address. 

0027. As a result, no WLAN station 101 in the surround 
ing area R will response with a CTS message. However, the 
WLAN stations that receive the RTS message will keep silent 
either until the time specified in the NAV field in the RTS 
message expires or optionally untila RTS timeout value in the 
new update of IEEE 802.11 standard. 
0028. This first embodiment is based on the idea of mak 
ing use of the WLAN interfaces of sensor gateways to send 
out redundant or gratuitous WLAN messages in their original 
forms or in modified forms, which are able to inhibit WLAN 
interfering stations from transmitting for specified time dura 
tion in the message. According to the IEEE 802.11 standard, 
RTS and CTS messages are used for eliminating hidden 
nodes. Within a RTS or CTS message, there is a value called 
Network Allocation Vector (NAV) that is time value in micro 
seconds. Stations overhear a RTS or a CTS message should 
update their NAV value according to the value indicated by 
the RTS or CTS message. Stations are then refrained from any 
transmission before their NAV value reaches zero. In IEEE 
802.11g standard, in order to be backward compatible (i.e. be 
compatible with IEEE802.11 and IEEE 802.11b devices), an 
IEEE 802.11g device sends out a CTS message with the 
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address of itself to silent surrounding IEEE 802.11 and IEEE 
802.11b device before it sends a DATA packet in IEEE 802. 
11g format, which cannot be understood by legacy IEEE 
802.11 and IEEE 802.11b devices. The CTS messages sent 
out by an IEEE 802.11g device, however, is in the legacy 
format that can be understood by legacy devices. The NAV 
value contained in a CTS message is used to prevent legacy 
devices from potential transmissions. 
0029. As can be seen on FIG. 2, it is further depicted how 
a gratuitous RTS or CTS message 200 is used to silent WLAN 
interference nodes 101 from any transmission in accordance 
with the first embodiment. The overhearing WLAN interfer 
ence stations will have to update their NAV value according to 
what is indicated in the RTS message and will not try to access 
the medium for the NAV time indicated. The ZigBee nodes 
102 cannot overhear the sent RTS message. As a result, Zig 
Bee devices will try to access the idle medium cleared by the 
RTS message, and will transmit their packets accordingly. If 
the NAV value is made sufficiently large, multiple ZigBee 
transmissions can be accommodated by just one RTS mes 
sage. Indeed, the maximum valid NAV value is 32.767 ms. As 
a comparison, a ZigBee packet with maximum allowed pay 
load occupies 4.256 ms on the air. Hence the idle time created 
by the RTS message can potentially allow multiple ZigBee 
packets to be exchanged without any fear for interferences. 
0030. In a second embodiment illustrated on FIG. 3, the 
primary station 103 transmits a fake Data packet 300. In fact, 
it is proposed to send a data for instance with a header indi 
cating a data length which is longer than effective. Thus, the 
surrounding WLAN stations 101 overhearing the header, will 
not communicate during the length indicated in the header of 
the data packet. 
0031. In this case depicted on FIG. 3, a DATA message 
that the sensor gateway sends contains a fake length of the 
DATA message. The transmitted DATA message is short in 
duration; hence makes room for ZigBee transmissions. 
0032. In a third embodiment illustrated on FIG. 4, the 
message sent by the primary station is a beacon 400 indicating 
the beginning of a contention free period, and wherein the 
erroneous information comprises the length of the contention 
free period. In the IEEE 802.11 specification, all WLAN 
station that overhears the beacon commands will have to be 
silent for the specified period to allow contention free trans 
mission. In this fourth embodiment, the sensor gateway does 
not really initiate CFP transmissions; it simply silent the 
media for ZigBee to communicate. 
0033. As illustrated on FIG. 5, the method in accordance 
with an example of the invention, begins by the detecting of 
any need from the Zigbee nodes 102 to transmit messages 
(S501 and S502). Then, the primary station sends out mes 
sages including errors on purpose, like RTS or CTS only 
when there is downlink traffic, at step S503. Here the RTS or 
CTS message is used broadly to cover all the protocol mes 
sages discussed in the various embodiments disclosed above 
that a sensor gateway could send to silent the media. For 
example, when primary station receives a packet or itself 
generates a packet that needs to be transmitted downlink from 
its ZigBee interface 1032, the primary station generates a 
RTS/CTS message to be transmitted first from its WLAN 
interface (S504). When the RTS/CTS message is transmitted 
successfully, the downlink packet is sent to the ZigBee inter 
face 1032 to be transmitted at step S505. In this way, the 
downlink ZigBee packet will not experience interferences as 
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the priori RTS/CTS message has disabled all surrounding 
interfering stations from transmissions. 
0034. Another variant of this method is that the primary 
station can learn from the history of pastuplink transmissions 
and predict the pattern of uplink transmissions. Such as aver 
age frequency and duration of uplink transmissions. By doing 
this it can learn how much time is required to reserve for the 
Zigbee transmissions, and in which cases. Alternatively, the 
primary station can be instructed explicitly with the transmis 
sion pattern of uplink transmissions. Based on the instructed 
or predicted transmission pattern, the primary station 103 can 
try to arrange transmissions of RTS/CTS messages in Such a 
way that WLAN interfering stations would be silent for the 
anticipated uplink ZigBee transmissions. 
0035) Still another variant of the method is that RTS/CTS 
messages will be sent after a downlink message is being sent 
that Solicits uplink messages towards the primary station. One 
example is a downlink broadcast message that is sent from the 
primary station 103 to all associated ZigBee nodes 102. The 
downlink message Solicits each node to send back certain 
status information. As such, after the downlink broadcast 
message, it is anticipated by the sensor gateway that uplink 
messages will be received for certain duration. The sensor 
gateway could transmit RTS/CTS messages to clear the wire 
less media for the anticipated duration to facilitate interfer 
ence-free transmissions of uplink ZigBee traffic. 
0036. This invention and its various embodiments may be 
implemented in networks communication systems where 
communication protocols are coexisting and interfering. 
0037. In the present specification and claims the word “a” 
or'an' preceding an element does not exclude the presence of 
a plurality of such elements. Further, the word “comprising 
does not exclude the presence of other elements or steps than 
those listed. 

0038. The inclusion of reference signs in parentheses in 
the claims is intended to aid understanding and is not intended 
to be limiting. 
0039. From reading the present disclosure, other modifi 
cations will be apparent to persons skilled in the art. Such 
modifications may involve other features which are already 
known in the art of radio communication and the art of trans 
mitter power control and which may be used instead of or in 
addition to features already described herein. 

1. A system comprising: 
at least one primary station and 
at least one secondary station, 
wherein the at least one primary station comprises 

communication means for communicating with the at 
least one secondary station in accordance with a first 
protocol, wherein the communication means are 
arranged for communicating with a plurality of fur 
ther stations in accordance with a further protocol, 
and 

control means for generating a message to be broadcast 
to the secondary station, said message comprising 
purposely erroneous information causing the at least 
one secondary station to remain silent for a predeter 
mined duration, and 

wherein the message is a data packet and wherein the 
erroneous information comprises the length of the 
data packet. 
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2. The system of claim 1 wherein the further stations are 
arranged for communicating with one another during the 
predetermined duration in accordance with the further proto 
col. 

3. The system of claim 1, wherein the message is a data 
packet and wherein the erroneous information comprises the 
length of the data packet. 

4. A system comprising: 
at least one primary station and 
at least one secondary station, 
wherein the primary station comprises: 

communication means for communicating with the at least 
one secondary station in accordance with a first protocol, 
wherein the communication means are arranged for 
communicating with a plurality of further stations in accor 
dance with a further protocol; and 

control means for generating a message to be broadcast to 
the at least one secondary station, said message com 
prising purposely erroneous information causing the at 
least one secondary station to remain silent for a prede 
termined duration; and 

wherein the message is a beacon indicating the beginning 
of a contention free period, and wherein the erroneous 
information comprises the length of the contention free 
period. 

5. A system, comprising: 
at least one primary station and 
at least one secondary station, 
wherein the at least one primary station comprises: 

communication means for communicating with the at least 
one secondary station in accordance with a first protocol, 
wherein the communication means are arranged for commu 
nicating with a plurality of further stations in accordance with 
a further protocol; and 

control means for generating a message to be broadcast to 
the secondary station, said message comprising pur 
posely erroneous information causing the at least one 
secondary station to remain silent for a predetermined 
duration; and 

wherein the message is a Ready to Send message indicat 
ing that the primary station is scheduling a data trans 
mission to a secondary station, and wherein the errone 
ous information comprises a nonvalid secondary station 
address. 

6. The system of claim 1 wherein the control means of the 
primary station are arranged to generate a message in 
response to arrival of data to be transmitted to at least one of 
the further stations. 

7. The system of claim 1 wherein the further protocol is a 
wireless ad hoc network protocol. 

8. The system of claim 1 wherein the first protocol is a 
wireless local area network. 

9. A method for communicating in a network comprising at 
least one primary station and at least one secondary station, 
wherein the at least one primary station communicates with 
the at least one secondary station in accordance with a first 
protocol, wherein the at least one primary station communi 
cates with a plurality of further stations in accordance with a 
further protocol, and said method comprising: 

generating a message to be broadcast to the secondary 
station, said message comprising purposely erroneous 
information causing the at least one secondary station to 
remain silent for a predetermined duration; and 
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wherein the message is a beacon indicating the beginning 
of a contention free period, and wherein the erroneous 
information comprises the length of the contention free 
period. 

10. A primary station for communicating within a network 
comprising at least one secondary station, wherein the pri 
mary station comprises: 

communication means for communicating with the at least 
one secondary station inaccordance with a first protocol, 
wherein the communication means are arranged for 
communicating with a plurality of further stations in 
accordance with a further protocol, and 

wherein the primary station comprises; and 
control means for generating a message to be broadcast to 

the secondary station, said message comprising pur 
posely erroneous information causing the at least one 
secondary station to remain silent for a predetermined 
duration; and 

wherein the message is a Ready to Send message indicat 
ing that the primary station is scheduling a data trans 
mission to a secondary station, and wherein the errone 
ous information comprises a nonvalid secondary station 
address. 
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