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Description 

The  invention  generally  relates  to  methods  and 
apparatus  used  in  Fiber  Distributed  Data  Interface 
(FDDI)  networks  to  monitor  link  quality  and  isolate 
faults.  More  particularly,  the  invention  relates  to 
methods  and  apparatus  which  monitor  bit  error  rate  at 
the  physical  (PHY)  management  layer  of  the  FDDI  hi- 
erarchy,  using  existing  line  status  information,  to  lo- 
calize  and  isolate  faults 

FDDI  token  ring  networks  are  well  known  to  those 
skilled  in  optical  data  path  communications  technolo- 
gy.  FDDI  is  a  result  of  American  National  Standards 
Committee  X3T9  and  grew  from  the  need  for  high 
speed  interconnection  among  main  frames,  minicom- 
puters  and  associated  peripherals.  It  supports  a  vari- 
ety  of  front-end,  back-end  and  backbone  networks 
configured  in  a  variety  of  topologies  and  provides  for 
secure  100  and  200  megabit  per  second  transmission 
across  long  distance  links  (e.g.,  100  km),  with  excel- 
lent  immunity  to  the  effects  of  electrical  radiation  and 
common  mode  voltages. 

In  order  to  appreciate  the  context  in  which  the 
novel  tester  methods  and  apparatus  are  used,  a  brief 
description  of  the  structure  of  an  FDDI  token  ring  net- 
work  will  first  be  set  forth. 

At  least  part  of  the  rationale  behind  organizing 
FDDI  as  a  ring  is  based  on  the  nature  of  optical  com- 
munication.  Bus  and  passive  star  topologies  would  re- 
quire  the  optical  transmission  to  be  detected  at  sev- 
eral  sources  simultaneously.  Although  fiber-optic 
taps  are  currently  becoming  available,  the  optical  at- 
tenuation  caused  by  such  a  device  would  severly  re- 
strict  the  number  of  nodes  on  the  network. 

Fiber-optic  communication  is  still  best  suited  for 
point-to-point  transmission.  Two  types  of  Local  Area 
Network  (LAN)  topologies  can  be  realized  with  point- 
to-point  links:  the  active  hub  star  and  the  ring.  Active 
stars  introduce  a  single  failure  point  that  can  disable 
the  entire  LAN.  Single-ring  networks  also  are  prone 
to  failures  at  any  node.  FDDI  alleviates  this  problem 
with  the  dual-ring  approach. 

An  FDDI  ring  typically  comprises  a  variety  of  sta- 
tion  types.  Class  A  stations  connect  to  both  the  pri- 
mary  and  secondary  rings  of  the  network  and  are  of- 
ten  referred  to  as  "dual  attachment  stations".  Data 
flows  in  opposite  directions  on  the  two  rings.  The 
Class  Astation  can  act  as  a  wiring  concentrator,  serv- 
ing  to  interconnect  several  single-attachment  or 
Class  B  stations  to  the  ring.  Wiring  concentrators  give 
the  network  administrator  a  single  maintenance  point 
for  a  large  number  of  stations.  Class  B  attacmnents 
trade  lower  implementation  costs  and  ease  in  servic- 
ing  against  the  fault  tolerance  afforded  in  a  Class  A 
station. 

The  FDDI  defined  in  X3T9  relates  to  the  lower 
layers  of  the  Open  Systems  Interconnection/Interna- 
tional  Organization  for  Standardization  (OSI/ISO) 

model  as  follows. 
The  lowest  layer  of  the  OSI  model,  the  Physical 

Layer,  is  described  in  two  documents.  The  first,  the 
FDDI  Physical  Medium  Dependent  (PMD)  document, 

5  details  optical  specifications  for  FDDI.  PMD  defines 
the  wavelength  foroptical  transmission,  the  fiberoptic 
connector  employed,  and  the  function  of  the  optical 
receiver.  PMD  also  details  an  optional  optical  by-pass 
switch  that  can  be  incorporated  within  a  station. 

10  The  second  document  describes  the  FDDI  Phys- 
ical  Sublayer  (PHY)  which  is  the  upper  sublayerwithin 
the  OSI  Physical  Layer.  PHY  defines  the  4B/5B 
group-encoding  scheme  used  to  represent  data  and 
control  symbols  on  the  network.  PHY  also  describes 

15  the  method  for  retiming  transmission  within  the 
mode. 

The  Data  Link  Layer  in  the  OSI  model  is  often 
subdivided  into  two  sublayers:  Link  Layer  Control 
(LLC)  and  Media  Access  Control  (MAC).  FDDI  de- 

20  fines  the  lowest  of  these  sublayers,  MAC.  Among 
other  things,  MAC  defines  the  recovery,  mechanisms 
required  for  FDDI. 

Another  key  element  in  the  FDDI  standards  is 
Station  Management  (SMT).  SMT  falls  outside  of  the 

25  scope  of  the  OSI  model  and  provides  the  intelligence 
that  allows  cohesive  operation  of  the  individual  sub- 
layers  in  an  FDDI  node.  SMT  defines  error  detection 
and  fault  isolation  algorithms. 

Having  briefly  described  the  structure  and  com- 
30  ponents  of  an  FDDI  ring  it  should  be  clear  that  phys- 

ical  link  integrity  needs  to  be  assured.  Thus,  in  high 
speed  token  ring  networks,  it  is  important  to  monitor 
the  quality  of  the  physical  links  on  a  continuous  basis, 
identify  bad  links  and  isolate  them.  One  means  of 

35  identifying  a  bad  link  is  to  maintain  a  bit  error  rate 
count  and  exclude  a  link  whenever  a  threshold  of  bit 
error  rate,  determined  by  the  network  manager,  is  ex- 
ceeded.  This  prevents  error  propagation  and  insures 
that  network  throughput  is  efficiently  maintained. 

40  The  FDDI  standard  has  specified  certain  servic- 
es  in  its  MAC  layer/SMT  layer  interface  for  the  pur- 
pose  of  monitoring  frames  with  errors  or  violation 
symbols.  Though  it  serves  as  a  measure  of  the  quality 
of  the  physical  connection  between  adjacent  MACs, 

45  these  services  do  not  monitor  an  idle  ring.  Also,  these 
services  fail  to  isolate  the  fault  to  a  specific  physical 
link  if  there  are  many  intervening  physical  links  in  be- 
tween  adjacent  MACs.  This  situation  is  bound  to  hap- 
pen  in  a  secondary  ring  with  fewer  MACs  if  not  all  dual 

so  attachment  stations  have  two  MACs  in  them.  In  such 
cases,  a  need  arises  to  monitor  linkquality  at  the  PHY 
layer  level. 

Moreover,  dual  MACs  cannot  isolate  single  errors 
in  single  attachment  stations  connected  to  a  concen- 

55  trator.  This  is  because  the  MAC  at  the  concentrator 
sees  only  the  final  PHY  which  attaches  to  its  single 
attachment  station.  Though  known  connection  man- 
agement  (CMT)  methods  and  apparatus  can  take 
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care  of  long  term  noise,  these  methods  and  appara- 
tus  cannot  account  for  single  errors. 

For  the  aforementioned  reasons,  it  would  be  de- 
sirable  to  be  able  to  continuously  monitor  link  quality 
at  the  PHY  layer  without  using  the  MAC. 
European  Patent  EP-A-0  052  390  (and  equivalent  US 
4  462  099)  describes  a  data  transmission  system  hav- 
ing  a  plurality  of  terminal  units  10.2-10.4  which  are  in- 
terlinked  by  inputlines  12and  13.  Atest  circuit  in  each 
terminal  unit  investigates  separate  copies  of  test  sig- 
nals  to  test  whether  they  are  free  from  errors  and 
switches  the  input  from  line  12  to  line  13  if  the  error 
rate  is  larger  than  a  preset  error  value. 

SUMMARY  OF  THE  INVENTION 

Methods  and  apparatus  will  be  described  which 
provide  continuous  bit  error  rate  monitoring  at  the 
PHY  level  using  existing  line  status  information  from 
PHY.  Simple  error  detection  logic,  in  combination  with 
an  error  counter  and  a  timer,  is  used  to  detect  errors 
during  active  or  idle  line  state  conditions. 

We  will  describe  a  method  (and  apparatus  for  im- 
plementing  it)  which  involves  counting  n  bytes  of  Line 
State  Unknown  (LSU)  when  in  Active  Line  State  (ALS) 
and  m  bytes  of  LSU  in  Idle  Line  State  (ILS),  and  treat- 
ing  that  as  one  error  event  for  the  purpose  of  contin- 
uous  link  quality  monitoring.  According  to  the  prefer- 
red  embodiment  of  the  invention  n=4  and  m=1. 

The  only  assumptions  made  in  this  described 
method  are  that  the  error  does  not  occur  as  the  last 
byte  of  a  frame  and  that  the  error  occurs  as  an  LSU. 
If  it  occurs  as  the  last  or  the  second  last  byte,  that 
count  is  missed.  Otherwise  all  other  cases  of  noise 
are  accounted  for.  If  there  is  more  than  one  noise 
event  in  a  frame  it  is  still  counted  as  one  noise  event. 
More  than  one  noise  event  is  less  likely  for  a  random 
noise  situation. 

Further,  as  we  will  describe  with  reference  to  a 
preferred  embodiment  of  the  invention,  Line  State 
(ALS  or  ILS)  signals  are  used  to  enable  a  timer  which 
measures  the  duration  of  time  over  which  link  quality 
is  being  monitored. 

The  timer  can  be  reset  by  any  of  a  set  of  signals 
including  certain  signals  generated  internally  by  the 
tester  of  the  invention,  system  generated  signals  and 
other  signals  generated  by  encoder/decoder  (EN- 
DEC)  logic  such  as  described  in  our  US  Patent  No. 
4,703,486. 

By  way  of  example,  the  ENDEC  logic  generates 
the  HALT,  QUIET,  MASTER  and  IDLE  line  state  indi- 
cator  inputs  used  by  the  novel  tester  (in  a  manner  to 
be  described  hereinafter)  to  monitor  bit  error  rate 
count  over  a  controlled  time  interval. 

The  timer  is  used  in  combination  with  an  error 
counter  which  accumulates  an  error  event  count,  per- 
iodically  stores  the  count  and,  on  exceeding  a  prede- 
termined  error  threshold,  signals  a  bad  link.  In  accor- 

dance  with  the  preferred  embodiment  of  the  inven- 
tion,  bad  link  signals  are  sent  to  upper  layers,  outside 
of  a  given  FDDI  station,  such  as  the  System's  Man- 
agement  Application  Process  (SMAP)  layer.  From 

5  such  a  layer  control  can  be  exercised  to  excise  a  bad 
link  if  possible. 

The  logic  for  generating  error  event  signals  is  de- 
scribed  in  detail  hereinafter  and  can  be  fabricated  us- 
ing  a  combination  of  D  flip-flops,  AND  gates  and  an 

10  OR  gate. 
The  tester  of  the  invention  can  be  located  either 

inside  or  outside  the  PHY  layer;  but  preferrably  is  sit- 
uated  in  the  Station  Management  Layer  which  is  par- 
allel  to  the  MAC  and  PHY  layers. 

15  We  will  describe  a  method  of  apparatus  perform 
continuous  bit  error  rate  monitoring  at  the  PHY  level 
of  an  FDDI. 

We  will  describe  a  method  and  apparatus  to  per- 
form  said  bit  rate  monitoring  using  existing  line  state 

20  information  available  at  the  PHY  layer. 
We  will  describe  a  tester  that  can  be  easily  fabri- 

cated  using  low  cost,  off-the-shelf  components. 
We  will  describe  a  tester  that  may  be  installed  in 

the  SMT  and  which  provides  link  status  to  upper  lay- 
25  ers  such  as  the  SMAP;  but  which  is  fully  operational 

if  installed  in  other  locations,  such  as  within  the  PHY 
layer. 

We  will  describe  a  method  and  apparatus  which 
is  able  to  perform  continuous  bit  error  rate  monitoring 

30  at  the  PHY  layer  using  existing  line  state  information 
available  at  the  PHY  layer,  and  is  comprised  of  sim- 
ple,  low  cost,  off-the-shelf  components,  etc. 

The  present  invention  provides  apparatus  for 
performing  continuous  bit  error  rate  monitoring  at  the 

35  physical  layer  in  each  node  of  a  Fiber  Distributed  Data 
Interface  dual  token  ring  network  wherein  each  node 
in  said  network  also  includes  a  Station  Management 
layer,  a  Media  Access  Control  layer,  a  line  state  signal 
generator  for  generating  a  predetermined  set  of  line 

40  state  signals  under  predetermined  conditions,  and  a 
byte  clock  signal  generator  for  generating  clocking 
signals,  comprising: 

(a)  tester  logic  means,  coupled  to  said  line  state 
signal  generator,  for  outputting  error  event  sig- 

45  nals  as  a  function  of  a  first  subset  of  said  set  of 
line  state  signals  which  include  an  Active  Line 
State  signal,  an  Idle  Line  State  signal  and  a  Line 
State  Unknown  signal; 
(b)  resettable  error  count  means,  coupled  to  said 

so  tester  logic  means,  enabled  whenever  an  error 
event  signal  is  output  by  said  tester  logic  means, 
for  accumulating  an  error  event  count  wherein 
said  error  count  means  includes  means  whereby 
it  may  be  programmed,  by  inputting  a  maximum 

55  error  count  input  signal,  to  generate  a  full  count 
signal  whenever  the  counter  is  enabled  and 
reaches  said  maximum  error  count  before  being 
reset;  and 
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(c)  resettable  timer  means,  coupled  to  said  line 
state  signal  generator  and  said  byte  clock  signal 
generator,  operable  as  a  function  of  a  second 
subset  of  said  set  of  line  state  signals,  for  accu- 
mulating  a  measure  of  the  time  elapsed  from 
timer  means  enablement  until  timer  means  reset, 
wherein  said  timer  means  includes  means  where- 
by  it  may  be  programmed,  by  inputting  a  maxi- 
mum  elapsed  time  input  signal,  to  generate  a 
timer  expiration  signal  whenever  the  timer  is  en- 
abled  and  reaches  said  maximum  elapsed  time 
before  being  reset. 
The  present  invention  provides  a  method  for  iso- 

lating  faults  in  a  high  speed  FDDI  token  ring  network, 
comprising  the  steps  of: 

(a)  utilizing  line  state  information  at  the  PHY  layer 
of  the  FDDI  network  to  detect  and  signal  error 
events  including  counting  n  occurrences  of  Line 
State  Unknown  in  Active  Line  State  and  counting 
m  occurrences  of  LSU  in  Idle  line  State  before  sig- 
nalling  an  error  event; 
(b)  outputting  an  error  event  signal  for  each  de- 
tected  error  event; 
(c)  providing  a  predetermined  monitoring  interval, 
started  as  a  function  of  a  set  of  line  state  signals 
and  ending  at  a  predetermined  maximum  time 
thereafter; 
(d)  counting  signalled  error  events  over  said  pre- 
determined  monitoring  interval  to  develop  an  ac- 
cumulated  error  count; 
(e)  periodically  storing  said  accumulated  error 
count  value; 
(f)  comparing  said  accumulated  error  count  with 
a  preselected  maximum  error  count  value  to  gen- 
erate  a  full  count  signal  when  said  accumulated 
error  count  reaches  said  preselected  maximum 
error  count  value; 
(g)  signalling  a  bad  link  to  upper  FDDI  manage- 
ment  whenever  said  accumulated  error  count 
equals  said  maximum  error  count  value  before 
expiration  of  the  monitoring  interval. 
These  and  other  objects  and  features  of  the  in- 

vention  will  become  apparent  to  those  skilled  in  the 
art  upon  consideration  of  the  following  detailed  de- 
scription  and  the  accompanying  Drawing,  in  which 
like  reference  designations  represent  like  features 
throughout  the  figures. 

BRIEF  DESCRIPTION  OF  THE  DRAWING 

FIG.  1  depicts  a  typical  dual  FDDI  ring. 
FIG.  2  depicts  the  same  FDDI  ring  as  shown  in 

FIG.  1  with  an  error  in  the  secondary  ring  between 
FDDI  stations  103  and  104. 

FIG.  3a  depicts  the  preferred  embodiment  of  the 
FDDI  bit  error  rate  tester  of  the  invention  while  FIG. 
3b  depicts  logic  suitable  for  generating  error  event 
signals  according  to  the  preferred  method  for  gener- 

ating  said  signals. 
FIG.  4  depicts  the  timing  and  event  sequence 

used  by  the  methods  taught  herein,  for  generating  an 
error  event  signal  via  the  hardware  shown  in  FIG.  3 

5  and  3b.  More  particularly,  the  timing  diagram  of  FIG. 
4  shows  an  error  event  being  detected,  signalled  and 
isolated  in  FDDI  station  103  of  FIG.  2  and  further 
shows  that  the  error  does  not  propagate  to  FDDI  sta- 
tion  102  of  FIG.  2. 

10 
DETAILED  DESCRIPTION 

FIG.  1  shows  the  configuration  of  a  typical  dual 
FDDI  ring.  Stations  101,  102  and  103  are  all  single 

15  MAC  dual  attachment  stations.  Station  104  is  a  dual 
MAC  dual  attachment  station.  Station  105  is  a  con- 
centrator  to  which  single  MAC  single  attachment  sta- 
tions  106,  107  and  108  are  attached.  The  primary  ring 
is  traced  by  a  continuous  line,  shown  as  120  in  FIG. 

20  1,  and  the  secondary  ring  is  traced  by  dotted  line  130. 
The  MAC  and  PHY  layers  in  a  given  FDDI  station  are 
labeled  along  with  the  data  path  through  each  station 
being  indicated.  Finally,  the  primary  and  secondary 
inputs  and  outputs,  to  and  from  each  station,  are  sep- 

25  arately  labeled. 
FIG.  2  shows  the  same  ring  where  there  is  a  fault 

in  secondary  ring  130  at  the  physical  link  between 
station  104  and  station  103.  Since  the  secondary  ring 
does  not  have  a  connection  to  MAC  in  station  1  03,  the 

30  MACs  lost  count  mechanism  is  not  able  to  detect  and 
isolate  the  error.  PHY  A  of  station  103  puts  out  4  sym- 
bols  of  HALT  when  it  sees  the  violation  symbol  V  in 
the  midst  of  a  frame,  using  its  ENDEC  transmit  line 
as  described  in  our  copending  US  Patent  4,  835  776 

35  and  U.S.  Patent  Nos.  4,703,486  and  4,692,894  re- 
spectively,  US  4,  835  776  is  hereby  incorporated  by 
reference. 

Station  1  02  repeats  the  same  4  symbols  of  HALT. 
The  new  bit  error  rate  tester  in  station  1  03,  preferably 

40  in  the  SMT  layer  (not  shown)  parallel  to  the  MAC  and 
PHY  Aand  PHY  B,  alone  counts  the  errorand  isolates 
the  fault. 

FIGS.  3a  and  3b  show  the  logic  of  the  FDDI  bit  er- 
ror  rate  tester  (BERT).  It  consists  of  timer  301,  error 

45  counter  302,  storage  device  303  (e.g.,  a  register)  and 
some  discrete  logic.  Timer  301  is  used  to  time  the 
time  duration  for  the  error  count.  The  timer  value  and 
maximum  error  count  can  be  programmed  by  signals 
on  lines  310  and  311  respectively.  Whenever  Quiet, 

so  Halt  or  Master  line  state  conditions  arise,  or  whenever 
a  reset  signal  is  generated  by  the  system  (e.g.,  the 
SMAP  layer),  timer  301  is  reset.  Timer  301  is  also  re- 
set  by  internal  BERT  signals  generated  whenever  the 
timer  is  full  or  when  the  error  count  (to  be  explained 

55  hereinafter)  reaches  a  programmable  maximum  val- 
ue.  The  reset  mechanism  for  counter  301  may  be 
seen  with  reference  to  OR  gate  350  in  FIG.  3a. 

The  clocking  for  the  logic  shown  in  FIGS.  3a  and 

4 
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3b  is  a  byteclock  (BCLK)  signal.  The  timer  is  enabled 
during  active  or  idle  line  state  conditions  as  may  be 
seen  with  reference  to  OR  gate  375. 

Error  counter  302  is  reset  at  the  same  time  as 
timer301  and  is  enabled  on  the  occurrence  of  an  error 
event.  An  error  event  is  defined  to  occur  (according  to 
the  preferred  embodiment  of  the  invention)  upon  the 
occurrence  of  4  consecutive  LSU  (Line  State  Un- 
known)  when  in  Active  Line  State  or  upon  the  occur- 
rence  of  a  single  LSU  during  idle  line  state  conditions. 

When  timer  301  expires,  the  error  count  is  stored 
in  register  303  so  that  at  any  particular  instant,  both 
the  previous  error  count  and  the  current  error  count 
is  available  for  the  upper  management. 

The  reason  4  bytes  of  LSU  is  chosen  before  an 
error  is  flagged  is  because  when  a  repeat  filter  re- 
peats  4  symbols  of  HALT,  an  idle  line  state  condition 
is  flagged  after  3  bytes  of  LSU.  This  convention  is 
taught  in  the  incorporated  patent  application.  Hence, 
only  the  first  node  which  sees  the  error,  counts  the  er- 
ror.  All  other  downstream  nodes  merely  repeat  the  4 
symbols  of  HALT.  This  is  shown  in  FIG.  2  where  the 
4  H  symbols  are  shown  between  station  1  03  and  1  02, 
between  station  102  and  101,  etc.  on  link  130. 

If  station  103  did  not  have  the  bit  error  rate  tester 
of  the  invention,  the  fault  would  propagate  all  the  way 
to  station  105's  MAC  (in  the  concentrator)  in  FIG.  2. 
Hence  the  fault  would  not  get  localized.  Clearly  the 
BERT  located  in  station  103  immediately  isolates  the 
fault  before  propagation  of  the  error  is  possible. 

In  the  case  of  an  ILS  condition,  the  first  station 
seeing  the  noise  byte  can  count  that  towards  noise 
count  for  the  purpose  of  continuous  link  quality  mon- 
itoring.  Other  downstream  stations  only  see  the 
IDLES  because  of  the  repeatf  ilter  in  the  noisy  station. 
Hence  the  fault  is  again  localized  for  an  IDLE  ring. 

The  BERT  can  signal  to  the  upper  management 
that  the  link  is  not  usable  when  the  error  count  ex- 
ceeds  a  specified  limit  within  the  programmed  maxi- 
mum  timer  value.  This  is  accomplished  via  gate  390 
shown  in  FIG.  3a. 

The  time  duration  has  to  be  2.5  times  the  time  in- 
terval  for  which  an  error  estimate  is  being  calculated. 
This  is  because  there  are  16  data  symbols,  one  QUI- 
ET,  five  HALTs,  and  4  VIOLATION  symbols  in  the 
FDDI  coding  table.  Hence  the  probability  of  data  get- 
ting  converted  to  noise  is  approximately  0.4.  The  bit 
error  test  duration  should  therefore  be  increased  2.5 
times  the  normal  bit  error  test  duration. 

Since  the  bit  error  rate  limit  per  link  is  2.5  x 
10"10  which  corresponds  to  a  400  million  byte  clock 
duration  to  check  for  one  error  bit,  the  test  duration 
should  be  increased  by  2.5  times  to  1000  million  byte 
clocks  to  see  a  violation  error  symbol.  To  average  this 
over  twice  the  test  duration,  the  time  to  check  for 
greater  then  two  errors  is  2000  million  clock,  or  31  bits 
of  counter  length.  Thus  the  byte  counter  (timer)  for  the 
preferred  embodiment  of  the  invention  is  31  bits  long. 

FIG.  3b  shows  a  combination  of  D  flip-flops,  AND 
gates  and  an  OR  gate  for  signalling  an  error  event  to 
error  counter  302  (of  FIG.  3a)  upon  the  occurrence  of 
4  LSUs  in  the  ALS  or  the  occurrence  of  1  LSU  in  the 

5  ILS. 
FIG.  4  is  a  timing  diagram  depicting  the  operation 

of  station  103  and  1  02  of  FIG.  2  in  the  face  of  the  fault 
between  station  103  and  104. 

The  Receive  Bus  (the  link  between  PHY  B  and 
10  PHY  A  in  station  103)  of  the  ENDEC  in  PHYB  of  sta- 

tion  1  03  is  shown,  in  FIG.  4,  to  have  received  the  sym- 
bols  II,  JK,  DD,  W,  non  II,  non  II  and  XXs  (don't  care 
symbols),  in  the  order  shown.  During  the  byte  clock  in- 
terval  in  which  the  JK  delimeter  (conventionally  used 

15  to  signal  the  start  of  a  data  packet)  is  observed  by  sta- 
tion  103,  the  ALS  output  of  the  ENDEC  in  PHY  B  of 
station  103  goes  high.  Data  (DD)  follows  and  upon 
recognition  of  a  violation  (W),  LSU  goes  high  and 
ALS  goes  low.  The  diagram  in  FIG.  4  shows  the  error 

20  event  being  signalled  after  4  byte  clocks  of  LSU  fol- 
lowing  the  ALS  state.  This  is  how  the  logic  depicted 
in  FIG.  3  b  operates. 

The  remaining  portion  of  FIG.  4  shows  how  sta- 
tion  1  02  does  not  have  to  signal  an  error,  i.e.,  that  the 

25  error  was  indeed  isolated  at  station  103  (again,  all 
with  reference  to  FIG.  2).  The  Receive  Bus  for  station 
102  is  shown  with  II,  JK,  DD,  HH,  HH,  II,  II  and  don't 
care  symbols  on  the  bus. 

The  ALS  signal  generated  by  the  ENDEC  in  PHY 
30  B  of  station  102  goes  high  upon  seeing  the  JK  delim- 

iter.  This  stays  high  until  LSU  appears.  LSU  appears 
on  the  recognition  of  a  violation  symbol  such  as  H,  Q 
or  V,  as  described  by  the  FDDI  specification. 

For  the  example  shown  in  FIG.  4,  LSU  stays  high 
35  until  4  I  symbols  appear.  After  4  I  symbols,  ILS  goes 

active.  The  4  H  symbols  followed  by  a  stream  of  idle 
symbols  is  generated  by  the  repeat  filter  inside  PHY 
A  of  station  103  as  taught  in  the  incorporated  patent 
application.  Hence,  clearly,  no  error  signal  is  gener- 

40  ated  by  station  102,  the  fault  having  been  isolated  at 
station  103. 

What  has  been  described  are  methods  and  appa- 
ratus  for  monitoring  link  quality  and  isolating  faults  in 
an  FDDI  network.  These  methods  and  apparatus 

45  meet  the  objectives  set  forth  hereinbefore. 
The  foregoing  description  of  a  preferred  embodi- 

ment  of  the  novel  methods  and  apparatus  has  been 
presented  for  the  purposes  of  illustration  and  descrip- 
tion  only.  It  is  not  intended  to  be  exhaustive  or  to  limit 

so  the  invention  to  the  precise  form  disclosed,  and  obvi- 
ously  many  modifications  and  variations  are  possible 
in  light  of  the  above  teaching. 

The  embodiment  and  examples  set  forth  herein 
were  presented  in  order  to  best  explain  the  principles 

55  of  the  instant  invention  and  its  practical  application  to 
thereby  enable  others  skilled  in  the  art  to  best  utilize 
the  instant  invention  in  various  embodiments  and 
with  various  modifications  as  are  suited  to  the  partic- 

5 
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ular  use  contemplated. 
It  is  intended  that  the  scope  of  the  instant  inven- 

tion  be  defined  by  the  claims  appended  hereto. 

Claims 

1.  Apparatus  for  performing  continuous  bit  error 
rate  monitoring  at  the  physical  (PHY)  layer  in 
each  node  of  a  Fiber  Distributed  Data  Interface  10 
(FDDI)  dual  token  ring  network  wherein  each 
node  in  said  network  also  includes  a  Station  Man- 
agement  (SMT)  layer,  a  Media  Access  Control 
(MAC)  layer,  a  line  state  signal  generator  for  gen- 
erating  a  predetermined  set  of  line  state  signals  15 
under  predetermined  conditions,  and  a  byte  clock 
signal  generator  for  generating  clocking  signals, 
comprising: 

(a)  tester  logic  means,  coupled  to  said  line 
state  signal  generator,  for  outputting  error  20 
event  signals  as  a  function  of  a  first  subset  of 
said  set  of  line  state  signals  which  include  an 
Active  Line  State  (ALS)  signal,  an  Idle  Line 
State  (ILS)  signal  and  a  Line  State  Unknown 
(LSU)  signal;  25 
(b)  resettable  error  count  means  (302),  cou- 
pled  to  said  tester  logic  means,  enabled  when- 
everan  error  event  signal  is  output  by  said  tes- 
ter  logic  means,  for  accumulating  an  error 
event  count  wherein  said  error  count  means  30 
includes  means  (311)  whereby  it  may  be  pro- 
grammed,  by  inputting  a  maximum  error 
count  input  signal,  to  generate  a  full  count  sig- 
nal  whenever  the  counter  is  enabled  and 
reaches  said  maximum  error  count  before  be-  35 
ing  reset;  and 
(c)  resettable  timer  means  (301),  coupled  to 
said  line  state  signal  generator  and  said  byte 
clock  signal  generator,  operable  as  a  function 
of  a  second  subset  of  said  set  of  line  state  sig-  40 
nals,  for  accumulating  a  measure  of  the  time 
elapsed  from  timer  means  enablement  until 
timer  means  reset,  wherein  said  timer  means 
includes  means  (310)  whereby  it  may  be  pro- 
grammed,  by  inputting  a  maximum  elapsed  45 
time  input  signal,  to  generate  a  timer  expira- 
tion  signal  whenever  the  timer  is  enabled  and 
reaches  said  maximum  elapsed  time  before 
being  reset. 

50 
2.  Apparatus  as  set  forth  in  claim  1  further  compris- 

ing  storage  means  (303),  coupled  to  said  timer 
and  said  error  count  means,  for  storing  said  signal 
indicative  of  error  event  count  whenever  said 
time  expiration  signal  is  generated.  55 

3.  Apparatus  as  set  forth  in  claim  2  further  compris- 
ing  means  (390)  for  detecting  a  bad  link,  coupled 

to  said  timer  and  said  error  count  means,  which 
generates  a  signal  indicating  a  bad  link  if  said  full 
count  signal  is  generated  prior  to  time  expiration. 

4.  Apparatus  as  set  forth  in  claim  3  wherein  said  test 
logic  outputs  an  error  event  signal  upon  the  oc- 
currence  of  n  LSU  signal(s)  in  the  ALS  and  m  LSU 
signal(s)  in  the  ILS. 

5.  Apparatus  as  set  forth  in  claim  4  where  n=4  and 
m=1. 

6.  Apparatus  as  set  forth  in  claim  5  wherein  said 
second  subset  of  said  set  of  line  state  signals 
comprises  a  QUIET  line  state  signal,  a  HALT  line 
state  signal  and  a  MASTER  line  state  signal. 

7.  Apparatus  as  set  forth  in  claim  6  wherein  said 
timer  means  is  also  reset  upon  the  presence  of 
any  of  a  third  set  of  signals  comprised  of  said 
timer  expiration  signal,  said  full  count  signal  and 
an  external  system  reset  signal  generated  by  up- 
per  management  in  the  FDDI  network. 

8.  Apparatus  as  set  forth  in  claim  7  wherein  the  de- 
tection  and  isolation  of  a  bad  link  is  performed  in- 
dependent  of  said  MAC  layer. 

9.  A  method  for  isolating  faults  in  a  high  speed  FDDI 
token  ring  network,  comprising  the  steps  of: 

(a)  utilizing  line  state  information  at  the  PHY 
layer  of  the  FDDI  network  to  detect  and  signal 
error  events  including  counting  n  occurrences 
of  Line  State  Unknown  (LSU)  in  Active  Line 
State  (ALS)  and  counting  m  occurrences  of 
LSU  in  Idle  line  State  (ILS)  before  signalling 
an  error  event; 
(b)  outputting  an  error  event  signal  for  each 
detected  error  event; 
(c)  providing  a  predetermined  monitoring  in- 
terval,  started  as  a  function  of  a  set  of  line 
state  signals  and  ending  at  a  predetermined 
maximum  time  thereafter; 
(d)  counting  signalled  error  events  over  said 
predetermined  monitoring  interval  to  develop 
an  accumulated  error  count; 
(e)  periodically  storing  said  accumulated  error 
count  value; 
(f)  comparing  said  accumulated  error  count 
with  a  preselected  maximum  error  count  value 
to  generate  a  full  count  signal  when  said  ac- 
cumulated  error  count  reaches  said  preselect- 
ed  maximum  error  count  value; 
(g)  signalling  a  bad  link  to  upper  FDDI  man- 
agement  whenever  said  accumulated  error 
count  equals  said  maximum  error  count  value 
before  expiration  of  the  monitoring  interval. 

6 
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1  0.  A  method  as  set  forth  in  claim  9  wherein  n=4  and 
m=1. 

Patentanspruche 

1.  Gerat  zur  Durchfuhrung  kontinuierlicher  Bitfeh- 
lerratenuberwachung  an  der  physikalischen 
(PHY)  Schicht  in  jedem  Schaltungspunkt  eines 
faseroptischen  verteilten  Daten-lnterface-(FDDI)- 
Dual-Tokenring-Netzwerks,  wobei  jeder  Schal- 
tungspunkt  in  dem  Netzwerk  auch  eine 
Stationsverwaltungs-(SMT)-Schicht,  eine  Medi- 
enzugriffssteuer-(MAC)-Schicht,  einen  Lei- 
tungszustandssignalgeneratorzur  Erzeugung  ei- 
nes  vorbestimmten  Satzes  von  Leitungszu- 
standssignalen  unter  vorbestimmten  Bedingun- 
gen  und  einen  Bytetaktsignalgenerator  zur  Er- 
zeugung  von  Taktsignalen  aufweist,  mit: 

(a)  einer  mit  dem  Leitungszustandssignalge- 
nerator  gekoppelten  Pruflogikeinrichtung  zur 
Ausgabe  von  Fehlerereignissignalen  als 
Funktion  einer  ersten  Teilmenge  des  Satzes 
von  Leitungszustandssignalen,  welche  ein 
Leitung-Aktiv-Zustand-(ALS)-Signal,  ein  Lei- 
tung-Frei-Zustand-(ILS)-Signal  und  ein  Lei- 
tungszustand-Unbekannt-(LSU)-Signal  um- 
fassen; 
(b)  einer  mit  der  Pruflogikeinrichtung  gekop- 
pelten  rucksetzbaren,  zum  Akkumulieren  ei- 
nes  Fehlerereigniszahlstands  vorgesehenen 
Fehlerzahleinrichtung  (302),  die  immerdann, 
wenn  von  der  Pruflogikeinrichtung  ein  Fehler- 
ereignissignal  ausgegeben  wird,  freigegeben 
wird,  wobei  die  Fehlerzahleinrichtung  eine 
Einrichtung  (311)  aufweist,  von  der  sie  pro- 
grammiert  werden  kann,  indem  ein  Maximal- 
Fehlerzahlstandseingangssignal  eingegeben 
wird,  urn  ein  Voll-Zahlstandssignal  immer 
dann  zu  erzeugen,  wenn  der  Zahler  freigege- 
ben  ist  und  den  Maximal-Fehlerzahlstand  er- 
reicht,  bevor  er  ruckgesetzt  wird;  und 
(c)  einer  mit  dem  Leitungszustandssignalge- 
nerator  und  dem  Bytetaktsignalgenerator  ge- 
koppelten,  als  Funktion  einer  zweiten  Teil- 
menge  des  Satzes  von  Leitungszustandssi- 
gnalen  betreibbaren  rucksetzbaren  Zeitge- 
bereinrichtung  (301)  zum  Akkumulieren  eines 
Malies  der  von  der  Freigabe  derZeitgeberein- 
richtung  an  bis  zur  Rucksetzung  der  Zeitge- 
bereinrichtung  abgelaufenen  Zeit,  wobei  die 
Zeitgebereinrichtung  eine  Einrichtung  (310) 
aufweist,  von  der  sie  programmiert  werden 
kann,  indem  ein  Maximal-Zeit-Ablaufein- 
gangssignal  eingegeben  wird,  urn  ein  Zeitge- 
ber-Ablaufsignal  immer  dann  zu  erzeugen, 
wenn  der  Zeitgeber  freigegeben  ist  und  die 
maximal  abgelaufene  Zeit  erreicht,  bevor  er 

ruckgesetzt  wird. 

2.  Gerat  nach  Anspruch  1  ,  ferner  mit  einer  mit  dem 
Zeitgeber  und  der  Fehlerzahleinrichtung  gekop- 

5  pelten  Speichereinrichtung  (303)  zum  Speichern 
des  einen  Fehlerereigniszahlstand  anzeigenden 
Signals  immer  dann,  wenn  das  Ablaufsignal  er- 
zeugt  wird. 

10  3.  Gerat  nach  Anspruch  2,  ferner  mit  einer  mit  dem 
Zeitgeber  und  der  Fehlerzahleinrichtung  gekop- 
pelten  Einrichtung  (390)  zum  Ermitteln  einer 
schlechten  Verbindung,  die  ein  eine  schlechte 
Verbindung  anzeigendes  Signal  erzeugt,  wenn 

15  das  Voll-Zahlstandssignal  vor  dem  Ablauf  der  Zeit 
erzeugt  wird. 

4.  Gerat  nach  Anspruch  3,  bei  dem  die  Pruflogik 
beim  Auftreten  von  n  LSU-Signal(en)  in  dem 

20  ALS-Zustand  und  m  LSU-Signal(en)  in  dem  ILS- 
Zustand  ein  Fehlerereignissignal  ausgibt. 

5.  Gerat  nach  Anspruch  4,  wobei  n  =  4undm  =  1  ist. 

25  6.  Gerat  nach  Anspruch  5,  bei  dem  die  zweite  Teil- 
menge  des  Satzes  von  Leitungszustandssigna- 
len  ein  QUIET-Leitungszustandssignal,  ein 
HALT-Leitungszustandssignal  und  ein  MASTER- 
Leitungszustandssignal  aufweist. 

30 
7.  Gerat  nach  Anspruch  6,  bei  dem  die  Zeitgeber- 

einrichtung  auch  beim  Vorhandensein  irgendeines 
eines  dritten  Satzes  von  Signalen,  der  aus  dem 
Zeitgeberablaufsignal,  dem  Voll-Zahlstandssignal 

35  und  einem  von  der  oberen  Verwaltung  in  dem 
FDDI-Netzwerk  erzeugten  Externsystem-Ruck- 
setzsignal  besteht,  ruckgesetzt  wird. 

8.  Gerat  nach  Anspruch  7,  bei  dem  die  Ermittlung 
40  und  Isolierung  einer  schlechten  Verbindung  un- 

abhangig  von  der  MAC-Schicht  durchgefuhrt 
wird. 

9.  Verfahren  zum  Isolieren  von  Fehlern  in  einem 
45  Hochgeschwindigkeits-FDDI-Tokenring-Netzw 

erk,  mit  den  folgenden  Schritten: 
(a)  Verwenden  von  Leitungszustandsinfor- 
mation  an  der  PHY-Schicht  des  FDDI- 
Netzwerks  zum  Ermitteln  und  Signalisieren 

so  von  Fehlerereignissen  einschlielilich  Zahlen 
des  n-maligen  Auftretens  von  unbekanntem 
Leitungszustand  (LSU)  im  Leitung-Aktiv-Zu- 
stand  (ALS)  und  Zahlen  des  m-maligen  Auf- 
tretens  von  LSU  im  Leitung-Frei-Zustand  vor 

55  dem  Signalisieren  eines  Fehlerereignisses; 
(b)  Ausgeben  eines  Fehlerereignissignals  fur 
jedes  ermittelte  Fehlerereignis; 
(c)  Bereitstellen  eines  vorbestimmten  Uber- 
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wachungsintervalls,  das  als  Funktion  eines 
Satzes  von  Leitungszustandssignalen  be- 
ginnt  und  nach  einervorbestimmten  Maximal- 
zeit  danach  endet; 
(d)  Zahlen  dersignalisierten  Fehlerereignisse  5 
uber  dieses  vorbestimmte  Uberwachungsin- 
tervall  zur  Entwicklung  eines  akkumulierten 
Fehlerzahlstands; 
(e)  periodisches  Speichern  des  akkumulier- 
ten  Fehlerzahlstandwerts;  10 
(f)  Vergleichen  des  akkumulierten  Fehlerzahl- 
stands  mit  einem  vorgewahlten  Maximal- 
Fehlerzahlstandwert  zur  Erzeugung  eines 
Voll-Zahlstandssignals,  wenn  derakkumulier- 
te  Fehlerzahlstand  den  vorgewahlten  Maxi-  15 
mal-Fehlerzahlstandwert  erreicht; 
(g)  Signalisieren  einer  schlechten  Verbindung 
an  die  obere  FDDI-Verwaltung  immer  dann, 
wenn  der  akkumulierte  Fehlerzahlstand 
gleich  dem  Maximal-Fehlerzahlstandwert  ist,  20 
bevor  das  Uberwachungsintervall  abgelaufen 
ist. 

10.  Verfahren  nach  Anspruch  9,  bei  dem  n  =  4  und  m 
=  1  ist.  25 

lesquels  lesdits  moyens  de  compte  d'erreur 
comprennent  des  moyens  (311)  par  lesquels 
ils  peuvent  etre  programmes  en  introduisant 
un  signal  d'entree  de  compte  maximal 
d'erreurs  pour  produire  un  signal  de  compte 
complet  chaque  fois  que  le  compteur  est  vali- 
de  et  atteint  le  compte  maximal  d'erreurs 
avant  d'etre  remis  a  I'etat  initial;  et 
(c)  des  moyens  de  temporisateur  a  remise  a 
I'etat  initial  (301)  connectes  audit  generateur 
de  signaux  d'etat  de  ligne  et  audit  generateur 
de  signal  d'horloge  a  multiplets,  action  nables 
en  fonction  d'un  deuxieme  sous-ensemble 
desdits  signaux  d'etat  de  ligne  pour  accumu- 
ler  une  mesure  du  temps  ecoule  depuis  la  va- 
lidation  des  moyens  de  temporisateur  jusqu'a 
la  remise  a  I'etat  initial  des  moyens  de  tempo- 
risateur,  dans  lesquels  lesdits  moyens  de 
temporisateur  comprennent  des  moyens 
(310)  par  lesquels  ils  peuvent  etre  program- 
mes  en  leur  appliquant  un  signal  d'entree  de 
temps  ecoule  maximal  pour  produire  un  signal 
d'expiration  de  temporisateur  chaque  fois  que 
le  temporisateur  est  valide  et  atteint  ledit 
temps  ecoule  maximal  avant  d'etre  remis  a 
I'etat  initial. 

Revendications 

1  .  Dispositif  pour  effectuer  la  surveillance  continue 
du  taux  d'erreurs  surdes  binaires  au  niveau  de  la 
couche  physique  (PHY)  dans  chaque  noeud  d'un 
reseau  a  passage  de  jeton  a  interface  de  don- 
nees  distributes  par  fibres  optiques  (reseau 
FDDI)  dans  lequel  chaque  noeud  dudit  reseau 
comprend  en  outre  une  couche  de  gestion  du  re- 
seau  (SMT),  une  couche  de  commande  d'acces 
au  milieu  de  transmission  (MAC),  un  generateur 
de  signaux  d'etat  de  ligne  pour  produire  un  en- 
semble  predetermine  de  signaux  d'etat  de  ligne 
dans  des  conditions  predeterminees,  et  un  gene- 
rateur  de  signaux  d'horloge  a  multiplets  pour  pro- 
duire  des  signaux  de  cadencement,  comprenant  : 

(a)  des  moyens  logiques  de  testeur  connectes 
audit  generateur  de  signaux  d'etat  de  ligne 
pour  fournir  des  signaux  d'evenements 
d'erreur  en  fonction  d'un  premier  sous- 
ensemble  dudit  ensemble  de  signaux  d'etat 
de  ligne,  qui  comprend  un  signal  d'etat  de  li- 
gne  active  (ALS),  un  signal  d'etat  de  ligne 
inactive  (ILS)  et  un  signal  d'etat  de  ligne  in- 
connu  (LSU); 
(b)  des  moyens  de  compte  d'erreurs  a  remise 
a  I'etat  initial  (302)  connectes  auxdits  moyens 
logiques  de  testeur,  valides  chaque  fois  qu'un 
signal  d'evenement  d'erreur  est  fourni  par  les- 
dits  moyens  logiques  de  testeur,  pour  accu- 
muler  un  compte  d'evenements  d'erreur,  dans 

2.  Dispositif  selon  la  revendication  1,  comprenant 
en  outre  des  moyens  de  memorisation  (303) 

30  connectes  audit  temporisateur  et  auxdits  moyens 
de  compte  d'erreurs  pour  memoriser  ledit  signal 
indicatif  de  compte  d'evenements  d'erreur  cha- 
que  fois  que  ledit  signal  d'expiration  de  temps  est 
produit. 

35 
3.  Dispositif  selon  la  revendication  2,  comprenant 

en  outre  des  moyens  (390)  pour  detecter  une  liai- 
son  mauvaise,  connectes  audit  temporisateur  et 
auxdits  moyens  de  compte  d'erreurs,  qui  produi- 

40  sent  un  signal  indiquant  une  liaison  mauvaise  si 
ledit  signal  de  compte  complet  est  produit  avant 
I'expiration  du  temps. 

4.  Dispositif  selon  la  revendication  3,  dans  lequel  la- 
45  dite  logique  de  testeur  fournit  un  signal  d'evene- 

ment  d'erreur  lors  de  I'apparition  de  n  signaux 
LSU  dans  I'ALS  et  m  signaux  LSU  dans  I'lLS. 

5.  Dispositif  selon  la  revendication  4,  dans  lequel 
50  n=4  et  m=1  . 

6.  Dispositif  selon  la  revendication  5,  dans  lequel  le- 
dit  deuxieme  sous-ensemble  dudit  ensemble  de 
signaux  d'etat  de  ligne  comprend  un  signal  d'etat 

55  de  ligne  QUIET,  un  signal  d'etat  de  ligne  HALT  et 
un  signal  d'etat  de  ligne  MASTER. 

7.  Dispositif  selon  la  revendication  6,  dans  lequel 

8 
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lesdits  moyens  de  testeur  sont  egalement  remis 
a  I'etat  initial  en  presence  d'un  signal  quelconque 
parmi  un  ensemble  de  trois  signaux  comprenant 
ledit  signal  d'expiration  de  temps,  ledit  signal  de 
compte  complet  et  un  signal  exterieur  de  remise  5 
a  I'etat  initial  du  systeme  produit  par  des  moyens 
de  gestion  superieurs  dans  le  reseau  FDDI. 

8.  Dispositif  selon  la  revendication  7,  dans  lequel  la 
detection  et  I'isolement  d'une  liaison  mauvaise  10 
sont  effectuees  independamment  de  ladite  cou- 
che  MAC. 

9.  Precede  pour  isoler  des  defauts  dans  un  reseau 
a  passage  de  jeton  du  type  FDDI  a  grande  vitesse  15 
de  transmission,  comprenant  les  etapes  consis- 
tent  a: 

(a)  utiliser  des  informations  d'etat  de  ligne  au 
niveau  de  la  couche  PHY  du  reseau  FDDI 
pour  detecter  et  signaler  des  evenements  20 
d'erreur,  y  compris  le  comptage  de  n  appari- 
tions  de  I'etat  de  ligne  inconnu  (LSU)  dans 
I'etat  de  ligne  active  (ALS)  et  compter  m  ap- 
paritions  de  LSU  dans  I'etat  de  ligne  inactive 
(ILS)  avant  de  signaler  un  evenement  25 
d'erreur; 
(b)  fournir  un  signal  d'evenement  d'erreur 
pour  chaque  evenement  d'erreur  detecte; 
(c)  prevoir  un  intervalle  de  surveillance  prede- 
termine  commencant  en  fonction  d'un  ensem-  30 
ble  de  signaux  d'etat  de  ligne  et  f  inissant  en- 
suite  apres  un  temps  maximal  predetermine; 
(d)  compter  les  evenements  d'erreur  signales 
dans  ledit  intervalle  predetermine  de  surveil- 
lance  pour  produire  un  compte  d'erreurs  accu-  35 
mulees; 
(e)  memoriser  periodiquement  ladite  valeur 
de  compte  d'erreurs  accumulees; 
(f)  comparer  ledit  compte  d'erreurs  accumu- 
lees  a  une  valeur  maximale  preselection  nee  40 
de  compte  d'erreurs  pour  produire  un  signal 
de  compte  complet  lorsque  ledit  compte 
d'erreurs  accumulees  atteint  ladite  valeur 
maximale  preselectionnee  de  compte 
d'erreurs;  45 
(g)  signaler  une  liaison  mauvaise  aux  moyens 
superieurs  de  gestion  de  reseau  FDDI  chaque 
fois  que  ledit  compte  d'erreurs  accumulees 
est  egal  a  ladite  valeur  maximale  preselec- 
tionnee  de  compte  d'erreurs  avant  I'expiration  50 
de  I'intervalle  de  surveillance. 

10.  Precede  selon  la  revendication  9,  dans  lequel 
n=4  et  m=1. 

55 
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