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(57) ABSTRACT 

A method and apparatus is disclosed for preventing loops in 
a full-duplex bus. One method has the acts of: selecting at 
least two candidates to join said bus; establishing a dominant 
candidate from one of said at least two candidates; testing 
for loops in said bus; and joining said dominant candidate if 
no loops are found in said bus. Another method has the acts 
of selecting a plurality candidates to join said bus; estab 
lishing at least one dominant candidate; testing for loops in 
said bus; and joining said at least one dominant candidate if 
no loops are found in said bus. Alternative embodiments are 
shown that utilize unique identifiers to facilitate candidate 
selection and to establish dominance on the bus. 
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METHOD AND APPARATUS FOR LOOP 
BREAKING IN ADATABUS 

PRIORITY CLAIM 

0001. This application is a continuation of co-pending 
U.S. patent application Ser. No. 10/390,944, filed Mar. 17, 
2003 which is a continuation application of U.S. patent 
application Ser. No. 09/435,160, filed Nov. 5, 1999, now 
U.S. Pat. No. 6,587,904, issued Jul. 1, 2003 which are 
hereby incorporated by reference as if set forth herein. 

BACKGROUND OF THE INVENTION 

0002) 1. Field of the Invention 
0003. The present invention relates to serial bus manage 
ment. In particular, the present invention relates to a method 
and apparatus for preventing loops in a serial bus system. 

0004 2. The Prior Art 
0005 Modern electronic equipment has greatly enhanced 
the quality of our lives. However, as the use of such 
equipment has increased, so has the need to connect equip 
ment purchased from different manufacturers. For example, 
while a computer and a digital camera may each be useful 
when used alone, the ability to connect the digital camera to 
the computer and exchange information between the two 
makes the combination even more useful. Therefore, a need 
was apparent for a serial bus standard that would allow for 
the connection and communication between Such devices. 

0006. The IEEE 1394-1995 standard was developed to 
satisfy this need. This standard, revolutionized the consumer 
electronics industry by providing a serial bus management 
system that featured high speeds and the ability to “hot” 
connect equipment to the bus; that is, the ability to connect 
equipment without first turning off the existing connected 
equipment. Since its adoption, the IEEE 1394-1995 standard 
has begun to see acceptance in the marketplace with many 
major electronics and computer manufacturers providing 
IEEE 1394-1995 connections on equipment that they sell. 
0007. However, as technologies improved, the need to 
update the IEEE 1394-1995 standard became apparent. 
Improvements such as higher speeds and longer connection 
paths are needed. There is currently an improved standard in 
development, herein referred to as the P1394b, which will 
provide Such improvements. 

0008 One problem that is associated with serial bus 
systems is that of loops occurring in a system. In order for 
a serial bus system to function properly, one end of the bus 
cannot be connected to the other. Loops typically occur 
when an end user, typically a consumer, inadvertently con 
nects a new device to the bus in Such a manner that a loop 
is formed. If this occurs, a “loop' is formed in the system, 
and the system will fail to properly initialize. Once a loop is 
formed, the system will not function properly, since com 
munications between devices is impossible. 
0009 Consequentially, there is a need for an method for 
managing a serial bus system that detects when a loop has 
been formed, and eliminates the loop. 
0010 Furthermore, since there will be equipment utiliz 
ing both the C. and B standards on the market, there is a need 
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for a serial bus loop-breaking system that is compatible with 
the B standard, and is backwards-compatible with the C. 
standard. 

0011 Finally there is a need for a system that prevents the 
above problems by building a loop-free connection from the 
Start. 

BRIEF DESCRIPTION OF THE INVENTION 

0012. The invention satisfies the above needs. The 
present invention relates to a method and apparatus for 
preventing loops in a full-duplex bus. A preferred method for 
preventing loops in a full-duplex bus has the following acts: 
selecting at least two candidates to join the bus; establishing 
a dominant candidate from one of the at least two candi 
dates; testing for loops in the bus; and joining the dominant 
candidate if no loops are found in the bus. 
0013 Another preferred method for preventing loops in a 
full-duplex bus has the following acts: selecting a plurality 
candidates to join the bus: establishing at least one dominant 
candidate; testing for loops in the bus; and joining the at 
least one dominant candidate if no loops are found in the 
bus. 

0014) Another preferred method for breaking loops in a 
bus containing both full-duplex and uniplex devices is 
disclosed, the method comprising the acts of determining 
whether the loop comprises only full-duplex devices and 
breaking the loop at any point on the bus; determining 
whether the loop comprises only uniplex devices and quar 
antining the loops comprising uniplex devices from the bus; 
and determining whether the loop comprises both uniplex 
and full-duplex devices, and breaking the loop by utilizing 
only full-duplex device to break the loop. 
0015. An electronic device adapted to communicate on a 
full-duplex bus is disclosed, the device comprising: means 
for selecting two candidates to join the bus; means for 
establishing a dominant candidate; means for testing for 
loops in the bus; and means for joining the dominant 
candidate if no loops are found in the bus. 
0016. An electronic device adapted to communicate on a 
full-duplex bus is disclosed, the device comprising: means 
for selecting a plurality candidates to join the bus; means for 
establishing at least one dominant candidate; means for 
testing for loops in the bus; and means for joining the at least 
one dominant candidate if no loops are found in the bus. 
0017. A method for detecting and breaking loops in a 
full-duplex electronic bus is disclosed, the method compris 
ing the acts of selecting candidates to join to the bus; 
arbitrating for control of the bus; transmitting a loop test 
packet containing a unique identifier on the bus; receiving 
loop test packets from the bus, the received loop test packets 
containing a unique identifier, Surrendering control of the 
bus if any the unique identifier contained in any the received 
loop test packet is greater than the unique identifier con 
tained in the transmitted loop test packet and waiting for the 
bus to return to idle before attempting to join the bus again; 
and joining the selected candidates to the bus if any the 
unique identifier contained in the transmitted loop test 
packet is greater than or equal to any the unique identifier 
contained in the received loop test packet. 
0018. A method for detecting and breaking loops in a 
full-duplex electronic bus, the method comprising the acts 
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of connecting a device to the bus; testing for a loop in the 
bus; quarantining the device from the bus a loop is found; 
resuming the device if no loop is found; testing for a loop in 
the bus if the device does not resume within a predetermined 
time period; activating the device; and testing for a loop in 
the bus if the device does not activate within the predeter 
mined time period. 
0.019 Finally, a program storage device readable by a 
machine, tangibly embodying a program of instructions 
executable by a machine to prevent loops on a full-duplex 
bus, is disclosed, the device comprising: means for selecting 
a plurality candidates to join the bus; means for establishing 
at least one dominant candidate; means for testing for loops 
in the bus; and means for joining the at least one dominant 
candidate if no loops are found in the bus. 

BRIEF DESCRIPTION OF THE DRAWING 
FIGURES 

0020 FIG. 1A is a block diagram of a pure beta loop. 
0021 FIG. 1B is a block diagram of a hybrid loop. 
0022 FIG. 1C is a block diagram of a pruned loop. 
0023 FIG. 2 is a block diagram of a “LoopFreeBuild”. 
0024 FIG. 3 is a block diagram of a Single Candidate 
Selection process. 
0.025 FIG. 4A is an example of a Single Candidate 
Selection process. 
0026 FIG. 4B is an example of a Single Candidate 
Selection process. 
0027 FIG. 4C is an example of a Single Candidate 
Selection process. 
0028 FIG. 4D is an example of a Single Candidate 
Selection process. 
0029 FIG. 4E is an example of a Single Candidate 
Selection process. 
0030 FIG. 4F is an example of a Single Candidate 
Selection process. 
0031 FIG. 5A is an example of an Establish Dominance 
process. 

0032 FIG. 5B is an example of an Establish Dominance 
process. 

0033) 
process. 

0034) 
process. 

0035) 
process. 

0036 FIG. 6 is a flow chart of a Join Procedure. 
0037 FIG. 7A is an example of a Multiple Candidate 
Selection process. 
0038 FIG. 7B is an example of a Multiple Candidate 
Selection process. 
0039 FIG. 7C is an example of a Multiple Candidate 
Selection process. 

FIG. 5C is an example of an Establish Dominance 

FIG.5D is an example of an Establish Dominance 

FIG. 5E is an example of an Establish Dominance 
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0040 FIG. 7D is an example of a Multiple Candidate 
Selection process. 
0041 FIG. 7E is an example of a Multiple Candidate 
Selection process. 
0042 FIG. 8 is state machine diagram of a possible 
LoopFreeBuild process. 
0043 FIG. 9 is state machine diagram of a possible 
LoopFreeBuild process. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

0044 Persons of ordinary skill in the art will realize that 
the following description of the present invention is illus 
trative only and not in any way limiting. Other embodiments 
of the invention will readily Suggest themselves to Such 
skilled persons having the benefit of this disclosure. 
0045. The present invention relates to data communica 
tions. More particularly, the present invention relates to a 
method and apparatus for breaking loops on a serial bus 
using the P1394b standard. The invention further relates to 
machine readable media on which are stored embodiments 
of the present invention. It is contemplated that any media 
suitable for retrieving instructions is within the scope of the 
present invention. By way of example, Such media may take 
the form of magnetic, optical, or semiconductor media. 
0046) The invention further relates to devices that 
embody the IEEE-P1394b standard. By way of example, 
Such devices may include those typically used in an audio/ 
Video entertainment system, Such as home theater receivers, 
DVD players, computers, or hand-held devices such as 
cameras and the like. The devices may also include those 
industrial in nature. Such as test and measurement equip 
ment, professional audio/video recording devices, as well as 
system control or robotic devices found in an industrial 
environment. 

0047 The invention also relates to nodes and physical 
computers, such as state machines. The present invention 
may be embodied in any collection of nodes linked together 
through a bus. Typically, each device connected to the bus 
will also have one corresponding node physical layer con 
troller embedded therein. However, a given device may have 
more than one node, and therefore it follows that one device 
may have more than one connection to more than one bus. 
For the discussion that follows, the examples will show the 
typical situation where one node corresponds to one device. 
0048. Each node may communicate to other nodes in a 
P1394b-compatible system though links. Typically, a cable 
is used for a link, as is provided for in the IEEE-P1394b 
standard. However, any communication means may be 
employed. By way of example, an infrared, RF, or other 
wireless system may be used, as well as an optical system. 
0049) Typically, a link is coupled to a node through a 
port. A port transmits and receives messages and data 
between the node and link. As is known by those of ordinary 
skill in the art, each node may have more than one port. 
0050. In the discussion that follows, much of the lower 
level detail such as ports and links will be omitted, and the 
discussion will focus instead on nodes. Furthermore, the 
discussion will focus on nodes connected to a serial bus 
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compatible with the IEEE 1394-1995 standard. In accor 
dance with the IEEE 1394-1995 standard, a physical node is 
referred to as a PHY. Therefore, in the discussion that 
follows PHY's that are compatible with either the IEEE 
1394-1995 or the P1394a Standards will be referred to as C. 
PHYs, and PHY's compatible with the P1394b standard will 
be referred to as B PHY's. Finally, B nodes that must 
communicate with both C. and B devices are referred to 
herein as “border nodes. 

0051 Since the present invention requires that two nodes 
communicate, it is directed towards the IEEE-P1394b stan 
dard, and the advantages contained therein. However, any 
high-performance bus standard could be used for the present 
invention. For example, any standard that allows for full 
duplex communication between nodes may be used. 

0052. As the IEEE-P1394b standard enters the market, it 
is contemplated that end users may encounter at least three 
potential loop scenarios: 1) a loop may be formed by all B 
PHYs; 2) a loop may be formed by all C. PHYs; or 3) a loop 
may be formed by a combination of C. and B PHYs. Each 
scenario will now be examined in turn. 

0053 Referring first to FIG. 1A, a system containing only 
B PHY's is shown. Each B device 1-6 represents a physical 
node compatible with the IEEE-P1394b standard, or a B 
PHY, as discussed above. FIG. 1A shows B PHY's 1-6 
forming a loop which must be broken. 

0054) In a preferred embodiment of the present invention, 
when a loop is formed solely by B PHYs, the loop may be 
broken anywhere in the loop. The method and apparatus for 
breaking such loops will be discussed in more detail later. 
FIG. 1A shows the loop broken at location 18, between 
nodes 1 and 6. However, because the loop in FIG. 1A is 
made up of only 3 PHYs, the loop may be broken anywhere 
in the loop by a pair of B PHYs. 

0.055 FIG. 1B shows a system containing both C. and B 
PHY's. In a preferred embodiment of the present invention, 
when a loop contains both C. and B PHYs, the loop-breaking 
algorithm will be optimized to insure that the loop will be 
broken between two B devices. Therefore, when breaking 
loops containing both C. and B PHYs, operation of C. PHY's 
will not be effected. 

0056 FIG. 1B shows B PHYs 21 and 26, C/B border 
nodes 22 and 25, and C. PHY's 23 and 24. Since it is 
preferable in accordance with the present invention to break 
loops between two B PHYs, the present invention could 
break loop at location 27, between B PHY's 21 and 26, thus 
leaving the C. PHY's unaffected. 

0057 FIG.1C shows a situation where an O. loop must be 
completely pruned from the bus. In FIG. 1C, B PHY's 7, 8, 
10, and 11 are joined through hybrid PHY 9 to a loop 
completely formed by a PHY's 12, 13, 14, 15, 16 and 17. As 
is known by those of ordinary skill in the art, the loop 
formed by the C. devices will render the bus inoperable. 
Because C. PHY's cannot break loops themselves, the present 
invention will instead break the loop near B PHY's 8 and 10 
by severing the loop at locations 19 and 20, respectively. 
This effectively “prunes' the C. PHY loop from the bus, and 
recovers operation of the bus by creating two separate 
operational buses consisting of B devices 7 and 8, and B 
devices 10 and 11. 
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0058 Referring now to FIG. 2, a block diagram of an 
overview of the present invention is shown. FIG. 2 shows 
the four basic acts for building a loop-free bus which 
comprise a presently preferred embodiment of the present 
invention: Act 200, Select Candidate(s), determine which 
untested connection(s) should be processed; Act 201, Estab 
lish Dominance, assert temporary exclusive right to activate 
candidate connection(s); Act 202, Test for Loop, test 
whether candidate connection(s) would form a loop if 
enabled; and Act 203, Join, activate candidate connection(s) 
which tested “loop free”. 
0059. The acts shown in FIG. 2 comprise the essential 
elements of what the inventors term a “LoopFreeBuild', that 
is, building a system free from loops. In practice, however, 
two fundamentally different approaches to LoopFreeBuild 
have been explored. The first situation is where only one 
new, or “candidate', connection has presented itself to the 
bus for joining. The second situation is where multiple 
candidates are presented to the bus for joining at the same 
time. Each will now be taken in turn. 

Single Candidate LoopFreeBuild 
Selection of Candidates 

0060 FIG. 3 is a flow chart showing the Single Candidate 
Selection process. Starting at act 302, the candidate PHY 
transmits a HUID (hereinafter a TxHUID) to the peer PHY: 
and in act 304, the PHY receives a HUID (hereinafter a 
RXHUID) from the peer PHY. In decision act 304, the 
RXHUID is compared with the TxHUID. If the RXHUID is 
greater than the RXHUID, than the process proceeds to act 
308, where the candidate PHY abandons its outbound Ser 
ViceRequest, and acknowledges the incoming bid, thereby 
ending its bid. If the RXHUID is not greater than the 
TxHUID, than the process moves to decision act 310. 
0061. In decision act 310, if the RXHUID is equal to the 
TxHUID, than the PHY will invoke a random challenge in 
act 312. If the RXHUID is not equal to the TxHUID, than by 
definition the TXHUID is greater than the RXHUID, and the 
process will move to the Establish Dominance and Test for 
Loops process. 

0062 FIGS. 4A-4F show an example how this is accom 
plished in a preferred embodiment of the present invention. 
0063 FIG. 4A shows three PHY's X, Y, and Z. PHY X is 
shown having three ports 400, 402, and 404. PHY Z is 
shown having three ports 406, 408, and 410. PHY Y is 
shown having three ports 414, 416, and 418. 
0064 PHY X, through port 400, has an untested connec 
tion 412 to PHY Z through port 406. PHY X, through port 
402, has an untested connection 422 to PHYY through port 
414. Finally, PHY Y, through port 418, has an untested 
connection 420 to PHY Z through port 408. An untested 
connection is one that has achieved connectivity but has not 
yet been tested for loops. This state may occur for any 
number reasons; by way of example, PHY's X and Z may all 
be connected by a user at the same time or may be powered 
up simultaneously. 

0065 PHY X has a qualified connection 424 through port 
404 to an existing bus, shown herein as bus cloud 430. 
Likewise, PHY Y has a qualified connection 426 through 
port 416 to bus cloud 430, and PHY Z has a qualified 
connection 428 through port 410 to bus cloud 430. 
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0066. In a preferred embodiment of the present invention, 
in order for a candidate connection to be tested and joined, 
peer PHY ports at the opposing ends of the candidate 
connection must agree to service the connection at a given 
instant. 

0067 FIG. 4B shows PHY's X, Y, and Z beginning to 
communicate with each other. To establish the necessary 
cooperation, a given PHY attempts to gain the attention of 
a neighboring PHY by sending a ServiceRequest symbol 
across a single chosen untested connection. In effect, the 
ServiceRequest says to a neighboring PHY “I would like to 
have your attention, please.” AS is appreciated by those of 
ordinary skill in the art, challenges must be asserted long 
enough to ensure that all candidate PHY's have heard the 
challenge. 

0068. Within the ServicePacket, each PHY X, Y, and Z 
includes a Hopefully Unique Identifier number (HUID). A 
HUID is created by a random number generator within each 
PHY. In general, whoever has the highest HUID will estab 
lish dominance. In FIG. 3B, PHY Z sends a ServiceRequest 
symbol containing a HUID of 2 to PHY X, PHYY sends a 
ServiceRequest symbol containing a HUID of 5 to PHY Z. 
and PHY X sends a ServiceRequest symbol containing a 
HUID of 5 to PHY Y. 

0069. For the purposes of this embodiment, when a PHY 
generates a HUID, it stores a copy internally. All PHY's 
listen on untested connections for an inbound ServiceRe 
quest. When it receives a neighbor's HUID, the PHY then 
compares the received HUID with the HUID generated and 
stored internally. If the received HUID is greater than the 
PHYs own HUID, the PHY then cancels its bid to join the 
bus by abandoning its outbound ServiceRequest and 
acknowledging the inbound bid. If an equivalent HUID is 
received, a probalistically seeded back off or random chal 
lenge is invoked. 
0070 FIG.4C shows this procedure in action. Since PHY 
Z sent an outbound HUID of 2, and it received an inbound 
HUID of 5, PHY Z is shown dropping its bid by canceling 
its outbound ServiceRequest to PHY X. FIG. 4D shows PHY 
Z acknowledging PHY Y’s inbound ServiceRequest by 
sending an acknowledgement, or ACK. At the same time 
PHY X is continuing to send another challenge to PHY Y. 
0071. The process continues in FIG. 4E. The presence of 
an acknowledgement from PHY Z allows PHY Y to 
acknowledge PHY Z, and send a Busy signal to PHY X. A 
Busy signal indicates the recipient that the sender will not 
entertain any more challenges for the present cycle. 
0072. In FIG. 4F, PHY Z, upon seeing PHYY’s acknowl 
edgement, busies PHY X as well. As a result, PHY's Y and 
Z have now selected each other to continue and test the link. 
As is appreciated by those of ordinary skill in the art, the 
result of this process is that a methodical and systematic 
method has been demonstrated which allows multiple can 
didates for connection to be narrowed down to two candi 
dates. 

Establish Dominance and Test for Loops 
0073. As is appreciated by those of ordinary skill in the 
art, it is essential that only one candidate pair be testing for 
loops at any one time. The Establish Dominance act ensures 
this occurs by forcing a PHY that to arbitrate for control of 
the bus before joining. 
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0074. In practice, the next two acts of establishing domi 
nance and testing for loops are performed simultaneously. 
FIGS. 4A-4F show these acts in action. 

0075 FIG. 5A shows two buses, Bus 0 and Bus 1. Bus 0 
has PHY's A, B, and C connected with pre-existing links 502 
and 504, respectively; and Bus 1 has PHY's D, E, and F 
connected with preexisting links 506 and 508, respectively. 
In FIG. 5A, PHY's A and D would like to join through link 
510, and PHY's C and F would like to join through link 512. 
In a presently preferred embodiment, this selection occurred 
as a result of the Single Candidate Selection process as just 
described. As is appreciated by those of ordinary skill in the 
art, if PHY's A and D were allowed to join simultaneously 
with PHY's C and F, a loop would form. 
0076) To prevent this, in a preferred embodiment of the 
present invention, ports on the candidate connection arbi 
trate for control of their respective buses. In practice, iso 
lated PHY's wait a bit longer to begin arbitration to help 
reduce the need for long bus resets when joining. 
0.077 FIG. 5B shows all four PHYs arbitrating for their 
respective buses, that is, PHY's A and C are arbitrating for 
control of Bus 0, and PHY's D and F are arbitrating for 
control of Bus 1. In a preferred embodiment of the present 
invention, this arbitration takes place in accordance with the 
IEEE-P1394b Standard. 

0078 FIG. 5C shows that in this example, it will be 
assumed that PHY's D and C win arbitration. In accordance 
with a preferred embodiment of the present invention, PHY's 
C and D has established themselves as dominant, and can 
begin transmitting their Loop Test Packet (LTP) on the main 
bus. 

0079 FIG.5C shows PHY Aprivately reporting any LTP 
it receives to PHY D, and PHY F privately reports any LTP 
it receives to PHY C. This private reporting ensures that the 
LTP sent by PHY C is heard by PHY D, and visa versa, thus 
allowing dominance to be established. 
0080 Next, FIG. 5D shows the HUID comparison pro 
cess in action. The peer port is instructed to listen for any 
LTP and communicate any received HUID back to the local 
port. If an LTP is received with a higher HUID, the local 
PHY drops transmission of the LTP and will retry after a bus 
reset or the peer PHY reports the absence of a received LTP. 
A lower received HUID, or no received LTP, establishes the 
local PHY as dominant. An equivalent received HUID 
causes a pseudo-random back-off sequence. 
0081. A loop is detected if a port must try a specified 
number of tries unsuccessfully. If a port reaches a predeter 
mined number of tries, a loop is presumed to exist and the 
PHY moves on to the next untested port. In a presently 
preferred embodiment of the present invention, a preset limit 
of four or five tries has proved satisfactorily. 
0082) As a result of the above process, FIG. 5D shows 
PHY C withdrawing its LTP given the lower HUID. 
0083. As can be appreciated by those of ordinary skill in 
the art, many different schemes can be employed within a 
HUID. By way of example, one could encode the HUID 
with a code which weighted the numerical value with factors 
such as port speed or location. This would allow the faster 
ports to join Sooner. Also, if one desired a certain device to 
always join, one could program a Guaranteed Unique Iden 
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tifier, or a GUID. In one preferred embodiment, the GUID 
may be formed by allocating the most significant bits to the 
GUID, or Zeros if one not available, and the least significant 
bits to a random number. 

0084 FIG. 5E shows PHY D recognizing that it has 
established dominance and not found a loop. Therefore, 
PHY D begins the join process with PHY A by sending a 
Joining Request privately on Bus 1. 

0085 Meanwhile, PHY broadcasts its join intent on Bus 
1. In a presently preferred embodiment, the Join Message is 
encoded to be higher than any HUID. This ensures that 
PHY's which may join late will lose to a Join Request in a 
HUID contest. In a preferred embodiment, it is specified that 
an LTP is sent for a minimum amount of time equal to a 
Subaction gap before dominance can be determined to allow 
for late-comers. 

Additional Methods for Establishing Dominance 
0.086 As was explained above, one of the main goals of 
the Establish Dominance act was to have one of the pair of 
candidate nodes establish control of its local bus. However, 
there may be situations were it is more desirable for one 
rather than the other candidate to establish control of its bus. 
For example, if one candidate node already has a pre 
existing connection, and the other candidate node has no 
connections, then it is preferred that the connected node 
establish dominance rather than the unconnected, or remote 
node, thereby avoiding long bus resets. 
0087. It is contemplated that there are many ways to 
embody this preference. For example, in one preferred 
embodiment, the indicator that indicates whether the source 
node has a pre-existing connection may be included along 
with the HUID. In another preferred embodiment, the node 
itself may be programmed to determine its own connection 
status and behave accordingly when communicating with 
other nodes so programmed. In another preferred embodi 
ment, the node determines whether it has pre-existing con 
nections. If it does, the node will immediately move to 
establish dominance. It the node has no connections, then 
the node will wait a pre-determined amount of time before 
moving to establish dominance. 
Join 

0088. The final act in the LoopFreeBuild process is the 
join. Once a connection has been tested and found loop-free 
through the above acts, it can be joined. 

0089. The join process comprises four acts as shown in 
the flowchart in FIG. 6. In a presently preferred embodi 
ment, the following acts are taken to reduce the risk of bus 
resetS. 

0090. In act 600, remote PHYs are identified and are 
asked to join. In act 602, the remote PHY identified in act 
600 attempts to win arbitration. 

0.091 As is known by those of ordinary skill in the art, the 
timing of the arbitration act is critical. In a preferred 
embodiment of the present invention, if arbitration sought in 
acts 600 and 602 is won within the time period of a 
maximum-sized asynchronous packet, query 604 will result 
in a short bus reset being issued to both buses in act 606. As 
is known by those of ordinary skill in the art, a short bus 

Nov. 1, 2007 

reset is advantageous because there is minimum impact to 
the operation of devices connected to the bus. 
0092. If arbitration is not won within the specified tim 
eout, the decision of act 63 will result in a long bus reset is 
issued in act 608. 

Single Candidate Advantages 
0093. As can be appreciated by those of ordinary skill in 
the art, the single candidate process has certain advantages. 
For example, there will be a lower occurrence of long bus 
resets since only a maximum of two arbitration domains 
have to line up at a time. The single candidate process is 
easier to weight towards high speed connections coming up 
first through the use of weighted HUIDs or GUIDs. Fur 
thermore, in a single candidate process, it may be simpler to 
validate and ensure that loops will not be formed. In other 
words, the LoopFreeBuild process is more reliable in the 
single candidate scenario. Finally, in a single candidate 
process, remote PHY's only need to be listened to on one 
untested port at a time. 
Multiple Candidate 
0094. The discussion will now turn to the LoopFreeBuild 
multiple candidate case, where at any instant in time, any 
number of candidate connections to a given bus are selected 
for testing and joining. 
Selection of Candidates 

0095 The selection of candidates is simplified in the 
multiple candidate case. Here, each local PHY selects all 
untested ports as candidates; there is no selection procedure 
as in the single candidate case. 
Establish Dominance and Test for Loops 
0096. As with the single candidate LoopFreeBuild pro 
cess, the acts of establishing dominance and testing for loops 
are combined. FIGS. 7A-7E show the multiple candidate 
process. 

0097. Referring now to FIG. 7A, PHY's G, H, I, J, K, and 
L are presented for joining. In FIG. 7A, PHY's G and Jhave 
a qualified connection 700, and PHY's K and L have a 
qualified connection 702. 

0098. In FIG. 7A, PHY's G and H have an untested 
connection 704, PHY's Hand Khave an untested connection 
706, PHY's J and K have an untested connection 708, PHY's 
H and I have an untested connection 710, and PHY's I and 
L have an untested connection 712. 

0099. In a multiple candidate case, each PHY with 
untested ports arbitrates for its active bus. In practice, 
isolated PHY's wait a bit longer to begin arbitration to help 
reduce the need for long bus resets when joining. 
0100 Referring now to FIG. 7B, after winning arbitra 
tion, a Loop Test Packet (LTP) containing a HUID is 
transmitted on the bus, and a Loop Test Symbol (LTS) is sent 
through any untested ports. At all times, untested ports 
transmit the last HUID seen in a LTP to their respective peer 
ports as an LTS. Likewise, they receive HUIDs from their 
peers within an LTS. In FIG. 7B, PHY G transmits a LTP 
with a HUID of 1, PHY H transmits a HUID with a value of 
2, PHY I transmits a LTP with a HUID of 3, and PHY K 
transmits a LTP with a HUID of 3. 
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0101. After transmitting a LTP for the minimum duration, 
the PHY examines the received HUIDs contained within a 
given received LTS. If any received HUID is greater than the 
transmitted HUID, the PHY shall not join any connections. 
That is, any PHY which receives a higher HUID than it is 
transmitting refrains from any join attempts until the next 
time around. 

0102 Referring now to FIG. 7C, if the maximum 
received HUID is less than the transmitted HUID, the PHY 
is free to simultaneously join those connections which are 
reporting a HUID less than the transmitted HUID. If the 
received HUID is greater than the transmitted HUID, the 
PHY must withdraw its bid. Here, PHY's G and H drop out 
due to their lower HUIDS. 

0103) Referring now to FIG. 7C, any untested port 
receiving a HUID equal to the one being transmitted must 
refrain from any join attempt until the next time around. 
Here PHY L drops out due to its equal HUID. 
0104. As can be appreciated by those of ordinary skill in 
the art, the use of random HUIDs will allow all but looped 
connections to eventually activate. 
Join 

0105 Referring now to FIG. 7D, the remaining nodes 
now send a Join Request to the other Surviving candidates. 
0106 Referring finally to FIG. 7E, a bus reset is per 
formed, and joins are performed on the remaining untested 
ports. 

0107 As those of ordinary skill in the art will appreciate, 
the system has been built with no loops and only one bus 
reset. 

Multiple Candidate Advantages 
0108) As will be appreciated by those of ordinary skill in 
the art, the multiple candidate process has certain advan 
tages. For example, there is no need for the selection of 
candidates process that is required in the single candidate 
scenario. Also, since only one bus reset is required to join 
multiple candidates, the multiple candidate scenario is likely 
to result in fewer total bus resets when coming up from 
ground state. Furthermore, the multiple candidate scenario is 
easier to weight towards servicing more untested ports per 
cycle. Finally, there is no special case required for the 
loop-back-to-Self situation, where a user inadvertently con 
nects a device to itself. 

Disconnect Detection 

0109 As is appreciated by those of ordinary skill in the 
art, after a user removes the connection that is causing the 
loop, two separate buses now exist that may be connected. 
In a preferred embodiment of the present invention, a 
procedure for detecting such an event is provided. Periodi 
cally at a predetermined rate, or after a bus reset, the system 
will attempt to connect the quarantined branches. 
State Diagrams 
0110 FIG. 8 shows sequence according to the present 
invention described in a machine state diagram. In a pre 
ferred embodiment of the present invention, state 800 begins 
the process of selecting one or more candidates. The selected 
candidates then arbitrate for control and to send a loop test 
packet in state 802. After winning arbitration, the candidates 
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then send their loop test packets in state 804, and listen for 
received loop test packets, and compare their transmitted 
loop test packets (TxDTP) with those received (RXLTP). 
0111) If any RXLTP is greater than the TxDTP, the 
sequence moves to state 806, and the candidate Surrenders, 
and will wait for the receiving bus to return to idle before 
trying again in state 800. For those candidates whose TXITP 
is greater than or equal to the maximum RXLTP, they may 
join the bus in state 808. The sequence will then return to the 
selection of candidates state in state 800. 

0112 FIG. 9 shows a state machine diagram according to 
a preferred embodiment of the present invention that 
includes a contingency for when a device returns from a 
suspend state. The sequence starts in state 900 with a device 
in a disconnected state. When the device is connected in 
state 902, the system is tested for loops. If a loop is found, 
the device is quarantined in state 904. If no loop is found, 
then the device may be returned to a resuming state in State 
906. If for some reason the device has a Tree-ID timeout 
while resuming, it will be returned to state 902. When the 
device becomes active on the bus, it will be in the active 
state as shown in state 908. Once active, if the device has a 
Tree-ID timeout it will be returned the untested state in state 
902. 

0113. However, once a device connection has been tested 
for loops, it is possible for the user to place the device in a 
Suspend mode. In accordance with a preferred embodiment 
of the present invention, when a device is in suspended state 
910, and is resumed, it will be returned to the resuming state 
906. 

0114 While embodiments and applications of this inven 
tion have been shown and described, it would be apparent to 
those skilled in the art that many more modifications than 
mentioned above are possible without departing from the 
inventive concepts herein. The invention, therefore, is not to 
be restricted except in the spirit of the appended claims. 

1.-13. (canceled) 
14. A method of operating a high-speed data bus com 

prising at least two nodes, said bus and nodes forming a 
loop, the method comprising: 

determining whether said at least two nodes comprise the 
same type of node; and 

if said determining indicates the same type of node, 
breaking said loop between any of said at least two 
nodes. 

15. The method of claim 14, wherein said high-speed bus 
comprises a serial protocol bus, and said at least two nodes 
comprise IEEE-1394b-compliant devices. 

16. The method of claim 14, wherein said at least two 
nodes comprises at least first, second, and third nodes all of 
the same type, and said breaking comprises breaking 
between either said first and second nodes, or said second an 
third nodes. 

17. The method of claim 14, wherein said at least two 
nodes comprises at least first, second, and third nodes, said 
first node and second node being of a first type, and said 
third node being of a second type; and 

wherein said breaking comprises breaking between said 
first and second nodes and not between said second and 
third nodes. 
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18. A method of operating a high-speed data bus com 
prising at least first and second nodes and a loop, said first 
node comprising a different type of node than said second 
node and being in communication with said loop via said 
second node, the method comprising breaking the bus 
between said first and second node so as to sever said loop 
from said bus. 

19. The method of claim 18, wherein: 

said at least first node comprises at least two nodes of a 
first type: 

said loop comprises at least two nodes of a second type; 
and 

said at least second node comprises a node having char 
acteristics of both said first and second types of nodes. 

20. The method of claim 18, wherein said first node 
comprises an IEEE-1394b-compliant node, said second 
node comprises a hybrid node, and said loop comprises a 
plurality of IEEE-1394a-compliant nodes. 

21. The method of claim 18, wherein said loop comprises 
a plurality of nodes which do not have loop-breaking 
capability. 

22. The method of claim 21, wherein said loop has only 
one node that is coupled to said second node. 

23. A method of operating a high-speed data bus com 
prising a plurality of nodes, said plurality comprising: 

(i) a plurality of a first type of node, at least two of said 
plurality of first type of node being in communication 
with one another without any other nodes interposed 
therebetween; and 

(ii) at least one of a second type of node; 
wherein said bus and nodes form a loop, and the method 

comprises selectively breaking said loop between said 
at least two nodes. 

24. The method of claim 23, wherein said high-speed bus 
comprises a serial protocol bus, and said at least two nodes 
comprise IEEE-1394b-compliant devices. 

25. The method of claim 23, wherein said plurality of first 
type of node comprises at least first, second, and third nodes 
all of the first type, and said breaking comprises breaking 
between either said first and second nodes, or said second an 
third nodes. 

26. The method of claim 23, further comprising at least 
one of a third type of node, said third type comprising 
attributes of said first and second types of nodes. 

27. A method of loop breaking in a high-speed serialized 
bus with a plurality of nodes, comprising: 

identifying at least two of a particular type of node of said 
plurality; and 

breaking said loop selectively between said at least two 
nodes. 

28. The method of claim 27, wherein said identifying at 
least two of a particular type of node comprises identifying 
at least two IEEE-1394b-compliant nodes. 

29. The method of claim 27, wherein said breaking 
selectively comprises breaking said loop between said at 
least two nodes preferentially over breaking said loop at any 
other location. 

30. The method of claim 29, wherein said plurality of 
nodes further comprises at least one other node, and break 
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ing of said loop adjacent said at least one other node renders 
at least said at least one other node inoperative. 

31. The method of claim 29, further comprising detecting 
the formation of a loop within said bus. 

32. The method of claim 31, wherein said plurality of 
nodes further comprises at least one node of a second type, 
the operation of said at least one node which would be 
adversely affected if said breaking of said loop is performed 
adjacent thereto; and 

wherein said breaking said loop selectively comprises not 
breaking said loop adjacent said at least one node so as 
to avoid said adverse effects. 

33. A method of loop breaking in a high-speed serialized 
bus with a plurality of nodes of a first type and at least one 
node of a second type, the operation of said at least one node 
being adversely affected by breaking said loop between said 
at least one node and another node immediately proximate 
thereto within said loop, the method comprising: 

identifying at least two of said first type of node of said 
plurality that are logically adjacent to one another 
within said loop; and 

breaking said loop between said at least two nodes before 
breaking said loop at any other location. 

34. The method of claim 33, further comprising prohib 
iting breaking said loop immediately proximate said at least 
one node. 

35. A method of loop breaking in a high-speed serialized 
bus with a plurality of nodes, comprising: 

identifying at least one location within said loop and 
between two of said plurality of nodes where the effect 
of said breaking will be minimized; and 

breaking said loop preferentially between said at least two 
nodes. 

36. A computerized device for use with a high-speed data 
bus comprising at least two nodes, said bus and nodes 
forming a loop, the apparatus comprising: 

first apparatus adapted to determine whether said at least 
two nodes comprise the same type of node; and 

second apparatus adapted to, if said determination indi 
cates the same type of node, break said loop between 
any of said at least two nodes. 

37. The device of claim 36, wherein said device comprises 
one of said at least two nodes. 

38. The device of claim 36, wherein said high-speed bus 
comprises a serial protocol bus, and said at least two nodes 
comprise IEEE-1394b-compliant devices. 

39. The device of claim 36, wherein said at least two 
nodes comprises at least first, second, and third nodes all of 
the same type, and said second apparatus is configured to 
cause breakage of said loop between either said first and 
second nodes, or said second an third nodes. 

40. The device of claim 36, wherein said at least two 
nodes comprises at least first, second, and third nodes, said 
first node and second node being of a first type, and said 
third node being of a second type; and 

wherein said second apparatus is configured to cause 
breakage of said loop between said first and second 
nodes and not between said second and third nodes. 

41. A computerized device adapted for operation with a 
high-speed data bus, the bus comprising at least said device, 
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a node and a loop, said node comprising a different type of 
entity than said device, said device being in communication 
with said loop via said node, the device comprising com 
puter program apparatus operative to break the bus between 
itself and the node. 

42. The device of claim 41, wherein said device comprises 
an IEEE-1394b-compliant device, said node comprises a 
hybrid node, and said loop comprises a plurality of IEEE 
1394a-compliant nodes. 

43. The device of claim 41, wherein said loop comprises 
a plurality of other nodes which do not have loop-breaking 
capability. 

44. The device of claim 41, wherein said device comprises 
an embedded physical layer controller. 

45. The device of claim 44, wherein said computer 
program apparatus comprises part of said physical layer 
controller. 

46. A loop-breaking device for use with a high-speed data 
bus, the bus comprising a plurality of nodes, said plurality 
comprising: 

(i) at least one of a first type of node being in communi 
cation with the device without any other nodes inter 
posed therebetween; and 

(ii) at least one of a second type of node; 
wherein said bus and nodes form a loop, and the device 

comprises computer program apparatus adapted to: 

detect said loop; and 
selectively break said loop between said device and 

said at least one node of said first type. 
47. The device of claim 46, wherein said high-speed bus 

comprises a serial protocol bus, and said first type of node 
comprises an IEEE-1394b-compliant device. 

48. The device of claim 46, wherein said device and said 
at least one of a first type of node comprise the same type of 
device. 

49. The device of claim 48, wherein said same type of 
device comprises a device which is substantially unaffected 
by an immediately proximate loop break. 

50. The device of claim 48, wherein said device comprises 
an embedded physical layer controller. 

51. The device of claim 50, wherein said computer 
program apparatus comprises part of said physical layer 
controller. 

52. A computerized device adapted for loop breaking in a 
high-speed serialized bus having a plurality of nodes, com 
prising: 

processing apparatus; and 
a computer program adapted to run on said processing 

apparatus, said computer program adapted to, when 
executed by said processing apparatus: 
identify at least two of a particular type of node of said 

plurality; and 
break said loop selectively between said at least two 

nodes. 
53. The device of claim 52, wherein said computerized 

device comprises one of said at least two of a particular type 
of node. 
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54. The device of claim 52, wherein said identification of 
at least two of a particular type of node comprises identifi 
cation of at least two IEEE-1394b-compliant nodes. 

55. The device of claim 52, wherein said selective break 
of said loop by said program comprises breaking said loop 
between said at least two nodes preferentially over breaking 
said loop at any other location. 

56. The device of claim 55, wherein said plurality of 
nodes further comprises at least one other node, and break 
ing of said loop adjacent said at least one other node renders 
at least said at least one other node inoperative. 

57. The device of claim 55, further comprising detecting 
the formation of a loop within said bus. 

58. The device of claim 57, wherein said plurality of 
nodes further comprises at least one node of a second type, 
the operation of said at least one node which would be 
adversely affected if said break of said loop is performed 
adjacent thereto; and 

wherein said break of said loop selectively comprises not 
breaking said loop adjacent said at least one node so as 
to avoid said adverse effects. 

59. A computerized device adapted for loop breaking in a 
high-speed serialized bus having a plurality of nodes of a 
first type and at least one node of a second type, the 
operation of said at least one node being adversely affected 
by breaking said loop between said at least one node and 
another node immediately proximate thereto within said 
loop, the device comprising: 

processing apparatus; and 
a computer program, said program adapted to, when 

executed: 

identify at least two of said first type of node of said 
plurality that are logically adjacent to one another 
within said loop; and 

break said loop between said at least two nodes before 
breaking said loop at any other location. 

60. The device of claim 59, wherein said computerized 
device comprises one of said at least two of said first type of 
node. 

61. The device of claim 59, wherein said program is 
further adapted to prohibit breaking said loop immediately 
proximate said at least one node. 

62. A computerized device adapted for loop breaking in a 
high-speed serialized bus, said bus comprising a plurality of 
nodes, the device comprising: 

a processing apparatus; and 
at least one computer program, said at least one program 

adapted to, when executed on said processing appara 
tuS: 

identify a location within said loop and between two of 
said plurality of nodes where no adverse effects will 
result from said breaking; and 

break said loop between said at least two nodes pref 
erentially over another location within said loop. 
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