PCT

INTERNATIONAL APPLICATION PUBLISHED

WORLD INTELLECTU¢
Intemn

(51) International Patent Classification 6 :
HO04Q 7732, 7/38

(11) International Publication Number:

(43) International Publication Date:

WO  9604759A2

WO 96/04759

15 February 1996 (15.02.96)

(21) International Application Number: PCT/FI195/00409

(22) International Filing Date: 31 July 1995 (31.07.95)

(30) Priority Data:

08/285,123 us

1 August 1994 (01.08.94)
(71) Applicant: NOKIA TELECOMMUNICATIONS OY [FL/FIJ;
Mikkyldn puistotie 1, FIN-02600 Espoo (FI).

(72) Inventor: HOKKANEN, Petri; Reslatic 3 B 11, FIN-90650
Oulu (FI).

(74) Agent: OY KOLSTER AB; Iso Roobertinkatu 23, P.O. Box
148, FIN-00121 Helsinki (FI).

(81) Designated States: AU, CN, DE, FI, GB, JP, NO, European
patent (AT, BE, CH, DE, DK, ES, FR, GB, GR, IE, IT, LU,
MC, NL, PT, SE).

Published
Without international search report and to be republished
upon receipt of that report.

(54) Title: A MULTI-SYSTEM SUBSCRIBER IDENTIFICATION MODULE

(57) Abstract

A subscriber identification
module (SIM) for storing user

TMS! in GSM SIM-card is 8 bytes, 72 bits long

identiti d oth - ifi | |

iromason and. ercty crils LocaTion[M MTMCTTMME 1 1
access to the service of the radio AREA N N RANDOM MS ID
system. One of the user identities CODE cc|ic1CC

is T Mobile Subscribe:

;Zentictr;‘ po(msx) ou;:d t":)r c?lsclr' ! 12111 '2 3 l I L
anonymity purposes by utilizing BYTE 9 8 7 8 5 4 3 2 1

it as an alias for the actual user
identity in order to avoid sending
the actual user identity in clear on
the radio path. A part of TMSI is
a random number which cannot be
used to identify the user/terminal
without mapping information to the
actual user identity, which is found
in the telecommunications network
entity that allocated the random

TMSIs for other systems can be separated by using
bits 5-8 of octet 6, which in GSM TMSI are coded

number.  The present invention as ‘1111°

allows an SIM roaming from one

radio system to another by utilizing | | | Xl | | | I
predetermined bits of TMSI are X

used to differentiate between X

different TMSI's of different

systems indicating in a uniform | | | Xl | | | |
manner in all mobile radio systems BYTE 9 8 7 6 5 4 3 2 1

the mobile radio system which has
allocated the TMSI.




applications under the PCT.

AT
AU
BB
BE

FOR THE PURPOSES OF INFORMATION ONLY

Codes used to identify States party to the PCT on the front pages of pamphlets publishing international

Austria
Australia
Barbados
Belgium
Burkina Faso
Bulgaria

Benin

Brazil

Belarus
Canada
Central African Republic
Congo
Switzerland
Cote d'Ivoire
Cameroon
China
Czechoslovakia
Czech Republic
Germany
Denmark

Spain

Finland

France

Gabon

GB
GE
GN
GR

“RE RBEEWORE

cee
$E888%<ER

United Kingdom
Georgia

Guinea

Greece

Hungary

Ireland

Ttaly

Japan

Kenya

Kyrgystan
Democratic People’s Republic
of Korea
Republic of Korea
Kazakhstan
Liechtenstein

Sri Lanka
Luxembourg
Latvia

Monaco

Republic of Moldova
Madagascar

Mali

Mongolia

Mauritania

Malawi

Niger

Netherlands
Norway

New Zealand
Poland

Portugal

Romania

Russian Federation
Sudan

Sweden

Slovenia

Slovakia

Senegal

Chad

Togo

Tajikistan

Trinidad and Tobago
Ukraine

United States of America
Uzbekistan

Viet Nam




WO 96/04759 PCT/FI95/00409

10

15

20

25

30

35

A multi-system subscriber identification module

Field of the invention

The invention relates to removable data storage
module which contain data related to an identification and
authentication of a subscriber of a mobile radio terminal.
The invention also relates to a roaming method and a
mobile radio system utilizing such a data storage module.

Background of the invention

The specifications of GSM, the European Digital
Cellular System for Land Mobile Radio Communications, de-
fines that all the information elements needed by the ra-
dio system to identify, authenticate and locate a mobile
subscriber will be contained into a dedicated module, cal-
led SIM (Subscriber Identity Module), which is removable
and allows the use of different mobile stations. The re-
maining part of the mobile station, called a mobile equip-
ment (ME), is intended to contain all the mechanisms and
devices which are needed to access the GSM services (for
instance the radio equipments) but are not specific to a
given subscriber. Further, the SIM is removable from the
mobile equipment and the intervals between subscriber
identity module and mobile equipment is standardized in
ETSI specification GSM 11.11. This interface is in accor-
dance with ISO standards on IC cards (ISO 7816) The SIM
may be a part of the multi service card, of which GSM mo-
bile telecommunication is one of the applications. This
feature allows the mobile equipment being a universal
equipment operable by different mobile subscribers in
turn, each using his own SIM. The SIM can be either a
smart card being a well-known size of credit cards, or
alternatively it can be in a much smaller format, called
"plug-in SIM". The latter format is more suitable for
handportable terminal equipments.

As noted above, GSM systems are using a SIM-card
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that stores user identities and other user specific
information and thereby enables access to the service of
the radio system. Only a combination of the SIM and the ME
makes an operative mobile station MS for GSM system. The
same SIM card may be used in any GSM mobile equipment ME.
It is even possible that a mobile subscriber has only a
personal subscriber identity module SIM and rents the
remaining part of the mobile station, ie. the mobile
equipment ME, when needed. This transferring of the SIM
instead of the entire mobile station MS and using
different mobile equipments ME is sometimes called a "SIM
roaming" within GSM system.

Also other mobile radio systems in addition to GSM
may use the same kind of smart card for similar purposes,
thus enabling user specific information to roam between
different mobile radio systems independently of the air
interface specifications. For example in the U.S.A. the so
called Personal Communications Systems (PCS) are being
developed having several different air interfaces. Also in
Europe, DCS 1800 which is a mobile radio system realized
according to GSM specifications expect different radio
interface (carrier frequencies of approximately 1800 MHz
instead of that of approximately 900 MHz in GSM system)
utilizes SIM card. The smart card may be the only common
nominator between these systems to provide "SIM roaming"
between systems. It is desirable to have the same smart
card in different systems, because the user does not have
to change his/her user profile when the terminal and/or
air interface needs to be changed.

One identity type for a mobile subscriber in a
mobile radio system is Temporary Mobile Subscriber
Identity (TMSI). This mobile identity type is used for
user anonymity purposes by utilizing it as an alias for
the actual user identity in order to avoid sending the
actual user identity in clear on the radio path. A part of
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TMSI is a random number which can not be used to identify
the user/terminal without mapping information to the
actual user identity, which is found in the
telecommunications network entity that allocated the
random number.

The TMSI is also stored in the SIM-card, but in the
GSM specific way using identities pertaining only to GSM.
For user anonymity reasons it is desirable to also have
TMSI-roaming between different systems with different kind
of air interfaces, i.e. also the TMSI allocated for the
user and stored to the SIM card in an "old" mobile radio
system all is transferred to a "new" mobile radio system
by SIM roaming. The problem, however, is that the TMSI as
specified for GSM does not have any relevance in other
mobile radio systems. Further the GSM SIM card contains
only a single storage location for a single TMSI.

Disclosure of the invention

An object of the present invention is to allow a
temporary mobile subscriber identity roaming between
different mobile radio systems.

A further object is a method to differentiate
between temporary mobile subscriber identities of
different systems and to store them in a smart card in a
uniform way.

One aspect of the present invention is a removable
subscriber identification module for a mobile radio
terminal, comprising

electrically alterable memory means for storing
data related to an identification and authentication of a
mobile subscriber, said memory means including a
predetermined storage location for storing a temporary
mobile subscriber identity, an identity of a mobile radio
system which has allocated said temporary mobile
subscriber identity being indicated in predetermined bit
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locations in said temporary mobile subscriber identity in
a manner independent from said mobile radio system, the
remaining bit locations of said temporary mobile
subscriber identity being stored in a mobile radio system
specific format.

Another aspect of the present invention is an
inter-system roaming method, comprising steps of

allocating a temporary mobile subscriber identity
for a mobile subscriber in a first mobile radio system
having a first radio interface, an identity of said mobile
radio system being indicated in predetermined bit
locations in said temporary mobile subscriber identity in
a manner independent from said first mobile radio system,

sending said temporary subscriber identity to a
first mobile station of said mobile subscriber, said
mobile station comprising a removable subscriber
identification module for storing data related to an
identification and authentication of a mobile subscriber,
as well as a first mobile equipment capable of operating
in said first mobile radio system,

storing said temporary mobile subscriber identity
into predetermined storage location in said removable
subscriber identification module,

removing said mobile subscriber identification
module from said first mobile station,

inserting said mobile subscriber identification
module into a second mobile station comprising a second
mobile subscriber equipment capable of operating in a
second mobile radio system having a second radio
interface,

ccoying said temporary mobile subscriber identity
from said mobile subscriber identification module,

sending said temporary mobile subscriber identity
to a fixed network of said second mobile radio system,

analyzing said predetermined bit locations in said
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temporary mobile subscriber identity in order to find said
identity of said first mobile radio system,
requesting an actual identity of said mobile
subscriber from said first mobile radio system by means of
said identity of said first mobile radio system and said
temporary mobile subscriber identity.
Still further aspect of the present invention is a
mobile radio system, comprising
a mobile exchange,
mobile stations each including a removable
subscriber identification module for storing data related
to an identification and authentication of a mobile
subscriber, as well as a first mobile equipment capable of
operating in said first mobile radio system, and
a visitor location register including
means for allocating temporary
mobile subscriber identities for mobile subscribers
in said mobile radio system, an identity of said
mobile radio system being indicated in
predetermined bit 1locations in said temporary
mobile subscriber identity in a manner independent
from said first mobile radio system,
means for analyzing said
predetermined bit locations in a temporary mobile
subscriber identity received from a mobile station
in order to find an identity of a mobile radio
system which has allocated the temporary mobile
subscriber identity,
means for requesting an actual
identity of said mobile subscriber from a mobile
radio system which has allocated said temporary
mobile subscriber identity by means of said
analyzed mobile radio system identity and said
temporary mobile subscriber identity.
In the present invention predetermined bits of a



WO 96/04759 PCT/F195/00409

10

15

20

25

30

35

temporary mobile subscriber identity TMSI are used to
differentiate between different TMSI's of different
systems by indicating in an uniform manner in all mobile
radio systems the mobile radio system which has allocated
the TMSI. The remaining bit locations of the TMSI may be
in a mobile radio system specific format. During SIM
roaming between two different mobile radio systems, the
mobile station reads the TMSI from subscriber
identification module and makes a copy of the TMSI to an
air-interface message. TMSI is forwarded to a mobile radio
system, which decodes the TMSI. The new system can use the
predetermined bits of TMSI to find out the actual
structure of TMSI and the mobile radio system that
allocated the TMSI. The new system is provided with an
interconnection to other networks/systems through which it
can request the actual user identity from the old system
because that is the only place containing mapping between
the TMSI and the actual user identity.

A Brief Description of the Drawings

The preferred embodiments of the invention will be
described with reference to attached drawing, wherein

Fig. 1 is a block diagram illustrating a cellular
mobile radio system,

Fig. 2 shows a vehicle mounted mobile station,

Fig. 3 is a block diagram of a mobile station con-
sisting of a mobile equipment ME and a subscriber identity
module SIM,

Fig. 4 illustrates the GSM TMSI format,

Fig. 5 illustrates the universal TMSI format
according to the invention,

Fig. 6 illustrates a TMSI roaming between two
mobile radio systems,

Fig. 7 is a flow diagram illustrating operation of

a visitor location register VLR2 in Fig. 6.
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Preferred Embodiments of the Invention

The present invention is applicable to all mobile
radio systems utilizing subscriber identity module SIM or
alike. The present invention is particularly advantaged
when applied in the pan-European digital mobile radio sys-
tem GSM or in the modification thereof, DCS1800. In the
following the preferred embodiment of the invention will
be described as an application in a GSM system, to which
the invention, however, is not intended to be limited.

Figure 1 shows schematically a portion of a GSM
cellular radio system. In the cellular radio system the
area covered by the system is divided into radio cells.
Base station controllers BSCl and BSC2 are connected by
digital transmission links 12 to a mobile exchange MSC.
Furthermore, base stations BTS1l, BTS2 and BTS3, BTS4 are
connected by digital transmission links 11 to the base
station controllers BSCl and BSC2, respectively. Each BSC
and the base stations BTS controlled by it form a base
station system BSS. The radio coverage area of a single
base station BTS typically creates a single radio cell.
Each base station BTS1 to BTS4 has a predetermined fixed
number of physical radio channels. The configuration and
properties of the GSM system are described in more detail
in the GSM specifications and in the book "The GSM System
for Mobile Communications, M. Mouly & M.B. Pautet, Pa-
laiseau, France, 1992, ISBN:2-9507190-0-7, which are
hereby incorporated by reference.

Subscriber data, such as location date, are stored
permanently in a home location register (HLR). The HLR
also contain the original user profiles. The HLR also has
an associated authentication center AC (not shown), which
may be integrated or separate. The authentication center
contains subscriber authentication data and authentication
algorithms. The system also comprises several visitor
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location registers (VLR) each associated with one or more
MSC area. The VLR is a data base in which subscriber data,
i.e the copies of the original user profile, are stored
while the mobile station MS is visiting the area of the
MSC. The VLR also contains the temporary mobile subscriber
identity associated with the user profile. VLR further has
a mapping to obtain an actual user identity on the basis
of the TMSI.

According to the GSM specifications, all the infor-
mation elements contained in a MS which are related to a
mobile subscriber musé be stored and operated within a
specific module, called subscriber identity module SIM.
The remaining part of MS, called a mobile equipment ME,
contains the hardware and software specific to the radio
interface. Specification GSM 2.17 specifies the operation
of SIM, and specification GSM 11.11 specifies the instruc-
tion format and encoding in SIM as well as the interface
between the SIM and the ME. The SIM can be a smart card,
IC card SIM, the interface of which with the outside world
is in accordance with ISO standards on IC cards, i.e. ISO
7816 series. The IC card SIM of a standard size may be too
large for handportable radios, and therefore, also a plug-
in SIM which is a dedicated module fully standardized wit-
hin the GSM system and intended to be semipermanently ins-
talled in the ME can be used.

In the GSM system the identification of a mobile
subscriber is based on the SIM card. The mobile subscriber
is able to use different mobile equipments ME but is all
the time using the same SIM card and thereby can be
reached by the same subscriber number. Without the SIM
card only emergency calls can be made by the ME. When used
in the ME, the SIM shall provide when it is in GSM network
operation a storage of subscriber related security infor-
mation (according to recommendations GSM 02.09) e.g. tem-
porary mobile subscriber identity TMSI and a key Ki, and
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an implementation of authentication and cipher key genera-
tion mechanisms according to recommendation GSM 03.20
(i.e. algorithms A3 and A8). For the user's own security,
the SIM must handle a 1 digit PIN code (Personal identi-
fication number). Furthermore, the SIM storage capability
may provide facilities to memorize and manage additional
information elements related to the mobile subscriber in
association with GSM services and MS features.

The present invention may be applied in a mobile
radio system to any type of mobile radio station MS, e.g.
a portable mobile phone or a vehicle mounted station with
an ability of using a removable memory. Figure 2 shows, as
an example of an mobile radio station, a radio telephone
unit which can be mounted in a vehicle. The mobile station
MS of Figure 2 comprises a radio unit 1, which is connec-
ted by a cable 8 to a handset 2. The handset 2 includes
normal components and functions: microphone, loudspeaker,
and a user interface formed by a display and a keypad. In
order to allow a handsfree operation, the radio unit 1 may
also be connected to a separate microphone 3 and separate
loudspeaker 7. Further, a separate reading device 4 for
memory card or memory module 5, referred to a subscriber
identity module SIM herein, is connected to a radio unit 1
via cable 9. A reading device 4 includes a card slot 6, in
which a SIM card 5 can be inserted in a reading device 4
in a such way that it can later be easily removed or de-
tached. One example of a vehicle mounted mobile station is
Nokia GSM model 6050 manufactured by Nokia Mobile Phones
Inc. Finland. The mobile stations may be also a portable
terminal wherein the card reading device, the radio
sections and the handset are integrated into one piece.
One example of such portable mobile station is Nokia 101
GSM manufactured by Nokia Mobile Phones Inc., Finland.

Figure 3 shows a block diagram of a mobile equip-
ment part ME of a mobile station MS. The ME comprises an
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antenna 3, a duplex filter 28, a receiver 21, a transmit-
ter 29 and a synthesizer 27. In a receiving direction a
series connection of an A/D converter 22, a detector 23, a
deinterleaving means 24, a channel decoder 25, speech
decoder 26 and a loud speaker is connected subsequént to
receiver 21. In a transmitting direction a series connec-
tion of a microphone, a speech coder 34, a channel coder
33, an interleaving unit 32, a TDMA burst building unit 31
and a modulator 30 is connected prior to the transmitter
29. All the above mentioned blocks are controlled by a
timing and control unit 35, which processes all outbound
and inbound messages. The timing and control unit 35 is
further connected to a SIM card reading device 4 via cable
S.

As mentioned above, the temporary mobile subscriber
identity (TMSI) is a mobile identity type used for user
anonymity purposes by utilizing it as an alias for the
actual user identity in order to avoid sending the actual
user identity in clear on the radio path. TMSI for GSM
has been specified as shown in figure 4. GSM TMSI is 72
bits long digit string in its maximum having nine octets 1
to 9. The octets 1 to 4 contain a random MS identity, i.e.
a random number which is allocated at a given moment to a
certain mobile station in a current location area. The
location area code LAI of the current location area is
given in the octets 8 and 9 of TMSI. The random MS ID can
not be used to identify the user/terminal without mapping
information to the actual user identity, which is found in
the telecommunications network entity (MSC/VLR) that
allocated the random MS identity. The octets 5 and 7 as
well as bits 1 to 4 in octet 6 are in other use. The
remaining bits 5 to 8 in the octet 6 are not presently
used for anything in GSM but they are merely filling bits
for coding purposes.

In GSM system TMSIs are managed by MSC/VLR. GSM
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TMSI is meaningful only within one location area, being
first allocated (by MSC/VLR) to a MS the first time it
registers in the location area, and being released when
the MS leaves the location area. When the MS performs a
location attempt in a new cell of a new location area, the
TMSI used in the "old" location area will be sent to a
MSC/VLR of the location area. If the MSC/VLR of the new
location area is other than the one which allocated the
"old" TMSI, the new MSC/VLR has to request the actual
identity, IMSI, of the MS from the previous MSC/VLR, as
indicated by the LAI part of the TMSI. As a result, the
actual identity of the MS will not be sent on the radio
path.

The TMSI is stored in the SIM-card TMSI in the same
way. as it is sent on the air interface, i.e. in the GSM
specific way using identities pertaining only to GSM.
Storage space for TMSI in a SIM-card is 72 bits.
Therefore, the "SIM roaming" allows to move also the TMSI
from one mobile eguipment to another within GSM systems.
The "new" MS then performs a location attempt to the GSM
network using the "old" TMSI as described above.

For user anonymity reasons it is desirable to also
have TMSI-roaming between different systems with different
kind of air interfaces, i.e. also the TMSI allocated for
the user and stored to the SIM card in an "old" mobile
radio system is also transferred to a "new" mobile radio
system by SIM roaming. The problem, however, is that the
TMSI as specified for GSM does not have any relevancy in
other mobile radic systems. Further the GSM SIM card
contains only a single storage location for a single TMSI.
Therefore a method is needed to differentiate between
TMSI’'s of different mobile radio systems and to store them
in GSM SIM-card in an uniform way.

In the preferred embodiment of the present
invention the above problem is solved by utilizing the
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bits 5 to 8 of the octet 6 in the TMSI to differentiate
between different TMSI's of different systems. According
to the invention these bits are coded in all mobile radio
systems in an uniform manner to indicate the mobile radio
system which has allocated the TMSI. The remaining bit
locations of the TMSI may be in a mobile radio system
specific format. For example, if these bits are coded as
n1111" for identifying TMSI of GSM900/DCS1800 systems, as
shown in Fig. 4. All other codings of the bits 5 to 8 in
the octet 6 may be used to identify TMSIs of other mobile
radio systems, as shown by "xxxx" in Fig. 5.

A preferred embodiment of the "SIM roaming", oOr
particularly TMSI roaming, according to the invention will
be described below with reference to the Figs. 6 and 7.

In Fig. 6 two interconnected mobile radio systems I
and II with different radio interfaces I and II,
respectively, are shown. Assume that the mobile radio
system I is in accordance with GSM specifications
including the radio interface I. Only the network elements
necessary to the description of the invention are shown in
Fig. 6, namely visitor location register VLR1l, mobile
exchange MSCl, base station controller BSCl, and base
station BTS1. Further a mobile station MS1 consists of a
removable subscriber identification module SIM, as well as
a mobile equipment MEl1 containing the hardware and
software specific for communication of the radio interface
I.

Similarly, only the network elements of the mobile
radio system II necessary for describing the present
invention are showh in Fig. 6, namely visitor location
register VLR2, a mobile exchange MSC2, a base station
controller BSC2, and a base station BTS2. The mobile radio
system II may follow the same network standard as the
mobile radio system I, namely GSM MAP, or any other
network standard, e.g. 1S-41. However, the radio interface
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II of the system II is different from the radio interface
I of the system I, e.g. operates on different band of
carrier frequencies. Fig. 6 shows also a mobile station
MS2 of the mobile radio system II consisting of a
subscriber identification module SIM, and mobile equipment
ME2 containing the hardware and software specific for
communication of the radio interface II. The minimum
requirement for the present invention is that the SIM
format used in system I is similar to or compatible with
the SIM used in system II. Further, for purposes of the
present invention, an interconnection link between VLR1
and VLR2 is shown. The interconnection between the mobile
radio system I and II may be, however, embodied by any
other type of the interconnection enabling the IMSI
request according to the present invention.

Firstly, let us assume that a mobile subscriber is
using the mobile radio system I. The SIM of the mobile
subscriber is inserted into the reading device of mobile
equipment ME1l of the mobile station 1. The mobile station
has performed a location updating in one of the location
areas of VLR1. Consequently VLRl has allocated to the
mobile subscriber a TMSI for this location area. In the
allocated TMSI the bits 5 to 8 of the octet 6 are coded as
"1111" for identifying the mobile radio system I. Octets 8
and 9 of the TMSI contain the location area code of the
current location area of the MS1. The VLR1 will send the

- allocated TMSI to the mobile station MS1 in which the TMSI

is stored into the predetermined storage location of the
SIM.

Let us next assume that the mobile subscriber
wishes to use the mobile radio system 2 in which he/she
also is an authorized mobile user. To that end he/she
removes the personal SIM from MS1 and inserts it into the
reading device of MS2 in the mobile radio system II. The
mobile equipment ME2 of the MS2 reads the stored TMSI from
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the inserted SIM of the mobile subscriber, and makes a
copy of the TMSI to an air interface message. It should be
noted that the use and the operation of the SIM and the
mobile stations MS1 and MS2 in the process according to
the present invention may be similar to that of the prior
SIMs and MSs. The MS2 will send the TMSI, in a location
attempt, for example, over the radio interface II to the
network part of the system II in which the TMSI is
forwarded to the VLR2.

Referring now to the flow chart of Fig. 7, the VLR
receives a location attempt from a new MS2 in one of its
location areas. Also the old TMSI allocated to the mobile
subscriber in the mobile radio system I is received at
VLR2 at step 71. Then the VLR2 analyses bits 5 to 8 of
octet 6 in the TMSI, in steps 72 and 73, in order to find
out the actual structure of the old TMSI and the mobile
radio system that allocated the old TMSI. If the decision
in the step 73 is that the old TMSI is allocated by the
same mobile radio system, namely system II, VLR2 makes a
standard IMSI request in mobile radio system II, unless
the old TMSI is already known by VLR2, in step 74. In the
present example, the VLR2 detects that the bits 5 to 8 of
octet 6 in the TMSI are coded as "1111", and the decision
that the old TMSI belongs to the mobile radio system I is
made in step 73. As a consequence, VLR2 requests the
actual user identity, IMSI, from the VLRl of the mobile
radio system I because VLRl is the only place containing
mapping between the old TMSI and the actual user identity
in step 75. The request is made by using the system
jdentification information obtained from the TMSI to find
the old VLR and by sending the old TMSI to the VLR2. The
VLR2 will respond by sending the IMSI and, optionally,
other subscriber data to the VLR2. The VLR2 receives the
IMSI in step 76 and then follows the standard network

procedure utilized in the mobile radio system II.
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The figures and the description associated are only
intended to illustrate the present invention. Changes and
modifications to the described embodiments are possible
without going beyond the scope and spirit of the attached

5 claims.
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Claims

1. A removable subscriber identification module for
a mobile radio terminal, comprising

electrically alterable mémoryf means for storing
data related to an identification and authentication of a
mobile subscriber, said memory means including a
predetermined storage location for storing a temporary
mobile subscriber identity, an identity of a mobile radio
system which has allocated said temporary mobile
subscriber identity being indicated in predetermined bit
locations in said temporary mobile subscriber identity in
a manner independent from said mobile radio system, the
remaining bit locations of said temporary mobile
subscriber identity being stored in a mobile radio system
specific format.

2. A removable subscriber identification module as
claimed in claim 1, wherein said predetermined storage
location comprises 72 bits, and wherein said mobile radio
system identity is indicated by bits 5 to 8 in the sixth
octet of said temporary mobile subscriber identity.

3. An inter-system roaming method, comprising steps
of

allocating a temporary mobile subscriber identity
for a mobile subscriber in a first mobile radio system
having a first radio interface, an identity of said mobile
radio system being indicated in predetermined Dbit
locations in said temporary mobile subscriber identity in
a manner independent from said first mobile radio system,

sending said temporary subscriber identity to a
first mobile station of said mobile subscriber, said
mobile station comprising a removable subscriber
jdentification module for storing data related to an
identification and authentication of a mobile subscriber,
as well as a first mobile equipment capable of operating
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in said first mobile radio system,

storing said temporary mobile subscriber identity
into predetermined storage location in said removable
subscriber identification module,

removing said mobile subscriber identification
module from said first mobile station,

inserting said mobile subscriber identification
module into a second mobile station comprising a second
mobile subscriber equipment capable of operating in a
second mobile radio system having a second radio
interface,

copying said temporary mobile subscriber identity
from said mobile subscriber identification module,

sending said temporary mobile subscriber identity
to a fixed network of said second mobile radio system,

analyzing said predetermined bit locations in said
temporary mobile subscriber identity in order to find said
identity of said first mobile radio system,

requesting an actual identity of said mobile
subscriber from said first mobile radio system by means of
said identity of said first mobile radio system and said
temporary mobile subscriber identity.

4. Roaming method as claimed in claim 3, wherein
said step of allocating said temporary mobile subscriber
identity is performed by a visitor location register in
said first mobile radio system.

5. Roaming method as claimed in claim 3, wherein
said steps of analyzing and requesting are performed by a
visitor location register in said second mobile radio
system.

6. A mobile radio system, comprising

a mobile exchange,

mobile stations each including a removable
subscriber identification module for storing data related
to an identification and authentication of a mobile
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subscriber, as well as a first mobile equipment capable of

operating in said first mobile radio system, and

10

15

20

a visitor location register including

means for allocating temporary
mobile subscriber identities for mobile subscribers
in said mobile radio system, an identity of said
mobile radio system being indicated in
predetermined bit locations in said temporary
mobile subscriber identity in a manner independent
from said first mobile radio system,

means for analyzing said
predetermined bit locations in a temporary mobile
subscriber identity received from a mobile station
in order to find an identity of a mobile radio
system which has allocated the temporary mobile
subscriber identity,

means for requesting an actual
identity of said mobile subscriber from a mobile
radio system which has allocated said temporary
mobile subscriber identity by means of said
analyzed mobile radio system identity and said
temporary mobile subscriber identity.
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Abstract of Disclosure
A subscriber identification module (SIM)
for storing user identities and other user
specific information and thereby enables
5 - access to the service of the radio system.
One of the user identities is Temporary
Mobile Subscriber Identity (TMSI) used for
user anonymity purposes by utilizing it as
an alias for the actual user identity in
10 order to avoid sending the actual user
identity in clear on the radio path. A
part of TMSI is a random number which can
not be used to identify the user/terminal
without mapping information to the actual
15 user identity, which is found in the
telecommunications network entity that
allocated the random number. The present
invention allows a SIM roaming from one
radio system to another by utilizing
20 predetermined bits of TMSI are used to
differentiate between different TMSI's of
different systems by indicating in an
uniform manner in all mobile radio systems
the mobile radio system which has
25 allocated the TMSI. The remaining bit
locations of the TMSI may be in a mobile
radio system specific format. During an
inter-system SIM roaming the old TMSI will
be copied from SIM and forwarded to a new
30 mobile radio system. The new system will
use the predetermined bits of TMSI to
identify the o0ld system in order to
request the actual user identity.

FIG. 4 and 5
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TMSI in GSM SIM-card is 9 bytes, 72 bits long

| ]
LOCATIONIM MM 1TM M l l I
AREA RANDOM MS ID
CODE L
]

N N|IC 1 C
ccCciC1C
1211 1,2

LCOo

BYTEeS 8 7 6 5 4 3 2 1
FIG. 4

TMSis for other systems can be separated by using

bits 5-8 of octet 6, which in GSM TMSI are coded
as ‘1111’

l l I X] l ! | l

BYTE 9 8 7 6 S 4 3 2 1
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RECEIVE A LOCATION ATTEMPT

71~ WITH OLD TMSI FROM A NEW MS IN
THE LOCATION AREA

!

ANALYZE BITS 5 TO 8 OF OCTET 6 IN
THE TMSI

72

74
Z

MAKE A STANDARD
IMSI REQUEST IN
OWN SYSTEM

75 MAKE AN IMSI REQUEST TO THE
OTHER RADIO SYSTEM WHICH HAS
ALLOCATED THE TMSI

h

76 RECEIVE THE IMSI AND FOLLOW THE
STANDARD PROCEDURE IN THE

SYSTEM

FIG. 7
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