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REMOTELY MANAGING A DATA PROCESSING SYSTEM VIA A
COMMUNICATIONS NETWORK

This document claims the benefit of the filing date of provisional
application serial number 60/265,538, entitled MANAGEMENT SYSTEM FOR
REMOTELY MANAGING A DATA PROCESSING SYSTEM VIA A
COMMUNICATIONS NETWORK and filed on January 31, 2001, under 35
U.S.C. 119(e).

FIELD OF THE INVENTION

This invention relates to a management system and method for monitoring

managing a data processing system via a communications network.

BACKGROUND

Business entities may exchange information over a communications
network such as the Internet. For example, one business entity may engage in
transactions with a group of trading partners. The business entities may exchange
information about transactions in goods, transactions involving a service, financial
transactions or other information to enhance business operations. Electronic
communications may promote transactional efficiency, such as a reduction of
clerical errors from reduced human intervention or an increase in the speed of
executing transactions.

In the context of a business-to-business communications environment, each
trading partner that is a participant in the transaction or communication may
maintain a data processing system (e.g., a server) to support the communication.
However, the trading partners may make conflicting technical decisions on the
maintenance of hardware and software for various data processing systems
involved in the business-to-business communications environment. Trading

partners may not share adequate technical information with each other or may



10

15

20

25

WO 02/061539 PCT/US02/02587

simply fail to coordinate the installation of software upgrades, even where
adequate technical information about other trading partners is available. For
example, different trading partners may decide to upgrade their hardware or
software platforms at different times which may result in the incompatibility of
one or more software features or the inability to conduct a transaction. To avoid
disruption of transactions or problems in the interoperability of technology and
software functionality, the trading participants may agree to have upgrades and
revisions handled by a single provider. Thus, a need exists for facilitating the
single provider's management of the technical parameters of data processing
systems of trading participants that may interact. Further, the need exists for
efficiently providing software features and software upgrades for the trading
participants in a business-to-business environment.

The trading partners of a business-to-business transaction generally desire
sufficient technical support to reduce downtime or disruptions in the execution of
transactions. Retaining skilled technicians and information technology
professionals may be costly to provide reliable operations of the business-to-
business environment. Further, such technicians may have inadequate access or
capability to monitor and control data processing systems of other trading partners,
which may impede the ability to correctly diagnose and address technical
problems. Thus, a need exists to enhance the effectiveness of technicians by
supporting remote monitoring and control of data processing systems of a trading

group via one or more sites.

SUMMARY

In accordance with one aspect of the invention, a management system
communicates with a remote data processing system, associated with a trading
participant, on at least one technical parameter of the remote data processing
system. A technical parameter may refer to configuration data on a data

processing system, software configuration data, hardware configuration data,
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operational status of a data processing system, operational status of a software
component of a data processing system, or operational status of a hardware
component of a data processing system. The management system receives a
report message on at least one technical parameter via a communications network.
The management system interprets or processes the report message for a
presentation on a user interface of the management system to facilitate a user's
monitoring of at least one remote data processing system. The management
system supports coordination of the management of at least one technical
parameter for the trading partners within a trading group.

In accordance with another aspect of the invention, the management system
supports the revision of a software module or modification of a software
component resident in one or more remote data processing systems. A
management system receives a report message containing technical parameter data
on a remote data processing system via the communications network. The
management system retrieves reference technical parameter data from a reference
parameters storage based on the report message. The management system
determines whether the received technical parameter data of the report data
message complies with the retrieved reference technical parameter data to decide
whether a revision of a software component or module is required. The
management system facilitates the revision (e.g., upgrade) of a software
component or software module at a remote data processing system to remedy
technical problems or to provide consistent technical interoperability between a

base data processing system and one or more remote data processing systems.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a business-to-business system including a
management system in accordance with the invention.
FIG. 2 is a block diagram of the business-to-business communications

system in greater detail than FIG. 1.
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FIG. 3 is a flow chart of a method for monitoring a remote data processing
system or systems from a management system in accordance with the invention.

FIG. 4 is a block diagram of a business-to-business system that supports
monitoring of transactional data and confirmation data from a user interface in
accordance with the invention.

FIG. 5 is a chart of performance data that may be monitored via a
management system of the invention.

FIG. 6 is a block diagram that illustrates an alternate embodiment of a
remote data processing system in accordance with the invention.

FIG. 7 is a flow chart of a method for conducting troubleshooting in the
business-to-business system in accordance with the invention.

FIG. 8 is a block diagram that illustrates an alternate embodiment of a
business-to-business system with multiple management systems at different sites
in accordance with the invention.

FIG. 9 and FIG. 10 are a flow chart of a method for revising or updating a
software module in ac'cordance with the invention.

FIG. 11 and FIG. 12 are a flow chart of a method for adding a new feature
to a remote data processing system via the management system in accordance with
the invention.

FIG. 13 is a block diagram of an alternate embodiment of a business-to-

business system that includes various firewalls in accordance with the invention.

DETAILED DESCRIPTION ’

In accordance with the invention, a business-to-business system 10 of FIG.
1 includes a primary business system 70 coupled to a base data processing system
12. The base data processing system 12 communicates with one or more remote
data processing systems 18 via a communications network 16 (e.g., a virtual
private network on the Internet). Each remote data processing system 18 is

coupled to a corresponding secondary business system 72. A management system
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14 is coupled to the communications network 16, the base data processing system
12, or both. The management system 14 facilitates one or more of the following
activities: remotely monitoring technical parameters and remotely altering
technical parameters of one or more remote data processing systems 18.

A technical parameter may define a configuration of a data processing
system, which generically refers to the base data processing system 12, the remote
data processing system 18, or both. The configuration or configuration data
defines technical characteristics (e.g., specifications), hardware characteristics, and
software characteristics of a data processing system. In one embodiment, a
technical parameter generally refers to one or more of the following:
configuration data on the base data processing system 12, configuration data on
one or more remote data processing systems 18, software configuration data,
hardware configuration data, a value of a variable used in data processing, a value
of a constant used in data processing, an installed version of a base software
module, an installed version of a remote software module, an installed type of base
software module, an installed type of remote software module, and operational
status data. The software configuration data may refer to the software
configuration of the base data processing system 12 and/or the software
configuration one or more remote data processing systems 18 of a trading group.
The hardware configuration data may refer to the hardware configuration of the
base data processing system 12 and/or the hardware configuration of one or more
remote data processing systems 18 of a trading group.

A technical parameter may define an operational status of a data processing
system. Operational status data may relate to a performance status, an occurrence
of an alarm condition, a performance of a data processing system, a performance
of a software component of a data processing system, a performance of a hardware
component of a data processing system, or any combination of the foregoing

items.
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The primary business system 70 may exchange transactional data with one
or more secondary business systems 72 via the communications network 16 to
conduct a transaction (e.g., business-to-business transaction). To this end, the base
data processing system 12 and at least one remote data processing system 18 act as
intermediaries to facilitate communications via the communications network 16.
For example, the base data processing system 12 may convert transactional data
from the primary business system 70 into an extensible mark-up language
document (XML), a hyper-text mark-up language (HTML) document, or any other
suitable data structure for transmission of transactional data over the
communications network 16. Similarly, the remote data processing system 18
may convert the received transactional data from the base data processing system
12 from an XML document, an HMTL document, or another suitable data
structure into a data protocol or format compatible with the secondary business
system 72. The transactional data (e.g., XML document) may be transmitted as
one or more data packets over the communications network 16, consistent with the
hypertext transfer protocol (HTTP), hypertext transfer protocol, secure (HTTPS),
or any other suitable data protocol. HTTP and HTTPS define how data messages
are formatted and transmitted, for example.

The primary business system 70 may manage transactional data or other
data relevant to the business operations of a primary business entity. For example,
the primary business system 70 may represent an enterprise resource planning
system. An enterprise resource planning system refers to a computer system that
may integrate one or more of the following business functions of an entity:
manufacturing, accounting, management, purchasing, inventory control, and
engineering. The base data processing system 12 may represent the business-to-
business server of a primary business entity.

One or more secondary business systems 72 may manage transactional data
or other data relevant to the business operations of at least one secondary business
entity. Bach secondary business system 72 may represent an enterprise resource

planning system or another computer-related tool for managing a business entity.
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The primary business entity or an affiliate may be allocated at least one of the
responsibilities of monitoring, maintaining, troubleshooting, and upgrading the
software of the remote data processing systems 18. Although the remote data
processing systems 18 may be controlled technically by a secondary business
entity or a number of different secondary business entities, distinct from the
primary business entity, the secondary business entities may delegate one or more

of the aforementioned responsibilities to the primary business entity. The

‘management system 14 supports such a delegation or allocation of monitoring,

maintaining, troubleshooting, and upgrading from a single site.

The base data processing system 12 may engage in a transaction with one
or more remote data processing systems 18 over the communications network 16.
Although any number of remote data processing systems 18 may be used to
practice the invention, the remote data processing systems 18 of FIG. 1 may be
designated as a first remote data processing system 74, a second remote data
processing system 76, and a third remote data processing system 78. Further, the
first, second and third remote data processing systems (74, 76, and 78) may be
affiliated with a first business entity, a second business entity, and a third business
entity, respectively. The first business entity, the second business entity, and the
third business entity represent secondary business entities, whereas a business
entity of the base data processing system 12 represents the primary business entity.

The management system 14 may monitor a transaction or communication
between the base data processing system 12 and any remote data processing
system 18; particularly with respect to the maintenance and functionality of
application software of a base data processing system 12 and the remote data
processing systems 18. Further, the management system 14 may monitor system-
level communications or network-level communications between the base data
processing system 12 and one or more remote data processing systems 18 to
ensure reliable communications and a fault-tolerant environment.

The management system 14 (e.g., monitor 36 of FIG. 2) supports remote

monitoring of the following attributes of remote data processing systems 18: (1)
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system monitoring of one or more interactions between the base data processing
system 12 and the remote data processing system 18 via the communications
network 16; (2) application monitoring of application software of the base data
processing system 12, the remote data processing system 18, or both. System
monitoring refers to monitoring of one or more system components that support
application software (e.g., business-to-business application software). A system
component refers to any software or hardware component that supports application
software. A hardware component may include functionality between hardware
components and functionality of individual hardware components, which may
include a storage device (e.g., hard drive of a server), a server, a data manager, a
database, and brokering architecture components, among other items. A base data
processing system 12 or a remote data processing system 18 may comprise a
server (e.g., a business-to-business server). Brokering architecture may refer to
any intermediate data processing system that interfaces one business system (e.g.,
primary business system 70) to a communications network 16 to support
communications of data messages to another business system (e.g., a secondary
business system 72) of a trading partner. The remote data processing system 18 or
the base data processing system 12 represents an intermediate data processing
system.

Applications monitoring refers to the monitoring of a software application
(e.g., a software module), and may extend to the transactions that the software
application supports. An active remote software module 60 (FIG. 2) or an active
base software module 22 (FIG. 2) may represent applications software or a
business-to-business software application.

The management system 14 supports remote monitoring, remote
configuration, or both of software components of the remote data processing
system 18. In one embodiment, the management system 14 allows a user or
service provider to add, delete, or modify the software features of each remote data
processing system 18 without requiring a person or technician to be at the location

of the remote data processing system 18 where the software changes are proposed
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or being made. The management system 14 is particularly well suited for
configuring a group of remote data processing systems 18 to promote technical
compatibility and to efficiently troubleshoot problems. For example, the
management system 14 may reduce travel expenses that might otherwise be
necessary to upgrade remote data processing systems 18 of different trading
partners, which may be widely geographically dispersed. A trading group refers to
a set of trading partners (i.e., business entities) that exchange information with
cach other via a communications network to conduct a transaction or otherwise
support business-to-business commerce.

FIG. 2 shows an illustrative example of components that may be used to
practice the configuration of FIG. 1. Like reference numbers in FIG. 1 and FIG. 2
indicate like elements.

The base data processing system 12 may refer to a business-to-business
server or another computer intermediary that provides a communications interface
between a primary business system 70 and a communications network 16. The
base data processing system 12 may include a processor 20 in communication with
a base status reporter 24 and a base communications interface 26. The lines
interconnecting the components of the base data processing system 12 may
represent logical data paths, physical data paths, or both.

The processor 20 may execute an active base software module 22, which
may be stored in a storage device (e.g., memory). For example, the active base
software module 22 may support an electronic transaction with a trading partner
with a complementary active remote software module 60 via a communications
network 16. An active base software module 22 refers to any software module
that is installed in the base data processing system 12 and activated for use.
Similarly, an active remote software module 60 refers to any software module or
collection of software components that are installed in the remote data processing
system 18 and activated for use. The base status reporter 24 may provide a report
message on technical parameters (e.g., operational status or configuration data)

pertaining to the base data processing system 12 or any of its constituent
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components. The base communications interface 26 supports communications
between one or more of the following: (1) the management system 14 and the
remote data processing system 18 and (2) the primary business system 70 and at

least one secondary business system 72.

The management system 14 includes a managing communications interface
28 that is a coupled to a data processor 30. In turn, the data processor 30 is
coupled to a user interface 34 and a storage device 32. The lines interconnecting
the components of the management system 14 may indicate logical data paths
between the components, physical data paths between the components, or both.

The managing communications interface 28 may include a first port 81 for
communicating with a base data processing system 12 and a second port 83 for
communicating with the communications network 16. The traffic at the second
port 83 may not be filtered by any firewall associated with the base data
processing system 12 to allow greater flexibility in surveillance and monitoring of
the traffic on the communications network 16 or activities at the remote data
processing system 18.

In one embodiment, the data processor 30 includes a monitor 36, an
interpreter 38, a controller 40, a presentation module 42, and a data manager 44.
The monitor 36 may receive data from or transmit data to the managing
communications interface 28. The received data may originate from the base data
processing system 12 or one or more remote data processing systems 18 via the
communications network 16.

The interpreter 38 extracts or accepts technical parameter data or processed
technical parameter data from the monitor 36. The interpreter 38 refers to an
evaluator that interprets or evaluates the monitored technical parameter data to
determine whether and how the monitored technical parameter data is relevant to
operational status, maintenance, revision, or upgrading of a data processing system
within the business-to-business system 10. The interpreter 30 may establish alarm

criteria that represents the need for undergoing an update procedure or a new
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feature upgrade of the active remote software module 60, for example. The
interpreter 38 may forward interpreted information to the presentation module 42.

The presentation module 42 prepares information for presentation by a user
interface 34, such as a graphical user interface. For example the presentation
module 42 may arrange the information as a chart by identity of different trading
partners or different transactions or a presentation on the user interface 34.

The data manager 44 may communicate with the managing
communications interface 28, a storage device 32, interpreter 38, and other
components of the data processor 30, where necessary or appropriate. The storage
device 32 stores one or more of the following storage allocations: a reference
parameters storage 46, a received parameters storage 43, and a revision storage 50.
The data manager 44 (e.g., a database manager) manages query, storage and
retrieval operations from one or more storage allocations (e.g., databases,
dynamically defined data storage, or dedicated data storage) stored within the
storage device 32.

The reference parameters storage 46 stores the reference technical
parameters on the remote data processing systems 18. For example, the reference
technical parameters may include the following information on each remote data
processing system 18: a remote identifier (e.g., server identifier), hardware
configuration data, software configuration data, a software module identifier, a
software version identifier of each software module, operational status data, and
any other data relevant to the proper technical operation of the remote data
processing system 18 for communications and conducting transactions over the
communications network 16. Each remote data processing system 18 may be
identified by a remote identifier to support tracking and management of different
configurations at the different remote data processing systems of a trading group
or multiple trading groups. The remote data processing system 18 of the same
trading group may be assigned a group identifier to facilitate maintenance of

compatibility for configuration data associated with a base data processing system
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12 and at least one remote data processing system 18, affiliated with the trading
group.

The received parameter storage 48 contains received technical parameters
on the actual technical parameters (e.g., actual configurations or actual operational
parameters) of one or more remote data processing systems 18. In contrast, the
reference parameters contain reference data on the remote data processing system
18. The reference technical parameters may define a reference or desired
configuration of a corresponding remote identifier or trading group identifier.

In an alternative embodiment, the received parameter storage 48 may be
omitted from the storage device 32 and management of technical parameters may
be tracked manually by one or more workers and entered into the user interface
34. For example, a user interface 34 may support the presentation of a remote
technical parameter of a remote data processing system via a communications
network and allow a user to change the presented remote technical parameter
without storing it in the received parameter storage 48. The user may refer to
reference parameters storage 46 to determine the appropriate change to the
presented remote technical parameter.

The storage device 32 preferably includes a revision storage 50 for storing
revision data on one or more data processing systems (e.g., remote data processing
system 18 and the base processing system 12). The revision data includes one or
more of the following: a software module for a new feature, revision or update of a
data processing system, a software component for a new feature, revision or
update of a data processing system, a preferential value of the constant or variable
for a data processing system, an upgrade remote software module, a desired
version (e.g., latest or new version) of a remote software module, an upgrade base
software module, a desired version of a base software module, a desired type of a
base software module, and a desired type of a remote software module. The data
processor 30 may select and extract a requisite revision (e.g., a desired upgrade
module) from the revision storage 50 based on a comparison of the received

technical parameters to reference technical parameters in the reference parameters
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storage 46. The particular revision may be selected from the revision storage 50 to
support maintenance, troubleshooting, or upgrading of the business-to-business
system 10. The data manager 44 forwards the particular selected revision data
(e.g., upgrade software module, desired version, or new version of the software
module) of the software module to the managing communications interface 28. In
turn, the managing communications interface 28 sends the selected revision data
(e.g., upgrade software module) to one or more remote data processing systems 18
that require a revision (e.g., an upgrade or a desired version) via the
communications network 16.

The communications network 16 may refer to the Internet, an intranet, a
virtual private network, a dedicated communications line, a public switched
telephone network (PSTN), a data packet network, a virtual communications path,
a physical communications path, or another telecommunications link.

Bach remote data processing system 18 may include a remote
communications interface 52 that supports communications with the managing
communications interface 28 via the communications network 16. Each remote
communications interface 52 may maintain a remote identifier (e.g., a remote
station identifier) for facilitating selective communications over the
communications network 16. The remote communications interface supports
communications between (1) the base data processing system 12 and a particular
one of the remote processing systems 18 or (2) a management system 14 and a
particular one of remote data processing systems 18 (e.g., first remote data
processing system 74 of FIG. 1).

In one embodiment, the remote data processing system 18 comprises a
remote communications interface 52 that communicates with a remote control
module 54, a remote status reporter 56, or a processor 58. The processor 58 is
coupled to a storage device 62. The processor 58 may contain a revision module
59, an active remote software module 60, and an interface for communicating to a
storage device 62. The remote control module 54 may supervise the installation of

a revision sent from the management system 14 to the remote data processing
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system 18. For example, the remote control module 54 may schedule the
installation of the revision for a suitable time. The suitable time may be
established by coordinating the upgrade with ongoing transactions such that a
ongoing transaction between the remote data processing system 18 and the base
data processing system 12 is not interrupted by the upgrade of the software
module.

In one embodiment, the user may manually track the hardware of a
particular one of the remote data processing systems 18 to determine whether the
hardware is adequate to support the revision. In an alternate embodiment, the
remote status reporter 56 may track the applicable hardware and send a data
message to the management system 14 indicating whether a hardware upgrade is
necessary or not for a particular remote data processing system 18. The hardware
upgrade may require the dispatch of a technician to the remote site where the
particular one of the remote data processing systems 18 resides.

The remote status reporter 56 may provide general status information on
thé technical parameters of the remote data processing system 18. The technical
parameters may include the technical configuration (e.g., specifications),
operational status, or both of the remote data processing system 18. Operational
parameters include performance data, alarm data or application functionality of the
remote data processing system 18. The remote status reporter 56 may monitor the
hardware operations, software operations or both of the remote data processing
system 18 to provide the management system 14 with technical parameter data for
archiving in a remote performance database 64 or transmission to the management
system 14. The remote performance database 64 may be stored in the storage
device 62 for subsequent transmission to the management system 14 for display
via the user interface 34 or archiving in the received parameters storage 48.

The remote status reporter 56 provides a status report which includes
information on at least one technical parameter of the remote data processing

system 18 along with a remote identifier to identify the particular one of the
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remote data processing systems 18. The remote data processing system 18
includes one or more active or installed remote software modules 60.

In one embodiment, the user of the management system 145 or another
person tracks the identity of one or more active software modules 60 and/or
software components installed on each remote data processing system. The
remote configuration of a remote data processing system may be tracked manually
and entered into the management system 14. The management system 14 may
compare the entered remote configuration into a reference configuration to
determine if an update is necessary.

In another embodiment, the remote status reporter 56 can provide an
inventory of the identity of the active or installed remote software modules 60 as
received technical parameter data. Upon receipt of the inventory data, the
management system 14 may determine whether a revision of the remote software
module 60 or the remote data processing system 18 is required. An inventory may
refer to a list of installed remote software modules 60 by module identifier, for
example.

The user interface 34 may be used to display the status report that the
remote status reporter 56 transmits. The presentation module 42 may format the
received status report to inform a user of functional problems or operational
problems in the remote data processing system 18 that may require attention. The
status report may include a remote identifier to identify the particular problematic
one of the remote data processing systems 18. Accordingly, if the management
system 14 is monitored by a human or live operator, the operator may well
represent a single point of network service aind operations management for all of
the trading partners of the business-to-business system 10.

The foregoing revision functionality of the base data processing system 12
and the management system 14 supports efficient software upgrades and
troubleshooting of remote data processing systems 18 without the need to dispatch
a technician to various geographic locations (e.g., sundry cities) of different

trading partners. Thus, the configuration is well suited for trading partners that are
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widely geographically dispersed such that traveling expenses of technicians and
time involved in the upgrade may be greatly reduced over manual upgrades or
troubleshooting procedures that would otherwise involve a technician personally
loading software into one or more remote data processing systems 18 viaan
optical media such as a compact-disk, read-only-memory (CD ROM disk), a
magnetic tape, a floppy disk or a removable disk drive. Instead, the management
system 14 supports revision of the business-to-business system 10 via the
communications network 16 without the need for extensive travel to different sites
of the trading partners.

FIG. 3 is a block diagram of a method for monitoring the operation of one
or more remote data processing systems 18 via a communications network 16.
The management system 14 may support the monitoring operation of FIG. 3. The
method of FIG. 3 starts in step S10.

In step S10, the management system 14 or the base data processing system
12 polls or communicates with one or more remote data processing systems 18 via
the communications network 16. For example, the management system 14 may
transmit a data message query to remote business-to-business servers as the
remote data processing systems 18. Each remote data processing system 18 may
be associated with a different trading partner. The polling may seek information
on at least one technical parameter of software, hardware or both of each
respective remote data processing system 18. The technical parameter may
comprise a configuration or technical characteristic of a particular remote data
processing system 18 or an operational status of a particular remote processing
data system 18. For example, the operational status may represent the status of
transactional data that is provided by a secondary business system 72. Examples
of operational status data 108 are illustrated in FIG. 5, which will be described
later.

In step S12, the management system 14 or the managing communications
interface 28 receives a report message on the at least one technical parameter via a

communications network 16. For example the remote status reporter 56 may
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obtain technical parameters (e.g., operational status data) of the remote software
module 60 of the remote data processing system 18. After gathering the technical
parameter data the remote status reporter 56 may forward the technical parameter
data to the remote communications interface 52, where the remote
communications interface 52 conveys the technical parameter data to the
managing communications interface 28 or the base communications interface 26
via the communications network 16. In one example, the base data processing
system 12 acts as an intermediary in the communications path for the transfer of
the technical parameter data or report message between the remote data processing
system 18 and the management system 14.

At the management system 14 in step S14, the data processor 30 or the
interpreter 38 interprets or processes the report message or the underlying
technical parameter data. The interpreter 38 may prepare or organize the technical
parameter data for one or more remote data processing systems 18 of a trading
group. The processing of the interpreter 38 may include preparing, sorting and
filtering the report message for a presentation on a user interface 34. For example,
the interpreter 38 may filter duplicative or low-priority received report messages
from different remote data processing systems 18. The information may be
displayed at the user interface 34 (e.g., graphical user interface 34) by the identity
of different trading partners having associated corresponding remote data
processing systems 18.

In one configuration, the interpreter 38 may organize the technical
parameter data for displaying data one a user interface 34 based upon a defined
alarm or the occurrence of a triggering event. The defined alarm may be
established where a pre-designated condition is established as a trigger for
displaying the alarm or alerting a user at the user interface 34. In one example, the
pre-designated condition may include the occurrence of a particular operational
status data associated with a transaction, such as the failure to execute a particular

transaction or class of transactions. In another example, the defined alarm may be
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associated with a malfunction, a problem or another operational status of
hardware, a software module, or another component of a data processing system.

In step S16, the report message or technical parameter data is presented on
a user interface 34 for review. The technical parameter data or report message
presented to the user may afford the user the opportunity to monitor, maintain,
troubleshoot, and upgrade one or more remote data processing systems 18, the
base data processing system 12, or any combination of the foregoing items. The
presentation of the technical parameter data supports the coordination of
maintenance, upgrade, and trouble-shooting procedures for a business-to-business
system 10 of a trading group.

For example, a user may authorize a manual upgrade or revision of
software (e.g., a remote software module 60) in a remote data processing system
18, the base data processing system, 12, or both. The user may resolve a
compatibility problem or engage in other troubleshooting action to enhance
reliability in the communications network 16 based on an interpretation of the
report message or other technical parameter data provided by the remote status
reporter 56. The user may conveniently conduct such monitoring, maintenance,
and troubleshooting remotely from a management system 145 at a single site,
regardless of the user's ability to personally or physically inspect sites of the
remote data processing systems 18.

FIG. 4 shows an illustrative exchange of data in a business-to-business
system 10 in accordance with the invention. Like reference numbers in FIG. 4 and
FIG. 1 indicate like elements.

A user interface 102 is coupled to the primary business system 70. In turn,
the primary business system 70 is coupled to a base data processing system 12.
The base data processing system 12 communicates with a remote data processing
system 18 via a communications network 16. The remote data processing system
18 is coupled to a secondary business system 72. The management system 14
(e.g., a monitoring system) is coupled to the base data processing system 12 for

monitoring the status of one or more of the following: confirmation data 103,
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transactional data 101, a software module of a data processing system, and a
component of the remote data processing system 18.

The user interface 102 supports monitoring of the system on a transactional
or business level. For example, the user interface 102 may allow a user to enter or
approve transactional data 101 associated with the primary business system 70.
The primary business system 70 interacts with the secondary business system 72
to convey or exchange the transactional data 101 over the communications
network 16. For example, the primary business system 70 may send transactional
data 101 to the secondary business system 72 via the communications network 16.
The secondary business system 72 may generate confirmation data 103 or an
acknowledgement upon receipt of the transactional data 101, successful execution
of the transactional data 101, or both. If a communications fault or another
problem is present in the business-to-business system of FIG. 4, the primary
business system 70 may not receive the confirmation data 103.

At the user interface 102 or at the management system 14, a user may
monitor and review transactional data 101 and associated confirmation data 103
on the user interface 102 to detect problems at a business level or transactional
level. In general, only the party entering transactional data 101 is permitted to
change the transactional data 101 to resolve a transactional problem so as to avoid
deletion, corruption, or unwanted changes to the transaction underlying the
transaction data. If a problem is identified, a management system 14 may provide
a technical analysis of the problem in greater detail than that available to the user
interface 102. For example, the technical analysis may include the presentation of
applicable error codes.

FIG. 5 provides a chart of a representation that a management system 14
may provide to a user for reviewing the transactions of a group of trading partners
in a trading group. For example, once a user at a user interface 102 of FIG. 4
reports a problem, a technician may display the representation of FIG. 5 at the
management system to facilitate troubleshooting. The first column represents

trading partner identifiers 104. In the example shown, the trading partner
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identifiers 104 refer to a first trading partner 109, a second trading partner 110,
and a third trading partner 111 through'an Nth trading partner 112. The trading
partners may include a primary business entity and a secondary business entities as
previously described in conjunction with FIG. 1.

The second column refers to transaction identifiers 105. Each transaction
identifier 105 refers to a symbol, a code, or a number that represents a unique
identifier to distinguish one transaction from another. The transaction identifiers
105 may include revision codes, if the same transaction is attempted multiple
times.

The third column contains incoming times 106. The incoming time 106
refers to a time and date in which the base data processing system 12 receives
outgoing transaction data from the primary business system 70 for transmission to
the remote data processing system 18 over the communications network 16.
Alternatively, the incoming time 106 refers to the time and date in which the
primary business system 70 sends the transactional data 101 to the base data
processing system 12 for later transmission to the remote data processing system
18 via the communications network 16.

The fourth column represents outgoing time 107. The outgoing time 107
refers the time when the base data processing system 12 transmits the received
outgoing data message to the remote data processing system (18 or 118). A time
difference (which may be designated a first time difference) between the incoming
time and the outgoing time may provide an indication of the processing rate or
data throughput of the base data processing system 12.

In one embodiment, the remote data processing system (18 or 118) tracks a
remote incoming time as the receipt of the transmitted outgoing data message via
the communications network 16. Further, the remote data processing system (18
or 118) tracks a remote outgoing time as the time of transmission of the data
message to the secondary business system 72. A time difference (which may be
designated a second time difference) between the remote incoming time and the

remote outgoing time may provide an indication of the processing rate of the data
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throughput of the remote data processing system (18 or 1 18). Similarly, the time
difference (which may be called the third time difference) between the outgoing
time and the remote incoming time provides measure of the throughput of the
communications network 16.

The last column of FIG. 5 represents operational status data 108. The
operational status data 108 may be derived from or expressed as confirmation data
103 at the transactional level. Alternatively, the operational status data 108 may
be derived from the flow of the transactional data or another data message at
various checkpoints (e.g., incoming time measurement point and outgoing time
measurement points) in the business-to-business system 10. Although a myriad of
possible status representations exists, as shown in FIG. 5 the operational status
data 108 includes one or more of the following states: transaction complete,
transactional data not received, transactional data corrupt, remote data processing
system 18 is down, communications network 16 is down, and secondary business
system 72 is down, an installed remote software module 160 or a component of
the remote data processing system 18 is not operational.

In one embodiment, the secondary business system 72 generates and sends
acknowledgment data as the status data in response to the successful receipt (e.g.,
received and detectable without a significant error rate that detracts from data
reliability) of transactional data 101. The acknowledgement data may be sent to a
business entity identifier of the base data processing system 12 that is associated
with the transactional data 101. In another embodiment, the remote data
processing system 18 generates acknowledgement data or sends feedback data as
the status data to the base processing system 12. The management system 14 may
review the acknowledgement data or the feedback data to provide a fault analysis,
a troubleshooting analysis, or the like.

FIG. 6 is a block diagram of an alternate embodiment of a remote data
processing system 118 that supports one or more fault analysis procedures in

accordance with the invention. The remote data processing system 118 may
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convey a report message (e.g., fault analysis data) to remote management system
14. Like reference numbers in FIG. 1 and FIG. 6 indicate like elements.

In FIG. 6, the primary business system 70 is coupled to base data
processing system 12. The base data processing system 12 communicates with
one or more remote data processing systems 118 via the communications network
16. In turn, each remote data processing system 118 is coupled to the secondary
business system 72. The primary business system 70 and the secondary business
system 72 may interact by using the base data processing system 12 and the
remote data processing system 118 as intermediaries. The management system 14
monitors the base data processing system 12, the remote data processing system
118, or both.

The remote data processing system 118 of FIG. 6 differs from the remote
data processing system 18 of FIG. 1 in the following respects. First, the remote
data processing systerri 118 of FIG. 6 includes a multi-stage, remote software
module 160, whereas the remote software module 60 may be single stage.
Second, the remote status reporter 156 includes a fault detector 165 and a feedback
generator 164.

Although the multi-stage, remote software module 160 may include any
number of stages, in FIG. 6, three stages (161, 162, 163) are shown. The stages
(161, 162, 163) are designated as a first stage software component 161, a second
stage software component 162, and a third stage software component 163. The
lines interconnecting the stages (161, 162, 163) indicate logical data paths,
physical data paths, or both. The stages (161, 162, 163) are arranged in tandem or
series such that transactional data 101 or another data message received from the
base data processing system 12 via the communications network 16 is processed
successively by each of the st:ages (161, 162, 163) or in some other defined order
by one or more stages. Once one software stage has initiated or completed
processing, the data message (e.g., transactional data or a derivative thereof), is

typically passed on or handed off to the next software stage, unless the remote
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multi-stage software module 160 is not functioning appropriately or unless the
processing of the next stage is not required.

The fault detector 165 detects whether the software module 160 is
functioning appropriately by tapping into the logical data paths (or physical data
paths) at logical nodes between the stages (161, 162, 163). Ifthe data message
(e.g., transactional data 101), its derivative, or its precursor is present at an earlier
stage and absent at a later stage after the earlier stage has initiated or completed its
processing, the fault detector 165 may determine that the software stage
immediately following the last detected data message is at fault. The fault detector
165 may assign a stage identifier to distinguish one software stage from another
and to identify a faulty software stage. Further, the fault detector 165 may
associate a fault description (e.g., a fault code) with the stage identifier for
transmission to the management system 14 or the base data processing system 12
via the communications network 16.

The fault detector 165 may archive its analysis or detected faults, stage
identifiers, and fault descriptions in a database 200 associated with the remote data
processing system 118. The remote data processing system 118 or the
management system 14 may query the database and retrieve information from the
database 200 to identify and solve technical problems. For example, the database
200 may contain a list of elements or components of the remote data processing
system 118, and corresponding status data 108 on whether the components are
active or operational. In one embodiment, the management system 14 determines
if each remote data processing system 118 is active, operational, or responsive on
a site-by-site basis by accessing a group of databases 200 associated with the
different trading partners of a trading group.

The feedback generator 164 may be coupled to the fault detector 165.
When the business-to-business system is fully functional, the feedback generator
164 may recirculate a status indicator (e.g., a dummy or known sequence bit
stream) that is received from the base data processing system 12 by the data

receiver 172. The feedback generator 164 may verify the presence of the status
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indicator at a last stage (e.g., third stage software component 163) of the remote
software module 160. If the status indicator is present at the last stage, the
feedback generator 164 may forward the status indicator or regenerate the status
indicator for transmission back to base the data processing system 12 or the
management system 14. The status indicator may be directed to the data
transmitter 174 for transmission to the base data processing system 12 as an
indicator that all of the stages of the remote software module 160 are functioning
and the communications network 16 is operational.

The circulation of the status indicator flows from the base data processing
system 12 to the remote data processing system 118 and then back to the base data
processing system 12 for detection by the management system 14. The circulation
may be referred to as a heart-beat indicator because the heart-beat indicator may
be configured to be present when the business-to-business system 111 (e.g.,
trading system) is properly operating and responsive, or alive so to speak. The
heart-beat indicator may represent a string of known symbols or a status indicator
that is generated repetitively and coincident with a interval. An outbound heart-
beat indicator from the base data processing system 12 is preferably followed by
an identical inbound heart-beat indicator, thereafter, in a properly functioning
system.

FIG. 6 primarily concerns the monitoring capabilities of the management
system 14, as opposed to the control capabilities of the management system 14.
Accordingly, in an alternate embodiment of FIG. 6, the management system 14 of
FIG. 6 may be replaced by a remote monitoring system.

Once a technical problem is detected or discovered, the management
system 14 may access the database 200 at the remote data processing system 118
to retrieve any error messages that the fault detector 165 or the remote status
reporter 156 have logged and recorded in the database 200. The management
system 14 may present error messages (€.g., error codes) to a user via a user
interface 34 (e.g., graphical user interface), start the flow of error messages for

receipt at the management system 14, and stop the receipt of error messages for
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reviewing at the management system 14. The management system 14 may view
the transactions or operation of the remote software module 160 when the software
module is operational. The management system 14 may instruct the remote data
processing system 118 to reprocess a data message, transactional data, or other
business data if an error occurs that might be resolved by such reprocessing.

The management system 14 may send a reset message or a restart message
to reset or restart one or more of the following components of the remote data
processing system 18: the first stage software component 161, the second stage
software component 162, the third stage software component 163, and the remote
software module 160. The management system 14 may also shut down a
particular stage or stages of the remote software module 160 on a stage-by-stage
basis, or otherwise. In practice, the remote data processing system (118 or 18)
may include multiple installed software modules that are selectively enabled or
disabled via the management system 14, An application program of the remote
data processing system (18 or 118) may include one or more installed software
modules or components thereof.

If the remote software module 160 or a stage remains non-responsive after
the resetting or restarting, the management system 14 has the capability to do one
or more of the following: (1) remotely change technical parameters associated
with one or more remote software modules 160; (2) remotely change technical
parameters associated with any software stage, (3) remotely upgrade a portion of a
software module, (4) remotely upgrade an entire software module and (5) modify
another software component via the communications network 16. The upgrading
of a technical parameter may be preferred to upgrading an entire program or
software module because of the lesser bandwidth or communication resources of
the communications network 16 required to transmit technical parameter data than
an entire program, for example. Moreover, technical parameters may be changed
more quickly than more elaborate revisions because of the elimination of the need
to transmit a software module or software component, followed by installation of

the software module or component at the remote data processing system 118.
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The forgoing control and management features of the management system
14 may facilitate ready replacement of corrupt data, incompatible program
components, and remedying of software bugs. Software patches are readily and
quickly distributed to all members of the trading group to solve certain problems.

FIG. 7 shows a flow chart of a method for managing a business-to-business
system, including troubleshooting of the business-to-business system. The method
of FIG. 7 starts in step S110.

In step S110, a data processing system 12 or a management system 14
determines if the data processing system 12 received an incoming status message
in response to a prior outgoing transactional data message communicated to a
remote data processing system (18 or 118) via a communications network 16. If
the data processing system 12 received an incoming status message, the method
continues with step S112. However, if the data processing system 12 did not
receive an incoming status message, the method continues with step S114.

In step S112, the method may end if the status message indicates proper
receipt of an outgoing transactional message or compliance with the characteristics
of a properly operating business—to-l;usiness system. Alternatively, an operator of
the management system 14 may enter input to run diagnostic checks or other
trouble-shooting procedures on the remote data processing system (18 or 118) or
the data processing system 12.

In step S114, the data processing system 12 or the management system 14
determines if a transactional message was received at the remote data processing
system (18 or 118) via the communications network 16. If the transactional
message was received at the remote data processing system (18 or 118), the
method continues with step S118. If the transactional message was not received at
the remote data processing system (18 or 118), the method continues with step
S116.

In step S116, the data processing system 12 or the management system 14
verifies the integrity of the communications path (i.e., a virtual or physical

communications path) between the data processing system 12 and the remote data
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processing system (18 or 118) via the communications network 16. If the integrity
of the communications path is established confirmedly, the originating data
processing system 12 resends the transactional data message from the data
processing system 12 to the remote data processing system (18 or 118) via the
communications network 16. However, if the communications path is suspect or
non-operational, the data processing system 12 may employ (e.g., switch over to)
another communications network, transport mechanism, or another
communications path within the communications network 16. After step S1 16,

the method may continue with step S110 as indicated by the dashed arrow.

In step S118, the data processing system 12 or a user via a user interface 34
determines if an error message adequately identifies a problem associated with the
transactional message or the business-to-business system. For example, an error
message may refer to an error code that represents a corresponding problem of the
data processing system 12, the remote data processing system (18 or 118), the
communications network 16, or some other element (e.g., hardware component) of
the business-to-business system.

If the error message adequately identifies a problem associated with the
transactional data message, the remote data management system 14 may support
corrective actions in step S120 to resolve the problem underlying the error
message. For example, in step S120, the user may take corrective action via the
user interface 34 of the management system 14 based upon the error message to
address the problem with the business-to-business system.

In step S122, if the problem is still present after taking the corrective action
of step $120, the method may continue with step S126. However, if the problem
is not present and has been solved or resolved, then the method ends in step S124.

In step 126, the management system 14 determines if one or more software
modules (60 or 160) or components are functioning properly. In the context of the
remote data processing system 118 of FIG. 6, the management system determines
if each software component (e.g., 161, 162, or 163) or software module 160 is

operational at the remote data processing system 118. Each remote software
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module 160 may be organized into multiple stages, consistent with the
configuration illustrated in FIG. 6. For example, the software module 160 may
inchude the first stage software component 161, the second stage software
component 162, and the third stage software component 163. The management
system 14 transmits a status message and waits for receipt of feedback associated
with the status message that indicates the status message successfully traversed
one or more stages of the communications network 16 and the remote software
module 160. Bach software component (e.g., 161, 162, or 163) may represent a
different program, subroutine, program module, or some other divisible portion of
the remote software module 160. If each software module or component is
running properly at the remote processing system 118, the method continues with
step S134. If each software module or component is not running, the method
continues with step S128. In step S134, the user may review an error log or
investigate the problem.

In step S128, the management system 14 identifies any deficient software
module or component thereof. For example, the fault detector 165 may sense the
progress of the status message to determine the identity of the software component
(e.g., 161, 162, or 163) that is malfunctioning or nonoperational. In one example,
the identity of the software component may include one or more of the following:
the first stage software component 161, the second stage software component 162,
and the third stage software component 163.

In step S130 following step S128, the management system 14 restarts or
resets one or more of the deficient software modules (e.g., 161, 162, or 163) based
on the determined identity of step S128. The restarting or resetting represents an
attempt to resolve the problem.

In step S131, the management system 14 determines whether the restarted
or reset software module or component is operational. If the restarted or reset
software module or component is operational, the method continues to step S133.
However, if the restarted or reset software module or component is not

operational, the method continues to step S132.
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In step S133, the management system 14 instructs the base data processing
system 12 to resend the outgoing transactional message. For example, the base
data processing system 12 may retrieve the outgoing transactional message from a
database (not shown) which stores outgoing data messages that are transmitted to
one or more remote data processing systems 118.

In step S132, the management system 14 sends a revision to the remote
data processing system 18 for servicing the rémote data processing system. The
revision may comprise one or more of the following items: a technical parameter
impacting the deficient software module, a revised version of the deficient
software module, a revised type of the deficient software module, a replacement
set of software modules for the remote data processing system (18 or 118). The
remote data processing system (18 or 118) may be upgraded or revised based on
the receipt of one or more of the foregoing items. Similarly, the base data
processing system 12 may be upgraded to solve a technical or communications
problem or to retain compatibility with the software modules in a trading group.
Such software modules of a trading group include one or more remote software
modules 60 and a base software module 22 that is compatible with the remote
software module 60.

Step S134 may follow step S126. The user of the management system 14
may review an error log associated with the business-to-business communications
system or otherwise investigate the problem. If the problem is identified, the user
may take corrective action which may resemble that of step S132, for example.

FIG. 8 shows a hub and spoke arrangement of a business-to-business
trading system 199 in accordance with the invention. The business-to-business
trading system 199 applies to trading partners of a single trading group, for
example. Although a first trading partner's infrastructure 166, a second trading
partner's infrastructure 167, and a third trading partner's infrastructure 168 are
shown in FIG. 8, in practice virtually any number of trading partners of a trading
group may participate with their associated infrastructure. Each trading partner's
infrastructure may be located at a different geographic site. A trading partner's
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infrastructure (166, 167 and 168) may comprise a data processing system 171
(e.g., a business-to-business server or a base data processing system 12) coupled to
a business system 170 and a management system 14.

The management system 14 may be applied to the infrastructure of at least
two different trading partners (e.g., at all trading partner sites). FIG. 8 differs from
the configuration of FIG.1 in that the management system 14 of FIG. 1 is
controlled by and only present at a primary business entity or primary service
provider. Here, the presence of multiple management systems 14 in the same
trading group facilitates shared management of the business-to-business system
199 among the trading partners to distribute maintenance duties and operational
expenses within the trading group. For example, the trading partners may agree to
staff only one of the management systems 14 at any given time, during alternating
time periods, or in accordance with a schedule to distribute labor costs among
employees or workers affiliated with different trading partners. Further, even if
the trading partners do not share the responsibilities of monitoring the system or
updating software modules, the trading partners may assist one another to resolve
technical problems from different perspectives available from management
systems 14 distributed at different sites.

FIGs. 9 and 10 represent a flow chart of an update procedure for updating a
remote software module (60 or 160) resident in a remote data processing system
(18 or 118) remotely via a communications network 16 and the management
system 14. The method of FIG. 9 and FIG. 10 begins in step S20.

In step S20, a management system 14 or a base data processing system 12
communicates with one or more remote data processing systems (18 or 118)
associated with trading partners on technical parameters of software, hardware, or
both of each remote data processing system (18 or 118). For example, the
management system 14 polls remote data processing systems 18 associated with
trading partners on technical parameters (e.g., operational status) of software,
hardware or both of each remote data processing system (18 or 118). If the base

data processing system 12 handles the polling of different remote data processing
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systems (18 or 118), the base data processing system 12 may route, direct, or
forward any response of the remote data processing systems (18 or 118) to the
management system 14.

Tn an alternate embodiment, one or more remote data processing systems
18 may report technical parameters of software, hardware, or both to the
management system 14 on a contention basis, rather than a polling basis.

In step S22, the management system 14 receives a report message or an
indication on at least one of the technical parameters via the communications
network 16. In one embodiment, the report message may constitute an
acknowledgement. The indication may constitute the lack of an acknowledgement
that indicates disablement of particular remote data processing system (18 or 118)
where the management system 14 expects a certain acknowledgment in response
to a polling message transmitted in step S10 to the particular remote data
processing system (18 or 118).

The technical parameter or parameters of the remote data processing
system (18 or 118) include one or more of the following items: a type of software
module installed in a corresponding remote data processing system (18 or 118),a
version of a software module or software installed in the corresponding remote
data processing system (18 or 118), the active or available software features that
have been activated or authorized for use by the corresponding remote data
processing system (18 or 118), a hardware configuration of at least one remote
data processing system (18 or 118), a software configuration of at least one
remote data processing system (18 or 118), appliéation configuration, operating
system configuration, and operational status data. The technical parameters may
be expressed as technical parameter data.

The operational status includes the status of execution or processing by a
particular remote data processing system 18 associated with a corresponding
remote identifier. The operational status data may indicate whether the
performance of the remote data processing system (18 or 118) complies with a

target performance metric (e.g., a target executable time per transaction). For
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example, the operational status data may indicate whether a particular remote data
processing system (18 or 118) is operational or disabled with respect to executing
one or more transactions.

In step S24, at the management system 14 or the a data manager 44
retrieves reference technical parameter data on hardware, software or both from a
reference parameters storage 46. The reference parameters storage 46 may store
reference technical parameter data on a reference technical parameter (e.g.,
reference operational data or a reference configuration). The reference technical
parameter data may define a requisite configuration for one or more remote data
processing systems (18 or 118) to foster compatibility with the base data
processing system 12.

In one embodiment, the reference technical parameter data include
groupings of a reference base software module 22 and one or more reference
remote software modules (60 or 160) that are compatible with the reference base
software module 22. The grouping may coincide with a trading group. A
software module may be defined by type of software module, version of the
software module, or a module identifier that indicates type of the software module
and the version of the software module.

Tn another embodiment, the reference technical parameter data may include
a latest feature set or desired feature set for conducting business-to-business
transactions with the trading partners via a communications network 16. The
Jatest feature set may establish a desired configuration for each remote data
processing system (18 or 118) and the base data processing system 12 of a trading
group. The trading partners of the trading group may contractually agree to
deploy the latest feature set or the desired feature set. Alternatively, the trading
partners may reach a consensus for the desired feature set in accordance with other
business or technical practices, rather than a contractual agreement.

The reference technical parameter data in the reference parameters storage
46 may be entered via a user interface 34. For example, a service provider or

technician may enter desired or aspirational reference technical parameter data
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into the reference parameters storage 46 for upgrading and maintaining the
functionality of the business-to-business environment among the trading partners.
The level of performance and the finances required to achieve a desired level of
performance may require some degree of balance and judgment by a service
provider and/ or the trading partners. Accordingly, the reference parameter data in
the reference parameters storage 46 may represent the consensus of the trading
partners on what target level of performance, which may be less than aspirational
technical parameters, is acceptable for conducting business transactions over the
communications network 16. The decision on the target level of performance may
also be delegated to the service provider who controls the management system 14
and is bound to adhere to a certain budgetary constraint for example. From time to
time, a service provider may update the reference parameters storage 46 to achieve
enhanced functionality or to add new features to the business-to-business
environment.

In step S26 following step S24, a data processor 30 of the management
system 14 determines if the received technical parameter data in the report
message from the remote status reporter 56 of the remote data processing system
(18 or 118) complies with or matches the reference technical parameter data
retrieved from the reference parameters storage 46. The data in the reference
parameters storage 46 may be organized by remote identifiers of different remote
data processing system (18 or 118). The remote identifier may indicate the
identity of a particular corresponding remote data processing system (18 or 118) or
the identity of a business entity affiliated with the remote data processing system
(18 or 118).

The comparison in step S26 preferably compares the reference technical
parameter data with the received technical parameter data on a remote-identifier
basis, where each trading partner has a remote identifier associated with a
corresponding remote data processing system (18 or 118). If the data processor 30
determines that the received technical parameter data of the particular data

processing system (e.g., next business-to-business server) complies with or
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matches the reference technical parameter data, then the method continues with
step S28. However, if the data processor 30 determines that the received technical
parameter data of the particular data processing system does not comply with or
match the reference technical parameter data, then the method continues with step
S32.

In step S28, the management system 14 determines if all of the remote data
processing systems (18 or 118) in a defined group (e.g., trading group) have been
checked for compliance with the applicable reference technical parameter data.
That is, the management system 14 determines if the remote data processing
systems (18 or 118) affiliated with each trading partner have been previously
evaluated in accordance with step 826.' If all of the remote data processing
systems (18 or 118) in the defined group have not been checked for compliance
with the reference technical parameter data, then the method continues with step
$26, wherein the next remote data processing system is evaluated. A counter may
be incremented each time the received parameters of a different remote data
processing system (18 or 118) are evaluated until the counter reaches the total
number in the defined group. Once the counter reaches the total number of the
defined group, all of the remote data processing systems (18 or 118) within the
group have been considered. Accordingly, if all of the remote data processing
systems (18 or 118) in a defined group have been checked for compliance with the
reference technical parameter data, then the method ends in step S30.

In step S32, which may follow step S26, the data processor 30 determines
if the same type of software modules are specified in the reference technical
parameter data as the received technical parameter data with respect to a particular
remote data processing system (18 or 118). If the same type of software modules
are specified in both the reference technical parameter data and the received
technical parameter data, then the method continues with step S36. Ifthe
reference technical parameter data specifies a different type of software module
than that of the received technical parameter data, then the method continues with

step S34.
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In step S34, the management system 14 or a managing communications
interface 28 sends or allocates a particular software module of a certain type to the
particular remote data processing system (18 or 118) to remedy the detected
discrepancy of the software type of step $32. For example, the management
system 14 may retrieve a particular software upgrade module from a revision
storage 50 and authorize the transmission of the particular retrieved software
upgrade module to the remote data processing system (18 or 118) via the
communications network 16.

Here, the particular software upgrade module refers to an up grade
candidate that is identified based on the detected deficiency. If the particular
remote data processing system (18 or 118) has the requisite hardware to support
the particular upgrade software module, a remote status reporter 56 of the data
processing system may send a hardware status report to the management system
14 with the remote identifier of the remote data processing system (18 or 118) and
technical parameter data to indicate that the hardware is capable of supporting a
new upgrade module. However, if the particular remote data processing system
18 lacks the requisite hardware to adequately support the upgrade software
module, a remote status reporter 56 may send technical parameter data (e.g., a
hardware status report) to the management system 14 so indicating along with the
remote identifier.

The management system 14 may handle the transmission of the upgrade to
the remote data processing system 18 in accordance with various alternative
techniques. Under one technique, the particular upgradé software module is not
sent to the remote data processing system (1'8 or 118) until the remote data
processing system (18 or 118) is authorized to install the upgrade software module
by a confirmation of readiness or preparedness from the remote status reporter 56
of the remote data processing system (18 or 118) to be upgraded. For example,
upon receipt of a confirmation of adequate hardware to support the upgrade
software module at the particular remote data processing system (18 or 118), the

management system 14 may authorize transmission or transmit the upgrade
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module to the remote data processing system (18 or 118) via the communications
network 16.

In step S36, the data processor 30 or management system 14 determines if
the same version of the software module is present in the received parameter data
and in the retrieved reference parameter data. The version of the software module
may impact the features that are available in the same type of software module or
the interoperability of software modules. For example a software module of an
carlier version and a later version may or may not be compatible. Similarly, an
carlier version of the software module may require less rigorous or less elaborate
hardware components than a later version of the same type of software module. In
general, each remote software module (60 or 160) may be associated with a
version identifier and a general module identifier to facilitate comparison of the
different software modules.

If the data processor 30 or management system 14 determines that the same
version of the software module is present in the received technical parameter data
as that specified in the referenced technical parameter data, then the method
continues with step $40. However, if the same version of the software modules is
not specified in the referenced technical parameter data and the received technical
parameter data, then the method continues with step S38.

In step 38, the managing communications interface 28 or the management
system 14 sends or allocates a desired version (e.g., latest version) of the software
(e.g., a new remote software module) to the particular remote data processing
system (18 or 118) with a particular identifier consistent with the software version
deficiency identified in step S36. Here, the particular remote data processing
system (18 or 118) refers to the remote data processing system (18 or 118) with
the software version deficiency noted in step S36. The desired version may be
retrieved from the revision storage 50 or elsewhere.

The management system 14 may handle the transmission of the latest or
desired version of the upgrade to the remote data processing system (18 or 118) in

accordance with various alternative techniques. Under one technique, the desired
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version of the upgrade software module is not sent to the remote data processing
system 18 until the remote data processing system 18 is authorized to install the
upgrade software module by a readiness confirmation from the remote status
reporter 56 of the particular remote data processing system 18 to be upgraded. For
example, upon receipt of a confirmation of adequate hardware to support the
upgrade software module at the particular remote data processing system 18, the
management system 14 may authorize transmission or transmit the desired version
of the upgrade software module to the remote data processing system 18 via the
communications network 16.

Step S40 may follow step S36 or step S38. In step S40, the data processor
30 or management system 14 determines if a hardware upgrade or additional
hardware is required to support the planned installation of the particular upgrade
software module, a new software module or the desired version of the software
module. The planned installation of the particular upgrade software module may
include a type upgrade or a version upgrade of an existing software module
consistent with step S34 or step S38, respectively. The remote control module 54
confirms whether the remote data processing system (18 or 118) has the requisite
hardware to support the desired or latest version of the software module, either
prior to sending the desired version of the software module to a remote data
processing system (18 or 118) via the communications network 16 or prior to
authorizing the remote data processing system (18 or 118) to install the sent
upgrade software module into the remote data processing system (18 or 118). At
the remote data processing system 18, the remote control module 54 may seek the
receipt of an approval from the management system 14 before implementing or
installing any received upgrade module from the management system 14.

If the processor determines that additional hardware upgrade or additional
hardware is required to support the planned installation, then the method continues
with step S42. However, if the processor determines that a hardware upgrade is

not required to support the planned installation of the upgrade software module or
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the particular desired version of the upgrade software module, then the method
continues with step S44.

In step S42, the presentation module 42 or the management system 14
generates an alert message for presentation of a user interface 34. The alert
message may inform a user that a hardware upgrade may be required for the
particular remote data processing system (18 or 118). Accordingly, the
management system 14 may wait prior to sending an upgrade software module or
an authorization to install the upgrade software module in the remote data
processing system (18 or 118) via the communications network 16.

The authorization or validation may occur where the remote data
processing system 18 generates a status report from the status reporter 56 that
indicates that a hardware revision has taken place. The hardware specifications
may be sent to the management system 14 as technical parameter data and the base
data processing system 12 or the management system 14 may generate an approval
message that authorizes the installation of the remote software module upgrade
resident in or transmitted to the remote data processing system (18 or 118).

In step S44, the remote data processing system (18 or 118) revises the
software configuration of the remote data processing system (18 or 118) based on
the receipt of one or more of the following items: an appropriate version of the
software to overcome a software version deficiency noted in step S36, an
appropriate upgrade software module to overcome a software type deficiency
noted in step S32, a latest version of an upgrade software module, and a new
software module. A revision module 59 at the remote data processing system (18
or 118) is responsible for revising or updating the software configuration of the
remote data processing system (18 or 118). For example, the revision module 59
may replace an outdated, active remote software module 60 with an upgrade
software module received from the management system 14 upon approval of the
management system 14 or otherwise.

In step S46 following step S44, the monitor 36 of the management system

14 may confirm replacement or revision by querying or checking the operational
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status of the revised or upgraded remote data processing system (18 or 118) via a
direct request via the communications network 16 or incidental to a polling
procedure for monitoring operational status of the remote data processing system
(18 or 118). For example, the remote data processing system (18 or 118) may
send an acknowledgment that the revision module has successfully revised the
software module within the remote data processing system (18 or 118).

If the replacement or revision is monitored pursuant to a polling procedure,
the management system 14 may experience a delay of up to one polling cycle
before the confirmation is received. In contrast, the direct request via the
communications network 16 may produce a more rapid turnaround time than one
polling cycle.

Following step S46, the method may return to step S28. The base data
processing system 12 may be affiliated with a primary trading partner at a primary
site, whereas the remote data processing systems (18 or 118) may be affiliated
with secondary trading partners that receive information technology service and
upgrades of their remote data processing systems (18 or 118) via the primary
trading partner or an affiliated service provider. The return to step S28 ensures
that the management system 14 has considered the remote data processing systems
(18 or 118) of each of the secondary trading partners. The defined group of
trading partners specified in step S28, and generally in FIG. 9 and FIG. 10, may
be, but need not be, restricted to less than all of the available trading partners of a
trading group to meet the particular needs and circumstances of the primary and
secondary trading partners.

The method of FIG. 11 and FIG. 12 shows a flow chart of managing a
remote data processing system that supports adding or removing a feature from
one or more remote data processing systems (18 or 118) in accordance with the
invention. Like steps in FIG. 9 and FIG. 10 are indicated by like reference
numerals in FIG. 11 and FIG. 12. The method of FIG. 11 and FIG. 12 is similar to
the method of FIG. 9 and FIG. 10 except the method of FIG. 11 and FIG. 12
includes step S18.
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Step S18 precedes step S20. In step S18, a user at the management system
14 may enter data on revising the reference technical parameters and the reference
parameters storage 46 such that a reference configuration for a corresponding
remote data processing system (18 or 118) reflects a new feature for installation at
the remote data processing system (18 or 118). The reference parameter data
within the reference parameters storage 46 may be specified on a remote-identifier
basis such that each secondary trading partner is compatible with the base data
processing system 12 for a trading group. Further, each secondary trading partner
within the trading group may be configured identically or differently so long as
compatibility with the base data processing system 12 of the trading group is
maintained. Accordingly, different remote data processing systems (18 or 118)
may support different features depending upon the needs of the trading partners
within the trading group.

The reference parameter data may be grouped according to one or more
remote identifiers of corresponding remote data processing systems (18 or 118).
The reference parameter data may include one or more of the following: a
configuration associated with a revision, hardware configuration data, software
configuration data, a presence of a particular type of software module, the absence
of a particular type of software module, a desired version (e.g., a latest version) of
a software module, the desired version of an operating system, the type of an
operating system, or other technical parameters that may affect the operation and
reliability and interoperability of the remote data processing system (18 or 118)
with the base data processing system 12 via the communications network 16.

FIG. 13 shows an alternate embodiment of a business-to-business
communications system. Like reference numerals in FIG. 1 and FIG. 13 indicate
like elements. The communications system of FIG. 13 is similar to the system of
FIG. 1 except the system of FIG. 13 includes firewalls as a security measure to
protect the integrity of the data shared by the trading group from tampering by
unauthorized users. The unauthorized user may be associated with terminals or

clients that are coupled to the communications network (e.g., Internet). The
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management system 14 can monitor and configure or reconfigure the remote data
processing system 18. However, the management system 14 is not necessarily
configured to monitor or configure the secondary business system 72 because of
security measures (e.g., a firewall) and other technical considerations.

The base data processing system 12 may be associated with one or more
firewalls. Similarly, the remote data processing system 18 may be associated with
one or more firewalls (66, 68). In one embodiment, an outer firewall 66 is placed
in the communication path between the communications network 16 and a data
processing system (e.g., base data processing system 12 or a remote data
processing system 18), whereas an inner firewall 68 is disposed in a
communications path between the remote data processing system 18 and a
secondary business system 72. An inner firewall is positioned in a
communications path between the primary business system 70 and the base data
processing system 12. A firewall, inner firewall 68, or outer firewall 66 refers to.
software, hardware, or both that filters or blocks the passage of data messages that
meet a defined security criteria. The defined security criteria may represent a
source identifier, a destination identifier, a content indicator, or some other
attribute associated with the data message. The source identifier and destination
identifier may be found in a header of a data packet under certain data protocols,
for example.

The management system 14 and method of the invention facilitates the
primary business entity or an affiliate acting as a service provider for maintaining
the remote data processing systems (18 or 118) within a defined trading group.
The service provider may maintain control over the remote data processing
systems (18 or 118) and their components even though the remote data processing
systems (18 or 118) may be widely geographically dispersed across the United
States or in foreign countries. The service provider can keep the software of the
trading partners or secondary business entities in step with each other and the
primary business entity to promote technical interoperability and timely, cost-

effective upgrades of software features. In an alternative embodiment, the
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management of the business-to-business system may be distributed among trading
partners, where each trading partner has access to a management system 14 and its
associated procedures.

Accordingly, the management system is well suited for maintaining reliable
communications and facilitating efficient transactions among the trading partners
in a business-to-business, electronic commerce environment. Via the management
system, a single service provider is able to upgrade the technical parameters of the
business-to-business system in a uniform way that keeps the functionality of the
remote data processing systems up-to-date without causing disruptions in
communications from platform conflicts or other communication problems.

The foregoing description of the system and method describe several
illustrative examples of the invention. Modifications, alternative arrangements,
and variations of these illustrative exaniples are possible and may fall within the
scope of the invention. Accordingly, the following Claims should be accorded the
reasonably broadest interpretation, which is consistent with the specification
disclosed herein and not unduly limited by aspects of the preferred embodiments

disclosed herein.
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We Claim:
1. A method for managing a remote data processing system via a
communications network, the method comprising:
communicating with a remote data processing system associated
with a trading partner on at least one technical parameter of the remote data
processing system,
receiving a report message on the at least one technical parameter via the
communications network; and
interpreting the report message for presentation on a user
interface to coordinate the management of the at least one technical parameter for

trading partners within a trading group.

2. The method according to claim 1 wherein the communicating
comprises polling a remote business-to-business server as the remote data
processing system to obtain the at least one technical parameter concerning an
operational status of at least one of software and hardware of the remote business-

to-business server.

3. The method according to claim 1 wherein the communicating
comprises polling a remote business-to-business server at the remote data
processing system to obtain the at least one technical parameter of at least one of

software and hardware of the remote business-to-business server.

4. The method according to claim 1 further comprising presenting the

report message on the user interface for review.

5. The method according to claim 1 wherein the at least one technical
parameter comprises one or more of the following: hardware configuration of the
remote data processing system, hardware configuration of a base data processing
system, software configuration of the remote data processing system, software

configuration of the base data processing system, an installed version of a remote
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software module, an installed version of a base software module, an installed type

of remote software module, an installed type of base software module, operational
status data, performance metric data on performance of the remote data processing
system, and performance metric data on performance of the base data processing

system.

6. The method according to claim 1 wherein the at least one technical
parameter comprises operational status data of at least one of the remote data
processing system, a base data processing system, and the communications

network.

7. A method for managing a remote data processing system via a
communications network, the method comprising:
receiving a report message containing technical parameter data on a remote
data processing system via the communications network;
retrieving reference technical parameter data from a reference
parameters storage based on the report message; and
determining whether the received technical parameter data of the
report data message complies with the retrieved reference technical parameter

data.
8. The method according to claim 7 further comprising the step of:

polling a remote data processing system associated with a trading

partner on the technical parameter data of the remote data processing system.
9. The method according to claim 7 further comprising:

sending a revision to the remote data processing system if at least
one software component is noncompliant with the reference technical parameter

data.

10.  The method according to claim 7 further comprising:
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sending an upgrade software module to the remote data processing
system if the same types of software modules are not specified in the reference

technical parameter data and the received technical parameter data.

11.  The method according to claim 9 further comprising:
installing the upgrade software module after receipt of confirmation
that a requisite hardware upgrade for supporting the upgrade software

module has been successfully completed.

12.  The method according to claim 7 further comprising:
delaying a transmission of a revision to the remote data processing
system if the same software components are not specified in the reference
technical parameter data and the received technical parameter data and if the
remote data processing system requires a hardware upgrade to support the

revision.

13.  The method according to claim 7 further comprising:
sending a desired version of an upgrade software module to the
remote data processing system if the same versions of software modules are not
specified in the reference technical parameter data and the received technical

parameter data.

14.  The method according to claim 13 further comprising:
installing the desired version of the upgrade software module after
receipt of confirmation that a requisite hardware upgrade for supporting the

desired version of the upgrade software module has been successfully completed.

15.  The method according to claim 7 further comprising:
delaying a transmission of a desired version of an upgrade software
module to the remote data processing system if the same versions of software
modules are not specified in the reference technical parameter data and the

received technical parameter data and if the remote data processing system
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requires a hardware upgrade to support the desired version of the upgrade software

module.

16.  The method according to claim 7 further comprising:
revising the reference parameters storage such that a reference
configuration is defined by the technical parameter data and includes a new feature

for installation at the remote data processing system.

17. A system for managing a remote data processing system via a
communications network, the system comprising:

a managing communications interface for supporting
communication with a remote data processing system associated with a trading
partner on at least one technical parameter of the remote data processing system,

a monitor for receiving a report message on the at least one
technical parameter via the communications network; and

an interpreter for interpreting the report message for presentation on

a user interface.

18.  The system according to claim 17 wherein the remote data

processing system comprises a remote business-to-business server.

19.  The system according to claim 17 further comprising a presentation
module for preparing a presentation of the report message on the user interface for

Teview.

20.  The system according to claim 17 wherein the technical parameters
comprise one or more of the following: hardware configuration of the remote data
processing system, hardware configuration of a base data processing system,
software configuration of the remote data processing system, software
configuration of the base data processing system, an installed version of a remote
software module, an installed version of a base software module, an installed type

of remote software module, an installed type of base software module, operational
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status data, performance metric data on performance of the remote data processing
system, and performance metric data on performance of the base data processing

system.

21.  The system according to claim 17 wherein the at least one technical

parameter comprises operational status data.

22. A system for managing a remote data processing system via a

communications network, the system comprising:

a monitor for receiving a report message on at least one technical
parameter of a remote data processing system via the communications network;

a data manager for retrieving reference technical parameter data
from a reference parameters storage; and

a data processor for determining whether the received technical
parameter data of the report data message complies with the retrieved reference

technical parameter data.

23.  The system according to claim 22 further comprising the step of:
a base communications interface adapted to poll the remote data
processing system associated with a trading partner on the at least one technical

parameter of the remote data processing system.

24.  The system according to claim 22 further comprising:
a managing communications interface for sending a revision to the
remote data processing system if the data processor determined that the same
software modules are not specified in the reference technical parameter data and

the received technical parameter data.

25.  The system according to claim 22 further comprising:
a managing communications interface for sending a revision to the

remote data processing system if the data processor determined that the same
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software type of software modules are not specified in the reference technical

parameter data and the received technical parameter data.

26.  The system according to claim 22 further comprising:
a managing communications interface for sending a revision to the
5 remote data processing system if the data processor determined that the same
version of software modules are not specified in the reference technical parameter

data and the received technical parameter data.

27.  The system according to claim 22 wherein the data processor is
coupled to a storagé device, the storage device including at least one of a reference
10 parameters storage, a received parameters storage, and an upgrade module storage

for storing upgrade software modules.

28.  The system according to claim 22 wherein the data manager and a
user interface support a user's revision of reference parameters of the reference
15 parameters storage to add, delete, or modify at least one software feature of the

remote data processing system.

20
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/810

COMMUNICATE WITH ONE OR MORE REMOTE DATA PROCESSING
SYSTEMS (E.G., REMOTE BUSINESS-TO-BUSINESS SERVERS) ASSOCIATED
WITH TRADING PARTNERS ON AT LEAST ONE TECHNICAL PARAMETER
OF EACH RESPECTIVE DATA PROCESSING SYSTEM.

/812

RECEIVE A REPORT MESSAGE ON AT LEAST ONE TECHNICAL
PARAMETER VIA A COMMUNICATIONS NETWORK.

/Sl4

INTERPRET OR PROCESS THE REPORT MESSAGE FOR PRESENTATION ON A
USER INTERFACE.

/816

PRESENT THE REPORT MESSAGE OR ANOTHER PRESENTATION,
DERIVED THEREFROM, ON THE USER INTERFACE FOR REVIEW.

FIG. 3
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DID A DATA PROCESSING SYSTEM RECEIVE AN INCOMING STATUS
MESSAGE IN RESPONSE TO A PRIOR OUTGOING TRANSACTIONAL
MESSAGE COMMUNICATED TO A REMOTE DATA PROCESSING
SYSTEM VIA A COMMUNICATIONS NETWORK?

‘YES \ S110 NO
END IF STATUS MESSAGE INDICATES
PROPER RECEIPT OF OUTGOING ——
TRANSACTIONAL MESSAGE. S112

S114
WAS THE TRANSACTIONAL MESSAGE RECEIVED AT THE
REMOTE DATA PROCESSING SYSTEM?

yNO YES
VERIFY INTEGRITY OF COMMUNICATIONS PATH | ¢,
BETWEEN DATA PROCESSING SYSTEM AND /
REMOTE PROCESSING SYSTEM VIA THE
COMMUNICATIONS NETWORK. RESEND THE
TRANSACTIONAL DATA MESSAGE FROM DATA
PROCESSING SYSTEM TO REMOTE DATA
PROCESSING SYSTEM VIA THE COMMUNI-
CATIONS NETWORK.

fm————————————

S118
v/

DOES AN ERROR MESSAGE ADEQUATELY IDENTIFY A PROBLEM ASSOCIATED
WITH THE TRANSACTIONAL MESSAGE OR THE BUSINESS-TO-BUSINESS SYSTEM?

YYES ~— S120 INO
IS THE PROBLE
TAKE CORRECTIVE ACTION BASED ON THE ERROR MESSAGE. STILL PRESENT"

— 5126
IS EACH SOFTWARE MODULE OR COMPONENT YES NO
RUNNING AT THE REMOTE DATA PROCESSING SYSTEM? s1 . 2
YNO —— 5128 YYES S124
IDENTIFY ANY DEFICIENT SOFTWARE MODULE OR S EVIEW ERROR
COMPONENT OF THE REMOvTE DATA PROCESSING SYSTEM. | |1 66 OR INVESTL
GATE THE PROBLEM.
RESTART OR RESET THE DEFICIENT SOFTWARE C
MODULE OR COMPONENT. ___S130 S134
V _-S131

IS THE RESTARTED OR RESET SOFTWARE MODULE OR COMPONENT
OPERATIONAL?

¥ YES S133
RESEND THE OUTGOING TRANSACTIONAL MESSAGE. |/ - S132

SEND A REVISION TO THE REMOTE DATA PROCESSING SYSTEM FOR
SERVICING THE REMOTE DATA PROCESSING SYSTEM. THE REVISION
MAY COMPRISE ONE OR MORE OF THE FOLLOWING ITEMS: A TECHNICAL

PARAMETER IMPACTING THE DEFICIENT SOFTWARE MODULE, A REVISED
VERSION OF THE DEFICIENT SOFTWARE MODULE, AND A REPLACEMENT SET

OF SOFTWARE MODULES.
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520
COMMUNICATE WITH REMOTE DATA PROCESSING SYSTEMS (E.G.,
REMOTE BUSINESS-TO-BUSINESS SERVERS) ASSOCIATED WITH
TRADING PARTNERS ON AT LEAST ONE TECHNICAL PARAMETER
CONCERNING SOFTWARE, HARDWARE, OR BOTH OF EACH RES-
PECTIVE REMOTE DATA PROCESSING SYSTEM.

v S22
RECEIVE A REPORT MESSAGE ON AT LEAST ONE TECHNICAL
PARAMETER VIA A COMMUNICATIONS NETWORK.

+ [ S24

RETRIEVE REFERENCE TECHNICAL PARAMETER DATA ON HARDWARE
AND SOFTWARE FROM A REFERENCE PARAMETERS DATABASE.

DOES THE RECEIVED TECHNICAL PARAMETER 526 Fsl}%M
DATA OF THE APPLICABLE (E.G., NEXT) DATA YES o 61’
?

PROCESSING SYSTEM COMPLY WITH OR MATCH
THE REFERENCE TECHNICAL PARAMETER DATA

NO

S28

HAVE ALL THE REMOTE DATA PROCESSING

SYSTEMS IN A DEFINED GROUP (E.G., TRADING

GROUP) BEEN CHECKED FOR COMPLIANCE WITH

THE REFERENCE TECHNICAL PARAMETER DATA?
YES

! $30 S8

ARE THE SAME TYPES OF SOFTWARE MODULES SPECIFIED IN THE REFER® YES
ENCE TECHNICAL PARAMETER DATA AND IN THE RECEIVED TECHNICAL
PARAMETER DATA FOR THE APPLICABLE DATA PROCESSING SYSTEM?

iNO s S34
ALLOCATE OR SEND A NEW SOFTWARE MODULE (E.G., AN UPGRADE OF A
REMOTE SOFTWARE MODULE) TO THE APPLICABLE REMOTE DATA PROCESS-

ING SYSTEM.
v

ARE THE SAME VERSIONS OF THE SOFTWARE MODULES SPECIFIED IN THE
REFERENCE TECHNICAL PARAMETER DATA AND IN THE RECEIVED TECHNICAL
ARAMETER DATA FOR THE APPLICABLE DATA PROCESSING SYSTEM?

lNO /-' S38

ALLOCATE OR SEND A DESIRED VERSION (E.G., LATEST VERSION)
OF THE SOFTWARE TO THE APPLICABLE REMOTE DATA PROCESS-
ING SYSTEM CONSISTENT WITH A VERSION OF SOFTWARE OF
THE PRIMARY TRADING PARTNER.

FIG. 9

NO
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FROM STEP
S36 OR S38

840

< IS AHARDWARE UPGRADE OR ADDITIONAL HARDWARE REQUIRED

TO SUPPORT THE PLANNED INSTALLATION OF THE NEW SOFTWARE YO

MODULE OR THE DESIRED VERSION?
YES

| / S42
GENERATE AN ALERT MESSAGE FOR PRESENTATION ON A USER
INTERFACE THAT A HARDWARE UPGRADE MAY BE REQUIRED FOR
A REMOTE DATA PROCESSING SYSTEM. WAIT FOR THE REQUISITE
HARDWARE UPGRADE TO BE COMPLETED.

i

REVISE THE SOFTWARE CONFIGURATION OF THE REMOTE DATA PRO- /544
CESSING SYSTEM BASED ON THE RECEIPT OR AVAILABILITY OF THE
DESIRED VERSION, THE NEW SOFTWARE MODULE, OR BOTH.

l Ve S46

CONFIRM REPLACEMENT OR REVISION BY CHECKING OPERATIONAL
STATUS OF THE REVISED REMOTE DATA PROCESSING SYSTEM VIA A
DIRECT REQUEST THROUGH THE COMMUNICATIONS NETWORK OR
INCIDENTAL TO A POLLING PROCEDURE FOR MONITORING OPERA-
TIONAL STATUS.

RETURN
TO STEP
S28

FI1G. 10
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,~ S18
REVISE A TECHNICAL PARAMETERS DATABASE SUCH THAT A REFERENCE
CONFIGURATION REFLECTS A NEW FEATURE FOR INSTALLATION AT ONE
OR MORE DATA PROCESSING SYSTEMS.

¢ / S20

COMMUNICATE WITH REMOTE DATA PROCESSING SYSTEMS (E.G.,
REMOTE BUSINESS-TO-BUSINESS SERVERS) ASSOCIATED WITH
TRADING PARTNERS ON AT LEAST ONE TECHNICAL PARAMETER
CONCERNING SOFTWARE, HARDWARE, OR BOTH OF EACH RES-
PECTIVE REMOTE DATA PROCESSING SYSTEM.

l 7 S22

RECEIVE A REPORT MESSAGE ON AT LEAST ONE TECHNICAL

PARAMETER VIA A COMMUNICATIONS NETWORK.

l Ve S24

RETRIEVE REFERENCE TECHNICAL PARAMETER DATA ON HARDWARE
AND SOFTWARE FROM A REFERENCE PARAMETERS DATABASE.

DOES THE RECEIVED TECHNICAL PARAMETER 526 FROM
DATA OF THE APPLICABLE (E.G., NEXT) DATA ngE%P

PROCESSING SYSTEM COMPLY WITH OR MATCH
THE REFERENCE TECHNICAL PARAMETER DATA?

NO HAVE ALL THE REMOTE DATA PROCESSING
SYSTEMS IN A DEFINED GROUP (E.G., TRADING
GROUP) BEEN CHECKED FOR COlV[PLIANCE WITH
THE REFERENCE TECHNICAL PARAMETER DATA?

YES

v $30 532

ARE THE SAME TYPES OF SOFTWARE MODULES SPECIFIED IN THE REFER-
ENCE TECHNICAL PARAMETER DATA AND IN THE RECEIVED TECHNICAL
PARAMETER DATA FOR THE APPLICABLE DATA PROCESSING SYSTEM?

¥ NO o~ 534

YES

ALLOCATE OR SEND A NEW SOFTWARE MODULE (E.G., AN UPGRADE OF A
REMOTE SOFTWARE MODULE) TO THE APPLICABLE REMOTE DATA PROCESS-

ING SYSTEM.
2

ARE THE SAME VERSIONS OF THE SOFTWARE MODULES SPECIFIED IN THE
REFERENCE TECHNICAL PARAMETER DATA AND IN THE RECEIVED TECHNICAL
PARAMETER DATA FOR THE APPLICABLE DATA PROCESSING SYSTEM?

¥YNO
ALLOCATE OR SEND A DESIRED VERSION (E.G., LATEST VERSION)
OF THE SOFTWARE TO THE APPLICABLE REMOTE DATA PROCESS-
ING SYSTEM CONSISTENT WITH A VERSION OF SOFTWARE OF
THE PRIMARY TRADING PARTNER.

FIG. 11
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FROM STEP
S36 OR S38

TO SUPPORT THE PLANNED INSTALLATION OF THE NEW SOFTWARE

IS A HARDWARE UPGRADE OR ADDITIONAL HARDWARE REQUIRED
MODULE OR THE DESIRED VERSION?

YES

/ S42

GENERATE AN ALERT MESSAGE FOR PRESENTATION ON A USER
INTERFACE THAT A HARDWARE UPGRADE MAY BE REQUIRED FOR
A REMOTE DATA PROCESSING SYSTEM. WAIT FOR THE REQUISITE
HARDWARE UPGRADE TO BE COMPLETED.

i

REVISE THE SOFTWARE CONFIGURATION OF THE REMOTE DATA PRO-
CESSING SYSTEM BASED ON THE RECEIPT OR AVAILABILITY OF THE
DESIRED VERSION, THE NEW SOFTWARE MODULE, OR BOTH.

l N\~ 544

S46

CONFIRM REPLACEMENT OR REVISION BY CHECKING OPERATIONAL
STATUS OF THE REVISED REMOTE DATA PROCESSING SYSTEM VIA A
DIRECT REQUEST THROUGH THE COMMUNICATIONS NETWORK OR
INCIDENTAL TO A POLLING PROCEDURE FOR MONITORING OPER-

ATIONAL STATUS.

RETURN
TO STEP
S28

FI1G. 12
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