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DEVICE HAVING DATA STORAGE 

FIELD OF INVENTION 

0001. The present invention relates to the field of devices 
which store data for a period of time. 
0002. In one form, the invention relates to devices which 
store data in which the data store is subject to periodic and/or 
relatively short power outages. In one example, the invention 
relates to a radio frequency identification (“RFID) transpon 
der, and more particularly to an RFID transponder that is used 
in orientation independent applications. Other applications of 
the present invention are to devices used where Supply power 
is intermittent. 
0003. It will be convenient to hereinafter describe the 
invention in relation to an RFID transponder, however it 
should be appreciated that the present invention is not limited 
to that use only. The present invention may be applicable to a 
variety of devices in which data is to be maintained for a 
period of time. 

BACKGROUND ART 

0004 Throughout this specification the use of the word 
“inventor” in singular form may be taken as reference to one 
(singular) inventor or more than one (plural) inventor of the 
present invention. The discussion throughout this specifica 
tion comes about due to the realisation of the inventor(s) 
and/or the identification of certain prior art problems by the 
inventors. 
0005. The inventors have realised that in, for example, a 
radio frequency identification (“RFID) transponder, and 
more particularly to an RFID transponder that is used in 
orientation independent and/or random orientation applica 
tions, the power Supplied to components of the transponder 
can not be assured. For example, the power Supplied to a 
memory resident in the transponder and which is adapted to 
store data can not be considered reliable in random and/or 
independent orientation environments. In these environ 
ments, in the event that the transponder orientation is changed 
and/or Switched, power to the transponder and/or its compo 
nents is lost, and as a result, data resident in the memory may 
be lost. 
0006. The inventors have also realised that some manner 
of storage of data, which is adapted to maintain the data, for 
example for a period of time greater than the power outage, is 
considered desirable. Furthermore, the inventors have rea 
lised that such a data store should also be adapted to validly 
maintain data stored in the memory for a period of time which 
provides a relatively long retention time. The period of time 
may be longer than the power outage, adapted to overcome 
Switching of field during orientation changes and/or for any 
period of time as may be determined by the applications 
and/or environment to which the transponder or other device 
is applied. 
0007 U.S. Pat. No. 7.259,654 (also by the present appli 
cant(s)) discloses a radio frequency identification transpon 
der including a power Supply and a memory array which 
stores data. When power from the power supply ceases to be 
provided, the data in the memory array is validly maintained 
for a predetermined period of time. The period of time is 
determined by discharging of the memory array through Stray 
leakage paths within the memory array. 
0008. The inventors have realised that improvements can 
be made in the time data is validly maintained in a transpon 

Aug. 25, 2011 

der. This comes about, in part, by the inventors identifying 
that leakage may be at least partially controlled and / or 
reduced. 
0009. The inventors have also realised that leakage, such 
as the stray leakage as disclosed in U.S. Pat. No. 7.259,654, is 
not the only leakage which may determine the time data is 
validly maintained in a transponder. 
0010. Any discussion of documents, devices, acts or 
knowledge in this specification is included to explain the 
context of the invention. It should not be taken as an admis 
sion that any of the material forms a part of the prior art base 
or the common general knowledge in the relevant art in Aus 
tralia or elsewhere on or before the priority date of the dis 
closure and claims herein. 

SUMMARY OF INVENTION 

0011. An object of the present invention is to reduce, 
attenuate and/or control leakage associated with a memory in 
a transponder. 
0012. It is an object of the embodiments described herein 
to overcome or alleviate at least one of the above noted 
drawbacks of related art systems or to at least provide a useful 
alternative to related art systems. 
0013. In a first aspect of embodiments described herein 
there is provided a method of and/or device comprising a 
memory adapted to store data, a Supply of power adapted to 
provide Supply power to the memory, a path of leakage, the 
leakage path serving, over time, to diminish the integrity of 
data stored in the memory, and 
0014 a leakage attenuator adapted to control attenuation 
of the rate of leakage. 
0015. In another aspect of embodiments described herein 
there is provided a method of and/or device adapted to control 
leakage in a device comprising a memory adapted to store 
data, a Supply of power adapted to provide Supply power to 
the memory, a path of leakage, the leakage path serving, over 
time, to diminish the integrity of data stored in the memory, 
comprising providing a leakage attenuator adapted to control 
the rate of leakage, the leakage attenuator being associated 
with a leakage path of the memory. 
0016 Preferably, the time is less than 10 minutes, prefer 
ably less than 1 minute, more preferably less than 1 second. In 
one embodiment, the time is more than 50 msec. 
0017 Preferably, the leakage control is a form of multi 
stage Switch and/or a plurality of Switches. 
0018 Preferably, the leakage is sub-threshold leakage. 
0019. In another aspect, the leakage attenuator comprises 
application of threshold adjustment. 
0020 Aspects of the present invention are directed to the 
control of the leakage and resultant improvement in Storage 
time of data in memory of a transponder. 
0021. Other aspects and preferred aspects are disclosed in 
the specification and/or defined in the appended claims, form 
ing a part of the description of the invention. 
0022. In essence, embodiments of the present invention 
stem from the realization that the problems aforementioned 
can be addressed by the use of leakage attenuation, such as the 
application of multiple Switches (short and/or long channel) 
devices in series to in effect reduce sub-threshold leakage. 
The inventors have realised that Mosfets are only an approxi 
mation of a switch, and the fact that Mosfets are leaky is the 
reason that the invention is required. The switches may be 
implemented as semiconductor devices such as mosfets, jfets, 
bipolar transistors, etc. 
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0023 The use of threshold adjustment to set and/or 
increase the threshold of transistors to a desired value has also 
been found to have lower leakage. 
0024. The use of multiple switches and threshold adjust 
ment may also be applied in combination. In other words, it is 
possible to provide a period of time which validly maintains 
data by using multiple devices and/or threshold adjustment to 
reduce, attenuate and/or control leakage, especially Sub 
threshold leakage. Advantages provided by the present inven 
tion comprise the following: 

0025 increase in the data retention time 
0026 enables a relatively smaller storage cell configu 
ration to be used for 

0027 a given retention time 
0028 reduces leakage currents 
0029 provides a period of time during which data can 
be validly maintained in a data storage device without 
power being provided, especially in an RFID device. 

0030. Further scope of applicability of the present inven 
tion will become apparent from the detailed description given 
hereinafter. However, it should be understood that the 
detailed description and specific examples, while indicating 
preferred embodiments of the invention, are given by way of 
illustration only, since various changes and modifications 
within the spirit and scope of the invention will become 
apparent to those skilled in the art from this detailed descrip 
tion. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0031. Further disclosure, objects, advantages and aspects 
of the present application may be better understood by those 
skilled in the relevant art by reference to the following 
description of preferred embodiments taken in conjunction 
with the accompanying drawings, which are given by way of 
illustration only, and thus are not limitative of the present 
invention, and in which: 
0032 FIG. 1 illustrates one form of memory latch for a 
device. Such as a transponder, 
0033 FIG. 2 illustrates another form of memory latch for 
a device, 
0034 FIG. 3 illustrates yet another form of memory latch 
for a device incorporating an improvement according to an 
aspect of the present invention. 

DETAILED DESCRIPTION 

0035 FIG.1 represents a schematic for an “ideal memory 
configuration in which data may be validly maintained in 
memory. There is a static latch (components Xin, Xout and 
Xfb), with the addition of a switch S1 and capacitor C1. The 
components S1 and C1 allow the latch to retain its state when 
power is removed from the circuit for relatively long periods 
of time. 
0036. The input buffer Xin buffers the signal d, whose 
value is stored in the latch when the latch enable input (le) is 
asserted high. 
0037. When le is de-asserted, the input buffer is disabled 
and the feedback buffer Xfb is enabled, applying the latch's 
output value back to its input so that it will retain state rela 
tively indefinitely while power is applied to the circuit. 
0038. The component Xout is used to sense the state of the 
storage node to determine whether the reported output should 
be “1” or “O. 
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0039. In some latches, this component may be a logic gate 
and the decision on output state is determined by whether or 
not the storage node Voltage is above or below a logic thresh 
old of that gate. It is equally possible to provide the sensing 
component using a Schmitt trigger or an analog comparator. 
By way of comment, using a comparator allows relatively 
longer retention time because the threshold can be lower, but 
comparators are usually much larger than logic gates, so a 
trade-off is made when selecting the type of sensing compo 
nent. By adding switch S1 and capacitor C1 to the circuit, the 
Voltage at node storage is retained even when power to the 
circuit is lost. When power is restored, the output buffer Xout 
restores the correct value of the output q when S1 is again 
closed. 

0040. This is true as long as tloaden is de-asserted before 
power to the circuit has decayed and as long as tloaden is not 
re-asserted until after power has been restored to the circuit. 
0041) If the switch S1 and capacitor C1 were ideal, and if 
there were no leakage into the input of Xout, the storage 
voltage would be retained indefinitely when power is 
removed. In the real world, however, circuits are not ideal 
and the Voltage across C1 does decay over time. There are 
various types of leakage in these circuits. Such as: 

0042. Subthreshold leakage—the leakage across the 
switch S1. This is relatively significant for short channel 
transistors. The multi-transistor Switch configuration 
and/or threshold adjustment of the present invention 
serves to reduce this leakage. 

0.043 Junction leakage the leakage through the 
reverse biased diode formed by the drain of the switch 
device (assuming it is an NFET). 

0044) Gate Oxide Leakage—the leakage through the 
gate oxide of the sensing circuit and also through the 
gate that forms the capacitor if a FET is used for this 
purpose. Gate oxide leakage is typically negligible in 
Some processes but could be an issue for very fine line 
processes (e.g. 45 nm). 

0045. In practice, a relatively significant leakage is the 
Sub-threshold leakage. Reducing this relatively significant 
leakage is the Subject of the discussion that follows. 
0046) With regard to gate oxide leakage, and FIG. 1, com 
ponent(s) Xout and/or C1 may be configured to have a rela 
tively thick oxide layer which will serve to attenuate gate 
oxide leakage through his component. However, a thicker 
oxide layer will lower the capacitance value and thus neces 
sitate a larger area to be used to form a capacitor. Thus a 
trade-off is made between gate oxide leakage and capacitance 
value. Increasing thickness decreases both leakage and 
capacitance, however we are aiming for relatively low leak 
age and relatively high capacitance). 
0047. A thicker oxide layer also reduces subthreshold 
leakage because the threshold is generally higher. 
0048 FIG. 2 illustrates another form of temporary 
memory latch for a transponder. The input buffer is made up 
of components X1 and X2, the feedback buffer uses X3 and 
X4, and the output buffer uses the MOSFETs to the right of 
the storage capacitor as well as X4 (shared with the feedback 
buffer) and X5. The storage capacitor is implemented in this 
case using a MOSFET gate capacitor (MNC1) and the switch 
is implemented by the NMOS enhancement mode FET MN3. 
0049. It has been found that, inter alia, it is the leakage 
through MN3 when power is removed that limits the memory 
storage time. Leakage is a function of (amongst other vari 



US 2011/0204148 A1 

ables) the threshold voltage of the transistor and also the 
transistor's drain-source Voltage. 
0050. It can be determined from Deepaksubramanyan, B. 
S. and Nunex, A. “Analysis of Subthreshold Leakage reduc 
tion in CMOS Digital Circuits’. proceedings of the 13th 
NASAVLSI Symposium, Post Falls, Id., USA, Jun. 5-62007 
that the equation for sub-threshold leakage of a MOSFET is: 

lsUB = le'e - Who - 1 Vsb) (1 f) 
(nWo) eva 

and: 

W 
lo = uCo Vels 

where W and L are the width and length of the transistor, L is 
the carried mobility, 

Viheta = 

is the thermal Voltage, m is the slope shape factor/sub-thresh 
old Swing coefficient. 
0051. In another embodiment, by increasing the number 
of series transistors used in the “switch S1’, the drain-source 
Voltage across individual transistors could be substantially 
reduced. Furthermore, if the gate-source voltages of the indi 
vidual devices whose sources are not at Zero volts but are 
actually at a negative potential, this exponentially decreases 
the Sub-threshold leakage (see the equation above). In the 
multiple switch approach, the fact that there are multiple 
Sources with a common gate (which gets driven to Substrate 
potential just prior to loss of power) means that transistors 
whose sources are at a higher potential than others (i.e., are 
closer to the storage node) have a negative gate-source Volt 
age, which reduces the leakage of those devices in compari 
son to the transistor at the bottom of the stack, whose source 
Voltage is 0 with respect to the Substrate, resulting in a gate 
source voltage of 0 volts. 
0052 FIG. 3 illustrates one embodiment of this arrange 
ment. The isolating Switch in the cell illustrated is composed 
of 5 separate short channel nMOS devices in series, namely 
transistors MN3, MN6, MN7, MN8 and MN9. The remainder 
of the circuit is relatively similar to that as illustrated in FIG. 
2. 
0053 So by using multiple transistors in series, leakage 
may be attenuated, even Substantially reduced, and this tech 
nique has been found to be much more effective than increas 
ing the channel length of an individual Switch device. Thus 
for devices which may be subject to power outage, the present 
invention may be applied to a memory which is adapted to 
hold data and by controlling the leakage in a manner which 
enables data stored in the memory to remain valid for a period 
of time longer than an outage of power associated with the 
memory. 
0054. One test of the present invention has revealed an 
improvement of retention time as compared to, for example 
an embodiment disclosed in U.S. Pat. No. 7,259,654, for 
example: 
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Retention Time 
(single Retention Time 

Temperature transistor) (5 series transistors) Improvement 

Room Temp (25 C.) 140 ms 430 ms 2.9x 
+6O C. 15 ms 89 ms 5.9x 

0055. It has also been realised by the inventors that modem 
processes are designed to have quite Small threshold Voltages 
and this means that their leakage increases (they are not as 
firmly “off” when their gate-source is at Zero volts). 
0056. It is known in modem IC manufacturing technolo 
gies to apply a threshold adjustment implant to set the thresh 
old of transistors to a desired value. Transistors with higher 
threshold have been found to have lower leakage. The thresh 
old of the transistors is increased by this implant and thus 
leakage is reduced. This can be applied to devices which store 
data in order to alleviate the problem of sub-threshold leak 
age. 
0057 Thus rather than increasing the channel length to 
reduce leakage, it has been found to be also effective to use a 
plurality of channel devices to reduce leakage. In other words, 
it is possible to provide a period of time which validly main 
tains data by using multiple devices and/or threshold adjust 
ment to reduce, attenuate and/or control leakage, especially 
Sub-threshold leakage. 
0.058 While this invention has been described in connec 
tion with specific embodiments thereof, it will be understood 
that it is capable of further modification(s). This application is 
intended to cover any variations uses or adaptations of the 
invention following in general, the principles of the invention 
and including Such departures from the present disclosure as 
come within known or customary practice within the art to 
which the invention pertains and as may be applied to the 
essential features hereinbefore set forth. 
0059. As the present invention may be embodied in several 
forms without departing from the spirit of the essential char 
acteristics of the invention, it should be understood that the 
above described embodiments are not to limit the present 
invention unless otherwise specified, but rather should be 
construed broadly within the spirit and scope of the invention 
as defined in the appended claims. The described embodi 
ments are to be considered in all respects as illustrative only 
and not restrictive. 
0060 Various modifications and equivalent arrangements 
are intended to be included within the spirit and scope of the 
invention and appended claims. Therefore, the specific 
embodiments are to be understood to be illustrative of the 
many ways in which the principles of the present invention 
may be practiced. In the following claims, means-plus-func 
tion clauses are intended to cover structures as performing the 
defined function and not only structural equivalents, but also 
equivalent structures. For example, although a nail and a 
screw may not be structural equivalents in that a nail employs 
a cylindrical Surface to secure wooden parts together, whereas 
a screw employs a helical Surface to secure wooden parts 
together, in the environment of fastening wooden parts, a nail 
and a screw are equivalent structures. 
0061. It should also be noted that where a flowchart is used 
herein to demonstrate various aspects of the invention, it 
should not be construed to limit the present invention to any 
particular logic flow or logic implementation. The described 
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logic may be partitioned into different logic blocks (e.g. pro 
grams, modules, functions, or Subroutines) without changing 
the overall results or otherwise departing from the true scope 
of the invention. Often, logic, elements may be added, modi 
fied, omitted, performed in a different order, or implemented 
using different logic constructs (e.g. logic gates, looping 
primitives, conditional logic, and other logic constructs) 
without changing the overall results or otherwise departing 
from the true scope of the invention. 
0062 Various embodiments of the invention may be 
embodied in many different forms, including computer pro 
gram logic for use with a processor (e.g. a microprocessor, 
microcontroller, digital signal processor, or general purpose 
computer), programmable logic for use with a programmable 
logic device (e.g. a Field Programmable Gate Array (FPGA) 
or other PLD), discrete components, integrated circuitry (e.g. 
an Application Specific Integrated Circuit (ASIC)), or any 
other means including any combination thereof. In an exem 
plary embodiment of the present invention, predominantly all 
of the communication between users and the server is imple 
mented as a set of computer program instructions that is 
converted into a computer executable form, stored as such in 
a computer readable medium, and executed by a micropro 
cessor under the control of an operating system. 
0063 Computer program logic implementing all or part of 
the functionality where described herein may be embodied in 
various forms, including a source code form, a computer 
executable form, and various intermediate forms (e.g. forms 
generated by an assembler, compiler, linker, or locator). 
Source code may include a series of computer program 
instructions implemented in any of various programming lan 
guages (e.g., an object code, an assembly language, or a 
high-level language Such as Fortran, C, C++, JAVA, or 
HTML) for use with various operating systems or operating 
environments. The source code may define and use various 
data structures and communication messages. The Source 
code may be in a computer executable form (e.g. via an 
interpreter), or the source code may be converted (e.g., via a 
translator, assembler, or compiler) into a computer executable 
form. 
0064. The computer program may be fixed in any form 
(e.g. source code form, computer executable form, or an 
intermediate form) either permanently or transitorily in a 
tangible storage medium, Such as a semiconductor memory 
device (e.g. a RAM, ROM, PROM, EEPROM, or Flash 
Programmable RAM), a magnetic memory device (e.g., a 
diskette or fixed disk), an optical memory device (e.g., a 
CD-ROM or DVD-ROM), a PC card (e.g. PCMCIA card), or 
other memory device. The computer program may be fixed in 
any form in a signal that is transmittable to a computer using 
any of various communication technologies, including, but in 
no way limited to, analog technologies, digital technologies, 
optical technologies, wireless technologies (e.g. Bluetooth), 
networking technologies, and inter-networking technologies. 
The computer program may be distributed in any form as a 
removable storage medium with accompanying printed or 
electronic documentation (e.g. shrink wrapped software), 
preloaded with a computer system (e.g. on system ROM or 
fixed disk), or distributed from a server or electronic bulletin 
board over the communication system (e.g. the Internet or 
World Wide Web). 
0065 Hardware logic (including programmable logic for 
use with a programmable logic device) implementing all or 
part of the functionality where described herein may be 
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designed using traditional manual methods, or may be 
designed, captured, simulated, or documented electronically 
using various tools, such as Computer Aided Design (CAD), 
a hardware description language (e.g. VHDL or AHDL), or a 
PLD programming language (e.g. PALASM. ABEL, or 
CUPL). 
0.066 Programmable logic may be fixed either perma 
nently or transitorily in a tangible storage medium, Such as a 
semiconductor memory device (e.g. a RAM, ROM, PROM, 
EEPROM, or Flash-Programmable RAM), a magnetic 
memory device (e.g. a diskette or fixed disk), an optical 
memory device (e.g. a CD-ROM or DVD-ROM), or other 
memory device. The programmable logic may be fixed in a 
signal that is transmittable to a computer using any of various 
communication technologies, including, but in no way lim 
ited to, analog technologies, digital technologies, optical 
technologies, wireless technologies (e.g. Bluetooth), net 
working technologies, and internetworking technologies. 
The programmable logic may be distributed as a removable 
storage medium with accompanying printed or electronic 
documentation (e.g. shrink wrapped software), preloaded 
with a computer system (e.g. on system ROM or fixed disk), 
or distributed from a server or electronic bulletin board over 
the communication system (e.g. the Internet or World Wide 
Web). 
0067 “Comprises/comprising when used in this specifi 
cation is taken to specify the presence of Stated features, 
integers, steps or components but does not preclude the pres 
ence or addition of one or more other features, integers, steps, 
components or groups thereof.” Thus, unless the context 
clearly requires otherwise, throughout the description and the 
claims, the words comprise, comprising, and the like are 
to be construed in an inclusive sense as opposed to an exclu 
sive or exhaustive sense; that is to say, in the sense of “includ 
ing, but not limited to”. 

1. A device comprising 
a memory adapted to store data 
a Supply of power adapted to provide Supply power to the 

memory, 
a path of leakage, the leakage path serving, over time, to 

diminish the integrity of data stored in the memory, and 
a leakage attenuator adapted to control attenuation of the 

rate of leakage. 
2. A device as claimed in claim 1, wherein the leakage 

attenuator is adapted to enable selection of the degree of 
attenuation of the rate of leakage. 

3. A device as claimed in claim 1, wherein the leakage 
attenuator is a form of multistage Switch, Such as one or more 
MOSFETs. 

4-5. (canceled) 
6. A device as claimed in claim 1, wherein the leakage 

attenuator serves to reduce, attenuate and/or control leakage 
associated with a memory in a transponder. 

7-9. (canceled) 
10. A device as claimed in claim 1, wherein the memory 

comprises at least one memory cell. 
11. (canceled) 
12. A device as claimed in claim 1, wherein the leakage is 

Sub-threshold leakage. 
13-16. (canceled) 
17. A device as claimed in claim 1, wherein the device is a 

transponder. 
18. A device as claimed in claim 17, wherein the device is 

an RFID transponder. 
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19. (canceled) 
20. A method of controlling leakage in a device compris 

1ng: 
a memory adapted to store data; 
a Supply of power adapted to provide Supply power to the 
memory; 

a path of leakage, the leakage path serving, over time, to 
diminish the integrity of data stored in the memory, the 
method comprising the steps of 
providing a leakage attenuator adapted to control the 

rate of leakage, the leakage attenuator being associ 
ated with a leakage path of the memory. 

21. A method as claimed in claim 20, where the leakage 
attenuator reduces Sub-threshold leakage. 

22. A method as claimed in claim 20, further comprising 
the step of providing a multistage Switch as the leakage con 
trol device. 

23. (canceled) 
24. A method as claimed in claim 20, wherein the leakage 

attenuator is a plurality of Switches. 
25. A method as claimed in claim 20, wherein the leakage 

attenuator applies threshold adjustment. 
26. A method as claimed in claim 25, wherein the leakage 

attenuator also combines the use of the method as claimed in 
claim 20. 

27. A method as claimed in claim 20, further comprising 
controlling the leakage in a manner which enables data stored 
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in the memory to remain valid for a period of time longer than 
an outage of power associated with the memory. 

28. A method as claimed in claim 20, further comprising 
applying the method to a transponder, Such as an RFID tran 
sponder or a passive device. 

29. A system adapted to store data comprising a device as 
claimed in claim 1. 

30. Apparatus adapted to controlling leakage in a device, 
said apparatus including: 

processor means adapted to operate in accordance with a 
predetermined instruction set, 

said apparatus, in conjunction with said instruction set, 
being adapted to perform the method as claimed in claim 
20. 

31. (canceled) 
32. A device as claimed in claim 1, wherein the time is less 

than 10 minutes, preferably less than 1 minute, more prefer 
ably less than 1 second, even more preferably more than 50 

SCC. 

33. A method as claimed in claim 20, wherein the time is 
less than 10 minutes, preferably less than 1 minute, more 
preferably less than 1 second, even more preferably more than 
50 msec. 

34-35. (canceled) 


