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LOAD BALANCING USING DIRECTORY 
SERVICES IN ADATA PROCESSING 

SYSTEM 

BACKGROUND OF THE INVENTION 

1. Technical Field 

The present invention relates generally to data processing 
networks, and more particularly to a data processing net 
work in which a multiplicity of host processors are con 
nected to shared resources. 

2. Related Art 

In many data processing networks, a large number of host 
processors share resources Such as a database or Storage 
Subsystem. Typically, each host has a high probability of 
obtaining immediate access, but immediate acceSS is not 
guaranteed. The cost of guaranteeing immediate acceSS is 
usually considered to be much greater than the benefit to the 
USC. 

The probability of obtaining immediate acceSS can be 
increased by using various techniques. A direct but rather 
costly Solution is to provide additional network paths and 
additional Storage resources, Such as additional paths to 
duplicate Storage Servers for read-only Storage Volumes. 
Other techniques, Such as dynamic routing and load 
balancing, attempt to use existing network and Storage 
resources more effectively. 

Dynamic routing directs each data access requests along 
a path that is Selected in accordance with the resources that 
are currently available in order to avoid overload of 
resources in the network. Load balancing assigns alternative 
resources to the hosts in order to avoid overload of any one 
of the alternative resources by receipt of Simultaneous 
access requests from a large number of the hosts. For 
dynamic routing and load balancing to be particularly 
effective, however, additional resources are required in order 
to gather intelligence about the current or expected State of 
the network, and to control or restrict the path of the data 
access requests in a fashion that is beneficial. These addi 
tional resources tend to introduce cost and complexity into 
the data network and often reduce performance during usual 
operating conditions. 

SUMMARY OF THE INVENTION 

In accordance with one aspect of the invention, there is 
provided a method for controlling access of host processors 
to alternative shared resources in a data network. The 
method includes Storing in a directory a specification of a 
respective Subset of the alternative shared resources which 
are accessible to each of the host processors, and operating 
a directory Service for accessing the directory in response to 
a request from each host processor for reporting to each host 
processor a set of network addresses of the alternative 
shared resources for each host processor. The Set of network 
addresses of the alternative shared resources for each host 
processor including only the network addresses of the alter 
native shared resources in the respective Subset of the 
alternative shared resources which are accessible to each 
host processor. The method further includes operating each 
host processor including each host processor Sending a 
request to the directory Service for a report of network 
addresses of the alternative shared resources, and receiving 
from the directory service a report of the set of network 
addresses of the alternative shared resources for the host 
processor; and then the host processor commencing a 
Sequence of data processing operations during which the 
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2 
host processor transmits Service requests to at least one 
network address in the set of network addresses of the 
alternative shared resources for the host processor. 

In accordance with another aspect of the invention, there 
is provided a method of controlling access of host processors 
to ports of a Storage Subsystem in a data network including 
a Switch linking the host processors to the ports of the 
Storage Subsystem. The method includes Storing in a direc 
tory a specification of a respective Subset of the ports of the 
Storage Subsystem which are accessible to each of the host 
processors, and operating a directory Service for accessing 
the directory and for reporting to each host processor the 
respective Subset of the ports of the Storage Subsystem which 
are accessible to the host processor. The method further 
includes operating each host processor including each host 
processor Sending a request to the directory Service for a 
report of the respective Subset of ports of the Storage 
Subsystem which are accessible to the host processor, and 
receiving from the directory Service a report of the Subset of 
the ports of the Storage Subsystem which are accessible to 
the host processor. Then the host processor commences a 
Sequence of data processing operations during which the 
host processor transmits Storage access requests to at least 
one port included in the respective Subset of ports of the 
Storage Subsystem which are accessible to the host proces 
SO. 

In accordance with another aspect of the invention, there 
is provided a digital computer programmed to providing a 
directory Service in a data network. The digital computer is 
programmed with a configuration database of information 
about host processors in the network and shared resources in 
the network that are accessible to the host processors. The 
configuration database further includes information 
Specifying, for each host processor, a respective Subset of the 
shared resources which are accessible to the host processor. 
The digital computer is programmed to respond to a request 
from each host processor for information about resources in 
the network by reporting to the host processor information 
about the respective Subset of the shared resources that are 
accessible to the host processor, thereby Selectively restrict 
ing access of the host processors to the Shared resources. 

In accordance with yet another aspect of the invention, 
there is provided a machine readable program Storage device 
containing a program for programming a digital computer to 
providing a directory Service in a data network. The direc 
tory Service accesses a configuration database of information 
about host processors in the network and shared resources in 
the network and information Specifying for each host pro 
ceSSor a respective Subset of the Shared resources which are 
accessible to the host processor. The directory Service 
responds to a request from each host processor for informa 
tion about resources in the network by reporting to each host 
processor information about the Subset of the shared 
resources that are accessible to the host processor, thereby 
Selectively restricting access of the host processors to the 
shared resources. 

In accordance with Still another aspect of the invention, 
there is provided a storage network that includes a cached 
Storage Subsystem and a Switch for routing data access 
requests from a plurality of host processors to the cached 
Storage Subsystem. The cached Storage Subsystem includes a 
plurality of Storage devices, a cache memory linked to the 
Storage devices for filling the cache with data from the 
Storage devices, and a plurality of port adapters providing 
Storage ports for access to the cache memory. The Switch has 
a plurality of network ports and is linked to the Storage ports 
for Selectively routing data access requests from the network 
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ports to the Storage ports. The network ports are connectable 
for receiving the data acceSS requests from a plurality of host 
processors. The Storage network further includes a digital 
computer programmed with a configuration database of 
information about the host processors and the Storage ports. 
The configuration database further includes information 
Specifying, for each host processor, a respective Subset of the 
Storage ports which are accessible to the host processor. The 
digital computer is programmed to respond to a request from 
each host processor for information about the Storage ports 
by reporting to the host processor information about the 
respective Subset of the Storage ports which are accessible to 
the host processor, and thereby Selectively restrict access of 
the host processors to the Storage ports. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Other objects and advantages of the invention will 
become apparent upon reading the following detailed 
description with reference to the accompanying drawings 
wherein: 

FIG. 1 is a block diagram of a data processing System 
including a cached Storage Subsystem linked by a data 
network to a multiplicity of host processors, 

FIG. 2 is a block diagram of the data processing System 
of FIG. 1 further showing that the data network includes a 
number of loops and a Switch connecting the loops to ports 
of port adapters of the Storage Subsystem; 

FIG. 3 is a block diagram of an alternative embodiment of 
the invention that is Similar to the data processing System of 
FIG. 1 but with the use of a conventional Switch and the 
addition of a digital computer for monitoring activity of the 
hosts and providing a Substituted name Server directory for 
the network in lieu of the name server directory provided by 
the conventional Switch; 

FIG. 4 is a flowchart showing how a host uses the 
directory Services to direct its data acceSS requests to a 
Subset of the Storage ports as Specified by the directory 
Services, 

FIG. 5 is a flowchart of a procedure used for initially 
determining the Subsets of the Storage ports to be specified 
by the directory Services, 

FIG. 6 is a flowchart of a procedure used when a host logs 
into the data network for updating the Subsets of the Storage 
ports to be specified by the directory Services, 

FIG. 7 is a table of storage port information used and 
maintained by the digital computer providing the directory 
Services of the data network 

FIG. 8 is a table of host information used and maintained 
by the digital computer providing directory Services of the 
network; 

FIG. 9 is a table of accumulator values that could be used 
by the digital computer in the Switch for determining the 
loading of each host on the Storage Subsystem; 

FIG. 10 is a flowchart of a procedure that could be used 
by the digital computer in the Switch for determining the 
loading of each host on the Storage Subsystem; 

FIG. 11 is a table directory that could be used by the 
digital computer in FIG. 3 for determining the loading of 
each host on the Storage Subsystem and for determining the 
loading of the hosts on each Storage port; and 

FIG. 12 is a Schematic diagram of a data processing 
System having a plurality of intermediate nodes in a data 
network linking a plurality of hosts to a plurality of Storage 
devices. 

While the invention is susceptible to various modifica 
tions and alternative forms, specific embodiments thereof 
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4 
have been shown in the drawings and will be described in 
detail. It should be understood, however, that it is not 
intended to limit the invention to the particular forms shown, 
but on the contrary, the intention is to cover all 
modifications, equivalents, and alternatives falling within 
the Scope of the invention as defined by the appended 
claims. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

With reference to FIG. 1 of the drawings, there is shown 
a cached Storage Subsystem 20 connected via a data network 
21 to a plurality of hosts 22, 23, 24, 25. The cached storage 
Subsystem 20 includes Storage Volumes 26 and a Storage 
controller 27 for controlling access of the hosts to the Storage 
Volumes. The Storage Volumes are logical units of Storage 
distributed over one more storage devices 28, 29, 30, and 31. 
The Storage devices are magnetic disk drives, optical disk 
drives, tape drives, Solid-State memory devices, or other 
Storage devices capable of providing nonvolatile data Stor 
age. Presently the preferred Storage devices are magnetic 
disk drives each having a storage capacity of at least 47 
gigabytes. 
The Storage controller 27 includes a dual port cache 

memory 32, a plurality of port adapters 35, 36, and a 
plurality of storage adapters 37, 38. The cache memory 32 
is accessed via any one of two back-plane buSSes 33, 34. 
Each of the port adapters 35, 36 link the data network 21 to 
each of the two back-plane busses 33, 34. Each of the 
Storage adapters 37, 38 links a respective Set of the Storage 
devices 28, 29, 30, 31 to each of the two back-plane busses 
33, 34. For example, the cached Storage Subsystem includes 
up to eight Storage adapters and up to eight port adapters, 
and each port adapter provides two independent data ports to 
the data network. 

When a port adapter 35 or 36 receives a storage access 
request from one of the hosts 22, 23, 24, 25, the port adapter 
accesses a directory in the cache memory 32 to determine 
whether or not the data to be accessed resides in the cache 
memory. If the data to be accessed resides in the cache 
memory, then the port adapter accesses the data in the cache 
memory. If the data to be accessed does not reside in the 
cache memory, then the port adapter forwards a Storage 
access request to the storage adapters 37, 38. One of the 
Storage adapters 37, 38 responds to the Storage access 
request by performing a logical-to-physical translation to 
determine where the data to be accessed resides on the 
Storage devices, and reads the data from the Storage devices 
and writes the data to the cache memory, for acceSS by the 
port adapter. The storage adapters 37, 38 also perform a 
write-back operation to ensure that that data written to the 
cache memory 32 by the port adapters eventually becomes 
written to the Storage Volumes 26. 
The cache memory 32 ensures that data frequently 

accessed by the hosts is likely to be found in cache in order 
to avoid the data access time of the Storage devices and in 
order to minimize loading on the Storage adapters and the 
port adapters. Consolidation of network Storage into a large 
cached Storage Subsystem provides a benefit that cache 
resources are consolidated into one large cache, which is 
more efficient than a number of Smaller caches having in 
total the Same cache memory capacity. A large cache is more 
likely to contain the most recently accessed data than the 
combined cache memory of the Smaller caches. 
The Storage Subsystem 20 is constructed for high data 

availability So that a single high-capacity Storage Subsystem 
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is at least as fault-tolerant as a local collection of conven 
tional network Storage Servers. Fault tolerance is ensured by 
dual, redundant components and buSSes in the path from any 
one of the port adapters 35.36 to any one of the storage 
devices 28, 29, 30, and 31. Mirroring or RAID (redundant 
array of inexpensive disks) techniques ensure that the Stor 
age adapters 37, 38 can recover data in the event of failure 
of any one of the Storage devices. In a similar fashion, the 
data network 21 can be made fault tolerant by ensuring that 
each of the hosts 22, 23, 24, 25 has independent paths 
through the data network 21 to each of two of the port 
adapters 35, 36. 

In a preferred form of construction, the cache memory 32 
is composed of dynamic RAM memory cards mounted in a 
card-cage or main-frame, and the port adapters and Storage 
adapters are programmed micro-processor cards that are also 
mounted in the card-cage or main-frame. Each port adapter 
35, 36 has one or more processors for handling the com 
munication protocol of the data network 21 and communi 
cating with the cache memory buSSes 33, 34. Each Storage 
adapter 37, 38 has one or more processors for handling the 
communication protocol of the Storage devices and for 
communicating with the cache memory busses 33, 34. For 
example, the links between the Storage adapters 37 and the 
storage devices 28, 29, 30, and 31 are FWD (fast, wide, 
differential) SCSI or Fibre Channel fiber-optic loops. The 
port adapters 35, 36 can be programmed to communicate 
with the network via any number of communication and/or 
network protocols, such as Bus and Tag CKD, ESCON, 
SCSI, Ethernet, FDDI, ATM, DS1, DS3, T3, TCP, UDP, 
NFS, SNMP, and Fibre Channel. Further details regarding 
the preferred construction and operation of the cached 
storage subsystem 20 are disclosed in Yanai et al., U.S. Pat. 
No. 5,206,939, issued Apr. 27, 1993; Yanai et al. U.S. Pat. 
No. 5,335,352, issued Aug. 2, 1994; and Yanai et al. U.S. 
Pat. No. 5,381,539, issued Jan. 10, 1995; all incorporated 
herein by reference. 

Referring to FIG. 2, the data network is shown having a 
32-port Switch 40 for Simultaneously connecting any one of 
sixteen storage ports 41 of the port adapters 35, 36 in the 
Storage Subsystem to any one of Sixteen loop ports 42 of 
Sixteen loops including loops 43 and 44. Each of the Sixteen 
loops 43, 44 has loop ports of up to fifty hosts such as the 
hosts 22, 23 linked in loop 43 and the hosts 24, 25 linked in 
the loop 44. 

The Switch 40 is used in the data network 21 to permit any 
of the hosts to access any of the Storage ports. This is done 
to reduce the likelihood that storage port overload will 
prevent a host from obtaining immediate access to Storage in 
the cached Storage Subsystem. Because the same Storage in 
the Storage Subsystem can be accessed from any of the 
Storage ports, a host that sends a storage acceSS request to a 
Storage port and receives a busy response from the Switch 40 
can Send the Storage access request to any other Storage port. 

The likelihood of Storage port overload preventing a host 
from obtaining immediate access to Storage in the cached 
storage subsystem can be reduced still further if not all of the 
hosts have access to all of the Storage ports, So long as this 
reduction in acceSS is based on balancing of the loading 
characteristics of the hosts. This is especially true if it is 
desired to permit Some of the hosts to have priority over 
others, So that under high loading conditions, the higher 
priority hosts can continue to have immediate acceSS at the 
expense of the lower priority hosts which are denied imme 
diate access. The introduction of load balancing into a data 
processing System as shown in FIG. 2, however, typically 
involves a good deal of complexity. 
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In the data processing System of FIG. 2, load balancing is 

accomplished by the use of directory Services for commu 
nicating to each host the Subset of the Storage ports that the 
host may access. This has the advantage that load balancing 
can be incorporated into the data processing System without 
modification of the hardware or routing procedure of the 
Switch 40, and with minimal modification of the Switch 
Software or the host Software. In particular, for the data 
processing System of FIG. 2, no modification of the host 
Software is used, and there is minimal modification of 
conventional Software for the Switch. The Switch 40 has a 
Switch control computer 45, and the Switch control computer 
is programmed to provide directory Services 46 for the data 
network 21. The modification of the conventional Software 
for the Switch includes the addition of lists 47 of storage 
Subsystem ports for each host to access, and modification of 
the directory services program 46. The lists 47 reside in a 
configuration database 48 for the directory Services program 
46. The modification of the directory services program 46, 
for example, is done by loading a new version of the 
program into the Switch control computer 45 from a machine 
readable program Storage device Such as a conventional 
floppy disk (not shown). 

In a conventional directory Services program, the Switch 
control computer is instructed to respond to a name Server 
request from a host by providing the host with a list of all the 
Storage ports that are accessible to the host through the 
Switch. For example, the data network 21 is constructed to 
operate substantially in accordance with the Fibre Channel 
Standards currently being developed by the American 
National Standards Institute (ANSI). In a Fibre Channel 
network, each port has a 64-bit port identifier called a 
“World Wide Name” (WWN). To ensure that the WWN is 
unique, for example, it may include a unique identifier of the 
manufacturer of the device including the port (e.g., an 
Organizationally Unique Identifier as registered with the 
IEEE in New York, N.Y.), and the manufacturer's serial 
number of the device. The WWN is too long, however, to be 
used for Source and destination addresses of request and 
responses transmitted over the network. Therefore, the Fibre 
Channel Standards Specify that each port is assigned a 
temporary address that is unique to the configuration of the 
network at any given time, but not necessarily unique to 
each port for all time. Information is transmitted over a Fibre 
Channel network in fixed-length packets called “Frames', 
and each Frame includes a source address (S ID) which is 
the temporary address of the Source of the frame, and a 
destination address (D ID) which is the temporary address 
of the destination of the frame. 
When a Fibre Channel network has a Switch Such as the 

Switch 40 in FIG. 2, the network is provided with a directory 
Service called a “name Server 49 that manages the reporting 
of the temporary addresses for the ports connected by the 
network. The name server 49 has a predefined address on the 
fabric. A “domain controller'50 in the Switch 40 assigns the 
temporary address to each network port when the port "logs 
in’ to the fabric. Each temporary address assigned by the 
domain controller 50 is reported to the name server 49. 
During or after fabric login, the network port can interrogate 
the name server 49 about other ports that are connected in 
the network. In particular, for a network configuration as 
shown in FIG. 2, a “name server 49 in accordance with the 
Fibre Channel Specifications would permit a host on a loop 
to obtain the temporary address of each port on its own loop 
and each port accessible to the host through the Switch. The 
ports accessible to each host through the Switch would 
include the ports of the port adapters of the Storage 
Subsystem, and the ports of the hosts on other loops. 
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In the directory services program 46 of FIG. 2, the Switch 
control computer 45 provides directory services for the 
network, including the name server 49. However, the name 
Server does not necessarily provide a host with a list of all 
the Storage ports accessible to the host through the Switch. 
Instead, the Switch control computer 45 is instructed to 
respond to a name Server request from a host for the ports 
accessible through the Switch by providing the host with a 
respective one of the lists 47, which defines for each host a 
respective Subset of the Storage ports that the host should 
access through the Switch. 
The host makes the name Server request when the host 

logs into the network, and thereafter commences a Sequence 
of data processing operations during which the host trans 
mits Storage access requests to the Storage ports that were 
Specified by the Switch in response to the name Server 
request. For example, if the Switch Specified only one 
Storage port for the host to access through the Switch, then 
the host would direct each of its Storage acceSS requests to 
only that Single Storage port. If the Switch Specified a 
plurality of Storage ports for the host to access through the 
Switch, then the host would direct its Storage access requests 
in round-robin fashion to the plurality of Storage ports. In 
other words, if the Switch Specified Storage ports 1, 5, and 7, 
in response to a name Server request, the host would direct 
its first Storage access request to Storage port 1, its Second 
Storage access request to Storage port 5, its third Storage 
access request to port 7, its fourth Storage acceSS request to 
Storage port 1, its fifth Storage access request to Storage port 
5, etc. 

FIG. 3 is a block diagram of an alternative embodiment of 
the invention that is Similar to the data processing System of 
FIG. 1 and FIG. 2 but with the use of a conventional Switch 
51 in lieu of the Switch 40 of FIG. 2 and the addition of a 
digital computer 70 for monitoring activity of the hosts and 
providing Substitute directory Services 61 including a Sub 
stitute name server 69 for the network in lieu of the directory 
services 56 and name server 59 provided by the conven 
tional Switch 51. Components in FIG. 3 which are similar to 
components in FIG. 2 are denoted with similar but primed 
reference numerals. The Switch 51 is similar to the Switch 40 
of FIG. 2 in that it also has a Switch control computer 55, 
directory Services 56, and a configuration database 58, name 
server 59, and domain controller 60, but it is different in that 
its directory Services 56 respond to a name Server request by 
returning a single list 57 of all the Storage Subsystem ports. 

The only difference that there need be between a conven 
tional Switch or conventional host Software and the Switch 
51 and host software in the data processing system of FIG. 
3 is a difference that causes the Substitute directory Services 
61 of the digital computer 70 instead of the directory 
services 56 of the Switch 51 to respond to a name server 
request from a host. For example, the network address at 
which the directory services 56 of the Switch control com 
puter 55 receive name server requests can be different from 
the conventional name Server address, or the host Software 
can be programmed So that the host name Server requests 
Specify a name Server address of the Substitute name Server 
69 in the substitute directory services 61 in the digital 
computer 70 instead of the conventional name server 
address. However, it is not necessary that all of the hosts 
Send their name Server request to the Substitute directory 
services 61 instead of the directory services 56 in the Switch 
51. For example, certain privileged hosts could be pro 
grammed to Send their name Server requests to the conven 
tional name server 59 in the directory services 56 in the 
Switch 51 so that the privileged hosts will access all of the 
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Storage ports and therefore have priority over the other hosts 
that are programmed to Send their name Server request to the 
substitute directory services 61. 
The substitute directory services 61 could either duplicate 

the functions of the directory services 56 of the Switch 51, 
or could act as a proxy for the hosts to use most of the 
functions of the directory services 56 so as to avoid dupli 
cation of programming for these functions. For example, 
conventional directory Services automatically Search the 
data network for devices linked to the data network, poll the 
devices for device names, assign unique network addresses 
to each device, and Store this information in a configuration 
database. Instead of duplicating these functions, the Substi 
tute directory Services 61 could login to the directory 
services 56 of the Switch 51, obtain a copy of the configu 
ration database 58 in the Switch 51, and register with the 
directory services 46 to be notified of any network “state 
change’ detected by the directory Services 46. Upon being 
notified of any Such network State change, the Substitute 
directory Services would update its copy 63 of the configu 
ration database 58 to reflect the new state of the network. 
The substitute directory services 61 would act as a proxy for 
a host when receiving a network login request from the host, 
by forwarding the login request to the directory Services 46, 
receiving the reply from the directory Services 46, modify 
ing the reply where appropriate (for example, by Substituting 
a respective one of the lists 62 for the list 57), and forward 
ing the reply to the host. 
The digital computer 70 can be a conventional commodity 

computer having plug-in cards (not shown) for interfacing 
with the loops 43', 44, and a disk drive (not shown) for 
reading its directory Services program from a conventional 
floppy disk (not shown). Because host logins and network 
State changes consume a Small fraction of the available 
processing time of the computer 70, the computer can be 
programmed to provide additional foreground and back 
ground tasks. For example, the computer 70 is programmed 
to provide a load monitoring Service 64 that includes a 
foreground activity monitoring task having a lower priority 
than the Substitute directory Services 61, and a background 
task of computing and displaying load Statistics and diag 
nostic information to a System administrator 65. 

FIG. 4 is a flowchart showing how a host uses the 
directory Services to direct its data acceSS requests to a 
Subset of the Storage ports as Specified by the directory 
Services. In a first Step 71, the host powers up. Then in Step 
72, the host logs into the Switch by Sending a login request 
to the directory services of the network. The directory 
Services respond to the login request by assigning a unique 
network address (S ID) to the host. In step 73, the host 
receives its S ID. Then in step 74, the host accesses the 
name Server of the network to get the unique network 
addresses (S IDs) of the storage ports that the host may 
access. In Step 75, the host accesses Storage by Sending 
Storage access requests in round-robin fashion to the S IDS 
of the Storage ports that the host may acceSS. Finally, in Step 
76, the host powers down. 

FIG. 5 shows a flow chart of a procedure used for initially 
determining the respective Subsets of the Storage ports that 
the hosts should access. In a first Step 81, an estimate is made 
of the expected loading of each host on the Storage ports. For 
example, the System administrator obtains information about 
the hosts and the users of the hosts in the network, and the 
System administrator assigns a number to each host giving a 
rough estimate of the expected load based on the processing 
capability of the host and the use that the user is expected to 
make of the host. Then in step 82, the expected load is 
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normalized by Summing all of the assigned load numbers, 
and dividing each assigned load number by the total load. 
Then in Step 83, a respective Subset of the Storage ports is 
assigned to each host based on the expected loading and/or 
the priority of each host. For example, the System adminis 
trator assigns a priority number from 1 to 16 specifying the 
number of Storage ports that each host may access. This 
number determines the priority of the host where the number 
1 indicates the lowest priority and the number 16 indicates 
the highest priority. Then the following procedure is used to 
determine a respective Subset of the Storage ports for each 
host: 
COMMENTS: 

NPORTS is the number of storage ports 
Storage Ports 1 and 2 are on a first port adapter, 
Storage Ports 3 and 4 are on a Second port adapter, etc. 

NHOSTS is the number of hosts 

PORTLOAD is the estimated load allocated to each port 
BITMAP is a bitmap array including for each host a string 

of bits indicating 
which Storage ports are allocated to each host 
HOSTLOAD is the load estimated for each host 

PRIORITY is the number of storage ports to be allocated 
to each host. 

FOR I-1 TO NPORT 

PORTLOAD(I)=0 
FOR J1 TO NHOSTS 
CLEAR BITMAP(J.I) 
END 

END 
FORJ-1. TO NHOST 

FORK-1 TO PRIORITY(J) 
I-MIN(PORTLOAD, BITMAP, J, NPORTS, K) 
SET BITMAP(J.I) 
PORTLOAD(I)=PORTLOAD(I)+HOSTLOAD(J)/ 
PRIORITY(J) 

END 
END 

The MIN function finds one storage port to assign to Host 
no. J. 

FUNCTION MIN(PORTLOAD, BITMAP, J, NPORTS, K) 
MAXVALUE is a constant that has the maximum pos 

sible value. 

ACC is a temporary variable for finding a minimum 
Storage port loading value for Storage ports that are not 
yet assigned and that might be assigned to Host no.J 
ACC-MAXVALUE 

ODD is a flag for indicating whether the Storage port 
index I is odd or even. 
SET ODD TO FALSE 
FOR I-1 TO NPORTS 
ODD-NOT ODD 

The next line of code prevents a port from being allocated 
twice to a host. 
IF BITMAP(JI) THEN NEXT I 

The next three lines of code prevent a host processor from 
being assigned to both ports of the Same port adapter So 
far as possible; i.e., So long as the priority is less than 
or equal to half the number of ports. 
HALF-NPORTS/2 
IF K<=HALF AND ODD AND BITMAP(J.I+1) 
THEN NEXT I 

IFKC=HALF AND NOT ODD AND BITMAP(J.I-1) 
THEN NEXT I 
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IF ACC >PORTLOAD(I) THEN (ACC-PORTLOAD 

(I), MIN=I) 
END 

Finally, in Step 84, the name Server directory is updated 
with the Specifications of the Subsets. 

In order to better balance the loading of the hosts on the 
Storage ports, the actual loadingcan be monitored and the 
respective Subsets of Storage ports assigned to the hosts can 
be changed based on the actual loading. For example, the 
actual loading could be monitored by the cached Storage 
Subsystem, by the Switch, by the hosts, or by the load 
monitoring service 64 of the digital computer 70 shown in 
FIG. 3. Then the procedure of FIG. 5 could be performed 
over again to determine new specifications for the respective 
Subsets and better balance the loading. However, this should 
be done when most of the hosts are logged off the network 
to avoid a transient imbalance condition. Alternatively, the 
procedure of FIG. 6 could be used to determine a new subset 
for a host when the host logs into the network. 
With reference to the flowchart in FIG. 6, in a first step 91 

the expected loading on each of the Storage ports is recom 
puted based on the expected loadings and assignments of all 
of the hosts excluding the host that is logging in. For 
example, the expected loading on each Storage port is 
computed as the Summation of the normalized expected 
loading of each host that is currently permitted to access the 
Storage port excluding the host that is logging in divided by 
the respective number of Storage ports that Said each host is 
permitted to access. Then in Step 92 the host that is logging 
in is assigned to a Subset including its assigned priority 
number of the available Storage ports having the least 
recomputed expected loadings. The reassigned Subset is then 
updated in the configuration database of the directory Ser 
vices accessed by the host that is logging in, and the routine 
is finished. For example, steps 91 and 92 could use the 
following code similar to the code listed above, where 
JLOGIN is the index of the host logging in: 
FOR I-1 TO NPORTS 

PORTLOAD(I)=0 
FOR J1 TO NHOSTS 

IF JULOGIN THEN NEXT 

IF BITMAP(J.I.) THEN PORTLOAD(I)= 
PORTLOAD(I)+HOSTLOAD(J)/PRIORITY(J) 

: END 
END 

J-ULOGIN 
FOR I-1 TO NPORTS 

CLEAR BITMAP(J.I) 
END 

FORK-1 TO PRIORITY(J) 
I-MIN(PORTLOAD, BITMAP, J, NPORTS, K) 
SET BITMAP(J.I) 
PORTLOAD(I)=PORTLOAD(I) +HOSTLOAD(J)/ 
PRIORITY(J) 

END 
Turning now to FIGS. 7 to 9, there are shown a number 

of random acceSS memory tables that could be used by the 
directory services. FIG. 7 shows a table 100 in the configu 
ration database for Storing Storage port information. The 
table 100 includes an entry for each of the sixteen storage 
ports. The table 100 includes a first column for the world 
wide name (WWN) of the storage port, a second column for 
the unique network address assigned to the Storage port 
(S ID), and a third column for the estimated load of the 
hosts on the Storage port. 
With reference to FIG. 8, there is shown a table 110 for 

Storing host information in the configuration database. Each 
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entry in the table 110 has an associated group indeX and host 
index, so that the table 110 includes in effect a Sub-table of 
host information about the hosts on each loop of the net 
work. For example, each loop may include up to 50 hosts, 
so that the host index ranges from 0 to 49. The loop index 
ranges from 0 to 15 for the sixteen loops in the network of 
FIG. 2 or FIG. 3. Each entry in the table 110 includes, for 
each host, a host name, a WWN, a S ID, a bitmap, and an 
estimated load. The host name is included for convenience 
of the system administrator since the WWN is merely a long 
String of numbers that happens to be programmed into port 
circuitry of the host. The host name, for example, is a 
descriptive name that could indicate a unique physical 
location for the host or a unique name of a user assigned to 
the host. If the port circuitry of a host were changed, the 
WWN programmed into that circuitry would also change, 
but the host name could remain the same. The S ID is the 
unique network address assigned to the host by the directory 
Services. The bitmap is a String of Sixteen contiguous bits 
(i.e., two contiguous bites) when each respective bit is set or 
not set to indicate whether or not each Storage port is 
included in the Subset assigned to the host. The Storage port 
index for the entry of the storage port in the Table 100 of 
FIG. 7 is the bit address of a bit in the bitmap indicating 
whether or not a particular Storage port is or is not included 
in the Subset. The estimated load in the table 110 of FIG. 8 
is the normalized Storage port loading that is estimated for 
the host. 

With reference to FIG. 9, there is shown a table 120 of 
accumulator values. The table 120 can be used by the Switch 
control computer 45 in FIG. 2 to monitor the loading of the 
hosts on the Storage ports. For example, the S IDs of the 
hosts on any one of the loops are assigned consecutive 
numbers. Therefore, when the Switch 40 receives a request 
from any one loop, the lower eight bits of the S ID 
identifies a unique one of the hosts on the loop. When the 
Switch 40 receives a request from the loop 44 it can record 
the frequency of the requests from each host by increment 
ing an accumulator value in a row of the table 120 corre 
sponding to the six least significant bits of the S ID of the 
Source address in the request, and in the column of the table 
120 corresponding to the particular loop from which the 
Switch 40 received the request. In a similar fashion, when the 
Switch transmits a reply to a loop, the Switch can record the 
occurrence of the reply by implementing an accumulator 
value in the row of the table 120 corresponding to the least 
Significant Six bits in the destination address of the reply and 
the column corresponding to the loop. For a System in which 
data is exchanged between the hosts and the Storage ports in 
fixed length packets, the number of packets to or from a host 
will be recorded in a respective cell of the table 120 for each 
of the hosts. 

Referring to FIG. 10, there is shown a specific example of 
an activity monitor routine that could use the Table 120 of 
FIG. 9. In a first step 131 of FIG. 10, a frame is intercepted 
on a particular loop that will be designated as loop X. The 
frame is intercepted when the Switch either receives the 
frame from a host on the loop or the Switch transmits a frame 
to a host on the loop. In step 132, the Switch control 
computer decodes the host S. ID from the frame. When the 
frame is being transmitted to the loop the host S ID is the 
destination address of the frame, and when the frame is 
received from the loop, the host S ID is the source address 
in the frame. Then in step 133 the Switch control computer 
masks the six least significant bits from the host S ID to 
compute a modulus. Finally, in Step 134, the Switch control 
computer increments the value in the accumulator table for 
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12 
the loop X and the table entry indexed by the modulus. The 
values in the accumulator table 120 have a Sufficient number 
of bits So that overflow does not occur from a time that all 
the accumulator values are initially Set to a later time that 
they are all read and again reset by a periodic timer interrupt 
routine. 
The Switch control computer 45 can easily monitor the 

loading on each Storage port by incrementing a respective 
counter value for each Storage port upon intercepting a data 
packet transmitted or received from the Storage port. 
The digital computer 70 can monitor the loading by each 

host in a similar fashion, but it must determine whether a 
data packet on a loop was either transmitted or received by 
a host. This can be done using a kind of hash table 140 
shown in FIG. 11. The digital computer 70 executes the 
routine of FIG. 10 for each Source address and each desti 
nation address in each data packet intercepted from each 
loop, and indexes the hash table of FIG. 11 with the modulus 
rather than directly addressing a table of accumulated Val 
ues. A hash table is used because the Source address or 
destination address of a data packet intercepted from a loop 
could be the network address of a Storage port rather than a 
network address of a host. It is possible for at most one 
network address and at most one host address to have the 
Same S ID modulus. No two storage ports have the same 
S ID modulus because the Sixteen Storage ports are 
assigned consecutive network addresses by the directory 
services. The digital computer 70 indexes the hash table 140 
with the S ID modulus of the Source or destination address 
in the frame and obtains at most two S ID values and 
corresponding indices in the indexed table entry. The digital 
computer compares the S ID of the Source or destination 
address in the frame to the S ID values in the list of the 
entry, and if there is a match with the S ID in the list, the 
digital computer obtains the index, and uses it to indeX a 
table of accumulators including a Sub-table of accumulators 
for the hosts in the loop and a sub-table of accumulators for 
the Storage ports. In this fashion, the digital computer 70 can 
monitor the loading of each host and the loading on each 
Storage port. 
While a specific example has been described having a 

data network including one Switch and a multiplicity of 
loops, it should be apparent to a perSon of ordinary skill that 
the data network can have a more complex topology. 
Although loops 43, 44 in FIG.2 and loops 43', 44' are shown 
in FIG. 3 for connecting a plurality of hosts to a respective 
32-port Switch 40, 51, it should be readily apparent that one 
or more of these loops could be replaced by a Switch. In 
general, for a given number of ports on a loop or Switch, a 
loop is less expensive and is preferred So long as the loop can 
handle the bandwidth requirements of possible concurrent 
acceSS by the hosts on the loop. For example, in certain 
bandwidth intensive applications, Such as interactive Video 
applications, it may be preferable to use a Switch in lieu of 
a loop. If one host has much more demanding bandwidth 
requirements than the other hosts, it may be desirable to 
connect the one host directly, via a private link, to a 
respective one of the ports of the 32-port Switch. Under Such 
circumstances, in order to provide additional ports for Such 
direct connections, it may be desirable to use a Switch 
having more than 32 ports in lieu of the 32-port Switch in 
FIG. 2 or FIG. 3. Therefore, the present invention is appli 
cable to a wide variety of network topologies that could be 
used to Satisfy diverse Storage requirements of different 
kinds of host computers and different kinds of host appli 
cations. 

It is also possible for a more complex network to have 
more than one path through which each host could access a 
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Storage port. In this case, the directory Services for the 
network could not only indicate to a host a Subset of Storage 
ports that each host should access, but also a Subset of paths 
that the host should use to access. The Subset of Storage ports 
and Subset of paths could be reported to each host as a list 
of path names including the names or network addresses of 
intermediate nodes or ports along each path to each Storage 
port. 

With reference to FIG. 12, for example, data network 150 
links a number of hosts 151, 152 to a number of storage 
devices 153,154. The data network includes a plurality of 
loops 155, 156, and intermediate nodes 157, 158, 159, 160. 
The possible paths for any host on loop 155 to the storage 
devices 153 and 154 could be listed as follows: 

NODE1/NODE2/STORAGE1; 
NODE1/NODE2/STORAGE1; 
NODE1/NODE3/STORAGE2; and 
NODE1/NODE3/STORAGE2. 
However, when the host 151 named "HostX' asks the 

network directory Services for the path names to Storage 
devices in the network, it is told a respective Subset of path 
names that it should use when accessing Storage, Such as: 
NODE1/NODE2/STORAGE1, and 
NODE1/NODE3/STORAGE2. 
When a host accesses storage via the path NODE1/ 

NODE2/STORAGE1, for example, the storage access 
request as transmitted by the host and received by the Switch 
NODE1 includes a destination address of NODE1/NODE2/ 
STORAGE1, so that the switch NODE1 directs the storage 
access request to the Switch NODE2, and in a similar 
fashion, the Switch NODE2 finds a destination address of 
NODE2/STORAGE1 in the storage access request and 
directs the Storage acceSS request to the Storage port STOR 
AGE1. In general, for each Storage access request, the host 
instructs the Switches to use a certain one of the paths in the 
respective Subset of paths reported to it by the directory 
Services, and the Switches do the actual routing of the 
Storage access request as instructed by the host. 

Alternatively, the same information could be reported to 
each host as the host inquires about all nodes or ports that it 
or any node may directly access. For example, if HostX were 
to ask the directory Services about the nodes or ports that it 
may directly access, it would be told that it may only directly 
access NODE1. Then HostX could inquire about the nodes 
or ports that it may access through NODE1, and the direc 
tory services would reply that it may access NODE2 and 
NODE3. Then HostX could inquire about the nodes or ports 
that it may access through NODE2, and the directory 
services would reply that it may access STORAGE1 through 
NODE2. Then HostX could inquire about the nodes or ports 
that it may access through NODE3, and the directory 
services would reply that it may access STORAGE 1 and 
STORAGE 2. In either case, the network directory services 
may present a different picture of the data network to each 
host that is on the same loop in the network. A host, for 
example, is only aware of the nodes on the paths that are 
reported to it. In general, a respective Subset of the possible 
destination ports and possible paths can be reported to each 
host in a manner that is Substantially compatible with 
conventional directory Services and host network Software 
appropriate for the network topology. 
What is claimed is: 
1. In a data processing System having a plurality of host 

processors and a data network linking the host processors to 
alternative shared resources for the communication of Ser 
Vice requests from the host processors to the alternative 
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14 
shared resources, a method of controlling access of the host 
processors to the alternative shared resources, Said method 
comprising: 

a) storing in a directory a specification of a respective 
Subset of the alternative shared resources which are 
accessible to each of the host processors, and operating 
a directory Service for reporting network addresses of 
the alternative shared resources, the directory Service 
accessing the directory in response to a request from 
each host processor for reporting to Said each host 
processor a Set of network addresses of the alternative 
shared resources for Said each host processor, Said Set 
of network addresses of the alternative shared resources 
for Said each host processor including only the network 
addresses of the alternative shared resources in the 
respective Subset of the alternative shared resources 
which are accessible to Said each host processor, and 

b) operating said each host processor including: 
(i) said each host processor Sending a request to the 

directory Service for a report of network addresses of 
the alternative shared resources, and receiving from 
the directory service a report of the set of network 
addresses of the alternative shared resources for Said 
each host processor, and then 

(ii) said each host processor commencing a sequence of 
data processing operations during which Said each 
host processor transmits Service requests to at least 
one network address in the Set of network addresses 
of the alternative shared resources for Said each host 
proceSSOr, 

which includes estimating respective loadings that the 
host processors will have on the alternative shared 
resources, and Selecting the respective Subsets based 
on the estimates of the respective loadings in order to 
balance loadings of the host processors on the alter 
native shared resources, and 

which includes measuring loadings of the host proces 
Sors on the alternative shared resources in order to 
estimate respective loadings that the host processors 
will have on the alternative shared resources, 

wherein the loadings are measured by computing a 
modulus from a network address intercepted from 
the data network, and indexing a table with the 
modulus to locate an accumulator for accumulating 
an occurrence of the network address intercepted 
from the data network. 

2. In a data processing System having a plurality of host 
processors and a data network including a Switch linking the 
host processors to a plurality of ports of a storage Subsystem 
for transmission of Storage access requests from the host 
processors to the ports of the Storage Subsystem, a method 
of controlling access of the host processors to the ports of the 
Storage Subsystem, said method comprising: 

a) storing in a directory a specification of a respective 
Subset of the ports of the Storage Subsystem which are 
accessible to each of the host processors, and operating 
a directory Service for accessing the directory and for 
reporting to each host processor the respective Subset of 
the ports of the Storage Subsystem which are accessible 
to Said each host processor, and 

b) operating said each host processor including: 
(i) said each host processor Sending a request to the 

directory Service for a report of the respective Subset 
of ports of the Storage Subsystem which are acces 
Sible to Said each host processor; and receiving from 
the directory service a report of the subset of the 
ports of the Storage Subsystem which are accessible 
to Said each host processor; and then 
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(ii) said each host processor commencing a sequence of 
data processing operations during which Said each 
host processor transmits Storage access requests to at 
least one port included in the respective Subset of 
ports of the Storage Subsystem which are accessible 
to Said each host processor. 

3. The method as claimed in claim 2, wherein the direc 
tory Service is a name Server for providing information about 
ports linked to the Switch for transmission and reception of 
data routed through the Switch, and the directory Service 
reports to Said each host processor a respective network 
address for each port included in the respective Subset of 
ports of the Storage Subsystem which are accessible to Said 
each host processor. 

4. The method as claimed in claim 3, which includes 
estimating respective loadings that the host processors will 
have on the ports of the Storage Subsystem, and Selecting the 
respective Subsets based on the estimates of the respective 
loadings in order to balance loadings of the host processors 
on the ports of the Storage Subsystem. 

5. The method as claimed in claim 4, which includes 
measuring loadings of the host processors on the ports of the 
Storage Subsystem in order to estimate respective loadings 
that the host processors will have on the ports of the Storage 
Subsystem. 

6. The method as claimed in claim 5, wherein the loadings 
are measured by computing a modulus from a network 
address intercepted from the data network, and indexing a 
table with the modulus to locate an accumulator for accu 
mulating an occurrence of the network address intercepted 
from the data network. 

7. The method as claimed in claim 4, wherein the respec 
tive Subsets are further Selected based on respective priori 
ties assigned to the host processors by including different 
numbers of the ports of the Storage Subsystem in the respec 
tive Subsets. 

8. The method as claimed in claim 2, wherein said each 
host processor Sends the request to the directory Service after 
Said each host processor logs into the data network and is 
assigned a network address. 

9. The method as claimed in claim 2, wherein the respec 
tive Subset of ports of the Storage Subsystem which are 
accessible to at least one of the host processors includes a 
plurality of ports of the Storage Subsystem, and Said at least 
one of the host processorS Sends Storage acceSS requests in 
round-robin fashion to the plurality of ports in the respective 
Subset of ports of the Storage Subsystem which are accessible 
to Said at least one of the host processors. 

10. The method as claimed in claim 2, wherein the data 
processing System includes a directory Service for reporting 
network addresses of all of the Storage Subsystem ports, and 
the method further includes incorporating into the data 
network a Substitute directory Service to which Said each 
host processor Sends the request for a report of ports of the 
Storage Subsystem that Said each host processor should 
CCCSS. 

11. The method as claimed in claim 10, wherein the data 
processing System further includes at least one host proces 
Sor that does not Send any requests to the Substitute directory 
Service, and the method further includes Said at least one 
host processor Sending a request to the directory Service for 
reporting all of the ports of the Storage Subsystem, and in 
response Said at least one processor obtaining a report of all 
of the ports of the Storage Subsystem, and thereafter Said at 
least one host processor Sending Storage access requests to 
ports of the Storage Subsystem. 

12. The method as claimed in claim 2, wherein at least 
Some of the host processors have more than one possible 
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path through the network to at least Some of the ports of the 
Storage Subsystem, and the method further includes the 
directory Service reporting to each of Said at least Some of 
the host processors a respective Subset of the possible paths 
through the network to Said at least Some of the ports of the 
Storage Subsystem. 

13. A digital computer programmed to provide a directory 
Service in a data network, the digital computer being pro 
grammed with a configuration database of information about 
host processors in the network and shared resources in the 
network that are accessible to the host processors, the 
configuration database further including information 
Specifying, for each host processor, a respective Subset of the 
shared resources which are accessible to Said each host 
processor, the digital computer being programmed to 
respond to a request from Said each host processor for 
information about resources in the network by reporting to 
Said each host processor information about the respective 
Subset of the shared resources that are accessible to Said each 
host processor, thereby Selectively restricting access of the 
host processors to the shared resources, 

wherein the digital computer is programmed to collect 
information about loading of the host processors upon 
the shared resources, and to adjust the respective Subset 
of the shared resources which are accessible to Said 
each host processor based upon the loading of the host 
processors upon the shared resources in order to bal 
ance loading of the host processors upon the Shared 
CSOUCCS. 

14. The digital computer as claimed in claim 13, wherein 
the digital computer is programmed to collect information 
about loadings of the host processors upon the shared 
resources by computing a modulus from a network address 
intercepted from the data network, and indexing a table with 
the modulus to locate an accumulator for accumulating an 
occurrence of the network address intercepted from the data 
network. 

15. A machine readable program Storage device contain 
ing a program for programming a digital computer to 
provide a directory Service in a data network, the directory 
Service accessing a configuration database of information 
about host processors in the network and shared resources in 
the network and information Specifying for each host pro 
ceSSor a respective Subset of the Shared resources which are 
accessible to Said each host processor, the directory Service 
responding to a request from Said each host processor for 
information about resources in the network by reporting to 
Said each host processor information about the Subset of the 
shared resources that are accessible to Said each host 
processor, thereby Selectively restricting access of the host 
processors to the shared resources, 

wherein the computer program is executable by the digital 
computer for collecting information about loading of 
the host processors upon the Shared resources, and 
adjusting the respective Subset of the shared resources 
which are accessible to Said each host processor based 
upon the loading of the host processors upon the shared 
resources in order to balance loading of the host 
processors upon the shared resources. 

16. The machine readable program Storage device as 
claimed in claim 15, wherein the computer program is 
executable by the digital computer for collecting informa 
tion about loadings of the host processors upon the shared 
resources by computing a modulus from a network address 
intercepted from the data network, and indexing a table with 
the modulus to locate an accumulator for accumulating an 
occurrence of the network address intercepted from the data 
network. 
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17. A Storage network comprising, in combination: 
a cached Storage Subsystem including a plurality of Stor 

age devices, a cache memory linked to the Storage 
devices for filling the cache with data from the Storage 
devices, and a plurality of port adapters providing 
Storage ports for access to the cache memory; and 

a Switch having a plurality of network ports and being 
linked to the Storage ports for Selectively routing data 
acceSS requests from the network ports to the Storage 
ports, the network ports being connectable for receiv 
ing the data access requests from a plurality of host 
processors, 

wherein the Storage network includes a digital computer 
programmed with a configuration database of informa 
tion about the host processors and the Storage ports, the 
configuration database further including information 
Specifying, for each host processor, a respective Subset 
of the Storage ports which are accessible to Said each 
host processor, the digital computer being programmed 
to respond to a request from Said each host processor 
for information about the Storage ports by reporting to 
Said each host processor information about the respec 
tive Subset of the Storage ports which are accessible to 
Said each host processor, and thereby Selectively 
restrict access of the host processors to the Storage 
ports. 

18. The storage network as claimed in claim 17, which 
further includes a network loop connected to each of the 
network ports for linking a respective group of the host 
computers to Said each of the network ports for transmission 
of Storage acceSS requests from the host computers in the 
respective group to Said each of the network ports. 

19. The storage network as claimed in claim 17, wherein 
the digital computer is further programmed to assign tem 
porary addresses to the Storage ports and to the hosts linked 
to the network ports. 

20. The storage network as claimed in claim 17, wherein 
the digital computer is programmed to respond to a network 
login request from Said each host processor by returning a 
temporary address assigned to Said each host processor. 

21. The storage network as claimed in claim 17, wherein 
the digital computer is programmed to be a Substitute for a 
network directory. 

22. The Storage network as claimed in claim 21, wherein 
the digital computer is programmed to access the network 
directory to obtain network addresses of the Storage ports in 
the respective Subset of Storage ports that are accessible to 
Said each host processor, and to forward the network 
addresses to Said each host processor. 

23. The storage network as claimed in claim 17, wherein 
the digital computer is a control computer of Said Switch. 

24. The storage network as claimed in claim 17, wherein 
the digital computer is programmed to collect information 
about loading of the host processors upon the Storage ports, 
and to adjust the respective Subset of the Storage ports which 
are accessible to Said each host processor based upon the 
loading of the host processors upon the Storage ports in order 
to balance loading of the host processors upon the Storage 
ports. 

25. The Storage network as claimed in claim 24, wherein 
the digital computer is programmed to collect information 
about loadings of the host processors upon the Storage ports 
by computing a modulus from a network address intercepted 
from a transmission between the host processors and the 
Storage ports, and indexing a table with the modulus to 
locate an accumulator for accumulating an occurrence of the 
network address intercepted from the transmission between 
the host processors and the Storage ports. 
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26. A digital computer programmed to provide a directory 

Service in a data network, the digital computer being pro 
grammed with a configuration database of information about 
host processors in the network and shared resources in the 
network that are accessible to the host processors, the 
configuration database further including information 
Specifying, for each host processor, a respective Subset of the 
shared resources which are accessible to Said each host 
processor, the digital computer being programmed to 
respond to a request from Said each host processor for 
information about resources in the network by reporting to 
Said each host processor information about the respective 
Subset of the shared resources that are accessible to Said each 
host processor, thereby Selectively restricting access of the 
host processors to the shared resources, 

wherein the digital computer is programmed to be a 
Substitute for a network directory; the digital computer 
is programmed to access the network directory to 
obtain network addresses of resources in the respective 
Subset of resources that are accessible to Said each host 
processor, and to forward the network addresses to Said 
each host processor, and the digital computer is pro 
grammed to collect information about loading of the 
host processors upon the Shared resources, and to adjust 
the respective Subset of the shared resources which are 
accessible to Said each host processor based upon the 
loading of the host processors upon the Shared 
resources in order to balance loading of the host 
processors upon the shared resources. 

27. The digital computer as claimed in claim 26, wherein 
the digital computer is programmed to collect information 
about loadings of the host processors upon the shared 
resources by computing a modulus from a network address 
intercepted from the data network, and indexing a table with 
the modulus to locate an accumulator for accumulating an 
occurrence of the network address intercepted from the data 
network. 

28. A digital computer programmed to provide a directory 
Service in a data network, the digital computer being pro 
grammed with a configuration database of information about 
host processors in the network and shared resources in the 
network that are accessible to the host processors, the 
configuration database further including information 
Specifying, for each host processor, a respective Subset of the 
shared resources which are accessible to Said each host 
processor, the digital computer being programmed to 
respond to a request from Said each host processor for 
information about resources in the network by reporting to 
Said each host processor information about the respective 
Subset of the shared resources that are accessible to Said each 
host processor, thereby Selectively restricting access of the 
host processors to the shared resources, 

wherein the digital computer is further programmed to 
assign temporary addresses to ports in the network; the 
digital computer is programmed to respond to a net 
work login request from Said each host processor by 
returning a temporary address assigned to Said each 
host processor; the digital computer is a Switch control 
computer of a Switch for the network; and the digital 
computer is programmed to collect information about 
loading of the host processors upon the Shared 
resources, and to adjust the respective Subset of the 
shared resources which are accessible to Said each host 
processor based upon the loading of the host processors 
upon the shared resources in order to balance loading of 
the host processors upon the shared resources. 

29. The digital computer as claimed in claim 28, wherein 
the digital computer is programmed to collect information 



US 6,438,595 B1 
19 

about loadings of the host processors upon the shared 
resources by computing a modulus from a network address 
intercepted from the data network, and indexing a table with 
the modulus to locate an accumulator for accumulating an 
occurrence of the network address intercepted from the data 
network. 

30. In a data processing System having a plurality of host 
processors and a data network including a Switch linking the 
host processors to a plurality of ports of a storage Subsystem 
for transmission of Storage acceSS requests from the host 
processors to the ports of the Storage Subsystem, each of the 
ports being accessible to each of the host processors through 
the Switch, a method of balancing loading of the host 
processors upon the ports of the Storage Subsystem, said 
method comprising: 

a) Storing in a directory lists of the ports of the storage 
Subsystem, the lists of ports including a respective list 
of the ports of the Storage Subsystem which each of the 
host processor Should access, and operating a directory 
Service for accessing the directory and for reporting to 
Said each host processor the respective ports of the 
Storage Subsystem which said each host processor 
should access, and 

b) operating said each host processor including: 
(i) said each host processor Sending a request to the 

directory Service for a report of the respective ports 
of the Storage Subsystem which said each host pro 
cessor should access, and receiving from the direc 
tory Service a report of the respective ports of the 
Storage Subsystem which Said each host processor 
should access, and then 

(ii) said each host processor commencing a sequence of 
data processing operations during which said each 
host processor transmits Storage access requests to at 
least one of the ports of the Storage Subsystem which 
Said each host processor should access, wherein the 
method further includes monitoring loadings of the 
host processors upon the Storage Subsystem by 
obtaining for each of the host processors a respective 
count of frames of data transmitted between Said 
each host processor and the ports of the Storage 
Subsystem, and adjusting the respective list of Stor 
age Subsystem ports which Said each host processor 
should access based on the respective count of 
frames of data transmitted between Said each host 
processor and the ports of the Storage Subsystem. 

31. The method as claimed in claim 30, which further 
includes monitoring the loading upon each of the Storage 
Subsystem ports by obtaining for each of the Storage Sub 
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System ports a respective count of frames of data transmitted 
between Said each of the Storage Subsystem ports and the 
host processors, and responding to a log in of one of the host 
processors by including, in the respective list of Storage 
Subsystem ports that Said one of the host processors should 
access, a number of the Storage Subsystem ports having the 
least respective counts of frames of data transmitted between 
Said each of the Storage Subsystem ports and the host 
processors. 

32. A Storage System for providing data Storage to a 
plurality of host processors, the Storage System including a 
Storage Subsystem and a data network including a Switch 
linking the host processors to a plurality of ports of a Storage 
Subsystem for transmission of Storage access requests from 
the host processors to the ports of the Storage Subsystem, 
each of the ports being accessible to each of the host 
processors through the Switch, the Storage System further 
including a directory Service accessible to the hosts for 
balancing loading of the host processors upon the ports of 
the Storage Subsystem, wherein the directory Service con 
tains lists of the ports of the Storage Subsystem, the lists of 
ports including a respective list of the ports of the Storage 
Subsystem which each of the host processor Should access, 
the directory Service being responsive to the host processors 
for reporting to Said each host processor the respective ports 
of the Storage Subsystem which said each host processor 
should access, and the directory Service being responsive to 
loadings of the host processors upon the Storage Subsystem 
by obtaining for each of the host processors a respective 
count of frames of data transmitted between Said each host 
processor and the ports of the Storage Subsystem, and 
adjusting the respective list of Storage Subsystem ports 
which said each host processor should access based on the 
respective count of frames of data transmitted between Said 
each host processor and the ports of the Storage Subsystem. 

33. The Storage System as claimed in claim 32, wherein 
the directory Service is further programmed for monitoring 
the loading upon each of the Storage Subsystem ports by 
obtaining for each of the Storage Subsystem ports a respec 
tive count of frames of data transmitted between said each 
of the Storage Subsystem ports and the host processors, and 
responding to a log in of one of the host processors by 
including, in the respective list of Storage Subsystem ports 
that Said one of the host processors should access, a number 
of the Storage Subsystem ports having the least respective 
counts of frames of data transmitted between Said each of the 
Storage Subsystem ports and the host processors. 
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