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APPARATUS FOR CONTROLLING PROCESSOR EXECUTION IN &
SECURE ENVIRONMENT

Iovventive Figld

{0801} The vartous embodiments of the invention described herein variously
retate o apparatus, systems and processes for controlling execution of one or more
processors in a secure enviromment. Fuorther, implementations of these various
smbodiments may nclude controliing processor execution in over the air and non-
over the air television receiving devices, such as those provided by cable, satellite,

telecommunications, wircless and/or other audio, video andfor data service providers.

Related Applications
{9802} This application claims the benefit of U.S. Provisional Application
No. 60/017,582, entitled “APPARATUS, SYSTEM AND METHOD FOR
CONTROLLING PROCESSOR EXECUTION IN A SECURE ENVIRONMENT,

filed or May 11, 2007, which is hereby incorporated by reference in its entivety,

Sumumary

{3083} The various embodiments described herein relate to apparatus, systems
and methods for establishing and enforcing & secure computing environment to
execute portions of software. More particularly, one embodiment provides a secure
processor that executes portions of software in an environment providing restricted

access 1o the computing environment resources.

{0864} In another embodiment, a system for providing a secure computing
environment includes, but is not Hmited to, a secure processor, & contex! manager, and
a trust veetor verifier. The secure processor can be configured to execute some or all
of software programs and/or routines that have an associated context, which is, for
cxample, a specific operating environment to which the software is restricted. The

software can include, for example, methods, sub-programs, routines entire
applications, or any portion of one or more software applications. In at least one

embodiment, the software can be restricted 1o one or more contexts.
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{8045} In vet another embodiment, a method for conirolling the execntion of a

SECUre PrOCEssor in & secure operating enviromment includes a secure processor
regquesting a context swap. In one embodiment, the context swap is a switch to & new
context for a different portion of software. A context manager, in one embodiment,
recetves the context swap request. The context manager, in further embodiments,
loads a trust vecior deseriptor in a trust vector verifier, In at least one embodiment,
ihe context muanager resets the secure pracessor. The trust vector verifier, in further
embodiments, controls the secure processor’s 8CCess 10 OnS OF MOTe resorees based

on the Ioaded trust vector descriptor,

160861 A computer readable medium is deseribed that has an encoded data

structure used for controlling the execution of 3 secure processor, The data structure
can include data about one or more contexts that define the operating environment for

T geid

the secure processor. Further, a context can include a field identifying a given
context, a designation of onte or more regions of memory that a secure proeessor can
access, and 3 designation of one or more hardware respurces a SECUre Processor can
access. Sunilarly, a computer sysiem executing the data structure determines if the

SRCUFE PTOCESSOT can access a hardware resource secording 10 & hardware trust vector,

{0887} This Summary is provided o introduce a selection of concepts in a
simplified form that ave further described below in the Detailed Description. This
Summary 15 not intended to identify kev features or essential features of the claimed
subject matter, nor is it infended to be used to Hmit the scope of the claimed subject

maiter,

Brief Description of the Drawings
[0608] Some embodiments are deseribed hereinafter with reference to the
appended figures. Like numbers within the several figures designate like elements.
{8889 Fuig. 1 15 a block diagram of & computing environment for yse inat
least one embodiment of the inventions described herein
16818] Tig. 2 1s a simplified data stracture diagram of an embodiment of' g

trust veotor table for use in af least one embodiment,



WO 2008/141100 PCT/US2008/063089

{0811} Fig. 3A and Fig. 3B are flow disgrams of an embodiment of a method
for changing contexis in a computing environment and maintaining the computing
ZIg puning £ g

environment.

D81 Fig 4 is a block diagram of a device for use in at lcast one
2

emabodiment.
{0013} Fig. 515 a block diagram of a device for use in another embodiment,

8014 Fig. 6 is a flow diagram of a method for anthenticating a memory
&
region for software code or dats, Tor use in and/or with at least one embodiment of the

inventions deseribed hersin,

Detalied Description

IBO1S] This disclosurs will now more fully deseribe sonte embodiments with

iy some of the possible

o

reference to the accompanying drawings, in which on
embodiments are shown. Other aspects may, however, be embodied in many
different forms and should not be construed as limited to the embodiments set forth
herein. Embodiments set forth in this specification relate to methods and systems
mvolving trasted microprocessor computing. Such computing may arise, for
example, in subscription satellite television systems, Other embodiments may also
mclude, for example, but are not Himited to, cable television, broadeast television,
wired or wireless telecomumunications systems, audio/video/data distribution systems,

ary content delivery service, and/or any other computing environment.

{6816] In the embodiment shown in Fig. 1, a computing environment 100 can
mclude a secure computing or operating enviromment, represented by dashed line 102.
The secure computing or operating environment 102 can include a secure central
processing unit (“"CPFUY or processor 104, a context manager 106 and a trust vector
verifier 108, Further, each of the processor 104, the context manager 106 and the
trust vector verifier 108 can be in divect or indirect communication with each other,
The secure processor 104 can be any type of general purpose processor and can be
specially designed 10 be secure, as desired. The context manager 106 and trust vector
verifier 108, in cmbodiments, can be specially designed hardware devices, software
moduies or 2 combination of hardware and software for use in embodiments of the

present invention,
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18817} In one embaodiment, the secure processor 104 operates to perform at
teast three basic activities: executes a mathematical finction or logic operation ina
software program, moves data to and from different locations in memory to maintain
data nsed in o software program, and/or makes decisions and jumps to new
instructions in a software program. To accomplish these tasks, the scoure processor
104 may include an arithmetic or logic wnit {ALU) (not shown), registers 124, a
memory 122 and internal or external memory or other data storage 126, The ALU
performs mathematical funetions or logic operations. The registers 124 maintain the
mformation or data about an operation being performed by the secure processor 104,
For example, a data register may hold a data value utiized in a mathematical
operation being completed by the ALU, a memory register may hold the address in
memory 126 where data is to be stored. Memory 126 generally consists of one or
more hardware devices, structures or components that semporarily or otherwise
maintain and/or stove data. In one embodiment, memory includes cache 122, which
holds data that is accessed regularly by the secure processor 104, and one or more
other memories 126, The cache 122 is a memory area integrated within the secure
processor 104, 3 memory directly connected to the secure processor 104 or an area of

memory 126 easily accessed or interfaced with the secuwe procsssor 104, In snother
embodiment, memory 126 can inclode a memory management unit (MMU) 128,
which controls the reading and writing of data into the memory 126, Memory 126
may consist of one or more types of memory, for example, random access memory
(RAM]}, read only memory (ROM), hard drives, optical storage, ot one or more other
memory technologies, which maintain data. One skilled in the art will recognize that
the secure processor 104 is not imited to the explanation regarding a computing
system, but may include other components and functions known in fhe art, In
addition, the computing system explanation herein is provided to stmplify the
explanation abowt embodiments of the present invention and the present invention

should not be limited to the computing systerm described herein,

{0018 In performing the three activities mentioned above, the seoure
processor 104 executes portions of software, These portions of software generally
combine to form a software program or application to accomplish a large-scale task.
Generally, the portions of software are one or more instructions sxecuted by the

secure processor 104, Heretnafter, the portions of software may be referred to as
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software routines, subroutines or modules. When exccuting portions of software, the
secure processor 104 can create an abstract data type called a stack (not shown). The
stack can be a set of memory addresses in memory, for cxample, cache 122 or
memory 126, toffrom which the secure processor 104 stores or reads dats or
instructions, respectively. For example, when an item of data or an instruction ig
saved into the stack, the secure processor 104 can record, i & register 124, a stack
pointer, which is the address in memory where the data or instruction is stored. Data
may be shared between two or more portions of sofiware, and, 1o facilitate this
sharing, data can be stored in the stack and the stack pointer provided to the portion{s)

of saftware.

18619] In vartous embodiments, the secure processor 104 executes various
software portions in en operating envivonment inchsding, for example, a combination
of software, memory 122/126 and resources 120, The secure processor 104 can be
configured to execute, interface with, anddor utilize software, memory, resources and
the like to perform a given operation. To prevent and/or mintmize the introduction of
malicious or otherwise undesired code, systems, methods, apparatus and the like
which faciitate control of the operating enviromment of the secure processor 104 are

provided.

100281 In af least une embodiment, a secure operating environment 102 can be
specified by one or more “contexts.” A comtext defines the boundaries of an operating

&

envirorment by specifying those instructions, functions andfor operations that the
secure processor 104 s allowed to perform. For example, @ software application may
contain four instructions. A context may specify that the secure processor 104 can
cxecute & frst of these four instructions, one or more of these instructions, all of these
mstructions, combinations thereof, or the like. That is, a context can establish a
pertmssive envivormment that excludes non-specified instructions from being
performed. For example, if the secure processor 104 fries fo execute an instruction
that 1s not one of the four instructions, an exception is recognized and the secure

processor 104 is prevented from executing the other instruction.

{8831} In snother example, a context can allow a secure processor to only
access memory addresses 1-20. Should the secure processor attempt to scoess
memory address 40, an exception 18 recognized and the secute processor 104 is

prevented from accessing memory address 40,
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19822} In still another exanple, a context can specity that the secure processor
104 is allowed 1o access only a hard drive. Should the secure processor 14 attempt
to access a user interface device, an exception is recognized and the secure processor

104 is prevented from accessing the user interface.

{8833} In various exmboduments, the context manager 106 and the trust vestor
verifier 108 establish and enforee the context. The context manager 106 administers
the changing of contexts. Two or more portions of soflware each have associated
contexts, When executing a firet portion of software, a frst context s used to define
the secure operating environment. Likewise, when the secure processor 104 executes
& second portion of software, & different, second context is used o define a differem
secure operating environment. To switch between portions of software, the context
muanager establishes a now context that is associated with the new portion of software
to be exscuted. In establishing the new context, the new portion of software executes
in an operating environment tailored 1o thet portion of sofiware. Deviations from the
conlext by the new portion of software are recognized as securily exceptions. Thus,
the secure operating environments are set for each portion of software to contro}

sevure processor 104 operations as destred.

180241 As mentioned above, the various embodiments can alse include a trust
vector verifier 108 which enforees the comtext. The trust vector verifier 108 is
virtually and/or physically positioned {in the flow of data signals) between the secure
processor 104 and other virtual or physical components of a given system, such as
resources 120 and memory 126, With the trust vector verifier 108 placement, the trust
vector verifier 108 can be configured to intercept communications between andfor
arnongst the secure processor 104, resources 120 and/or memory 126, In
embodiments, the trust vector verifier 108 can be loaded with information that defines
a given context and which the trust vector verifier 108 compares to the action by the
secure processor 104, I an action does not compare with the loaded information in
the trust vector verifier 108, the action is not aliowed in that context. Actions that do
not compare to the lvaded information are cutside the sllowed context. The trast
veetor verifier 108 recognizes these actions as exceptions and prevesnts the actions
from occurring. For example, the trust vector verifier 108 receives resguests from the
secure processor 104 for access to memory 128, the trust vector verifier 10§

determaines if the request is allowed within the current context and, if the request is not
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allowed, the trust vector verifier 108 recognizes the exception and prevents the access

'( =

to metnory 128,

(9825} The secure processor 104 can also be configured to periodicaily switch

o

between the execution of a first portion of software and a second portion of software.
in one embodiment, before switching the execution between different portions of the
software, one or more steps can be performed to ensure the security of the systen
100, For example, the secure processor 104 can clear the cache 122 andfor MMLT 128
and save a poluter {o dats in the stack. The secure processor 104 can communicate a
request for a context swap 110 {Le., 2 request to change o 2 new, predetermined
context) to the context manager 106, The context manager 108, in embodiments,
sends a reset 112 to the secure provessor 104 to reset it and sends an fnstruction 114 to
the trust vector verifier 108 to load the trust vector deseriptor assoviated with the
desired context from memory 126 or other secure memory {not shown) that is
accessible by the trust vector verifier 108 In embodiments, the reset desirably results
in the clearing of one or more internal states of the secure processor 104, ¥ isto be
appreviated that such clearing reduces the risk of malicious software being introduced
to the secure processor 104, The reset can include & any methods that clear one,
multiple or all states of the secure processor 104, In another embodiment, the secure
processor 104 may be configured, during a reset, such that all state information is

rendered inoperable and wnusable.

{8026} More specifically, for st least one embodiment, the seoure processor
104 can accomplish the reset function by exccuting 2 boot or hard reset operation,
Such booting can oceur, for example, before the secure processor 104 executes one or
more instructions in a new context ¥ is to be appreciated that the boot ¢an be a soft
boot, requiting the reloading of sofiware, or a hard boot, reguiring the powering off
and on of the secure processor 104 and/or one or more other components. Destrably
but not necessarily for every embodiment, both the soft and hard boots erase some, if
not all, of the data and/or instroctions stored in the cache 1 22, the registers 124, and/or
the memory 126, In embodiments, one or more commeonty known methods can he
wsed o crase some or all of the data or instructions in the cache 122, the registers 124,
and/or the memory 126, For example, a stored memory address can be deleted § by

writing new data over previously stored data. Thus, the secure processor 104 can be
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configured to erase or otherwise render unusable data and/or instructions useful for a

o

first context that are not desired for 2 second context.

{60271 In at least one embodiment, the secure processor 104 does not maintain
any state information from one context to another. That is, the secure processor can

be configurad to not retain any knowledge of any previous context or software.

{8028} As shown in Fig. 1, the trust vector verifier 108 is in communication
with the securs processor 104 via communications path 116, In one embodiment and
commonty in order to prevent a security exception, the trust vector verifier 108 can be
configured {6 send a hardware interrupt 121 to the secure processor 104, Upon
receipt of the hardware interrupt 121, the secure processor 104 resets, as explained
below i conjunction with Fig. 3, and/or boots or reboots into another comtext. This
other context may be pre-determined or determined in real-time. In another
embodiment, the trust vector verifier 108 can be configured to process the seourity
exception in the current context while requesting a context swap to a new context in

response to the security exception.

18629] The trust vector verifier 108 can be configured and loaded with
information, in various embodiments, which enables i to enforce any given context.
Such information can be permanently loaded, loaded in advance of & context swap,
toaded during & reset of the sceure processor, loaded after the secure processor 104 is
reset, sndfor at another ime, For example, the loaded information can include one or
more frust veetor deseriptors that are loaded from memory 126 or other secure
memory {not shown}, Such memory 126 can be configured so that it is accessible
only by the trust vector verifier 108, as desired, In other embodiments, the trust
veetor verifier 108 can include and/or have access to one or more dedicated or shared
memory devices such as a ROM, an EEPROM, a hard drive, or the like. Such
mory can be configured to persistently contain, as desired, one or more trust vector
d&scﬁpmm The trust vector descriptor, in at least one embodiment, defines: the
software programs, routines and/or instructions the secure processor 104 mav execute,
The trust vector deseriptor can also be configured to define how, when and/or which
resources the seeure processor 104 can access, control, utilize, conumunicate, or the
like. Similarly, the trust vector deseriptor can define which memory 126 or 122 the
secure processor 104 may access, and other activities the scours provessor 104 may

itiate, execute, and complete in the context.
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{8830} One embodiment of a trust vector descriptor 18 shown in Fig. 2. In this
embodiment, the trust vector deseriptor inchudes at least one trust vector descriptor
202 and may include multiple trost vector descriptors 202, 204, or 206, The trust
vectar descriptor{s} can be stoved, for example, in g trust vector table (TVT) data
structure 200 or any other desired data structure. As mentioned sbove with reference
to Fig. 1, upon loading or otherwise designating a trust vector descriptor 202 for use
by the trust vector verifier 108, a new context is established and governs the operation

of the secure processor 104,

{0031} As further shown in the embodiment depicted in Fig. 2, each trust
vector deseriptor 202, 204, and 206 can define a different context, and, as such, can
have different data. The data in cach section of the trust vector descriptor 202, 204,
and 206, 1o embodiments, is of & certain type. Each trust vector descriptor 202, 204,
andt 206 may contain one or mere other data fields but is not Hmited {o the deseribed
data fields. The trust vector descriptors 202, 204, and 206 may be identified by
context identification (ID) fields 208, In further embodiments, sach trust vector
descriptor 202, 204, and 206 can include dats fields for code starting address 210,
code ending address 212, key number 214, target CPU and vector number (#) 214,
serub type 218, hardware trust vector deseriplor 220, memory data regions 222, CPU

boot address 224, trust vector descriptor signature 226, and code signature 228,

180331 The code starting address 210 and the code ending address 212 identity
what portien of code s to be authenticated and then executed by the secure processor
104 {Fig 1} Itisto be appreciated that there are other methods for identifving the
portion of code to be executed, for example, the code starting address and the length
of the code. For example, the code starting 210 and ending 212 address can designate
one or more sets of multiple, discontinuous regions of memory that contain the
desired code. Such regions can be further designated, for example, by two or more

starting and ending addresses.

[G833] In at least one embodiment, a trust vector descriptor 202, 204, 206 can
inchude a key number and/or other reference information used fo verify the
anthenticity of the software and/or portion thereof that is to be executed. The
reference information can include, for example, a fingerprint {an identification) of the
code used to anthenticate the code, a signatwre of the code vsed to authenticate the

3

code, andfor a reference to a key used to verify a signature of the code. Further, in an
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embodiment with multiple keys, the key number 214 can specify which key to nse to
verify a generated signature and thereby authenticate a portion of software, Rtistobe
appreciated that such verification can occcur, for example, by comparing the generated

signature to the trust descriptor signature 228, and/or the code signatuee 228,

18934] The target CPU field 216 provides a designator for which processor to
use, if the system has multiple processors. As will be explained in conpunction with
Fig. 4, portions of software can be execvted on one or move secure processors, The

vector mumber field 216 provides a designator for the trust vector descriptor 202,

{BB35] The serub type field 218 provides information on how 1o scrub the
portion of software, Le., prove the authenticity of the portion of software, as discussed
in conjunction with Fig. 6. For example, 1€ the portion of sofiware is authenticated or

rubtbed once, the scrub type feld 218 can include a designator of “initial” scruh.
Other types of scrubbing methods include, but are not Hmited to! “continuous™ scrub,
whergby the portion of software is scrubbed contimnously while operating, and
“never,” which does not reguire any scrubbing of the pomcm of software. In other

‘

embodiments, other scrubbing methods can be use

{9638} The hardware trust vector descriptor feld 220 can be used to define
resource gecess 1 the context. More specifically, the hardware trust vector deseriptor
220 wdentifies those resources, such as peripheral devices or internal components, with
which the secure processor 104 (Fig. 1) can interface, communicste or the like during
operations performed within the context defined by a given wtust vector descriptor
242, 204, 206, In one embodiment, the hardware trust vector descriptor 220 can be a

2

bit map or bit array wherein cach bit of the array represents a certain type of
hardware. For example, the hardware trust vector descriptor 220 may appear as
“OLO1” The first bit, set to “1” may represent that the processor can access a hard
drive controller. The second bit, set to 0, may represent that the processor cannot
aceess a smart card, The third bit, set to “1,” and the fourth bit, set 10 ¥0,” can
represent that the processor can access an IO port but cannot access & viden
confratler. The number of bits in the hardware trust vector deseriptor 220 can vary
with the embodiment i which the secure processor is used and can be fower or mors
than four bits. It Is to be appreciated that other embodiments of the hardware trust
vector descriptor 220 can be used. For example, a trust vector descriptor 220 can be

configuved so that all resources, within a given implementation, are available to the
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ecure processor except for those identified by the hardware trust veotor 220, Other
embaodiments are also possible and are included within the scope of the appended or

hereatter added claims.

10837} The memory data region field 222 can also be used o define resource
aceess in the context and further define which address spaces in memory 126 (Fig. 1)
the secure processor 104 {Fig. 1) can access, for example, to read andfor write data
fronmyto memory. As for the hardware trust vector 220, the memory data regions field
222 can specify address spaces by specific address, based upon start and stop
addresses, as contiguous blocks, and/or otherwise, Also, address spaces can be

, all

expressed in the affirmative (.o, those that can be accessed), the exaepﬁm {L

o

are accessible except for those identified) or otherwise, As such, itis to be
appreciated that the memory data reglons Held 222 can identify addresses at which
executable data can be read and/or written. Data cordained in one or more non-
defined addresses can, likewise, be designated as non-executable, such that a security
xeeption will ocenr should the secure processor attempt to execute code andfor

utilize data from e prohibited data regio

10838} In one embodiment, one or more portions of the socessible memory
126 (Fig. 1) are shared with other portions of the software. Further sach portion of
the software may executs in one oy more contexts. In such an embodiment, one
portion of software may have a need to pass data to another porfion of software
atthough the two portions of software are not executed in the same context, The
memory data region field 222 can be configured to support this situation by using, for
example, an exceptions approach to identified address spaces. Similarly, in another
embodiment, the memory data regions field 222 can include, for any or each region of
memory specified thereby, a common or separate scrub bit designating the region(s)

of memory that are to be included in one or more scrubbing operations.

{3039} As discussed for at least one embodiment described herein, when the
secure processor 104 (Fig. 1) swaps contexts, the secure processor can be reset and
boots iinto the new confext. With reference to Fig. 2, the CPU boot address field 224
provides an address In memory 126 (Fig. 1), at which to boot the secure processor 104
{Fig. 1}. In one embodiment, the boot sddress 224 is an offset in flash memory. In

other embodiments, the boot address 224 is a ROM address, RAM address or other
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address for 2 memory 126. Bach context, in an embodiment, can have a uniqae boot

address 224,

{0048} The trust vector descriptors 202, 204, and 206 can also include g
signature field 226, The signature feld 226 provides a data value, for example, 2
private key, for use in verifying cach trust vector descriptor 202, 204, 206. The
verification of the trust vector descriptor can occur before or after the trust vector
verifier 108 (Fig. 1) is instructed to Joad a given trust vector descriptor, Further,
signature field 226 can be configured to provide a signature for use in verifying some
or all of the data in fields 208 through 228 of & given trust vector deseriptor. Further,
it is to be appreciated that some, none or all of 2 given portion of software can be
scrubbed, as explained in conjunction with Fig. 6, or suthenticated before allowing
the secure processor 104 (Fig, 1} to execute the some or all of the given portion of
software,

{9841} In at least one embodiment of the present invention, a trust vector
descriptor can glso be configured to include a code signature field 228 which provides
data for use in verifving & given portion of sofiware code prior to execution of the
samne by the secure processor. I s to be appreciated that any type of digital signature
can be used as the signature 226 and/or the code signature 228, For example, the
digital signatures can use s private and public key system, such as those
authentication methods deseribed in the Digital Signature Standard (D88), Federsi
Information Processing Standard Publication 186, May 19, 1994, which document is
incorporated herein by reference in its entirvety for all that it teaches and specifically
for its teaching of the use of digital signatures, private key systems and public key

Aystems.,

{8042} A How diagram showing an embodiment of a process 300§
swapping contexts 301 and for managing secwrity exceptions 309 is shown in Fig. 3
and Fig. 3B. The context swap process may be exccuted by the context manager, the
secure processor andfor a combination of the secure processor and the context
wanager. As shown in Fig. 3A, the context presently being executed by the secure
processor 104 {Fig. 1} is saved (Operation 303). In at least one embodiment, the
secure processor 104 (Fig. 1) saves the pointer to the stack, stores any required data to
memory 126 (Fig. 1), and completes any “clean-up” functions required hefore the

context swap cecurs. The save operation can ocour before a context swap {as shown
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inn Fig, 3A}, on demand, at regular intervals, on an as needed basis, and/or otherwise.
The context swap process can also melude the communication of a context swap
request {Operation 302). This request is commonly sent from the secure progessor {0
the contex! manager and can occur belfore or afier a context swap is reguested and can

arise in a wide variety of circumstances.

{043} For examaple, the secure processor 104 (Fig. 1) can be executing a first
portion of software when a sttogtion grises that results in the secure processor needing
o execute a second portion of software under a different or second context. To
facilitate the execution of the second portion of sofiware, the seevre processor 104
{Fig. 1} can be configured to conununicate a request fo swap contexts to the context
manager 106 (Fig. 1) - as shown in Fig. 3A by operation 302, The context swap
request can inchude, for example, the context ID 208 {Fig. 2) for the context 202 (Fig.
2} to which the secure processor 104 (Fig. 1} desires to swap. The context swap
request may contain additional or other informution depending upon the particular

3

implenentation or embodiment being used.

{80544 As further showsn in Fig 34, the context swap process can inchude
resetting the secure processor 104 {Operation 304). That is, the secure processor can
be reset by the context manager afler receiving a context swap request communicated

by the secure processor. The secure processor reset desirably erases any data in the

{ﬁ

ure processar cache 122, MMU 128, registers 124, memory or the like and purges
the previops sofbware state from the secure processor 104 (Fig. 1. Also, isto be
appreciated that various embodiments can include a reset operation 304 without &

vequest operation 302 andfor a save operation 303 being sccomplished,

{88457 A frther shown in Fig. 3A, a context swap process can also include
loading & trust vector into the trust vector verifier {Operation 306). When desired, the
context manager 106 (Fig. 1) loads a trast vector descriptor, such as descriptor 202
{Fig. 2}, mto the trust vector verifier 106 (Fig. 1), As discussed above with respect
certain embodiraents of the present invertion, the trust vector verifier can be pre-
foaded with descriptors that are in g non-getive state. Thus, it should be readily
appreciated that the loading of the trust vector verifier can be optional and/or

unnecessary for any given embodiment,
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{646} The context swap process alse includes enabling the new context

{Operation 308) such that the poa‘tian of software loaded into the frust vector verifier

i3

authenticated by comparing the signature 226 (Fig. 2) saved in the trust vegtor
descriptor 202 (Fig, 2} against a generated signature. Such authentication can voeur
before or after the deseriptor is loaded into the trust vector verifier 108, Similasly, the
portion of software to be executed under a new context can be authenticated by
comparing the code signature 228 (Fig. 2) against a generated signature.
Authenticating the trust vector descriptor and the portion of software are discussed in
more detail below in conjunction with Fig. 6. The loading of the trust vector
descriptor 202 and the portion of software desirably configures the secure processor

for execution of the saftware in the new context,

{0047] An embodiment of a process for managing security exceptions 309 is
showat in Fig. 38, For at least this embodiment, a resource request is received, by the
trust vector vertfier 108 {(Fig. 1}, from the secure processor 104 (Fig. 1), Upon receipt
of the resource request {Operation 310}, the trust vector verifier compares the request
o the current, active frust vector deseriptor and determines if the request conforms to
the descriptor {Uperation 312). For example, the trust vector verifier can compare a
requested memaory address to the list of authorized memory data regions 222 (Fig. 2)

in the cury ant, active trust vector des “ﬂ for.

{0848] When the request conforms 1o the current, active trust vector
descriptor, the trust vector verifier allows commmunications to occur betweern the
secure procgssor and the resource {Operation 316). For example, the trust vector
verifier passes the resource request 118 (Fig. 1} to the appropriate resource 120 (Fig.
I

{0849} When the request does not conform to the trust vector deseriptor, a
ecurity exception can be iriggered {Operation 320}, which results in a reset of the
secure processor (Uperation 336). In at leagt one embodiment, the trust vector verifier
sends a hardware inferrupt or reset instruction, such as instruction 121 (Fig. 1), o the
secure processor.  Further, for af least one embodiment, the entive chipset, and not just

the secure processor, can be reset when a securily exception oecurs
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18038] The process can further include an optional determination of whether a
maost recently triggered security exception is a second incidence of the security
exception oceurring {Operation 322). When the most recently triggered security
exception 15 not & second security exception, the trust vector verifier cau be instructed
to wait for a predetermined or real~time determined time period {Operation 326).
Further and for at icast one embodiment, the frust vector verifier can be programmed
1o alert the secure processor that it will be reset after g given wait period expires. I is
1o be appreciated that during the wait period, the secure processar can sccomplish
additional processing sctions and/or request additional resources. Upon the wait
perind expiring the secure processor is reset {Operation 330).

{0051} In at least one embodiment, resets of the sscure processor ca occuy
under at least two separate situations, First, the sscure processor 104 (Fig. 1) can be

reset by the context manager 106 (Fig. 1) in response 1o a context swap. The context

swap resef inhibils any malicions code possibly infected into the system 100 (Fig. 1)
from accessing state information sssociated with another context. Second, the secure

processor 104 can be reset whenever the trust vector verifier 108 (Fig. 1), in response
to one or more security exceptions, inttiates a hardware reset, or hard boot, of the
secure progessor 104 (Fig. 1} and/or any support circuitry. In this sttuation, the
security exception hardware reset prevents malicious code from completing processes
that are not authorized i the corrent context. Thus, it i3 to be apprecisted that the
niext swaps and security exceptions can inftiate resets that facilitate the secure
and/or authorized use of the securs ;wmcesser, mernory, resourees amd the lke and
provide some degree of protection against the insecure and/or unauthorized use of

such components.

{052] A block diagram of an embodiment of device 400 inchuding an
embodiment of a secure operating enviromment 402 is shown in Fig. 4. The device
400 could be, for cxample, a satellite television converter device. T at least one
embodiment, the device 400 can include control electronics 426, which can further

include one or more of, but is not Hmited Yo, a secure operating enviromment 402, a
main processor envirorment 404, memory 406, a peripheral interface 408, and a data
storage interface 410 {for use when external data storage is provided, such as by a
hard drive 434). More specifically, the secure operating environment 402 can include

a first secure operating environment 412 including a first secure processor 414 and a
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rst trust vector venifier 416 and a second secare operating envivornment 418

neluding a second secure processor 420 and a second trust vector verifier 422, Other
embodinents of the secure operating environment can include a single secure
processor, multiple secure processors, g single vector verifier, multiple vector
verifiers, single operating environments or multiple operating environments. The frst
secure operating environment 412 and the second operating enviresument 418 can also
be operably connected to one or more common or dedicated context managers 424.
Thus, it i3 to be appreciated that varicus combinations of environments, processors,

veetor verifiers and context managers can be used,

{BO53] As further shown in Fig, 4, the control electronics 426 can also include
asystem bus 432, Communication to and from the bus can be divect, as shown in Fig.
4, andfor via one or more stand alone or integrated bus masters or the ke, For

example, the scowre processors 414/420 can include bus masters.

{8654} Trust vector verifiers 416, 422, and 430 are desirably configured to
mediate communications to/from the system bus 432 fom/to 2 securs processor,
rospectively. Further, 1t is to be appreciated that one more secure processors {for
example, secure processors 414 and 420} can be configured to execute the same {in
paratiel} or different functions or tasks of the control electronics 426, For example,
processar 414 can be configured to process display data and user commands while
processor 420 1s configured to process security functions, e.g., decrypting the video
signal, ventying user viewing rights, and interacting with other components of

television converter device 400,

{8035} A secure operating environment 402, including the secure processors
414 and 424, the trust vector verifiers 416 and 422, and the context manager 424 can
be provided in one more integrated circuits or separated, discrete components. For
example, processors 414 and 420 can be combined with the trust vector verifiers 4186,
and 422, respectively, into a single integrated circuit or two separate integrated
cirenits, h.e., one infegrated circudt for each secure operating environment 412 and
418,

{0036} Further, the secure processors 414 and 420, trust vector verifiers 416
and 422, context manager 424 and/or other components can be provided in any

destred combination of hardware and/or softwars. For example, context manager 424
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can be a software module which includes one or more processes. Similardy, hardware

cireuitry can be used which includes one or move logical components.

5T Control electronics 426 also can include one or more volatile and/or
non-volatile memory components 406, Examples of such memory devices include,

¥

but are not lmited o, random access memory and Hash memory,

{B658] The secure processors 414 and 420 and/or the context manager 424 can
also or alternatively be connected to one or more commmon or separate memaory
components O memory ranges {(not shown). The memory component {which can be

ecure} may be used o store, for example, a TVT 200 (Fig. 2) and/or one or more
trust vector descriptors 202 {Fig. 2) corresponding to one or more contexts. Likewise,
2 memory componsnt can be configurad to store a calculated hash used in the
comparison of a calculsted signatnre and a reference signature of the trust vector

descriptor and/or the software portion.

{B839] A context memory range, reference signature and ot vector
descriptor can be stored in unsecure memory 406, For example, a context memory
range, reference signature, andfor trust vector descriptor can be stored in re~writable
and volatile memory, such as random-access memory {RAM}, dynamic RAM
{DRAM]}, static RAM (SRAM), or flash memory, In at least one embodiment, th
comtext manager 424 can communicate with memory 406 by using a pointer, memory

address, or similar reference.

8068} Secure processors 414 and 420 and trust vector verifiers 416, 422, and
430, in at least one embodiment, can be general purpose processors, Secure
processors can also include, but are not limited to, caches and memory management
units {(MMUs). Secore provessors can also execute, as needed, instruction feiches,

data read/writes, YO read/writes and other functions and routines.

18861] One or more trust veotor verifiers 416, 422, and 430, utilize one or
more address checkers to mediate access between the secure processors 414 and 420
and the system bus 432, memory 406, peripheral inferface 408, data storage interface
410 and/or other components of control slectronics 426, Further, the trust vector
verifiers 416, 422, and 430 prevent direct comnections from processors 414, 420, or
428 to the system bus 432 and, by extension thereof, to memory 406, peripheral

interface 408, or hard drive interface 410, By scting as a gatekeeper hetween the
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processors and the bas, the trust vector verifiers can control and facilitate connection

andfor isolation between seoure processors and other system components,

16862} Trust vector verifiers can be configured, depending upon the
embodiment in which they are used, to handle one or more contexts at any given time,
Likewise, trust vector verifiers 416, can be configured, as address checkers, to store
and verify valid memory ranges for a given context. Such information can be stored,
for example, as individoal entries in & trust vector descriptor. One skilled in the art
will recognize that other ways of handling contexi data are possible and within the
scope of the various embodiments of the present invention.

x

18063] Trust vector verifiers can be configured to respond, by signaling,
flagging, security exception or otherwise, whenever g determination s reached that
ONE OF WOTS PrOCessor access requests are outside a valid range. Similarty, trust
vector verifiers can be configured to verify access modes such as read, vead/write, and
write for any range of memory 406, For example, 8 trust vector verifier 418 can be
configured so that, upon receiving a write request by secure processor 414, it
determines whether a data memory vange is a valid range for the respective context
and whether the data memory range permits write aceess. I, for example, write
access 18 not permitted, the trast vector verifier 416 can he configured to flag a

security exception.

{0064} In the various embodiments, a memory range used {0 store program

code or data can be contiguous or non-comtiguous, For example, & memory range

culd be in the form of one or more addresses and lengths of one or more fom-to
addresses. Likewise, a memory range can utilize one or more memory components or
devices. For example, 8 memory range can utilize two BDR-SDRAM memory
components, one DDR-SDRAM memory component in combination with three
EEPROM memory components, and/or other combinations of actual and/or virtual
memory and/or data storage devices. Such devices can be proximal or distal to given

control electronics.

[0065] With further reference to Fig. 4, a trust vector deseriptor can also be
used to partially or wholly suthorize peripheral components corresponding to one or
more context. For example, a trust veetor descriptor can authorize access to one of

more of the smart cards 436, the remote controls 438, televisions andfor other
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peripherals via peripheral interface 408, The one or more peripherals can be
represented, for example, in a frust vector table by entry pointers and peripheral
ranges. Ranges may be expressed i the form of one or more from-to addresses. As
explained in conjunction with Fig. 2, a bitmap can be used to authorize the peripheral
within the trust vector descriptor of a context, for example, the bitmap “01018™ is

mterpreted to authorize peripheral components one (1) and three (3).

{8066} In the embodiment shown in Fig. 4, context manager 424 is
responsible for managing secure context swaps on secure processors 414 and 420, In
one embodiment, during an initial phase, 1.e., during the boot process for television
converter device 400, context manager 424 receives the trust vector descriptors for
one or more contexts from memory 406, Before the trust vector descriptors are
loaded into context mansger 424, the integrity of the trust vector descriptors can be
verified by authenticating the trust vector descriptors. For example, the fntegrity of
{he trust vector descriptors cirt be verified by using a hash function to calculate a
digest, sigrang the digest with a key to create a caleulated signatum and comparing
the calculated signature with the reference signature 226 (Fig, 2). In this example, a
securily exception can be generated or control electronics 426 can be alerted if the
comparison of the calculated signature and the reference signature does not maich,

and the context manager 424 will be unable to enable the software,

{00671 In at least one embodinent, trust vector verifiers 416 and 422 can
restrict trust vector deseriptors 10 a certain range or ranges of memory 406, For

example, during an initial phase boot process and prior to the trust vector verifiers 418

and 422 receiving one or more commands from context manager 424, one or more

trust vector descriptors can be loaded from a certain defined range or ranges of

memory 406 and not from other ranges of memory.

{0868} In further ombodiments, the code stored in the memory range from

u

region 210 (Fig. 2} to region 212 (Fig. 2) listed in the trust vector descripior can also
be authenticated for the one or move contexts. Likewise, the context manager 424 can

store the calcplated hash used in the authentication for further context validation.
0069 As explained in conjunction with Fig. 3 for at Izast one embodiment,
the secure processors 414 and 420 can change contexts by transmitting & signal, for

example, 2 request for a context swap, to the context manager 424, Context manager
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424, upon receiving a designation of one or more trust vector deseriptors, verifies the
authenticity of the program memory ranges corresponding to the one or more
coutexts. Once the context memory ranges are verified, the context manager 424
notifies trust vector verifiers 416 and 422 of the range or ranges of memory 406 that
correspond to the verified contexts for loading the trust vector deseriptors. Inone
embodiment, the reference signatures for the program memory range and data
memory range of memory 406 are verified upoen inttialization, continnously,

randomly, according to & schedule, or in response o some event.

078 The range or ranges of momory 406 and reforence signatures that
correspond (0 one or more contexis can be encapsulated and/or stored {n an unsecured
location. For example, the range or ranges of memory 406 and reference signature
corresponding {0 one of more contexts can be encapsulated in a definttion header.

5.

Further, asymmetric keys can be used fo derive signatures. However, it should be

appreciated that sceurely stored symumnetric keys can be used {o also derive signatures.
b o

{8971} Referring again to Fig. 4, control electronies 404 can include 8 miain
processor operating enviromment 404 which further includes 8 main processor 428
and a main trust vector veritier 430, In at least one embodiment, the main processor
enviromment 404 can be used to sxecute, for example, vser interface and other
software routines. Comunonly, such routines do not reguire the same level of security

as the routines executed by secure processors 414 and 416,

{8072] Further, certatn processes that are unable to execute secure context
swaps, such as & Linux operating systems, are comonly executed by a main
processor 428 gnd not a secure processor 414, Further, the main envivonment can be
configured fo include a trust vector verifier 430 configured to mediate acoess by the
TN ProCRSSOT 1O ONS OF Iore resources. Further, & context manager can be excluded
from the main environment and thereby eliminate context swaps by the matn

PTOCESSOT,

{80731 FIG 5. provides a block diagram of a device for use in at least one
embodiment. As shown, this device 500 includes a secure operating environment 502
having a secure processor 414 and a context manager 424, Further, thus deviee
includes g main processing environment 404 containing a main processor 5312, The

secure processor 410 and main processor 5§12 are intercomnected via a bus 432, Trust
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vector verifiers 504, 506, and 508 are connected to the bus 432 and are configured to
mediate access requests to one or more respurces by the secure processar S10 and/or
the main processor 312, Trust vector verifiers 504, 506, and 508 can be configured to
operate asynchronously relative (o secure processor 410, More specifically, the

.‘

context manager 424 loads frust vector verifiers 304, 506, and 508 during an initial
phase, e.g., a boot sequence, with the range or ranges of memory 406 that are relative
to a specific context, or more generally to a security level. This context can then be
used for all commaunications between a processor and & resource until a context
change is executed and new {rust vector descriptors are loaded into one or more veotor
verifiers. Thus, it is 10 be appreciated that the secore processor, via i8S associated
context manager, determines the configuration of vector verifiers utilized by itself and

the main processor.

{0074} In ancther embodiment, individual components can have more than
one trust vector verifier and more than one segure processor can access the same
verifier module. For example, tn a mudtiple secure processor configuration, multiple
st vector vertfiers per component permitt further asynchronous handling of two or
more contexts per component. In yet another embodument, one or more components
separately connect to the system bus 432 without or in addition to another connection

that is mediated by trust vector verifiers 504, 506, and 508.

{6075} Reforring now to Fig. 6, a process 600 for scrubbing or anthenticating
a memory range, sither for a software portion, a trust vector deseriptor, or data, is
shown for at least one embodiment of the present invention.  As shown, 2 hash is
generated of the local data specified for authenticating (Operation 610). For example,
wirol electronics 426 (Fig. 4) defermines a hash value or other similar valne for the

Imemory range.

10876 The hash is signed with a key and thereby a caloulated signature is
generated {Operation 612}, In at least one embodiment, the reference hash can be
stgned with a public key to generate the caleulated signature. The caloudated
stgnature is stored for comparison {Operation 613).

0877} As further shown in Fig, 6, the suthentication process can include

retrieving a reference signature (Operation 614). For at fegst one embodiment, the

context manager 106 {Fig. 1} retrieves the reference signature for the signature Sield
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226 {Fig. 2} or the code signature field 228 (Fig. 2) of the trust vector dala structure.
1t is to be appreciated, however, that the reference signature can be retrieved from a
different data structure or recsived from another component. For example, the
context manager may retvicve the signsture from a secure memory. T at least one
embodiment, a provious hash was signed with a private key to create the reference

signature.

186781 As further shown in Fig. 6, an suthentication process can include

comparing the caloulated signature to the reference signature {Operation 618). That

is, the context manager 106 (Vg 1) can mathematically compare the caleulated
signature created by signing the hash with the public key with the reference signature
retrieved from the trust vector data structure, 1 is to be appreciated that the
comnparison of the calculated signature and the reference signature may be completed
by a hit wise comparison or other compuiational process. If the signatures compare,

the software portion, 8 frust vector descriptor, ot data is authenticated,

{8079 The authentication process optionally includes detormirdng if the
authentication process is continuons {Operation §18). In at least one embodiment, the
context manager 106 (Rg 1} determines the setting for the sorub type data feld 218
{Fig. 2} in the trust vector deseriptor. For example, if the contimuous scrub type bitis
set in the serub type dats Beld 218, then the context manager 106 (Fig. 1) determines

that the authentication s continuous. X 18 1o be appreciated that the context manager
166 {Fig. 1) can determine the type of authenticalion by examining a value in a header
sent with the software portion, a trust vector descriptor, or data, by refrieving & setling

int another portion of mernory, or by receiving an instruction from another component,

{BO88] If the authentication is continuous, a further embodiment of the
authentication process shown in Fig. 6, can optionally include waiting a period of
fime to perform another authentication on the same software portion, a trust vector
descriptor, or data {Operation 628). In at least one embodiment, the context manager
106 (Fig. 1} waits s predetermined period of ime and then completes another
authentication on the same software portion, a trust vector descriptor, or data. The
predeterniined period of time can be any time perind from fractions of a second,
seconds, minutes, hours, days, or Bkewise, In at least one embodiment, a timer in the
context manager 106 (Fig. 1) counts the predetermined time perfod. Upon reaching a

set it the authentication process is performed again.
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{6881} In accordance with the above, one embodiment includes a system for
executing software in a secure computing enviromment. The system includes a secure
processor confi guyed to request a context swap from a first context to a second
context when switching execution from a first portion of software to 2 second portion
of software. The system further includes a context manager, in cormmunication with
the secure pracessor, that is configured to receive the regquested contexs swap and
inttiate the context swap. The system further includes a trust vector verifier, in
conununication with the secure processor and the context manager, that is configured

t a toad trust vector descriptor upon command from the context manager.

{0082] In at least one embodiment, the context manager, in response to the

context swap, initiates a reset of the secure processor.

{8883} In at least one embodiment, the context manager associates a trust

vector descriptor with the second congext.

136841 In at least one embodiment, the trust vector verifier controls access (o

ORnE OF MOTe resourees by the secure processor according to the frust vector descriptor.

{BOBS] In af least one embodiment, the systery inclhudes a second secure
processor in compninication with the context manager, The second secure processor
executss one or more other portions of software and is configured to request a context
swap from a third context to a fourth context when switching execution from a third
portion of software to a fourth portion of software. The system also includes a second
trust vector verifier inr communication with the second secure processor and the
context manager that is configured 1o load a second trust vector descriptor upon
command from the context manager. The trust vector verifier is configured to cantrol
ACCESS 10 OnE OF more rescurces by the second secure processor according to the

second trust vector descriptor,

{0886} In at least one embodiment, the system includes a main processor
configured to execute a poriion of software in a static context. The system also
includes a wain trust vector verifier in commumnication with the main processor
configured io load a trust vector descriptor and contral access o one or more

resources by the main processor in the static context.
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{BORT] In af least one embodiment, the system inchudes a bus master in
communication with the main trust vector verifier configured to execute an operation

irs the static context.

g@ﬁ@gg In at least one embodiment, the portion of software executed in the
static context i the operating system.

{0989] Another embodiment comprises a system for executing software in a

secure computing environment. The system includes two or more secure processors,

s

»

with each secure processor configured to request a context swap from a first context
to another context when switching execution from a first portion of sofiware o
another portion of software. The system further includes a context manager, in
communication with each of the two or more secure processors, configured to receive
the context swap requested by at least one of the two or more secure processor, In
response to the received request, the context manager initiates a reset of the requesting
secure processor and associates with the other requested context a first trust vector
deseniptor configured for use in controlling access to at least one respurce, The
context manager further initiates a swap to the other requested context. The system
also includes & main processor configored o execute an operating system in a static
context. The systern also inclodes a plurality of trust vector verifiers, with each frust
veetor verifier in communication with at least one of the secure processors and the
maix processor. The trust vector verifiers are configured to load the frst trust vector
deseriptor associated with the requested context or a main trust vector descriptor
configured for use in controlling access by the main processor 0 one or more

IRBOUICES,

160981 In at least one embodiment, one of the secure processors is configured
to request a first context swap from a first context to a second context when switching
execution from the first portion of software 1o a sccond portion of software.

{8091} In at least one embodiment, one of the secure processors is configured
to request a second context swap from a third context to a fourth context when
switehing execution from a thivd portion of software to a fourth portinn of software,

{6092} In at least one embodiment, the second portion and the fourth portion

of software are substantially similar,
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106931 Another embodiment comprises a method for executing sofiware in g
SECUTE Opersting environment upon receiving & request 16 swap to a context for a
portion of software. The method includes loading a trust vector descriptor configured
for use in controlling a processor’s operstion and resetting the processor.

{3054} In at least one embeodiment, the trust vector descriptor defines access
by the processor to one or more peripheral devices, and a trust vector verifier controls

access by the processer to the one or more peripheral devices

[0095] In at lcast ane embodiment, the trust vector descriptor comprises a

bitmagp.

{60961 In at least one embodiment, the method further includes authenticating

a portion of software.

{8571 In at least one embodiment, the authenticating operation includes
generating a hash of the portion of software, signing the generated hash to create a
calculated signature, refrieving a reference signature and comparing the reference
signature and the caleulated signature. If the signatures are the same, then the method

Pl

further inclndes allowing execution of the portion of the software,

{0098] In af lcast one embodiment, the method includes waiting a period of
time and performing a second authentication of the portion of software.

{8099 Iy at least one embodiment, the second authentication occurs when the
software suthenticating is continucus,

{0308} In at least one emabodiment, the method includes recetving a resource
request from the secure processor and determining whether the resource request
conforms to the trust vector descriptor. If the resource request does not conform to
thie trust vector descriptor then the method includes triggering a security exception

and resetting the seoure processor.

{IBL] o at least one embodiment, the method further includes determining
whether the security exception is a second security exce . H the security
exception is not a second security exception, then the method includes watting a
period of time before resetting the secure processor. If the security exception is a
second security exception, then the method further includes resetting the secure

processor without waiting the period of time.
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{0102 Onc embodiment 1s an apparatus that includes a secure processor
configured to request a context swap to a context for a portion of software and
authenticate the portion of software by generating s hash of the portion of seftware.
The secure processor is further configured 1o sign the generated hash to create a
calculated signature, retrieve a reference signature and compare the reference
signature and the calculated signature. I the signatures are the same, then the secure
processor allows execition of the portion of the software. The apparatus also includes
a context manager configured to recetve the requested context swap, load a trust
vector descriptor in g trust vector verifier and reset the secure processor, The
spparatus also inchudes a trust vector verifier configured o receive a resowrce request
from the secure provessor and determine if the resource request conforms to the trast
vector descriptor. The trust vector verifier is also configured to frigger a security
exception if the resource request does not conform to the trust vector deseriptor and
determing if the security exception is a second secarity exception. The trust vector
verifier waits a peried of time before resetting the secure processor if the security
exception is not a second security exception. Hlewever, the trust vector verifier resets
the secure processor without waiting the period of time if the security exception is a

second security sxception.

101831 Another embodiment comprises a computer readable medium with an

encoded data strocture that executes on a computer Svstern for contmiimg the

with each context comprising a context identification fsd wdentifying a context, a
memory data region designating secure provessor accessible regions of 2 memory, and
a hardware trast vector designating secure processor acoessibie hardware resources.
The computer system is configured to determine whether the sccure processor can

access a hardware resource based on the hardware trust vector,

{61841 In at least one embodiment, the hardware trust vector is a bitmap
dentitying the type of avcess allowed for the secure processor.
{0185] In at least one embodiment, the data structure includes a code starting

address feld.

8106} In atf least one embodiment, the data structure includes a code ending

address fisld
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19187] In ot least one embodiment, the data structure includes a key number
field, a target processor field, a vector number field, 2 serub type feld, a processor

boot address feld, a trust vector descriptor signature feld, and a code signature feld,
> i" Py

{0108} In at least one embodiment, the code starting address field and the code
ending address field define a program memory range for a portion of software
executed in the confext.

[6189] In at loast one cmbodiment, the scrub type field designates whether the

&

authentication of the Y‘B"ﬁ(}ﬂ of software 15 continuous.

9118 Another embodiment is a computer systern that comprises g secure
processor and a computer readable mediwm. The computer readable medium includes
an encoded data structure with one or more contexts for execution by the secure
processor. Each context comprises a context identification field, a hardware trust
vector designating which hardware resources the secure processor can access, a code
starting address field, g code ending address ficld and a processor boot address field.
The code starting address field and the code ending address feld define 4 program
memory range for a portion of software executed in the context. The computer
gystemn 38 condigured to determine if the secure processor can access a hardware

resource based on the hardware trust vector.

[0111] In & least one embodimendt, the contexts comprise a target processor

Fieid.

{H812] Another embodiment comprises a method for protecting s computing
system from malicious software. The method inchudes loading a frust vector
deseriptor, the trust vector deseriptor defining a context. The method further includes
receiving malicious software and attempting to execute an instruction in the malicious
software. The method further includes recognizing that the fnsiruction is an exception
to the context, preventing the instruction from executing and reseiting the secure

PrOCEssor,
{3113} In atlcast one embodiment, the method includes receiving a context
swap for the malicious software.

(6114} In at least one embodiment, the method includes identifying the

o

malicious so8ware
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FIIS] In at least one embodiment, identitying the malicious software further
includes generating a hash of the malicious software, creating a caloulated signature
from the hash, retrieving a reference signatare, and comparing the calculated
signature to the reference signature. If the calculated signature and the reference
signature are not the same, then the method further includes preventing the instruction

from executing.

5

[0116] In at least one embodiment, the method includes identifving the frust

vector descriptor,

{81171 In at least one embodinent, the instruction is stored in @ memory

region insccessible in the context.

[8118] In at least one embodiment, the fustruction attempts an access of &

peripheral device or a memory location which is inaccessible in the context.

16119] While a number of exemplary aspects and embodiments have been
discussed above, those of skill in the art will recognize certain modifications,
pernmations, additions and sub-combinations thereof. I is therefore intended that the
following appended claims and claims hereafler introduced ave interpreted to include
all such modifications, permutations, additions and sub-combinations as are within

their frue spirit and scope.
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i, An apparatus comprising:

a8 secure processor (104} operable to execute first and second portions of
software instructions, and further operable to generate a request to switch between a
first context associated with the first portion of the software instructions and a second

context associated with the second portion of the software instructions;

first discrete circuitry {106} communicatively coupled to the secure processor
that receives the request and that initiates a context switch between the first context

and the second context, the second context associated with a context identifier; and

second diserete circuitry {108) communicatively coupled to the secure
processor and the first discrete circuitry operable to mediate socess between the
secure processor and at least one resource (120) associated with the sceure processor

based on the context identifier.

2. The apparatus of claim 1, wherein the second context is associated with a trust
vector descriptor, and wherein the sscond discrete cirenitry loads the trust vector

deseriptor responsive {o 2 command from the first discrete circuitry.

.

3. The apparatus of claim 2, wherein the second diserete cirouitry is operable to
mediate the access between the secure processor and the at least one resowrce based

on the trast vector descriptor,

4, The apparatus of claim 1, wherein the first discrete circuitry initiates a reset of

the secure processor responsive to the request.

3. The apparatus of claim 1, wherein the resource comprises memory {126) and
wherein the seoond discrete circuitry mediates access between the secure processor

and the memory.
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. The apparatus of claim 1, wherein the resource comprises at least one
peripheral device (408} and wherein the second discrete circuttry mediates access

between the secure processor and the at least one peripheral device

7. Axn apparatus comprising:

a1mnain processor {512) operable to execute frst software instroctions in &

static context;

& segure processor (410} operable to execute first and second portions of
second software instructions, and further operable to generate a request to switch
between s first context associated with the first portion of the second software
instructions and 8 second context associated with the second portion of the second

software instractions;

first diserete circutiry {424} communicatively coupled to the secuire processor
that veceives the request and that inifiates 8 context switch between the first context

and the second context, the second context assoviated with a context identifier;

a bus (432} communicatively coupled to the main processor and the secure

Processer;

at least one resource {406, 408, 434, 436} communicatively coupled to the

F

main processor and the secure processor through the bus; and

second diserete circuitry (504, 506, S08) communicatively coupled to the bus
and operable to mediate access to the gt least one resource by the secure processor and

the mawn processor based on the context identifier.

8. The apparatus of claim 7, wherein the second context is associated with a trust
vector descriptor, and wherein the second discrete circuitry loads the trust vector
descriptor responsive to & command from the first discrete cireuitry, the second
discrete civeuitry operable to mediate the access 1o the at least one resource by the

main processor and the secure processor based on the trust vector descriptor
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g, The apparatus of claim 7, wherein the first discrets circuitry initistes a reset of

the secure processor responsive to the reguest,

&

1. The apparatus of claim 7, wherein the resource comprises memory {406) and
wherein the second discrete circuiivy mediates aceess to the memory by the main

processoy and the Secure progessor,

11, The apparatus of claim 7, wherein the resource comprises at least one
3 k]

peripheral device (434} and wherein the second diserete circoiiry mediates access to

the at least one peripheral device by the main processor and the secure processor

12, The apparatus of claim 7, wherein the at least one peripheral device comprises

a hard drive.

i3, An appavatus comprising

a first secure processor (414) operable to execute first and second portions of
software instructions, and further operable to generate a first request to switch
between z first context associated with the first portion of the software instructions

and a second context associated with the second portion of the software instructions;

a second secure processor {428) operable to exceute third and fourth portions
of the sofhware instructions, and further operable to generate a second reguest to
switch between a third context associated with the third portion of the sofiware
instructions and a fourth context associated with the fourth portion of the software

instructions;

a discrete context manager circuitry {424) communicatively coupled to the
first and secure processors that receives the first request and initiates a first context
swiich between the first context and the second context, the second context associated
with a first context identifier and that further receives the second reguest and initiates
& seeond context switch between the third context and the fourth context, the fowrth

context associated with a second context identifler;
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a nirst discrete trust vector verifier circuitry (416} communicatively conpled to

3

the first secure processor and the discrete context manager circuitry operable to
s between the secure processor and at least one resource {406, 408, 434,

mediate acces
436} associsted with the first secure processor based on the first context identifier;

and

a second discrete trust vector verifier circuitry (422) communicatively coupled
to the second secure processor and the discrete context manager circuitry operable to
mediate access between the second secure processor and e at least one resowrce

based on the second context identifier,

14, The apparatus of claim 13, whersin the second context is associated with a
fivst trust vector descriptor, and wherein the first discrese trust vector verifier loads the
first trust vector descriptor responsive to a command from the discrete context
manager, wherein the fizst discrete trust vector verifier circuitry is operable fo mediate
the access between the first secure processor and the at least one resource based on

the first trost vector descriptor

18, The apparatus of claim 13, wherein the first discrete trust vector verifier
circuitry generates a signal iniHating a reset of the secure processor responsive to the

request.

16, The apparatus of claim 13, further comprising:

8 main processor {428} operable to execute second software instructions in &

static context; and

a main trust vector verifier cireuitry (430) communicatively coupled to the
main processor that receives a command from the discrete context manager to load a
trust vector descriptor and that mediates access by the main proc to the at least

one resource in the stalic context based on the trust vector iiassﬁpmr,
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17, The apparatus of claim 16, wherein the at least one resource comprises a

memory {406} accessible by the first seoure processor, the second secure processor

and the main processor,

18 The apparatus of claim 16, wherein the af least one resource comprises a

peripheral device (434} accessible by the first secure processor, the second secure

processor and the main processor.

19, The apparatus of claim 17, wherein the sccond software instructions comprise

an operating svstem executed in the static context,
A L )

23, The apparatus of claim 19, wherein the operating system is operable with a

television receiver.
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