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& (57) Abstract: The invention relates to a transaction stack 2 for devices with limited writing cycle memory, said transaction stack

=

2 sliding inside a transaction buffer 1. Following any Commit Transaction or alternatively Begin Transaction the transaction stack
2 is reallocated inside the transaction buffer 1 and consequently some memory locations inside the transaction buffer 1 are released.
The writing access to the non volatile area memory of the transaction buffer 1 are not concentrated in the first address, as in standard
implementation of a transaction stack, but they are spread over all the locations of the transaction buffer 1.
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Title: “Transaction stack for electronic devices including non volatile
memory with limited writing cycle”

DESCRIPTION

Field of Application

The present invention relates to a transaction stack for electronic
devices including non volatile memory with limited writing cycle.

In particular the invention relates to devices of the above type and
comprising a method for storing non volatile data during secure
transactions, being said non volatile data files, passwords,
cryptographic keys, certificates, user profiles, as well as operative
system status variables, application status variables, the application
registry, executable applications and so on.

Background of the Invention

As it is well known an embedded device like an IC-Card uses a solid-
state semiconductor memory portion to store non volatile data.

The category of non volatile data includes application executables, files,
passwords, cryptographic keys, certificates, user profiles, as well as
operative system status variables, application status variables, the
application registry and so on. The content of all the above data is
variable during the operative phase of the device but they shall preserve
their value during the power off.

On the contrary, the value of volatile data is lost during a power off
phase and is initialized at the device start-up. The category of volatile
data includes the CPU stack, buffers for I/O operations, buffers for
temporary computations and so on.

The non volatile memory assures that the value of non volatile data is
not lost following a regular switch-off of the device, i.e. when the
electrical deactivation occurs in an idle state of the device. This is the
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typical case, when the deactivation is driven by the logic of the terminal
which the device is connected to.

On the other hand, if an accidental electrical deactivation occurs during
an application execution, specifically during an updating operation of
complex non volatile data, it’s possible that the value of data is left in
an inconsistent state, that could compromise, completely or partially,
the functioning or the security of the device in the successive power-on
sessions.

To face this problem, the operating systems provide the known
mechanism of transaction.

The transaction mechanism provides to application layer the
instruments to group together an arbitrary number of writing
operations, establishing that they have to be considered as a single
atomic writing operation respect to events like a power off. The
application has to mark all the writing operations between two
instructions. We can say, in a simple pseudo-language, that all the
write operations must be included between two instructions, namely
BeginTransaction and CommitTransaction, as schematically shown in
Figure 1.

In case of power off during the execution of the code included between
said two instructions BeginTransaction and CommitTransaction, the
operative system assures that the value of all the non volatile data
affected by the “Secure Updates” are restored, at next device start-up, to
the value they had before the statement BeginTransaction.

Advanced implementations allow multilevel transactions, with nested
levels of BeginTransaction and CommitTransaction instructions.

The transaction mechanism can be implemented by using a transaction
stack, as will be clear by the following description, supported by Figure
2.

In this Figure the possible states of execution of a transaction,
comprising two Secure Operations, are indicated with 10. In particular
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in Figure 2a the transaction is in an “Initial state” state, in Figure 2b it
is in a “Begin Transaction” state, in Figure 2c in a “Secure Update”
state, in 2d it is still in the “Secure Update” state and, finally, in 2e it is
in a “Commit Transaction” state.

In Figure 2 the non volatile memory is also schematically shown and
indicated with numeral reference 20; its values, during all the possible
states of transaction execution, are indicated inside the cells of the non
volatile memory 20. In particular the start address of the non volatile
memory 20 in which data will be written by the first secure operation, is
indicated with Al and the length of data to be written during the first
secure operation with L1.

Similarly the start address of non volatile memory 20 in witch data will
be written by the second secure operation is indicated with A2 and the
length of data to be written during the second secure operation is
indicated with L2. Finally the transaction stack is indicated with 30,
and Top pointer to the transaction stack with 40.

The transaction stack 30 is cleaned at the invocation of
BeginTransaction when the transaction is in the “Initial state”. Each
Secure Updating operation, as shown in Figures 2c and 2d, adds a
record on the transaction stack 30, containing the information to
recover the original value of that data after a potential unexpected
power off (typically: the data address / size / value). At the invocation of
CommitTransaction the transaction stack 30 is cleaned again.

The Figure 3 shows the recovery, at the device start-up, of the original
data values in case of device power off during the first Secure Update
operation. In particular in Figure 3a is schematically shown the device
start-up after an incorrect power off that caused the loosing of some
data inside the non volatile memory 20, indicating lost data with the
symbol “??7?”.

In Figure 3b a Rollback transaction restores the lost data inside their
original position, recovering the right values from the transaction stack
30.
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The Figure 5 instead gives an example of the transaction stack 30 usage
in case of eight consecutive transactions, containing a different number
of Secure Updating operations. The transactions indicated with
numbers 1, 3, 5, 6, 7 8 contain just one update, the transaction
number 2 contains 2 updates and the transaction number 4 contains 3
updates. Figure 6 displays a graphic showing the total number of
writing operations following the eight transactions schematically shown
in figure 5.

If the device deactivation is regular, there is no application execution
ongoing than, at the device start-up, the transaction stack 30 is always
empty. On the other hand, if the device is deactivated while an
application is working and the execution flow is between the two
instructions BeginTransaction and CommitTransaction, then the
operating system, at the next start-up, finds the transaction stack 30
NOT empty and carries out all the recovery operations according the
records on the transaction stack 30. After that, the stack is cleaned.

Note that the implementation of the transaction stack 30 needs a non
volatile variable to store the pointer to the top of the transaction stack
30 (Top in the following). Of course, the value of Top is itself a sensible
data respect to an accidental power-off event. So, a dedicated
mechanism, independent from the transaction stack, is required to
assure the “atomicity” of the Top variable. This is typically obtained by a
dedicated pointer-less circular buffer. This solution is feasible because
the Top variable is a single, short and predefined-size data (2 or 4
bytes). The Figure 4 shows an example of an atomic updating
mechanism for the Top pointer, by means of a 5-slot pointer-less
circular buffer. Each slot is tagged with a binary flag (0’ or ‘1). In each
time, the current value of Top is contained in the first slot tagged with
‘0’, from left to right.

At the state of the art, the non volatile memory 20 allows a limited
number of writing accesses. Over this limit, the “data retention time” of
the non volatile memory 20 decreases to values not acceptable for any
applicative purpose. For example, the number of the allowed writing
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operations for EEPROM or Flash memories is typically in the range of
100.000 to 1.000.000, independently on each memory cell.

This limitation has an heavy impact on the standard implementation of
the transaction mechanism, as any secure writing operation performed
by the applications has the side effect of a further writing operation in
the transaction stack 30. Particularly, the first secure writing operation
of any transaction (the instructions SecureUpdate 1 in the Figure 5)
causes a writing access to the first byte of the transaction stack 30. So,
the maximum number of writing accesses to this byte bounds the
number of the secure updating operations allowed to the applications,
irrespective where the applications write. Even if the device is
guaranteed for 100.000 writing operations on each single byte of the
non volatile memory 20, the applications can’t perform more than
100.000 secure updating, even on different non volatile memory areas,
because in opposite case, the first bytes of the transaction stack 30
could be damaged.

A solution to this limitation could be an implementation of the
transactions stack 30 in a circular buffer, where all the bytes are
stressed in the same way. Nevertheless, a circular implementation is
much more difficult of a linear one because of the nature of the
transaction mechanism: each transaction include one or more records,
with different lengths and nested in case of nested transactions.
Moreover, the reuse of the implementation of a linear stack for a
circular stack is rather hard.

The problem at the basis of the present invention is that of designing an
electronic device including non volatile memory having a transaction
stack able to stress not only the first bytes, during the writing
operations on transaction stack.

Summary of the invention

The solution idea on which the invention is based is that of providing a
transaction stack 2 of the type described characterized by the fact that
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all the bytes belonging to the transaction buffer 2 are used as long as
possible.

On the basis of this solution idea the technical problem is solved
according to the present invention by a method as previously indicated
and characterised by the fact that said transaction stack 2 is sliding
dynamically inside a transaction buffer 1, the transaction stack 2
having a size minor than the size of said transaction buffer 1 .

Further characteristics and the advantages of the sliding transaction
stack 2 and of the writing non volatile memory method according to the
present invention will be apparent from the following description of an
embodiment thereof, made with reference to the annexed drawings,
given for indicative and non-limiting purpose.

Brief Description of the drawing

- Figure 1 describes in a high level language the execution of Secure
operations based on BeginTransaction - Commit Transaction method,
according to prior art.

- Figures 2a, 2b, 2c, 2d, 2e are schematic representations of the
execution of a transaction operations respectively in “Initial”, “Begin
Transaction”, “Secure Update”, “Secure Update”, “Commit Transaction”
state, according to prior art.

- Figures 3a and 3b are schematic representations of a rollback of
non volatile data original values, respectively in “Initial” and “Rollback
transaction” state, according to prior art.

- Figure 4 is a schematic representation of an atomic update of the
Top pointer by means of a pointer-less buffer, according to prior art.

- Figure S is a schematic representation of several transactions of
secure operations, according to standard implementation.

- Figure 6 is a diagram representing the writing operations along the
transaction stack according to transactions of Figure 5 and prior art.
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- Figure 7 is a schematic representation of several transactions of
secure operations, according to the present invention.

- Figure 8 is a diagram representing the writing operations along the
transaction buffer according to transactions of Figure 7.

Detailed Description

Having a reference to the drawings of Figure 7 a transaction buffer
realized according to the present invention is globally and schematically
shown with the numeral reference 1.In the same Figure a transaction
stack is indicated with 2. On the basis of the present invention the
technical problem is solved by a method as previously indicated and
characterised by the fact that said transaction stack 2 is sliding
dynamically inside said transaction buffer 1. This sliding effect is
obtained by resetting the start address bottom 4 of said transaction
stack 2 to a new position inside the transaction buffer 1, after the
execution of said secure transaction.

The bottom pointer 4 moves along said transaction buffer 1 after a
beginning transaction of said secure transaction, by resetting its
address in a predetermined location included between the start address
of said transaction buffer 1 and the location obtained by adding, to said
start address, the difference between the lengths of said transaction
buffer 1 and said transaction stack 2.

The bottom pointer 4 is set in a specific position during the initialization
phase of said device 5, according to a predetermined location rule.

Alternatively the bottom pointer 4 moves along said transaction buffer 1
after a beginning transaction of said secure transaction, by resetting its
address in a random location included between the start address of said
transaction buffer 1 and the location obtained by adding, to said start
address, the difference between the lengths of said transaction buffer 1
and said transaction stack 2.

The transaction stack 2 moves cyclically along said transaction buffer 1
by means of setting said bottom pointer 4 in different positions along
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the transaction buffer 1 after each beginning transaction and by re-
setting said bottom pointer 4 at the beginning of said transaction buffer
1 ciclycally.

In Figure 7, the start position of the transaction stack 2 inside the
transaction buffer 1 is indicated by a bottom pointer 4.

In figure 7, the bottom pointer 4 is set, during start up phase of the
device, at the start of transaction buffer 1 so that the remaining part of
transaction buffer 1 is not used for writing operation.

In other word, if we indicate the start position of transaction buffer 1
with the co-ordinate O and the end position with the co-ordinate 2L, we
can refer to the starting and end position of the transaction buffer 2
with coordinate O and L respectively.

When a secure update occurs, the transaction stack 2 is written to store
values of non volatile memory to be updated; in particular the first
memory cells of transaction stack 2 are written; in other words the cells
in absolute position with co-ordinate O, 1, 2 ,3 ,4, 5, 6 are written.

After the execution of the first secure update, the bottom pointer 4
shifts, for example, two memory cells through the transaction buffer 1
so that the start and end position of the transaction stack 2 changes
respectively in 2 an L+2.

In other words the transaction stack 2 moves into the new free memory
cells inside the transaction buffer 1, that are cells in absolute position
with coordinate from 2 to L+2

When a second secure update occurs, the transaction stack 2 is once
more written to store values of non volatile memory to be updated; the
first memory cells of transaction stack 2, this time, start from absolute
position with coordinate 2; in other words the cells in absolute position
with co-ordinate 2 ,3 ,4, 5, 6, 7, 8, 9, 10, 11 are written and cells with
absolute positions 0 and 1 are no more stressed during this second

secure update.
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According to the present invention the allocation of transaction stack 2
is obtained moving the bottom pointer 4 within the dedicated non
volatile memory of transaction buffer 1. The transaction stack 2 is re-
allocated in a new position of the transaction buffer 1 following any
CommitTransaction or, alternatively, BeginTransaction event.

More in particular the invention can be implemented in different
convenient modes. A first embodiment of the invention is based on an
initialization phase of device, like an IC-card, consisting, as shown
above, in setting the transaction stack 2 at the beginning of transaction
buffer 1.

Following initialization phase, the operative phase and a
CommitTransaction event occur. After that, the bottom pointer 4 is
moved forward resetting its address in a new location included between
the start address of said transaction buffer 1 and a predetermined
address, Max_addr. In particular the address Max_addr is obtained by
adding, to said start address of the transaction buffer 1, the difference
between the lengths of said transaction buffer 1 and said transaction
stack 2. When the bottom pointer 4 reaches the end of the transaction
buffer 1, it’s driven back to the beginning of the transaction buffer 1.

In another embodiment of the present invention an initialization phase
of the IC-Card is always present. This phase consists in the setting of
the position of the bottom pointer 4 in some position within the
transaction buffer 1, predefined or randomly generated and included
between the start address of transaction buffer 1 and Max_addr. Then
an operative phase follows and, finally, the transaction stack 2 can be
re-allocated in a new position following a BeginTransaction event
instead of a CommitTransaction event.

The new offset of the transaction stack 2 can follow a predefined law
(linear or not linear), that is a function of the previous offset.

The new offset of the transaction stack 2 can be randomly generated
according a predefined distribution law (uniform or not uniform), that is
a function of the position along the transaction buffer 1.



10

15

20

25

30

WO 2006/117146 10 PCT/EP2006/003981

As explained, the Figure 7 shows a first embodiment of the invention,
with a transaction stack 2 within a transaction buffer 1, initially set at
the beginning of the transaction buffer 1 . The graphic in Figure 8 gives
the distribution on the writing accesses along the transaction buffer 1
according to the example of Figure 7.

The implementation of a transaction stack 2 contained in a transaction
buffer 1 requires the management of two pointers, a pointer Top 6,
indicating the address of the first free location inside the transaction
stack 2 for writing operations, and a pointer bottom 4, indicating the
start address of the transaction stack 2 inside transaction buffer 1
wherein the transaction stack 2 will be relocated after a Commit
Transaction Event. Both these data are sensible with respect the power-
off event and they should be stored in a dedicated pointer-less circular
buffer, as the pointer Top of the standard implementation.

During the execution of a single transaction, the behavior of the
proposed transaction mechanism is the same of the standard
implementation, both in terms of logic (algorithms / data structures to
store the records) and in terms of efficiency (speed and number of
updating operations). The only difference is that the base address of the
process is not fixed but it’s the address pointed by Bottom pointer 4.
This allows a simple and extensive reuse of the standard
implementation, with very limited and reliable upgrades.

In case of a CommitTransaction event, the cost required to locate the
new position for the transaction stack 2 is just the updating of the
Bottom Pointer 4 - Top pointer 6 pair to the new address. This effort is
comparable with the effort to reset the Top pointer 6 in the standard
implementation. The shifting of the transaction stack in the new
position is very effective because the transaction stack is moved while
it’s empty, so no extensive data copying is required.

The advantages of the proposed mechanism respect to the standard
implementation are noticeable: the writing accesses to the non volatile
memory of the transaction buffer 1 are not concentrated in first bytes
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but they are spread over a large address range, defined by the values of
the Bottom pointer 4, as underlined by the graphic of Figure 8.

Besides the implementation is based on a linear and dynamic
transaction stack, allowing an easy and extensive reuse of the standard
implementation that is based on fixed and linear transaction stack,
considerably easier to use with respect to circular stack solutions.
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CLAIMS

1) Method for implementing a transaction stack (2) in an electronic
device including a non volatile memory portion with limited writing
cycle (5), of the type comprising the storing of non volatile data during
secure transactions characterized by providing a transaction stack (2)
dynamically sliding inside a transaction buffer (1), said transaction
stack (2) having a size minor than the size of said transaction buffer (1).

2) Method according to claim 1, characterized by the fact that the start
address bottom (4) of said transaction stack (2) is reset to a new
position inside the transaction buffer (1), after the execution of a said
secure transaction.

3) Method according to claim 1, characterized by the fact that the start
address bottom (4) of said transaction stack (2) is set at the beginning of
said transaction buffer (1) during the initialization phase of said device

(5).

4) Method according to claim 2, characterized by the fact that said
bottom pointer (4) moves along said transaction buffer (1), after a
beginning transaction of said secure transaction, by resetting its
address in a predetermined location included between:

- the start address of said transaction buffer (1) and

- the location obtained by adding, to said start address, the
difference between the lengths of said transaction buffer (1) and said
transaction stack (2).

5) Method according to claim 3, characterized by the fact that said
bottom pointer (4) is set in a specific position during the initialization
phase of said device (5), according to a predetermined location rule.

6) Method according to claim 2, characterized by the fact that said
bottom pointer (4) moves along said transaction buffer (1), after a
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beginning transaction of said secure transaction, by resetting its
address in a random location included between:

- the start address of said transaction buffer (1) and

- the location obtained by adding, to said start address, the
difference between the lengths of said transaction buffer (1) and said
transaction stack (2).

7) Method according to claim 2 characterized by the fact that said
transaction stack (2) moves cyclically along said transaction buffer (1)
by means of setting said bottom pointer (4) in different positions along
the transaction buffer (1) after each beginning transaction and by re-
setting said bottom pointer (4) at the beginning of said transaction
buffer (1) ciclycally.

8) Electronic device including a non volatile memory portion with
limited writing cycle (5) and wherein non volatile data are stored during
secure transactions characterized by a transaction stack (2)
dynamically sliding inside a transaction buffer (1), said transaction
stack (2) having a size minor than the size of said transaction buffer (1).
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