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DEVICE FOR CONNECTING MULTIPLE WIRELESS NETWORKS TO AN
INTERNET ACCESS POINT

BACKGROUND OF THE INVENTION

Field of the Invention

The invention relates to Internet access points, and more particularly to Internet access
points shared by multiple users.

Description of the Related Art

The Internet is a worldwide system of interconnected computer networks involving
communications infrastructure of many different types of communication networks.
Communication networks may be distinguished based on geographical span. For example, a wide
area network (WAN) provides communication in a broad geographic area covering national
and/or international locations, on a smaller scale a metropolitan area network (MAN) covers a
plurality of postal code areas within a city or state, on an even smaller scale a neighborhood area
network (NAN) typically spans a range of one to five bordering postal code areas, while a local
area network (LAN) covers a small geographic area, such as a private residence, school or
company. Personal area networks (PANs) are wireless LANs with a very short range (up to a few
meters), enabling computer devices (such as PDAs and printers) to communicate with other
nearby devices and computers, typically through near field communications, such as infrared or
near field radio.

Current options for most residential and small business subscribers to purchase Internet
access 1s limited to Internet subscriptions from a small number of Internet service providers,
constraining pricing competition and involving lengthy installation procedures including
configuration of a router and modem provided by the Internet service provider. Attempts to
expand subscriber options have been achieved by Internet sharing implementations, such as a
neighborhood area network (NAN) or a hotspot.

Both NANs and hotspots are examples of a shared wireless Internet access point, for
example employing a Wi-Fi 802.11 wireless standard. A NAN typically covers a small number of
blocks close to a wireless access point, for example communications mediated by a single
omnidirectional antenna can readily span a radius of one kilometer. NAN providers are usually

individuals or a group that join to share an Internet broadband connection, for example DSL or
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cable modem. Geographical span of a hotspot is typically limited to the wireless range of a router
device, often being limited to a few hundred meters covering a building or several
proximal/adjacent units within a building. Hotspot providers are often commercial establishments
such as coffee shops, restaurants or airports.

While both NANs can allow users/subscribers to connect to the Internet quickly and at an
efficient cost, both suffer from potential reduction of bandwidth speed related to increased levels
of subscriber usage and lack of privacy of Internet communications between subscribers.
Furthermore, while the desire to share Internet access may be recognized, communication of this
desire to neighbors remains a cumbersome and inefficient task.

Accordingly, there is a continuing need for alternative devices and systems for providing a

shared Internet access point.

SUMMARY OF THE INVENTION

In an aspect there is provided, a wireless network broadcast device comprising:

a first wireless adapter to establish password protected secured wireless communications
with an Internet access point;

a second wireless adapter to establish a plurality of secured wireless network connections
and an open unsecured wireless network connection directed to a web page hosted on a remote
server and providing information relating to purchase of one of the plurality of secured wireless
network connections; and

a processor communicative with both the first wireless adapter and the second wireless
adapter, the processor programmed to execute network security rules to isolate network
communications data of each of the plurality of secured wireless network connections from all
other network communications data passing through the first wireless adapter.

In another aspect there is provided, a system for adding a secured wireless network
connection to a wireless network broadcasting device, the system comprising:

a wireless network broadcast device configured to broadcast a first open unsecured
wireless network connection and to broadcast a first secured wireless network connection
uniquely accessible by a first subscriber, the open unsecured wireless network connection
directed to a unique first web page providing information relating to purchase of a second secured

wireless network connection of the wireless network broadcast device;
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a remote server communicative with the wireless network broadcast device through an
Internet access point, the remote server configured to receive a communication relating to
purchase of the second secured wireless network connection by a second subscriber, and sending
a communication to the wireless network broadcasting device to add the second secured wireless
network connection uniquely accessible by the second subscriber.

In yet another aspect there is provided, a system for adding a secured wireless network
connection for a subscriber in a mobility mode, the system comprising:

a first wireless network broadcast device configured to broadcast an open unsecured
wireless network connection, to broadcast a home mode secured wireless network connection
uniquely accessible by a first subscriber in a home mode, and to broadcast a mobility mode
secured wireless network connection uniquely accessible by a second subscriber in a mobility
mode, the home mode designated when the first subscriber initially establishes the home mode
secured wireless network connection with the first wireless network broadcast device in a first
wireless communication range and remains geographically within the first wireless
communication range of the first wireless network broadcast device, a mobility mode designated
when the second subscriber initially establishes a home mode secured wireless network
connection with a second wireless network broadcast device in a second wireless communication
range and moves geographically outside of the second wireless communication range of the
second wireless network broadcast device and remains within the first wireless communication
range of the first wireless network broadcast device;

a remote server communicative with the first wireless network broadcast device through
an Internet access point, the remote server configured to receive information from the first
wireless network broadcast device relating to the second subscriber, accessing a stored record of
the second subscriber to designate the second subscriber in the mobility mode, and sending a
communication to the first wireless network broadcasting device to add the mobility mode
secured wireless network connection uniquely accessible by the second subscriber in the mobility
mode.

In further aspects, methods and computer readable media for implementing the wireless

network broadcast device are also provided.
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BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 shows a system for providing a plurality of secured wireless network connections
over a shared Internet access point;

Figure 2 shows an alternative implementation of the system shown in Figure 1;\

Figure 3 shows a communication path between a processor and memory in the wireless
network broadcast device used in the system shown in Figure 1 or 2;

Figure 4 shows a block diagram of a performance parameter update of the system shown
in Figure 1 or 2;

Figure 5 shows a block diagram of a network configuration update of the wireless network
broadcast device shown in Figure 1 or 2;

Figure 6 shows a block diagram of a subscriber usage update of the system shown in
Figure 1 or 2;

Figure 7 shows a block diagram of a network configuration update of the wireless network
broadcast device shown in Figure 1 or 2, modified to accept two classes of subscribers — home
subscribers and mobility subscribers;

Figure 8 shows a block diagram of automated addition of a network for a mobility
subscriber to the wireless network broadcast device;

Figure 9 shows a block diagram of automated removal of a network for a mobility

subscriber to the wireless network broadcast device.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

Referring to the drawings, Figures 1 and 2 show a system, generally designated by
reference numeral 1, for providing a plurality of secured wireless network connections over a
single shared Internet access point. The system 1 allows a subscriber of Internet services from an
upstream Internet services provider (ISP) to in turn become a shared Internet service (SIS)
provider of a plurality of secured wireless network connections, each of which may be assigned
and sold to an individual neighboring subscriber. The system 1 employs a wireless network
broadcast device 10 to broadcast at least one open unsecured wireless network connection and a
plurality of secured wireless network connections. The wireless network broadcast device 10 is a
computing device including multiple operably connected computing components contained with a
housing 11, the computing components cooperatively interacting to broadcast at least one open

unsecured wireless network connection and a plurality of secured wireless network connections.
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The wireless network broadcast device 10 may be configured with any conventional hardware or
programmable elements including a processor 12 for executing computer programmable code.
The processor 14 is communicative with a memory 14 which stores computer programmable
code and data generated during execution of the computer programmable code. The processor 14
may also be communicative with a display 16 or any suitable visual indicators, such as LED
indicators. The processor 14 is also communicative with a local area network (LAN) adapter 18
and a first wireless LAN (WLAN) adapter 20 and optionally, a second WLAN adapter 22. The
housing 11 may further support additional input/output devices or input/output ports as desired.
The housing 11 also supports a power supply unit 24 which is operably connected with processor
12 and other computer components to distribute electric current as needed for operation.
Communication of computing signals and electric current may be achieved using any
conventional electric circuitry, for example computer bus architecture.

The first WLAN adapter 20 is controlled by processor 12 to broadcast at least one open
unsecured wireless network connection 30 and a plurality of secured wireless network
connections, for example a first secured wireless network connection 31a and a second secured
wireless network connection 31b. The at least one open unsecured wireless network connection
30 is broadcast with a network name, such as a service set identifier (SSID), that is selected by a
SIS provider that uses the wireless network broadcast device 10, and more specifically uses the
open unsecured wireless network connection 30, to advertise options for and sale of wireless and
secure shared Internet access to neighboring subscribers wishing to purchase Internet services.
With purchase of Internet services, wireless enabled computing devices of first and second
neighboring subscribers, 32a and 32b, can connect to first and second secured wireless network
connections, 31a and 31b, respectively.

In order to purchase Internet access through one of the plurality of secured wireless
network connections, a neighbor interested in obtaining secured Internet access will initially
connect to the at least one open unsecured wireless network connection 30 with a wireless
enabled computing device. Connection of a wireless enabled computing device to the at least one
open unsecured wireless network connection 30 can be achieved without a password
authentication step. Connection of the neighbor’s wireless enabled computing device to the at
least one open unsecured wireless network connection 30 directs an Internet browser installed on
the neighbor’s wireless enabled computing device to an Internet webpage or captive portal hosted

on a remote server 60 that provides information relating to available data transmission speed
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and/or permitted data transmission amounts over a preset time interval (for example, per month)
for the plurality of secured wireless network connections. The webpage or captive portal can also
provide prompts and dialogue boxes for payment functions, providing contact information and
providing information to configure one of the plurality of secured wireless network connections,
including a network name (eg, SSID), a network password, and options for encryption and
securing Internet data communications. The webpage or captive portal can also provide ratings or
reviews of the SIS provider that has installed the wireless network broadcast device 10. The
webpage or captive portal can also provide a connectivity test to test connectivity speed of the
neighbor’s wireless enabled computing device with the wireless network broadcast device 10
prior to committing to purchase of secured Internet access. Any conventional method for testing
connectivity speeds may be used. For example, the connectivity test can comprise a step of
calculating time required for download and/or upload of a reference or standardized file or data
packet — for example, any conventional check file — between the neighbor’s wireless enabled
computing device and remote servers 60 through the open unsecured wireless network connection
30.

The at least one open unsecured wireless network connection 30 is typically broadcast
continuously during operation of the wireless network broadcast device 10. However, broadcast
of the at least one open unsecured wireless network connection 30 may be paused as desired by
the SIS provider in an ad-hoc fashion or based on any predetermined rule set such as a preset
threshold for a maximum number of subscribers or wireless enabled computing devices or a
preset threshold for amount of data transmission over a monthly time interval or a preset
threshold for a minimum speed of data transmission.

Once the neighbor interested in obtaining secured Internet access provides sufficient
information to satisfy predetermined verification and eligibility rules by communications through
the at least one open unsecured wireless network 30 with the webpage or captive portal hosted on
the remote server 60, the interested neighbor is considered a neighbor subscriber (eg., Subscriber
A). Communications of the interested neighbor with the webpage or captive portal hosted on the
remote server 60 can be encrypted (for example, using an https encryption protocol) to prevent
misuse of the open unsecured wireless network 30 by a third party intent on stealing the interested
neighbor’s information, including for example credit card payment data. After the interested
neighbor is established as a neighbor subscriber (eg., Subscriber A), communications between the

remote server 60 and the wireless network broadcast device 10 configure the wireless network
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broadcast device 10 to broadcast a first secured wireless network connection 31a with the
network name (SSID) and password selected or preset by the neighbor subscriber. The neighbor
subscriber (Subscriber A) can then use a wireless enabled computing device 32a to connect to the
first secured wireless network connection recognizable and selectable by the preset SSID and
providing authentication using the preset password. The enrollment process can then be repeated
for a second neighbor subscriber (eg., Subscriber B) and repeated again to enroll further
subscribers. Network security rules such as firewall, sandbox, jail and/or tunneling protocols are
implemented to isolate data communication 38 of each of the plurality of secured wireless
network connections from all other data transmission passing through wireless network broadcast
device 10. As such, data transmission 38 of each neighbor subscriber is secured and isolated from
data transmissions of all other subscribers and data transmissions of the SIS provider.

In order to secure and isolate data transmissions of each individual neighbor subscriber, a
subnet organization may be imposed such that each wireless network broadcast device 10 is
designated by a unique Internet Protocol (IP) address that includes a unique network identifier,
typically obtained from router/modem 40 of the ISP, while each neighbor subscriber network is
designated by a unique IP address that includes a unique combination of the network identifier
and a subnet identifier, and each neighbor subscriber device is designated by a unique IP address
that includes a unique combination of the network identifier, the subnet identifier and the
machine identifier; IP address organization may be delineated even further, for example to
include a unique identifier for each port within a device. Having the neighbor subscriber networks
divided into subnets allows the wireless network broadcast device 10 and all the supported
neighbor subscriber networks to be connected to the Internet with a single shared network
address, while still providing secure and isolated data transmissions for each neighbor subscriber
network. Based on unique IP addresses for subnet and subnet devices (each device may be
considered a sub-subnet) the wireless network broadcast device 10 can be configured with routing
tables that are accessed by internal gateways to manage routing of data transmissions to and from
each neighbor subscriber network. Typically, the wireless broadcast network device 10 obtains IP
address space from router/modem 40. Any conventional scheme to combine network address,
subnet address and machine address may be used to organize IP addresses obtained and supported
by the wireless network broadcast device 10, including for example Classless Inter-Domain
Routing (CIDR) notation or Variable-Length Subnet Masking (VLSM) notation of IPv4 or IPv6

addresses. Both CIDR and VLSM techniques allow a network to be divided into variously sized
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subnets, providing efficient use of IP address space and sizing networks more appropriately for
local needs.

The SIS provider typically purchases Internet access from an ISP that provides network
services over a geographic span that is larger than a neighborhood, such as a geography that spans
a city, state, or country. As part of purchase of Internet access from the ISP, the SIS provider
installs a router/modem 40 that provides an Internet access point to the ISP communications
network 35 and ultimately to the Internet 50. The SIS provider maintains Internet access and a
computing network through a network connection supported by the router/modem 40. The
wireless network broadcast device connects to the router/modem 40 by a wired network cable
(eg., CatS) connection 34 with LAN adapter 18 as shown in Figure 1 or by a wireless network
connection 36 with the second WLAN adapter 22 as shown in Figure 2. Any convenient method
may be used to establish the wireless network connection 36 between the wireless network
broadcast device 10 and the router/modem 40. For example, the wired network cable connection
34 may be used for initial automated configuration of the wireless network broadcast device 10,
after which the SIS provider may access a unique account webpage where available wireless
network connections that are within range of the wireless network broadcast device 10 are
displayed with prompts for the SIS provider to select the appropriate SSID belonging to the SIS
provider and to enter a corresponding password. The SSID and password information can then be
sent to the wireless network broadcast device 10 to attempt to establish the wireless network
connection 36 with the router/modem 40. If the wireless network broadcast device 10 establishes
the wireless network connection 36 with the router/modem 40 using the SSID and password
information, then a test may be performed to check connectivity speed and completeness of a
standardized or reference file, and if the test achieves predetermined threshold criteria for success
a notification to disconnect the wired network cable connection 34 may be sent to the SIS
provider by any conventional messaging medium (eg., email, SMS text message) and/or may be
posted to the SIS provider’s dedicated account webpage. Steps to establish the wireless
connection 36 may begin based on an automated protocol or may be triggered by a specific
request from the SIS provider.

When enrolling in the system 1, the SIS provider undergoes verification and eligibility
protocols which can include verification of contact information and address and submission of
bank account information and/or credit card information and a security deposit. Information

submitted during enrollment is used to setup an account for the provider and to populate the SIS
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provider’s advertising web page or captive portal that is linked to the at least one open unsecured
wireless network connection 30.

After successful enrollment the SIS provider receives the wireless network broadcast
device 10 programmed for automated connection with remote servers 60 once connected to
router/modem 40. The wireless network broadcast device 10 is authenticated by any convenient
rule set, including a hardware identifier unique to each wireless network broadcast device 10, and
once authenticated can communicate and synchronize with configuration updates sent from a
remote server 60. The wireless network broadcast device 10 can obtain the IP address from the
dynamic host configuration protocol (DHCP) service of the router/modem 40, for example the
processor 12 and/or the LAN adapter 18 may communicate with the router/modem 40 to obtain
an IP address. For security, the SIS provider may be prevented from direct access or login to the
wireless network broadcast device 10 as may be desired for customization or configuration of the
device 10; instead customization and configuration selections, as well as device status and usage
metrics of neighbor subscribers can be presented on a web page hosted on the remote servers 60
with reconfiguration of the wireless network broadcast device 10 achieved by communication
with the remote servers 60.

Once the wireless network broadcast device 10 is authenticated it can be operational to
broadcast the at least one open unsecured wireless network connection 30 to promote the wireless
network service of the corresponding SIS provider.

The wireless network broadcast device 10 is any combination of computer hardware and
computer programmable code that functions to support a plurality of secured wireless networks
and at least one open network and supports analysis of usage of each of the secured wireless
networks. Figure 3 is an illustrative example of communication paths between the processor 12
and memory 14 showing an example of operable connections of logical components in the
wireless network broadcast device 10. Executable components of the processor 12 include a clock
71, usage tracker 72, data manager 73, router 74, and network security 75. Clock 71 can be
accessed as desired to correlate an event with a time and optionally to record the time or the time
correlated event in the memory 14. Clock 71 may be provided locally within the wireless network
broadcast device 10 or time can be maintained based on a time service from a remote server.
Clock 71 may provide timestamps 81 to be recorded in memory 14 or may be accessed by any
other logical component to provide a time stamp as desired which may also be recorded in

memory 14. Usage tracker 72 can be accessed to analyze and calculate usage of each of the
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plurality of secured wireless networks and can be configured by tracking algorithms 82 stored in
memory. The usage tracker 72 will generate usage data specific to each of the secured wireless
networks and data manager 73 can record, organize and compile the usage data as desired, for
example as usage statistics 83 recorded in memory 14 categorized according to each of the
secured wireless networks. Router 74 is responsible for directing inbound and outbound data
packets for network data traffic. Router 74 will maintain routing data 84 in memory typically in
the form of routing tables and will typically be configured for TCP/IP protocol capability. Routers
allow for connection of a plurality of logical groups of computer devices known as subnets, each
with a different sub-network address. Network security 75 will be configured as desired to
provide secured wireless networks including, for example firewall and/or VPN capability and will
be configured according to security settings 85 such as rules and algorithms. Information
maintained in memory as well as logical components executed by the processor may be modified
as desired by configuration update communications between the wireless network broadcast
device 10 and remote servers 60. Layout of logical components and their connections shown in
Figure 3 is merely illustrative and any suitable combination, substitution or addition of
conventional computing components may occur including, for example, combination of router
and network security components or combination of usage tracker and data manager components.
In operation, the wireless network broadcast device 10 communicates with one or more
remote servers to send and receive information that may trigger and/or execute an update event.
Most update events can be accomplished by automated communication and synchronization
between the wireless network broadcast device 10 and remote servers 60. For example, Figure 4
shows wireless network broadcast device logic 100 and server logic 102 for an update of a device
performance parameter. The device initiates a connection with the server (step 104) and the server
receives the connection request (step 105). The device requests a check file and downloads the
check file (step 106) provided by the server (step 107). The check file is a standardized data file
(such as a standardized image) served by a secured check file server. Upon download of the check
file, the device can run a test on the file to check integrity, such as a cyclic redundancy check
(CRC) to yield a checksum value. The device measures the time interval from the time of sending
the request for the check file to the time of completion of the download (step 108) and uses the
measured elapsed time and the known data size of the check file to calculate the device speed of
connection to the Internet (step 110). To update the speed of connection the device requests

connection to a server that stores the performance data (step 112) and the server receives the
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connection request (step 114). The device provides an encrypted key (step 116) which the server
validates (step 118). The server proceeds to validate a good standing of the account (step 120)
and update a log and any change to the IP address corresponding to the device (step 122). The
device provides the calculated speed of connection (step 124) prompting the server to update a
speed record in a corresponding account (step 126). Upon completion of the update the server
provides a response to the device (step 128) and the device validates the response to ensure that
the calculated speed data has been properly recorded (step 130).

Figure 5 shows an example of wireless network broadcast device logic 140 and server
logic 142 for a wireless network configuration update of the device. The device initiates a
connection with the server (step 144) and the server receives the connection request (step 146).
The device provides an encrypted key (step 148) which the server validates (step 150). The device
requests a configuration update (step 156) prompting the server to provide a list of all network
configurations linked to the corresponding account (step 154). The device receives the list of
current network configurations (step 156) and validates the server response to ensure that the list
of current network configurations is a complete transmission (step 158). The device determines
whether a difference exists between the existing configuration of the device and the configuration
lists received from the server (step 160). The determination of a difference may be based on a
comparison of any suitable parameter including for example network names (eg, SSID), network
passwords, number of secured networks defined, neighbor subscriber customization selections,
SIS provider customization selections, MAC addresses, and the like. If no difference exists then
the update is terminated. If a difference exits then an update is executed (step 164). The update
can be executed using any convenient technique including, for example, a complete overwrite of
the system configuration or a targeted update for each wireless network that is related to a
detected difference (determined in step 160). The updated configuration is saved as the existing
configuration (step 160) of the device, and the network interface is reloaded (step 168).

Figure 6 shows an example of wireless network broadcast device logic 180 and server
logic 182 for an update of subscriber usage statistics to subscriber usage records stored on the
server. The device tracks and records each subscriber’s usage statistics derived from analysis of
header information of all data packets sent and received through the device (step 184). At
predetermined time intervals, that typically range from an hour to a day, the device initiates a
connection with the server (step 186) and the server receives the connection request (step 188).

The device provides an encrypted key (step 190) which the server validates (step 192). The device
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provides subscriber usage statistics recorded since a previous update (step 194). The server
updates subscriber usage records that are linked to an account corresponding to the device (step
196) and sends a completion response (step 198). The device validates the response to ensure a
completed update (step 200) and resets subscriber usage statistics to begin tracking and recording
subscriber usage over a current time interval (step 202).

The system 1 can be adapted to include a mobility function to provide Internet service to a
neighbor subscriber that is travelling outside of a home range. When a mobility function is
implemented each of the plurality of neighbor subscribers served by the system 1 can be
categorized as either a home neighbor subscriber or a mobility neighbor subscriber. A home
neighbor subscriber is a neighbor subscriber using a secured wireless network connection
provided by an SIS provider linked or related to that neighbor subscriber at the time of
enrollment, with the linked SIS provider being considered that neighbor subscribers home SIS
provider; typically the secured wireless network connection is supported on the same wireless
network broadcast device 10 that provided the open unsecure wireless network for enrollment
unless the wireless network broadcast device has been changed subsequent to enrollment. By
comparison, a mobility neighbor subscriber is a neighbor subscriber using a secured wireless
network connection provided by an SIS provider that is not linked or unrelated to that neighbor
subscriber at the time of enrollment. Thus, each neighbor subscriber and SIS provider pairing
that is established at the time of enrollment of the neighbor subscriber is considered the home
relationship, and all other neighbor subscriber and SIS provider interactions are categorized as a
mobility relationship. Therefore, each neighbor subscriber can transition between categorization
as a home neighbor subscriber or a mobility neighbor subscriber depending on whether the
neighbor subscriber is within wireless range of wireless networks provided by the corresponding
home SIS provider. The home neighbor subscriber computing device maintains a wireless
network connection with its corresponding home SIS provider until the wireless network
connection is lost or out of range, at which point a wireless network connection can be
established between the neighbor subscriber and a different SIS provider in a mobility
relationship.

To support transition from home to mobility subscriber/provider pairings while
maintaining security and tracking of usage statistics, each wireless network broadcast device 10
can be configured to provide IP addresses that are specific to either home network connections or

mobility network connections. For example, for each wireless network broadcast device 10 a first
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specific range of unique internal/private IP addresses can be reserved for designation of home
relationship wireless network connections, while a second specific range of internal/private IP
addresses can be reserved for mobility relationship wireless network connections. In a specific
illustrative example, IP address ranges supported by the system may range from 10.1.0.0 to
10.1.255.255 for home wireless network connection internal/private IP addresses, while ranging
from 10.2.0.0 to 10.2.255.255 for mobility wireless network connection internal/private IP
addresses. As a result of unique IP addresses specific to home versus mobility wireless network
connections, at any given time a neighbor subscriber wireless network connection is designated
with either a unique home IP address or a unique mobility IP address with usage statistics being
calculated accordingly in the neighbor subscribers account as well as the home SIS provider
account or the mobility SIS provider account as appropriate.

Rules for transitioning between a home relationship wireless network connection and a
mobility relationship wireless network connection can be set according to any desired criteria to
promote efficiency and predictability suited to a particular implementation of the system. For
example, a mobility relationship wireless network connection may be triggered by a neighbor
subscriber recognizing that a home wireless network is disconnected and/or unavailable and
searching available wireless network connections for a network name (SSID) identifier
representing an open unsecured wireless network of an SIS provider that is different than the
home SIS provider. Alternatively, the system 1 may be automated to pole and recognize broadcast
signals from devices and automatically establish wireless network connections in a mobility
relationship when the home wireless network connection is unavailable or disconnected.
Optionally, rules for initiating a diagnostic check of the home relationship wireless network
connection may be established, including for example triggering a diagnostic check if the
geographical proximity of the neighbor subscriber computing device and the home SIS provider
wireless network broadcast device 10 is less than a predetermined threshold distance when the
home relationship wireless network is disconnected. In another example, a diagnostic check may
be triggered if more than a predetermined number of home neighbor subscriber networks are
disconnected from their corresponding home SIS provider wireless network broadcast device
simultaneously.

Figure 7 shows an example of wireless network broadcast device logic 220 and server
logic 222 for a wireless network configuration update of the device for an implementation that

includes both home and mobility wireless network connections. The device initiates a connection
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with the server (step 224) and the server receives the connection request (step 226). The device
provides an encrypted key (step 228) which the server validates (step 230). The device requests a
configuration update (step 236) prompting the server to provide a list of all network
configurations linked to the corresponding account (step 234). The list of all network
configurations includes information relating to home networks and mobility networks as
appropriate. For home networks the server returns user configured settings including subnet (eg.,
10.1.3.0,10.1.4.0, etc.), password and other network settings, while for mobility network the
server selects the next available subnet range in the mobility network (eg., 10.2.1.0, 10.2.2.0,
10.2.3.0, etc.), and provides the network password and other network settings based on the
neighbor subscribers account preferences and settings. The device receives the list of current
network configurations (step 236) and validates the server response to ensure that the list of
current network configurations is a complete transmission (step 238). The device determines
whether a difference exists between the existing configuration of the device and the configuration
lists received from the server (step 240). The determination of a difference may be based on a
comparison of any suitable parameter including for example network names (eg, SSID), network
passwords, number of secured networks defined, total network number, home mode network
number, mobility mode network number neighbor subscriber customization selections, SIS
provider customization selections, MAC addresses, and the like. If no difference exists then the
update is terminated (step 242). If a difference exits then the list of configuration settings received
from the server is parsed to extract configuration settings and identifiers and passwords for each
subnet network (steps 244a to 244d), the parsed information is analyzed to ensure removal of a
redundant or duplicate subnet network (step 244e), the network configurations for the device is
updated (step 244f) and network security rules and tunnels are updated (steps 244g and 244h).
Updates can be accomplished using any convenient technique including, for example, a complete
overwrite of the system configuration of the device 10 or targeted updates of networks impacted
by a detected difference (as determined in step 240) The updated configuration is saved as the
existing configuration (step 246) of the device, and the network interface is optionally refreshed
or reloaded as desired (step 248).

To ensure that the list of network configurations provided in step 234 is kept current the
server must periodically update the list of network configurations, particularly with respect to
mobility network connections which are likely to be more transient than home network

connections.
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Figure 8 shows a wireless network broadcast device logic 260 and server logic 262 for
automated recognition of a neighbor subscriber in range of a mobility wireless network
connection and automated update of the list of network configurations for an SIS provider
account by the server. The device captures and compiles a list of MAC addresses in proximity or
within broadcast range (step 264). At predetermined time intervals, that typically range from 10 to
10000 times a day, the device initiates a connection with the server (step 266) and the server
receives the connection request (step 268). The device provides an encrypted key (step 270)
which the server validates (step 272). The device provides a list of MAC address in proximity of
the device (step 274). The server analyzes the list and for each MAC address on the list
determines whether the MAC address has been associated with a network (step 276). A MAC
address association with a network can be verified using any convenient technique including, for
example, maintaining a database of MAC addresses linked to neighbor subscriber accounts and/or
SIS provider accounts. If the MAC address is not recognized by the server as a known MAC
address then it is discarded (step 278) without further action and the analysis proceeds to the next
MAC address on the list. If the MAC address is recognized, but is determined to be connected to
a home network then the MAC address is discarded (step 282) without further action and the
analysis proceeds to the next MAC address on the list. If the MAC address is recognized and is
not connected to a home network then the server updates the list of network configurations to add
the MAC address network configurations stored in the neighbor subscriber account settings using
an appropriate mobility subnet IP address (step 284). Once the entire list of MAC addresses is
processed the server sends a completion response (step 286). The device validates the response to
ensure a completed update (step 288). When compiling the MAC address list (step 264) the
wireless network broadcast device is only listening to computer broadcasts of MAC addresses to
generate a list of MAC addresses in the vicinity — and is not engaging in two-way
communication. Once a MAC address is recognized as associated with an existing neighbor
subscriber and a mobility relationship secured wireless network connection is broadcast as part of
a configuration update and the neighbor subscriber computer device automatically recognizes the
network name (SSID) and password and connects that two-way encrypted communication begins
between the wireless network broadcast device and the neighbor subscriber’s computer device.

Figure 9 shows a wireless network broadcast device logic 300 and server logic 302 for
automated recognition that a neighbor subscriber has disconnected from a mobility wireless

network connection and automated update of the list of network configurations for an SIS
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provider account by the server. The device compiles a list of all MAC addresses that are currently
connected to and communicative with the device (step 304), and optionally includes a
corresponding mobility subnet IP address for each connected MAC address. At predetermined
time intervals, that typically range from 10 to 100 times a day, the device initiates a connection
with the server (step 306) and the server receives the connection request (step 308). The device
provides an encrypted key (step 310) which the server validates (step 312). The device provides
the list of MAC addresses currently connected to the device (step 314). The server determines
whether a difference exists between the existing mobility network configurations stored in
memory on the server and the list of connected MAC addresses received from the device (step
316). If no difference exists then the update is terminated (step 318). If a difference exits then the
list of mobility network configurations stored in memory on the server is updated to remove each
network configuration that does not find a match within the list of connected MAC addresses
received from the device (step 320). Once the mobility network configurations are updated so that
no difference exists with the list of connected MAC addresses the server sends a completion
response (step 322). The device validates the response to ensure a completed update (step 324).

An illustrative version and several variants of a system and method for providing a
plurality of secured wireless network connections over a shared Internet access point have been
described above without any intended loss of generality. Further variants, modifications and
combinations thereof are contemplated and will be apparent to the person of skill in the art.

For example, a profile of a shared Internet service (SIS) provider may tolerate many
variations including any natural person or entity having and purchasing an existing Internet
service from an Internet service provider (ISP). Typically, the ISP will be government registered
and will have a network coverage that is geographically distributed across a plurality of postal
codes, for example at least distributed across a majority of the geographical area of a city or
metropolitan region. While in certain examples the SIS provider may be an operational entity
such as a business, often the SIS provider will be an individual or natural person having control
of a single Internet access point installed within a residential unit wishing to monetize their
Internet access by sharing their service with neighbor subscribers. The SIS provider can market
and sell their existing Internet service access securely and safely through an open wireless
network connection of the wireless network broadcast device. The SIS provider can order and
obtain the wireless network broadcast device by any suitable method including, for example, a

registration on an administrator website or a download of a software application that automates a
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connection with an administrator server and navigates a registration process. The SIS provider
can market Internet service to potential neighbor subscribers wirelessly, automatically and
securely through the open wireless network connection as it will be directed to a computer hosted
electronic marketing page controlled by the administrator and will not be directed to or provide
access to the SIS provider’s personal network or local area network. In certain examples, each
open wireless network connection of each wireless network broadcast device is directed to a
customized marketing page, and the SIS provider will be able to customize their marketing page
through any convenient process to present Internet service options or packages that are suited
towards or supported by the existing Internet service of the provider. Customization selections
may occur through interaction with administrator controlled servers and in certain examples the
wireless network broadcast device communicates and synchronizes with administrator controlled
servers to update the marketing page to present and maintain at least one performance parameter,
such as a speed of connection or an available data usage of the wireless network broadcast device.

A neighbor subscriber may be any natural person or entity purchasing access to a secured
wireless network connection broadcast by the wireless network broadcast device. In certain
examples, the neighbor subscriber is an individual or natural person residing in a residential unit
within broadcast range of the wireless network broadcast device. Using a wireless network
connection enabled computer device, a potential neighbor subscriber can search for an open
wireless network connection name known to be associated with the SIS provider or the SIS
system to be directed to the marketing page that provides marketing information related to the
corresponding SIS provider’s Internet service including, for example, pricing options and one or
more performance parameters of the Internet service (eg., connection speed, data usage
availability). The marketing page can itself or through links with further pages hosted on
administrator controlled servers provide a graphical interface for a neighbor subscriber to register
for and purchase access to a secured wireless network connection using any suitable technique
known in electronic commerce. The network name and password of the secured wireless network
connection may be established through any suitable technique. For example, the registration and
purchasing process can include a step of the neighbor subscriber selecting a customized and
distinct network name and network password. In an alternative example, the network name and
password may be selected by the administrator and provided to the neighbor subscriber with the
neighbor subscriber provided with options to change a network name and password through a

subscriber account webpage hosted on an administrator controlled server. Additional security

-17-



10

15

20

25

30

WO 2018/032085 PCT/CA2016/050968

measures such as sending time limited codes to neighbor subscribers by cellular network (eg,
automated text or voice messages to a subscriber’s cell phone) or email messages that are
required to be inputted by the subscriber within the designated time limit may be implemented as
desired. Subscribers can monitor usage and receive alerts for their consumption of services
through any convenient technique including, for example, through an application installed on a
computer device or through login to an online account.

The open wireless network connection may be broadcast with any suitable network name
(eg, SSID). The network name provides a notice function that a wireless network broadcast
device is available for internet sharing. In one example, the network name of the open wireless
network connection may follow an established template with a first common portion of the
network name set as a corporate or brand name and a second portion individually selected by a
corresponding SIS provider. In alternative examples, a corporate or brand name is set to be the
same network name for all open wireless network connections or conversely each network name
is entirely set by the corresponding SIS provider. When the network name includes a corporate or
brand name common to multiple open wireless network connections within the system, an
administrator of the system may engage in marketing of the corporate or brand name of the open
wireless network name to enhance positive reputational recognition and confidence in network
names (eg., SSID) of each open wireless network.

The wireless network broadcast device may be any suitable computing device that has at
least one processor (processor encompasses any type of computer processor including for
example microprocessor or microcontroller or single chip integrated circuit architecture), a
memory, a power supply input, a wireless adapter broadcasting a plurality of secured wireless
network connections, and is configured for connection and communication with an Internet
access point. Numerous optional features may be implemented as desired including for example,
a graphical display presenting alphanumerical characters, visual or lighted indicators such as
LEDs, a dedicated wireless adapter for connection to the Internet access point, and the like. The
wireless network broadcast device will include hardware or programmable code combinations as
needed to establish a router component to maintain correct routing of data packets to and from
each of the secured wireless networks, a network security component to ensure isolation of
communications for each secured wireless network connection from all other secured wireless

network connections broadcast by the wireless network broadcast device, and optionally a usage
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tracker component recording information related to usage of each of the secured wireless network
connections.

The wireless adapter is typically configured to a Wi-Fi 802.11 communication standard.
However, other communication standards or protocols may be used as suited to a particular
implementation.

The router component of the wireless network broadcast device will typically be scaled to
capabilities of home (residential) or small office routers, and will typically not be scaled to
capabilities of larger enterprise and industrial routers. Similarly, the wireless network broadcast
device will often be connected to an Internet access point of a residence or small office through
an ISP that maintains a wider area network that covers at least a city or a metropolitan geography.
The Internet access point will typically be a router or modem configured for residential or small
office use.

While implementation of the wireless network broadcast device has been illustrated using
residential or small office use, other implementations can readily be accomplished including for
example incorporation of wireless network broadcast device within the existing network
infrastructure of a government registered ISP.

The usage tracker component may be configured as desired to communicate with a remote
server to maintain usage records in a memory. In certain examples, usage statistics are recorded in
a memory of the wireless network broadcast device and are communicated at a predetermined
time interval to the remote server configured to maintain subscriber usage records. Subscriber
usage may be tracked according to any convenient usage parameter including time of use and
amount of data uploaded or downloaded. For example, subscriber usage may be tracked by
analyzing header information of data packets sent and received through a secured wireless
network connection of the wireless network broadcast device.

The system may accommodate any type of end-user computing device, whether it be a
neighbor subscriber computing device or an SIS provider computing device, provided the
computing device includes a wireless network interface and includes an Internet browser. For
example, the computing device may be a desktop, laptop, notebook, tablet, personal digital
assistant (PDA), PDA phone or smartphone, gaming console, portable media player, and the like.
The computing device may be implemented using any appropriate combination of hardware
and/or software configured for wireless communication over a wireless network connection

provided by the wireless network broadcast device. The computing device hardware components
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such as displays, storage systems, processors, interface devices, input/output ports, bus
connections and the like may be configured to run one or more applications to allow, for example,
tracking of network usage, display of network usage metrics, customization of network
parameters, and/or initiating a transition between a home mode and a mobility mode. The term
end-user computing device can encompass both a neighbor subscriber computing device and a
SIS provider computing device. The terms end-user computing device and client computing
device may be used interchangeably when the system is implemented in a client/server
arrangement. Suitable protocols for handshakes and network security are implemented for
connection and communication between the wireless network broadcast device and an end-user
computing device.

The server computer may be any combination of hardware and software components used
to store, process and/or provide information relating to operation of a wireless network broadcast
device including, for example, authentication of a wireless network broadcast device,
configuration update of a wireless network broadcast device, tracking of network usage, display
of network usage metrics, customization of network parameters, and/or a transition between a
home mode and a mobility mode. The server computer components such as storage systems,
processors, interface devices, input/output ports, bus connections, switches, routers, gateways and
the like may be geographically centralized or distributed. The server computer may be a single
server computer or any combination of multiple physical and/or virtual servers including for
example, a web server, a performance tracker server, a usage tracker server, a configuration
update server, a home/mobility mode server, an image server, an application server, a bus server,
an integration server, a meta actions server, and the like. The server computer components such
as storage systems, processors, interface devices, input/output ports, bus connections, switches,
routers, gateways and the like may be configured to run one or more applications to, for example,
generate a unique identifier for a network connection, generate a unique identifier for a neighbor
subscriber, generate a unique identifier for an SIS provider, generate a unique identifier for a
wireless network broadcast device, generate a URL for a unique web page for promoting an SIS
provider, populating the unique web page according to selected choices of the SIS provider,
receive a request from a wireless network broadcast device including its unique identifier, send
the predetermined actions to the wireless network broadcast device, and/or receive the selection

of one or more of the predetermined actions from an end-user computing device.
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While the system has been illustrated using a client/server implementation, the system
may also accommodate a peer-to-peer implementation.

The network may be a single network or a combination of multiple networks. For
example, the network may include the Internet as a single network or may include the Internet in
combination with one or more intranets, landline networks, wireless networks, and/or other
appropriate types of communication networks. In another example, the network may comprise a
wireless telecommunications network (e.g., cellular phone network) adapted to communicate with
other communication networks, such as the Internet. Typically, the network will comprise a
computer network that makes use of a TCP/IP protocol (including protocols based on TCP/IP
protocol, such as HTTP, HTTPS or FTP).

The system may be adapted to follow any computer communication standard including
Extensible Markup Language (XML), Hypertext Transfer Protocol (HTTP), Java Message
Service (JMS), Simple Object Access Protocol (SOAP), Lightweight Directory Access Protocol
(LDAP), and the like.

Network security provided in each wireless network broadcast device may be any
combination of hardware and software that isolates communications data of each secured wireless
network connection from all other network communications passing through the device, or more
generally through the Internet access point. At a minimum, computer programmable code of
network security rules are provided to isolate network communication data of each of the
plurality of secured wireless network connections from all other network communications data
passing through the device, or more generally through the Internet access point. The network
security rules provide a firewall, a sandbox, a jail, and the like. The network security rules may
provide a tunneling protocol including, for example, a virtual private network (VPN) protocol for
tunneling and/or encryption such as Layer 2 Tunneling Protocol (L2TP), Point-to-Point Tunneling
Protocol (PPTP), Secure Shell (SSH), Microsoft Point-to-Point Encryption (MPPE), Secure
Socket Tunneling Protocol (SSTP), Internet Protocol Security (IPsec), and the like. Other forms
of network security include password secured network access. Password authentication may occur
through any suitable protocol including wired equivalent privacy (WEP), Wi-Fi protected access
(WPA or WPA2), lightweight extensible authentication protocol (LEAP), and the like. Hardware
and/or firmware may be adapted to support network security rules as desired.

In certain examples, network security will at least include authentication, typically with a

username and a password, and a firewall. Two- or three-factor authentication using, for example,
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a security token such as a USB token or software token, a unique membership identifier, a time-
limited mobile phone code, a fingerprint or retinal scan, and/or a digital certificate may be added
as desired. A firewall enforces access policies such as what services are allowed to be accessed by
the network users. Optionally, network security may include anti-virus software and/or an
intrusion prevention system, more specifically a wireless intrusion prevention system. In further
examples, network security options include tunneling protocols, MAC address filtering based on
lists of approved MAC addresses, and end-to-end encryption.

The purpose of using unique identifiers is to be able to sort information relevant to each
neighbor subscriber, SIS provider, wireless network broadcast device configuration update, usage
metrics, subscriber purchasing interest, recognition of subscriber in mobility mode, and the like
according to unique identifiers. Many different types of unique identifier schemes may be useful
and any conventional scheme may be accommodated and used within the system. For example, a
code scheme may be based on a unix time appended a numerical or alphanumerical incremental
series. A portion of each unique identifier may have a random or entropy component. Each
unique identifier may optionally be obfuscated through an encryption function or a hashing
function. Hashing functions provide a convenient compromise of security and speed. Examples of
hashing functions include MDS or any of the Secure Hash Algorithms SHA1, SHA2 (SHA224,
SHA256, SHA384, SHAS512) and SHAS3.

The system may accommodate any type of still or moving image file as may be suitable to
generate a unique web page promoting SIS provider services or displaying usage metrics to SIS
providers or neighbor subscribers. Suitable types of still and moving images include, for
example, JPEG, PNG, GIF, PDF, RAW, BMP, TIFF, MP3, WAV, WMV, MOV, MPEG, AV,
FLV, WebM, 3 GPP, SVI and the like. Furthermore, a still or moving image file may be
converted to any other file without hampering the ability of the system software to identify and
process the image. Thus, the system may accommodate any image file type and may function
independent of a conversion from one file type to any other file type.

Web pages promoting each SIS provider and prompts for directing subscriber purchasing
interest may be represented by any convenient form or user interface element including, for
example, a window, a tab, a text box, a button, a hyperlink, a drop down list, a list box, a check
box, a radio button box, a cycle button, a datagrid or any combination thereof. Furthermore, the
user interface elements may provide a graphic label such as any type of symbol or icon, a text

label or any combination thereof. The user interface elements may be spatially anchored or
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centered around the corresponding advertising display or prompt. Otherwise, any desired spatial
pattern or timing pattern of appearance of user interface elements may be accommodated by the
system. In certain examples, a web page may be customized by an SIS provider and types and
orientation of graphic user interface elements ma at least in part be selected by the SIS provider.

The terms mobility relationship and mobility mode are used interchangeably. The terms
home relationship and home mode are used interchangeably. A home mode is designated when a
neighbor subscriber computer device initially establishes the home mode secured wireless
network connection with the wireless network broadcast device and remains geographically
within the wireless communication range of the wireless network broadcast device. A mobility
mode is designated when the neighbor subscriber computer device moves geographically outside
of the home mode wireless communication range of the home mode wireless network broadcast
device and remains within the wireless communication range of another wireless network
broadcast device for a predetermined period of time. Any convenient technique may be used for
connecting a neighbor subscriber device in a home mode or a mobility mode. For example,
mobility mode of a neighbor subscriber computer device may be established based on MAC
address capture as described for example in Figure 8 and compilation of MAC addresses that are
captured over two consecutive captures separated by a predetermined time period to determine
MAC addresses that are associated with a secured wireless network of the system and are
disconnected from the corresponding home mode secured wireless network. In another example,
mobility mode may be designated using geolocation tracking of neighbor subscriber computer
device as may occur through communications with a GPS component. In yet another example,
mobility mode may be designated through automated connection or active subscriber directed
connection of the neighbor subscriber computer device with an open wireless network of a
wireless network broadcast device that is geographically separated from the home mode wireless
broadcast network device. An automated connection to open wireless networks may be mediated
by having a common name for all open wireless networks of the system that are to be used to
initiate and register neighbor subscribers, so that once enabled for wireless connection the
neighbor subscriber computer device can automatically connect to an open wireless network to
communicate information such as a MAC address to allow administrator controlled servers to
determine and configure a suitable mobility mode designation and connection.

A home mode designation need not be permanent and may be updated and modified

depending on any desired rule set or predetermined event including, for example, a change of a
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neighbor subscriber primary geographical location accompanied by a request for changing a home
mode designation sent from the neighbor subscriber computer device. In another example, the
system may automatically analyze and calculate secured wireless network connection activity of a
subscriber and may automatically change designation of home mode from a first secured wireless
network connection to a second geographically distinct secured wireless network connection if
the subscriber usage of the second secured wireless network connection is greater than the first
secured wireless network connection over a threshold time period. Although home mode and
mobility mode designations may be modified and updated at any given time point home mode
and mobility mode designations will be mutually exclusive such that a single wireless network
connection cannot be designated a home mode and a mobility mode at the same time. Home
mode and mobility mode secured wireless network connections will be geographically distinct in
that the respective wireless communication geographical area of the home mode connection and
the mobility mode connection will not be identical, but will encompass both non-overlapping and
partially overlapping ranges. Often wireless communication geographical areas of home mode
and mobility mode connections will be sufficiently geographically separated to be non-
overlapping, as would typically occur for example if the home mode and mobility mode
connections were supported by corresponding home and mobility wireless broadcast network
devices that were located at least 400 meters apart in an urban setting without range-extenders. In
other occurrences, wireless communication geographical areas of home and mobility mode
connections may be geographically distinct and partially overlapping as may occur for example if
the corresponding home and mobility wireless broadcast network devices were located 20 meters
apart in an urban setting without range-extenders. In cases of overlapping geographical
communication areas of home and mobility mode connections, the home mode may optionally be
prioritized. Similar prioritization may be designated between first and second mobility modes, for
example based on a system analysis of subscriber mobility mode recorded history.

Outside of a home mode wireless range, a neighbor subscriber computer device may need
to be maintained for a predetermined period of time within a wireless range of a wireless network
broadcast device before a mobility mode secured wireless network connection is initiated. The
predetermined time period may be any convenient time period to achieve a threshold probability
that the neighbor subscriber computer device will remain in a mobility mode connection with a
designated mobility mode secured wireless network connection for a suitable period of time. The

predetermined time period may be a function of any convenient technique including, for example,
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a minimum time period between capture of the same MAC address on a first MAC address
capture list and a second MAC address capture list. In another example, a minimum time period
may be imposed between a MAC address capture and broadcasting a network in a mobility mode.
The predetermined time limit may be administrator imposed or may be modified and updated by
the system based on usage patterns as desired to make efficient use of computing resources to
increase occurrences of mobility mode secured wireless network connections being maintained
for a suitable period of time. The predetermined time period will typically be at least 10 seconds,
and may be at least 20 seconds, at least 30 seconds, at least 1 minute, at least 2 minutes, or any
other minimum time period as suited to a particular implementation.

Algorithms may be established for resolving potential conflicts between multiple wireless
network broadcast device communications with a neighbor subscriber computer device when
outside of a home mode and potentially in a mobility mode. For example, a neighbor subscriber
computer device connected to a first mobility mode secured wireless network connection may
require a system check and confirmation of disconnection of the neighbor subscriber computer
device from the first mobility mode secured wireless network connection before establishing a
connection to a potential second mobility mode wireless network connection. Typically, the
system will be configured so that an end-user device only connects to a single secured wireless
network over a minimum time period, such as 5 minutes, 10 minutes, 20 minutes, 30 minutes, 40
minutes, 50 minutes, 60 minutes or any other suitable minimum time period, and does not
frequently flip back and forth between secured wireless network connections. Information relating
to neighbor subscriber connections in home and mobility mode may be recorded and analyzed by
automated algorithms to establish groupings of mobility mode secured wireless network
connections associated with a neighbor subscriber identifier to enhance efficiency of mobility
mode connections.

Home mode and mobility mode connections within each wireless network broadcast
device may be distinguished based on categories of internal/private IP address. For example, a
first range of private IP addresses may be reserved for home mode networks and sub-networks,
while a second range of private IP addresses may be reserved for mobility mode networks and
sub-networks.

The system described herein and each variant, modification or combination thereof may
also be implemented as a method or as computer programmable code on a non-transitory

computer readable medium (i.e. a substrate). The computer readable medium is a data storage
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device that can store data, which can thereafter, be read by a computer system. Examples of a
computer readable medium include read-only memory, random-access memory, CD-ROMs,
magnetic tape, optical data storage devices and the like. The computer readable medium may be
geographically localized or may be distributed over a network coupled computer system so that
the computer readable code is stored and executed in a distributed fashion. Therefore, a non-
transitory computer readable medium encompasses a single computer readable medium or a
plurality of computer readable media cooperatively combining to implement a method or a
system described herein. Furthermore, when a system or method is implemented with a plurality
of computer readable media, the computer readable media may be distributed and installed on a
plurality of devices, for example including a first computer readable medium installed on a
wireless network broadcast device and a second computer readable medium installed on a remote
server communicative with the wireless network broadcast device.

Embodiments described herein are intended for illustrative purposes without any intended
loss of generality. Still further variants, modifications and combinations thereof are contemplated
and will be recognized by the person of skill in the art. Accordingly, the foregoing detailed
description is not intended to limit scope, applicability, or configuration of claimed subject

matter.
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WHAT IS CLAIMED IS:

1. A system for providing a plurality of secured wireless network connections over a shared
Internet access point, the system comprising:

a first wireless network broadcast device supporting a first wireless communication range
and a second wireless network broadcast device supporting a second wireless communication
range, the first and second wireless communication ranges being geographically distinct;

the first wireless network broadcast device connected to a first Internet access point and
the second wireless network broadcast devices connected to a second Internet access point;

each of the first and second wireless network broadcast devices comprising a wireless
adapter to establish a plurality of secured wireless local area networks (WLANSs) and an open
unsecured WLAN directed to a web page hosted on a remote server and providing information
relating to the plurality of secured WLANSs and prompts to allow a subscriber to purchase one of
the plurality of secured WLANSs, and a processor programmed to execute network security rules
to isolate network communications data of each of the plurality of secured WLANSs from all other
network communications data passing through the wireless adapter;

a first plurality of subscribers, each of the first plurality of subscribers having purchased
access to one of the plurality of the secured WLANs of the first wireless network broadcast
device and having a computing device configured for password protected wireless connection to
one of the plurality of secured WLANS;

a second plurality of subscribers, each of the second plurality of subscribers having
purchased access to one of the plurality of the secured WLANS of the second wireless network
broadcast device and having a computing device configured for password protected wireless
connection to one of the plurality of secured WLANS;

the computing device of at least one of the second plurality of subscribers automatically
connected to one of the plurality of secured WLANs of the first wireless network broadcast
device when the computing device of the at least one of the second plurality of subscribers is
inside the first wireless communication range of the first wireless network broadcast device and
outside the second wireless communication range of the second wireless network broadcast
device.

2. The system of claim 1, wherein the one of the plurality of secured WLANS of the first wireless

network broadcast device and the one of the plurality of secured WLANSs of the second wireless
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network broadcast device are accessed by the computing device of the at least one of the second
plurality of subscribers using the same network name and password.
3. The system of claim 2, wherein the one of the plurality of secured WLANSs of the first network
broadcast device and the one of the plurality of secured WLANS of the second broadcast device
are assigned different private IP addresses.
4. The system of any one of claims 1 to 3, wherein the first Internet access point is a first router
connecting to an upstream Internet service provider (ISP) and the second Internet access point is a
second router connecting to an upstream ISP.
5. The system of any one of claims 1 to 4, wherein the networks security rules isolate network
communication data of each of the plurality of secured WLANs from all other network
communications data passing through the first or second Internet access points.
6. The system of any one of claims 1 to 5, wherein the network security rules provide a firewall.
7. The system of any one of claims 1 to 6, wherein the network security rules provide a VPN
protocol.
8. The system of any one of claims 1 to 7, wherein the first and second wireless network
broadcast devices are configured to track subscriber usage and record subscriber usage statistics
in a memory.
9. The system of claim 8, wherein subscriber usage statistics recorded in the memory of the first
and second wireless network broadcast devices are independently communicated at a
predetermined time interval to the remote server configured to maintain subscriber usage records.
10. The system of claim 8, wherein subscriber usage is tracked by analyzing header information
of data packets sent and received by the first and second wireless network broadcast devices.
11. A method for providing a plurality of secured wireless network connections over a shared
Internet access point, the method comprising:

connecting a first wireless network broadcast device supporting a first wireless
communication range to a first Internet access point;

connecting a second wireless network broadcast device supporting a second wireless
communication range to a second Internet access point, the first and second wireless
communication ranges being geographically distinct;

from each of the first and second wireless network broadcast devices broadcasting a

plurality of secured WLANs and an open unsecured WLAN directed to a web page hosted on a
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remote server and providing information relating to the plurality of secured WLANSs and prompts
to allow a subscriber to purchase one of the plurality of secured WLANS;

providing network security rules to isolate network communications data of each of the
plurality of secured WLANs from all other network communications data passing through the
first and second wireless network broadcast devices;

connecting a first plurality of subscribers to the plurality of secured WLANs of the first
wireless network broadcast device, respectively, each of the first plurality of subscribers having a
computing device configured for password protected wireless connection to one of the plurality of
secured WLANS of the first wireless network broadcast device;

connecting a second plurality of subscribers to the plurality of secured WLANSs of the
second wireless network broadcast device, respectively, each of the second plurality of
subscribers having a computing device configured for password protected wireless connection to
one of the plurality of secured WLANS of the second wireless network broadcast device;

automatically connecting the computing device of at least one of the second plurality of
subscribers to one of the plurality of secured WLANs of the first wireless network broadcast
device when the computing device of the at least one of the second plurality of subscribers is
inside the first wireless communication range of the first wireless network broadcast device and
outside the second wireless communication range of the second wireless network broadcast
device.
12. The method of claim 11, wherein the computing device of the at least one of the second
plurality of subscribers uses the same network name and password when connecting to the one of
the plurality of secured WLANs of the first wireless network broadcast device and when
connecting to the one of the plurality of secured WLANs of the second wireless network
broadcast device.
13. The method of claim 12, further comprising assigning different private IP addresses to the one
of the plurality of secured WLANs of the first network broadcast device and the one of the
plurality of secured WLANSs of the second broadcast device.
14. The method of any one of claims 11 to 13, wherein the first Internet access point is a first
router connecting to an upstream Internet service provider (ISP) and the second Internet access

point is a second router connecting to an upstream ISP.
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15. The method of any one of claims 11 to 14, wherein the networks security rules isolate
network communication data of each of the plurality of secured WLANSs from all other network
communications data passing through the first or second Internet access points.
16. The method of any one of claims 11 to 15, wherein the network security rules provide a
firewall.
17. The method of any one of claims 11 to 16, wherein the network security rules provide a VPN
protocol.
18. The method of any one of claims 11 to 17, further comprising configuring the first and second
wireless network broadcast devices to track subscriber usage and record subscriber usage
statistics in a memory.
19. The method of claim 18, wherein subscriber usage statistics recorded in the memory of the
first and second wireless network broadcast devices are independently communicated at a
predetermined time interval to the remote server configured to maintain subscriber usage records.
20. The method of claim 18, wherein subscriber usage is tracked by analyzing header information
of data packets sent and received by the first and second wireless network broadcast devices.
21. A computer readable medium embodying a computer program for providing a plurality of
secured wireless network connections over a shared Internet access point, the computer readable
medium comprising:

computer readable code for connecting a first wireless network broadcast device
supporting a first wireless communication range to a first Internet access point;

computer readable code for connecting a second wireless network broadcast device
supporting a second wireless communication range to a second Internet access point, the first and
second wireless communication ranges being geographically distinct;

computer readable code for broadcasting, from each of the first and second wireless
network broadcast devices, a plurality of secured WLANSs and an open unsecured WLAN directed
to a web page hosted on a remote server and providing information relating to the plurality of
secured WLANs and prompts to allow a subscriber to purchase one of the plurality of secured
WLAN:S;

computer readable code for providing network security rules to isolate network
communications data of each of the plurality of secured WLANs from all other network

communications data passing through the first and second wireless network broadcast devices;
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computer readable code for respectively connecting a first plurality of subscribers to the
plurality of secured WLANSs of the first wireless network broadcast device, each of the first
plurality of subscribers having a computing device configured for password protected wireless
connection to one of the plurality of secured WLANs of the first wireless network broadcast
device;

computer readable code for respectively connecting a second plurality of subscribers to
the plurality of secured WLANSs of the second wireless network broadcast device, each of the
second plurality of subscribers having a computing device configured for password protected
wireless connection to one of the plurality of secured WLANs of the second wireless network
broadcast device;

computer readable code for automatically connecting the computing device of at least one
of the second plurality of subscribers to one of the plurality of secured WLANs of the first
wireless network broadcast device when the computing device of the at least one of the second
plurality of subscribers is inside the first wireless communication range of the first wireless
network broadcast device and outside the second wireless communication range of the second
wireless network broadcast device.
22. The computer readable medium of claim 21, wherein the computing device of the at least one
of the second plurality of subscribers uses the same network name and password when connecting
to the one of the plurality of secured WLANS of the first wireless network broadcast device and
when connecting to the one of the plurality of secured WLANSs of the second wireless network
broadcast device.
23. The computer readable medium of claim 22, further comprising computer readable code for
assigning different private IP addresses to the one of the plurality of secured WLANS of the first
network broadcast device and the one of the plurality of secured WLANSs of the second broadcast
device.
24. The computer readable medium of any one of claims 21 to 23, wherein the first Internet
access point is a first router connecting to an upstream Internet service provider (ISP) and the
second Internet access point is a second router connecting to an upstream ISP.
25. The computer readable medium of any one of claims 21 to 24, wherein the networks security
rules isolate network communication data of each of the plurality of secured WLANs from all

other network communications data passing through the first or second Internet access points.
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26. The computer readable medium of any one of claims 21 to 25, wherein the network security
rules provide a firewall.

27. The computer readable medium of any one of claims 21 to 26, wherein the network security
rules provide a VPN protocol.

28. The computer readable medium of any one of claims 21 to 27, further comprising computer
readable code for configuring the first and second wireless network broadcast devices to track
subscriber usage and record subscriber usage statistics in a memory.

29. The computer readable medium of claim 28, wherein subscriber usage statistics recorded in
the memory of the first and second wireless network broadcast devices are independently
communicated at a predetermined time interval to the remote server configured to maintain
subscriber usage records.

30. The computer readable medium of claim 28, wherein subscriber usage is tracked by analyzing
header information of data packets sent and received by the first and second wireless network
broadcast devices.

31. A system for adding a secured wireless network connection for a subscriber in a mobility
mode, the system comprising:

a first wireless network broadcast device configured to broadcast an open unsecured
wireless network connection, to broadcast a home mode secured wireless network connection
uniquely accessible by a first subscriber in a home mode, and to broadcast a mobility mode
secured wireless network connection uniquely accessible by a second subscriber in a mobility
mode, the home mode designated when the first subscriber initially establishes the home mode
secured wireless network connection with the first wireless network broadcast device in a first
wireless communication range and remains geographically within the first wireless
communication range of the first wireless network broadcast device, a mobility mode designated
when the second subscriber initially establishes a home mode secured wireless network
connection with a second wireless network broadcast device in a second wireless communication
range and moves geographically outside of the second wireless communication range of the
second wireless network broadcast device and remains within the first wireless communication
range of the first wireless network broadcast device;

a remote server communicative with the first wireless network broadcast device through
an Internet access point, the remote server configured to receive information from the first

wireless network broadcast device relating to the second subscriber, accessing a stored record of
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the second subscriber to designate the second subscriber in the mobility mode, and sending a
communication to the first wireless network broadcasting device to add the mobility mode
secured wireless network connection uniquely accessible by the second subscriber in the mobility
mode.

32. The system of claim 31, wherein a service set identifier (SSID) and a password of the
mobility mode wireless network connection of the second subscriber with the first wireless
network device is the same as the SSID and password of the home mode secured wireless
network connection of the second subscriber with the second wireless network broadcast device.
33. The system of claim 31 or 32, wherein a private IP address assigned by the first wireless
network device to the mobility mode wireless network connection of the second subscriber with
the first wireless network device is different than a private IP address assigned by the first
wireless network broadcast device to the home mode secured wireless network connection of the
first subscriber with the first wireless network broadcast device.

34. The system of claim 33, wherein the private IP address assigned by the first wireless network
device to the mobility mode wireless network connection of the second subscriber with the first
wireless network device is different than the private IP address assigned by the second wireless
network broadcast device to the home mode secured wireless network connection of the second
subscriber with the second wireless network broadcast device.

35. The system of any one of claims 31 to 34, wherein the mobility mode is designated when the
second subscriber remains within the first wireless communication range of the first wireless
network broadcast device for a predetermined time of at least 10 seconds.

36. The system of any one of claims 31 to 35, further comprising a remote memory, the remote
memory communicative with the remote server, the remote memory storing records of the first
and second subscribers, each record comprising a unique identifier and a network usage statistic,
the network usage statistic calculated based on time, data or both time and data in home mode
and mobility mode.

37. The system of claim 36, wherein the unique identifier is a plurality of unique identifiers
including at least one unique identifier established internally within the system and at least one
unique identifier that is an industry standard.

38. The system of claim 37, wherein the at least one unique identifier that is an industry standard

is a media access control (MAC) address of a subscriber device.
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39. The system of any one of claims 31 to 35, wherein the information from the first wireless
network broadcast device relating to the second subscriber includes a unique identifier of the
second subscriber and the remote server determines whether the unique identifier is associated
with a previously established secured wireless network connection within the system.
40. The system of claim 39, wherein the unique identifier is a MAC address, and the first wireless
network broadcast device is configured to automatically capture and decode a MAC address
transmission within the first wireless wireless communication range and to send the MAC
address to the remote server.
41. A method for adding a secured wireless network connection for a subscriber in a mobility
mode, the method comprising:

broadcasting, using a first wireless network broadcast device, an open unsecured wireless
network connection, a home mode secured wireless network connection uniquely accessible by a
first subscriber in a home mode, and a mobility mode secured wireless network connection
uniquely accessible by a second subscriber in a mobility mode, the home mode designated when
the first subscriber initially establishes the home mode secured wireless network connection with
the first wireless network broadcast device in a first wireless communication range and remains
geographically within the first wireless communication range of the first wireless network
broadcast device, a mobility mode designated when the second subscriber initially establishes a
home mode secured wireless network connection with a second wireless network broadcast
device in a second wireless communication range and moves geographically outside of the second
wireless communication range of the second wireless network broadcast device and remains
within the first wireless communication range of the first wireless network broadcast device;

communicating information relating to the second subscriber from the first wireless
network broadcast device to a remote server through an Internet access point,

the remote server accessing a stored record of the second subscriber to designate the
second subscriber in the mobility mode, and

sending a communication from the remote server to the first wireless network
broadcasting device to add the mobility mode secured wireless network connection uniquely
accessible by the second subscriber in the mobility mode.
42. The method of claim 41, wherein a service set identifier (SSID) and a password of the

mobility mode wireless network connection of the second subscriber with the first wireless
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network device is the same as the SSID and password of the home mode secured wireless
network connection of the second subscriber with the second wireless network broadcast device.
43. The method of claim 41 or 42, further comprising assigning a private IP address selected from
a first predetermined range of IP addresses to the mobility mode wireless network connection of
the second subscriber with the first wireless network device and assigning a private IP address
selected from a second predetermined range of IP addresses to the home mode secured wireless
network connection of the first subscriber with the first wireless network broadcast device.

44. The method of claim 43, further comprising assigning a private IP address selected from the
first predetermined range of IP addresses to the mobility mode wireless network connection of the
second subscriber with the first wireless network device and assigning a private IP address
selected from the second predetermined range of IP addresses to the home mode secured wireless
network connection of the second subscriber with the second wireless network broadcast device.
45. The method of any one of claims 41 to 44, wherein the mobility mode is designated when the
second subscriber remains within the first wireless communication range of the first wireless
network broadcast device for a predetermined time of at least 10 seconds.

46. The method of any one of claims 41 to 45, further comprising storing records of the first and
second subscribers in a remote memory, each record comprising a unique identifier and a network
usage statistic, the network usage statistic calculated based on time, data or both time and data in
home mode and mobility mode.

47. The method of claim 46, wherein the unique identifier is a plurality of unique identifiers
including at least one unique identifier established internally within the system and at least one
unique identifier that is an industry standard.

48. The method of claim 47, wherein the at least one unique identifier that is an industry standard
is a media access control (MAC) address of a subscriber device.

49. The method of any one of claims 41 to 45, further comprising determining whether a unique
identifier of the second subscriber is associated with a previously established secured wireless
network connection, wherein the information relating to the second subscriber from the first
wireless network broadcast device includes the unique identifier of the second subscriber.

50. The method of claim 49, further comprising automatically capturing and decoding a MAC
address transmission within the first wireless communication range and sending the MAC address

to the remote server, wherein MAC address is the unique identifier of the second subscriber.
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51. A computer readable medium embodying a computer program for adding a secured wireless
network connection for a subscriber in a mobility mode, the computer readable medium
comprising:

computer readable code for broadcasting, using a first wireless network broadcast device,
an open unsecured wireless network connection, a home mode secured wireless network
connection uniquely accessible by a first subscriber in a home mode, and a mobility mode secured
wireless network connection uniquely accessible by a second subscriber in a mobility mode, the
home mode designated when the first subscriber initially establishes the home mode secured
wireless network connection with the first wireless network broadcast device in a first wireless
communication range and remains geographically within the first wireless communication range
of the first wireless network broadcast device, a mobility mode designated when the second
subscriber initially establishes a home mode secured wireless network connection with a second
wireless network broadcast device in a second wireless communication range and moves
geographically outside of the second wireless communication range of the second wireless
network broadcast device and remains within the first wireless communication range of the first
wireless network broadcast device;

computer readable code for communicating information relating to the second subscriber
from the first wireless network broadcast device to a remote server through an Internet access
point,

computer readable code for the remote server accessing a stored record of the second
subscriber to designate the second subscriber in the mobility mode, and

computer readable code for sending a communication from the remote server to the first
wireless network broadcasting device to add the mobility mode secured wireless network
connection uniquely accessible by the second subscriber in the mobility mode.
52. The computer readable medium of claim 51, wherein a service set identifier (SSID) and a
password of the mobility mode wireless network connection of the second subscriber with the
first wireless network device is the same as the SSID and password of the home mode secured
wireless network connection of the second subscriber with the second wireless network broadcast
device.
53. The computer readable medium of claim 51 or 52, further comprising computer readable code
for assigning a private IP address selected from a first predetermined range of IP addresses to the

mobility mode wireless network connection of the second subscriber with the first wireless
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network device and computer readable code for assigning a private IP address selected from a
second predetermined range of IP addresses to the home mode secured wireless network
connection of the first subscriber with the first wireless network broadcast device.

54. The computer readable medium of claim 53, further comprising computer readable code for
assigning a private IP address selected from the first predetermined range of IP addresses to the
mobility mode wireless network connection of the second subscriber with the first wireless
network device and computer readable code for assigning a private IP address selected from the
second predetermined range of IP addresses to the home mode secured wireless network
connection of the second subscriber with the second wireless network broadcast device.

55. The computer readable medium of any one of claims 51 to 54, wherein the mobility mode is
designated when the second subscriber remains within the first wireless communication range of
the first wireless network broadcast device for a predetermined time of at least 10 seconds.

56. The computer readable medium of any one of claims 51 to 55, further comprising computer
readable code for storing records of the first and second subscribers in a remote memory, each
record comprising a unique identifier and a network usage statistic, the network usage statistic
calculated based on time, data or both time and data in home mode and mobility mode.

57. The computer readable medium of claim 56, wherein the unique identifier is a plurality of
unique identifiers including at least one unique identifier established internally within the system
and at least one unique identifier that is an industry standard.

58. The computer readable medium of claim 57, wherein the at least one unique identifier that is
an industry standard is a media access control (MAC) address of a subscriber device.

59. The computer readable medium of any one of claims 51 to 55, further comprising computer
readable code for determining whether a unique identifier of the second subscriber is associated
with a previously established secured wireless network connection, wherein the information
relating to the second subscriber from the first wireless network broadcast device includes the
unique identifier of the second subscriber.

60. The computer readable medium of claim 59, further comprising automatically capturing and
decoding a MAC address transmission within the first wireless communication range and sending
the MAC address to the remote server, wherein the MAC address is the unique identifier of the
second subscriber.

61. A system for providing a plurality of secured wireless network connections over a shared

Internet access point, the system comprising:
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a plurality of providers, each of the plurality of providers controlling an Internet access
point and a wireless network broadcast device connected to the Internet access point;

the wireless network broadcast device comprising a wireless adapter to establish a
plurality of secured WLANs and an open unsecured WLAN directed to a web page hosted on a
remote server and providing information relating to connection speed of the plurality of secured
WLANs and prompts to allow a subscriber to purchase and configure one of the plurality of
secured WLANSs, and a processor programmed to execute network security rules to isolate
network communications data of each of the plurality of secured WLANs from all other network
communications data passing through the wireless adapter;

a plurality of subscribers, each of the plurality of subscribers having purchased access to
one of the plurality of the secured WLANs and having a computing device configured for
wireless connection to one of the plurality of secured WLAN:S.

62. The system of claim 61, wherein the Internet access point is a router connecting to an
upstream Internet service provider.

63. The system of claim 62, wherein the wireless network broadcast device is connected to the
router with a wired connection.

64. The system of claim 62, wherein the wireless network broadcast device is connected to the
router with a wireless connection.

65. The system of any one of claims 61 to 64, wherein the wireless adapter is configured to an
802.11 communication standard.

66. The system of any one of claims 61 to 65, wherein the networks security rules isolate network
communication data of each of the plurality of secured WLANs from all other network
communications data passing through the Internet access point.

67. The system of any one of claims 61 to 66, wherein the network security rules provide a
firewall.

68. The system of any one of claims 61 to 66, wherein the network security rules provide a
sandbox.

69. The system of any one of claims 61 to 66, wherein the network security rules provide a jail.
70. The system of any one of claims 61 to 66, wherein the network security rules provide a VPN
protocol.

71. The system of claim 70, wherein the VPN protocol is L2TP, PPTP or SSTP.
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72. The system of any one of claims 61 to 71, wherein a unique web page is hosted for each of the
plurality of providers.
73. The system of any one of claims 61 to 72, wherein the wireless network broadcast device is
configured to track subscriber usage and record subscriber usage statistics in a memory.
74. The system of claim 73, wherein subscriber usage statistics recorded in the memory of the
wireless network broadcast device are communicated at a predetermined time interval to a remote
server configured to maintain subscriber usage records linked to a corresponding provider’s
account.
75. The system of claim 73, wherein subscriber usage is tracked by analyzing header information
of data packets sent and received by the wireless network broadcast device.
76. A method for providing a plurality of secured wireless network connections over a shared
Internet access point, the method comprising:

connecting a plurality of wireless network broadcast devices to a plurality of Internet
access points, respectively;

broadcasting a plurality of secured WLANs from each device of the plurality of wireless
network broadcast devices;

broadcasting an open unsecured WLAN from each device of the plurality of wireless
network broadcast devices, the open unsecured WLAN directed to a web page hosted on a remote
server;

providing information on the web page, the information relating to a connection speed of
the plurality of secured WLANs and providing prompt on the web page to allow purchase and
configuration of one of the plurality of secured WLANS;

providing network security rules to isolate network communications data of each of the
plurality of secured WLANSs from all other network communications data passing through the
wireless adapter;

connecting a plurality of subscribers to the plurality of secured WLANS, respectively,
each of the plurality of subscribers having purchased access to one of the plurality of the secured
WLANS and having a computing device configured for password protected wireless connection
to one of the plurality of secured WLANSs.
77. The method of claim 76, wherein each of the plurality of Internet access points is a router

connecting to an upstream Internet service provider.
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78. The method of claim 77, further comprising connecting the wireless network broadcast device
to the router with a wired connection.
79. The method of claim 77, further comprising connecting the wireless network broadcast device
to the router with a wireless connection.
80. The method of any one of claims 76 to 79, wherein the wireless adapter is configured to an
802.11 communication standard.
81. The method of any one of claims 76 to 80, wherein the network security rules isolate network
communication data of each of the plurality of secured WLANs from all other network
communications data passing through each of the plurality of Internet access points.
82. The method of any one of claims 76 to 81, wherein the network security rules provide a
firewall.
83. The method of any one of claims 76 to 81, wherein the network security rules provide a
sandbox.
84. The method of any one of claims 76 to 81, wherein the network security rules provide a jail.
85. The method of any one of claims 76 to 81, wherein the network security rules provide a VPN
protocol.
86. The method of claim 85, wherein the VPN protocol is L2TP, PPTP or SSTP.
87. The method of any one of claims 76 to 86, wherein each open unsecured WLAN is directed to
a unique web page.
88. The method of any one of claims 76 to 87, further comprising tracking subscriber usage and
recording subscriber usage statistics in a memory of each wireless network broadcast device.
89. The method of claim 88, further comprising sending usage statistics recorded in the memory
of the wireless network broadcast device, at a predetermined time interval, to a remote server
configured to maintain subscriber usage records.
90. The method of claim 88, wherein subscriber usage is tracked by analyzing header information
of data packets sent and received by the wireless network broadcast device.
91. A computer readable medium embodying a computer program for providing a plurality of
secured wireless network connections over a shared Internet access point, the computer readable
medium comprising:

computer readable code for connecting a plurality of wireless network broadcast devices

to a plurality of Internet access points, respectively;
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computer readable code for broadcasting a plurality of secured WLANs from each device
of the plurality of wireless network broadcast devices;

computer readable code for broadcasting an open unsecured WLAN from each device of
the plurality of wireless network broadcast devices, the open unsecured WLAN directed to a web
page hosted on a remote server;

computer readable code for providing information on the web page, the information
relating to a connection speed of the plurality of secured WLANSs and providing prompts on the
web page to allow purchase and configuration of one of the plurality of secured WLANS;

computer readable code for providing network security rules to isolate network
communications data of each of the plurality of secured WLANs from all other network
communications data passing through the wireless adapter;

computer readable code for connecting a plurality of subscribers to the plurality of secured
WLAN:S, respectively, each of the plurality of subscribers having purchased access to one of the
plurality of the secured WLANs and having a computing device configured for password
protected wireless connection to one of the plurality of secured WLANS.
92. The computer readable medium of claim 91, wherein each of the plurality of Internet access
points is a router connecting to an upstream Internet service provider.
93. The computer readable medium of claim 92, further comprising computer readable code for
connecting the wireless network broadcast device to the router with a wired connection.
94. The computer readable medium of claim 92, further comprising computer readable code for
connecting the wireless network broadcast device to the router with a wireless connection.
95. The computer readable medium of any one of claims 91 to 94, wherein the wireless adapter is
configured to an 802.11 communication standard.
96. The computer readable medium of any one of claims 91 to 95, wherein the network security
rules isolate network communication data of each of the plurality of secured WLANSs from all
other network communications data passing through each of the plurality of Internet access
points.
97. The computer readable medium of any one of claims 91 to 96, wherein the network security
rules provide a firewall.
98. The computer readable medium of any one of claims 91 to 96, wherein the network security

rules provide a sandbox.
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99. The computer readable medium of any one of claims 91 to 96, wherein the network security
rules provide a jail.

100. The computer readable medium of any one of claims 91 to 96, wherein the network security
rules provide a VPN protocol.

101. The computer readable medium of claim 100, wherein the VPN protocol is L2TP, PPTP or
SSTP.

102. The computer readable medium of any one of claims 91 to 101, wherein each open
unsecured WLAN is directed to a unique web page.

103. The computer readable medium of any one of claims 91 to 102, further comprising computer
readable code for tracking subscriber usage and recording subscriber usage statistics in a memory
of each wireless network broadcast device.

104. The computer readable medium of claim 103, further comprising computer readable code for
sending usage statistics recorded in the memory of the wireless network broadcast device, at a
predetermined time interval, to a remote server configured to maintain subscriber usage records.
105. The computer readable medium of claim 103, wherein subscriber usage is tracked by
analyzing header information of data packets sent and received by the wireless network broadcast
device.

106. A system for adding a secured wireless network connection to a wireless network
broadcasting device, the system comprising:

a wireless network broadcast device configured to broadcast a first open unsecured
wireless network connection and to broadcast a first secured wireless network connection
uniquely accessible by a first subscriber, the open unsecured wireless network connection
directed to a unique first web page providing information relating to purchase of a second secured
wireless network connection of the wireless network broadcast device;

a remote server communicative with the wireless network broadcast device through an
Internet access point, the remote server configured to receive a communication relating to
purchase of the second secured wireless network connection by a second subscriber, and sending
a communication to the wireless network broadcasting device to add the second secured wireless
network connection uniquely accessible by the second subscriber.

107. The system of claim 106, wherein the Internet access point is a router connecting to an

upstream Internet service provider.
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108. The system of claim 107, wherein the wireless network broadcast device is connected to the
router with a wired connection.
109. The system of claim 107, wherein the wireless network broadcast device is connected to the
router with a wireless connection.
110. The system of any one of claims 106 to 109, wherein the wireless network broadcast device
is configured to an 802.11 communication standard.
111. The system of any one of claims 106 to 110, wherein the wireless network broadcast device
is configured with network security rules to isolate network communication data of each of the
first and second secured wireless network connections from all other network communications
data passing through the Internet access point.
112. The system of claim 111, wherein the network security rules provide a firewall.
113. The system of claim 111, wherein the network security rules provide a sandbox.
114. The system of claim 111, wherein the network security rules provide a jail.
115. The system of claim 111, wherein the network security rules provide a VPN protocol.
116. The system of claim 115, wherein the VPN protocol is L2TP, PPTP or SSTP.
117. The system of any one of claims 106 to 116, further comprising a second wireless network
broadcasting device broadcasting a second open unsecured wireless network connection directed
to a unique second web page, the second wireless network broadcasting device communicative
with the remote server.
118. The system of any one of claims 106 to 116, wherein the wireless network broadcast device
is configured to track subscriber usage and record subscriber usage statistics in a memory.
119. The system of claim 118, wherein subscriber usage statistics recorded in the memory of the
wireless network broadcast device are communicated at a predetermined time interval to a second
remote server configured to maintain subscriber usage records.
120. The system of claim 118, wherein subscriber usage is tracked by analyzing header
information of data packets sent and received by the wireless network broadcast device.
121. A method for adding a secured wireless network connection to a wireless network
broadcasting device, the method comprising;

broadcasting, from a wireless network broadcast device, a first open unsecured wireless
network connection and a first secured wireless network connection uniquely accessible by a first

subscriber, the open unsecured wireless network connection directed to a unique first web page
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providing information relating to purchase of a second secured wireless network connection of
the wireless network broadcast device;

receiving at a remote server communicative with the wireless network broadcast device
through an Internet access point, a communication relating to purchase of the second secured
wireless network connection by a second subscriber; and

sending a communication from the remote server to the wireless network broadcasting
device to add the second secured wireless network connection uniquely accessible by the second
subscriber.
122. The method of claim 121, wherein the Internet access point is a router connecting to an
upstream Internet service provider.
123. The method of claim 122, further comprising connecting the wireless network broadcast
device to the router with a wired connection.
124. The method of claim 122, further comprising connecting the wireless network broadcast
device to the router with a wireless connection.
125. The method of any one of claims 121 to 124, wherein the wireless network broadcast device
is configured to an 802.11 communication standard.
126. The method of any one of claims 121 to 125, further comprising providing network security
rules to isolate network communication data of each of the first and second secured wireless
network connections from all other network communications data passing through the Internet
access point.
127. The method of claim 126, wherein the network security rules provide a firewall.
128. The method of claim 126, wherein the network security rules provide a sandbox.
129. The method of claim 126, wherein the network security rules provide a jail.
130. The method of claim 126, wherein the network security rules provide a VPN protocol.
131. The method of claim 130, wherein the VPN protocol is L2TP, PPTP or SSTP.
132. The method of any one of claims 121 to 131, further comprising connecting a second
wireless network broadcast device to the remote server through a second Internet access point,
broadcasting a second open unsecured wireless network connection from the second wireless
network broadcast device, and directing the second open unsecured to a unique second web page
hosted on the remote server.
133. The method of any one of claims 121 to 131, further comprising tracking subscriber usage

and recording subscriber usage statistics in a memory of the wireless network broadcast device.
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134. The method of claim 133, further comprising sending subscriber usage statistics recorded in
the memory of the wireless network broadcast device, at a predetermined time interval, to a
second remote server configured to maintain subscriber usage records.
135. The method of claim 133, wherein subscriber usage is tracked by analyzing header
information of data packets sent and received by the wireless network broadcast device.
136. A computer readable medium embodying a computer program for adding a secured wireless
network connection to a wireless network broadcasting device, the computer readable medium
comprising:

computer readable code for broadcasting, from a wireless network broadcast device, a first
open unsecured wireless network connection and a first secured wireless network connection
uniquely accessible by a first subscriber, the open unsecured wireless network connection
directed to a unique first web page providing information relating to purchase of a second secured
wireless network connection of the wireless network broadcast device;

computer readable code for receiving at a remote server communicative with the wireless
network broadcast device through an Internet access point, a communication relating to purchase
of the second secured wireless network connection by a second subscriber; and

computer readable code for sending a communication from the remote server to the
wireless network broadcasting device to add the second secured wireless network connection
uniquely accessible by the second subscriber.
137. The computer readable medium of claim 136, wherein the Internet access point is a router
connecting to an upstream Internet service provider.
138. The computer readable medium of claim 137, further comprising computer readable code for
connecting the wireless network broadcast device to the router with a wired connection.
139. The computer readable medium of claim 137, further comprising computer readable code for
connecting the wireless network broadcast device to the router with a wireless connection.
140. The computer readable medium of any one of claims 136 to 139, wherein the wireless
network broadcast device is configured to an 802.11 communication standard.
141. The computer readable medium of any one of claims 136 to 140, further comprising
computer readable code for providing network security rules to isolate network communication
data of each of the first and second secured wireless network connections from all other network

communications data passing through the Internet access point.
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142. The computer readable medium of claim 141, wherein the network security rules provide a
firewall.
143. The computer readable medium of claim 141, wherein the network security rules provide a
sandbox.
144. The computer readable medium of claim 141, wherein the network security rules provide a
jail.
145. The computer readable medium of claim 141, wherein the network security rules provide a
VPN protocol.
146. The computer readable medium of claim 145, wherein the VPN protocol is L2TP, PPTP or
SSTP.
147. The computer readable medium of any one of claims 136 to 146, further comprising
computer readable code for connecting a second wireless network broadcast device to the remote
server through a second Internet access point, broadcasting a second open unsecured wireless
network connection from the second wireless network broadcast device, and directing the second
open unsecured to a unique second web page hosted on the remote server.
148. The computer readable medium of any one of claims 136 to 146, further comprising
computer readable code for tracking subscriber usage and recording subscriber usage statistics in
a memory of the wireless network broadcast device.
149. The computer readable medium of claim 148, further comprising computer readable code for
sending subscriber usage statistics recorded in the memory of the wireless network broadcast
device, at a predetermined time interval, to a second remote server configured to maintain
subscriber usage records.
150. The computer readable medium of claim 148, wherein subscriber usage is tracked by
analyzing header information of data packets sent and received by the wireless network broadcast
device.
151. A wireless network broadcast device comprising:

a first wireless adapter to establish password protected secured wireless communications
with an Internet access point;

a second wireless adapter to establish a plurality of secured WLANs and an open
unsecured WLAN directed to a web page hosted on a remote server and providing information

relating to purchase of one of the plurality of secured WLANS; and
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a processor communicative with both the first wireless adapter and the second wireless
adapter, the processor programmed to execute network security rules to isolate network
communications data of each of the plurality of secured WLANs from all other network
communications data passing through the first wireless adapter.

152. The device of claim 151, wherein the Internet access point is a router connecting to an
upstream Internet service provider.

153. The device of claim 152, wherein the information relating to purchase of one of the plurality
of secured WLANS includes a data transmission speed of the plurality of secured WLANS, a data
amount availability of the plurality of secured WLANS, or any combination thereof.

154. The device of claim 153, wherein the information relating to purchase of one of the plurality
of secured WLANSs includes a cost of purchase, a prompt to confirm a purchase, a prompt to
select a network configuraation, or any combination thereof.

155. The device of any one of claims 151 to 154, wherein both the first and second wireless
adapters are configured to an 802.11 communication standard.

156. The device of any one of claims 151 to 155, wherein the networks security rules isolate
network communication data of each of the plurality of secured WLANSs from all other network
communications data passing through the Internet access point.

157. The device of any one of claims 151 to 156, wherein the network security rules provide a
firewall.

158. The device of any one of claims 151 to 156, wherein the network security rules provide a
sandbox.

159. The device of any one of claims 151 to 156, wherein the network security rules provide a
jail.

160. The device of any one of claims 151 to 156, wherein the network security rules provide a
VPN protocol.

161. The device of claim 160, wherein the VPN protocol is L2TP, PPTP or SSTP.

162. The device of any one of claims 151 to 161, wherein the unique web page is a captive portal.
163. The device of any one of claims 151 to 162, wherein the processor is configured to track
usage of each of the plurality of secured WLANSs and record usage statistics in a memory.

164. The device of claim 163, wherein usage statistics recorded in the memory of the wireless
network broadcast device are communicated at a predetermined time interval to a remote server

configured to maintain usage records.
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Continuation of Box No. 111, Page 2
The claims are directed to a plurality of inventive concepts as follows:

Group A Claims 1-30, 61-105, and 151-164 are directed to a system, method, product and device for providing a plurality of
secured wireless network connections over a shared Internet access point and for adding a secured wireless network
connection to a wireless network broadcasting device, specifically characterised by the feature of broadcasting a
plurality of secured WLLANs and an open unsecured WLAN directed to a web page hosted on a remote server and
providing information relating to the plurality of secured WLANSs and prompts to allow a subscriber to purchase
one of the plurality of secured WILANs:;

Group B Claims 31-60 are directed to a system, method and product for adding a secured wireless network connection for a
subscriber in a mobility mode, specifically characterised by the feature of sending a communication from a remote
server to a first wireless network broadcasting device to add the mobility mode secured wireless network
connection uniquely accessible by a second subscriber in the mobility mode;, and

Group C Claims 106-150 are directed to a system, method and product for adding a secured wireless network connection to
a wireless network broadcasting device, specifically characterised by the feature of broadcasting, from a wireless
network broadcast device, a first open unsecured wireless network connection and a first secured wireless network
connection uniquely accessible by a first subscriber, the open unsecured wireless network connection directed to @
unique first web page providing information relating to purchase of a second secured wireless network connection
of the wireless network broadcast device.

Continuation of “FIELDS SEARCHED”, Page 4

Electronic database(s) consulted during the international search (name of database(s) and, where practicable, search terms used)

Group A

shared, internet, network, access point, hotspot, wifi, wireless, wlan, *secur*, range, geogra®, subscriber, first, second, inside, within, outside,
beyond, comput* device, terminal, computer, client, desktop, laptop, tablet, smart_phone, broadcast*, transmit*, connect*, communicat®,
purchas®, web*, web page, prompt, rule, profile, password

Group B

internet, network, access point, hotspot, wireless, wifi, wlan, *secur*, range, geogra*, subscriber, first, second, home, mobility, roaming,
traveling, visitor, guest, mode, configuration, setup, remote server, server, broadcast®, transmit*, connect*, communicat®, uniqu* access*
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