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(54) Automotive system fault diagnosis

(57) A method of constructing a model-based func-
tional-logic graph to diagnose a fault in an automotive
system (2), the method including the steps of acquiring
the components of the system (2); acquiring the topolog-
ical structure of the system; acquiring failure and oper-
ating modes of the system components; determining the
connections between the components of the system (2);
acquiring predetermined operating and failure modes for
the connections; establishing connecting branches be-
tween objects in the graph as a function of the logic de-
pendency and/or functional dependency between the
signals; and constructing the functional-logic graph as a
function of the objects and the relative connecting
branches.
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Description

[0001] The present invention relates in general to au-
tomotive fault diagnosis, and more specifically to auto-
matically generating a model-based functional-logic
graph representing an automotive system, and that can
be implemented in a system fault diagnosis algorithm.
[0002] Diagnostic systems are known, designed to lo-
cate faults in automotive electric and/or electronic and/or
mechanical systems, to assist operators in detecting the
cause of a fault and/or faulty system components.
[0003] Some such diagnostic systems analyse the ve-
hicle using a diagnostic method substantially based on
a so-called model-based "functional-logic" graph struc-
ture.

[0004] The model-based approach to automotive di-
agnosis - as explained, for example, in the article "Model-
based Diagnosis for Automotive Repair" by Marialuisa
Sanseverino and Fulvio Cascio, in the November 1997
issue of "IEE Intelligent Systems and their Application" -
is substantially based on the principle of representing the
monitored system by a so-called functional-logic model,
i.e. comprising a number of monitored "objects" related
to system signals or components, and a number of "func-
tional-logic" connecting branches or connections linking
the objects to form a functional-logic graph.

[0005] The method implements a fault analysis proc-
ess that comprises working along the object-related
nodes of the graph in orderly manner, following the set
functional-logic connections, and at the same time im-
plementing procedures that propagate the logic state of
an object dynamically by assigning it each time to a sub-
set of objects having a given functional-logic relationship
with it, so as to exclude subsets of objects, i.e. correctly
operating graph "portions"”, from analysis.

[0006] More specifically, the objects represented by
the functional-logic graph nodes relate to characteristic
components or signals of the monitored system, while
the node connecting branches represent the functional-
logic dependency between components and signals and
between signals.

[0007] The procedures propagate a signal state along
the graph node connecting branches to a graph portion
comprising a subset of objects related to the object itself.
By so doing, diagnosis quickly rules out all the correctly
operating objects, and gradually targets in on critical-
state objects, i.e. more likely to be faulty.

[0008] More specifically, the procedures propagate the
variation in the state of an object, e.g. the state of an
electric signal, to a portion of the graph containing objects
related to it, by implementing one of three propagation
strategies : afirstbased on a "functionality" rule; a second
based on a "failure rule"; and a third based on a "focusing
rule".

[0009] More specifically, the "functionality rule" states
that, if a signal related to a first object in the functional-
logic graph is correct, all the signals related to objects
connected functionally to the first must be correct.
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[0010] The “failure rule" states that, if all the input sig-
nals of a given component related to a first object in the
functional-logic graph are correct, but at least one output
signal of the component is incorrect, the diagnosis meth-
od must diagnose a component fault.

[0011] The "focusing rule" statesthat, if a signal related
to an object in the graph is diagnosed incorrect and the
failure rule is not activated, the following steps must be
implemented : extrapolate all the causes of faults in com-
ponents related to objects connected functionally to the
object related to the faulty signal; list the fault causes in
order of probability; check the state of signals related to
the most likely cause; and repeat the propagation rules
described above until the fault is detected.

[0012] Usingthe above strategies, diagnostic methods
employing a model-based functional-logic graph repre-
sentation of automotive systems provide for quickly de-
termining and discriminating between faulty and correctly
operating portions of a system, and so greatly reducing
fault-finding processing time.

[0013] Though efficient, model-based diagnostic
methods have a major drawback, and which lies in the
time taken to construct the functional-logic graph of the
system for diagnosis. More specifically, the time taken
to generate the functional-logic graph is directly propor-
tional to the degree of complexity of the system circuitry,
and to the number of components/signals/causes in-
volved in malfunctioning of the system.

[0014] At present, a system model functional-logic
graph is constructed manually by an operator, who must
determine all the objects characteristic of the system and
potentially related to any malfunctioning of it, and also
establish the correct functional-logic relationships be-
tween the objects.

[0015] Constructing a functional-logic graph is there-
fore a time-consuming job, particularly in the case of a
complex system, and so increases diagnostic system
costs.

[0016] Moreover, constructing a functional-logic graph
manually can prove extremely complicated and, as such,
is subject to error, even by the most experienced oper-
ator.

[0017] Itistherefore an object of the present invention
to provide a method of automatically generating a model-
based functional-logic graph of an automotive system,
and which provides for greatly reducing the overall time
taken to construct the graph.

[0018] According to the presentinvention, there is pro-
vided an automotive system diagnostic method as
claimed in Claim 1 and preferably, though not necessar-
ily, in any one of the Claims depending directly or indi-
rectly on Claim 1.

[0019] According tothe presentinvention, there is also
provided a computer system as claimed in Claim 7.
[0020] According to the presentinvention, there is also
provided a software product as claimed in Claim 8.
[0021] According tothe presentinvention, there is also
provided a method of constructing a functional-logic
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graph, as claimed in Claim 9.

[0022] According to the presentinvention, there is also
provided a computer system as claimed in Claim 10.
[0023] According to the presentinvention, there is also
provided a software product as claimed in Claim 11.
[0024] A non-limiting embodiment of the present in-
vention will be described by way of example with refer-
ence to the accompanying drawings, in which:

Figure 1 shows, schematically, an electronic system
for diagnosing an automotive system, and imple-
menting the functional-logic graph construction
method according to the teachings of the present
invention;

Figure 2 shows a flow chart of the operations per-
formed in the functional-logic graph construction
method according to the present invention;

Figure 3 shows a simplified schematic example of a
system to be represented by a functional-logic graph
using the method according to the present invention;
Figure 4 shows a logic table of the Figure 3 system
components, and relative input, output and check
signals;

Figure 5 shows a table defining normal Figure 4 sys-
tem component diagnostic signals;

Figure 6 shows an operating mode table of the sim-
plified Figure 3 system components;

Figure 7 shows a failure mode table of the simplified
Figure 3 system components;

Figure 8 shows a functional-logic table of the Figure
3 system connections;

Figure 9 shows a table defining normal Figure 3 sys-
tem connections;

Figure 10 shows the graph portions of the Figure 3
system components, constructed automatically us-
ing the method according to the present invention;
Figure 11 shows the graph portions of the Figure 3
system connections, constructed using the method
according to the present invention;

Figure 12 shows the functional-logic graph of the Fig-
ure 3 system, constructed using the method accord-
ing to the present invention.

[0025] Number 1 in Figure 1 indicates schematically
as a whole an electronic diagnostic system connectable
to a system 2 of a vehicle 3 and designed to implement
a diagnostic method of locating faults in the components
of system 2, and/or the causes of the faults, and/or the
steps to be taken on the faulty components detected.

[0026] The electronic diagnostic system comprises a
diagnostic unit 4 implementing the diagnostic method; a
test unit 5 for conducting measurements/tests on system
2 and supplying diagnostic system 4 with measurement
signals related to system components, and each contain-
ing an electric voltage or current quantity and/or a logic
state of the relative component; and a user control inter-
face 6 by which the user, during diagnosis, assigns logic
states to system 2 signals and monitors the fault/s de-

10

15

20

25

30

35

40

45

50

55

tected by diagnostic unit 4.

[0027] Diagnostic unit 4 may, for example, comprise a
computer which communicates with and receives system
2 component measurement signals from test unit 5, and
is designed to implement the model-based, object-ori-
ented method of diagnosing operation of system 2 of ve-
hicle 3.

[0028] The diagnostic method substantially comprises
a process of automatically constructing a functional-logic
graph of the components and diagnostic signals of the
vehicle 3 system for diagnosis; and a system fault-finding
analysis process that implements an orderly signal logic
state assignment procedure based substantially on dy-
namically propagating signal logic states along the func-
tional-logic graph, and a comparison procedure that com-
pares the fault state of one or more component signals,
associated with one or more failure modes, with the ac-
tual states of the signals.

[0029] The analysis process based on propagating
states within the functional-logic graph is not the object
of the present invention, and is therefore not described
further.

[0030] For a clearer understanding of the present in-
vention, a software formalism describing and establish-
ing the structure of functional-logic graphs used in model-
based systems to represent automotive systems must
first be defined.

[0031] The functional-logic graph (Figure 12) of a sys-
tem comprises a number of functional-logic graph por-
tions, each of which is associated with a component of
the system for diagnosis, and comprises one or more
nodes representing objects associated with the compo-
nent diagnostic signals.

[0032] Each functional-logic graph portion also com-
prises a number of node connecting branches or func-
tional-logic connections, each of which establishes a di-
rection in which the objects in the graph are travelled, i.e.
between signals, and between signals and the compo-
nent, and which complies with a logic relationship and a
functional relationship between the signals.

[0033] With reference to the Figure 2 flow chart, the
process of automatically constructing a functional-logic
graph representing the system for diagnosis is imple-
mented by the computer, i.e. diagnostic unit 4, and com-
prises a step of acquiring topological information about
the system (block 100).

[0034] More specifically, this step comprises acquiring
information about the system components, the signals
associated with operation of each acquired component,
and the functional dependency between component sig-
nals. In the example shown, at this step, the user enters
system component/signal data into diagnostic unit 4 from
user control interface 6.

[0035] Using the acquired information, the method at
this step comprises constructing a topology table of the
system comprising a list of system components and, for
each component, diagnostic signals associated with the
operating logic of the component, and the functional de-
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pendencies between the component signals.

[0036] More specifically, a diagnostic signal may com-
prise a component input/output signal, and/or a check
signal containing an indication of the operating condition
of the component.

[0037] The automatic functional-logic graph construc-
tion process also comprises the step of acquiring, for
each diagnostic signal, data relative to a predetermined
diagnostic signal check procedure, and to a predeter-
mined normal condition of the diagnostic signal obtaina-
ble in the course of the check procedure (block 120).
[0038] Usingthe acquired data, diagnostic unit 4 at this
step constructs a normal component diagnostic signal
definition table (block 120) comprising, for each diagnos-
tic signal, the predetermined diagnostic signal check pro-
cedure, and the predetermined normal diagnostic signal
condition obtainable in the course of the check proce-
dure.

[0039] The automatic functional-logic graph construc-
tion process also comprises the step of acquiring logic
dependencies between the component diagnostic sig-
nals - hereinafter referred to as "operating modes" and
"failure modes" (block 130).

[0040] More specifically, each component operating
mode or failure mode defines a logic dependency be-
tween the diagnostic signals of the same component.
[0041] Signal logic dependencies are based on the
principle that, if a diagnostic signal corresponding to a
component output signal complies with the normal state
set out in the operating mode, then the relative compo-
nent and the relative diagnostic signal corresponding to
the input signal are operating correctly.

[0042] Signal logic dependency is also based on the
principle that, if the diagnostic signal corresponding to a
component check signal complies with the relative oper-
ating mode, then the corresponding component is oper-
ating correctly.

[0043] The operating state of a component input signal
and/or check signal therefore has a direct correlation, i.e.
logic dependency, with the operating state of the output
signal, while the component operating state has a logic
dependency with the operating state of the component
check signal.

[0044] Atthis step, diagnostic unit4 therefore acquires,
for each component, operating modes corresponding to
respective logic dependencies, and comprising anumber
of normal diagnostic signal states in correct operating
conditions.

[0045] Diagnostic unit 4 also acquires, for each com-
ponent, failure modes comprising diagnostic signal
states associated with failure of the component.

[0046] On the basis of the user-entered operating
modes, diagnostic unit 4 then constructs a system com-
ponent operating mode table comprising one or more
operating modes for each component, and one or more
normal component operating conditions for each operat-
ing mode.

[0047] More specifically, each component operating
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mode establishes a normal component operating condi-
tion, and is defined by a number of component diagnostic
signals in check priority order, and by a number of pre-
determined logic operating states corresponding to diag-
nostic signal logic states associated with correct opera-
tion of the component.

[0048] It should be pointed out that, in the diagnostic
method according to the invention, a diagnostic signal
may assume a "normal” OK logic state indicating it is
operating correctly, or an abnormal NOK logic state in-
dicating it is operating abnormally.

[0049] The automatic functional-logic graph construc-
tion process also comprises a step of acquiring, for each
component, failure modes associated with possible fail-
ure conditions of the component.

[0050] More specifically, each component failure
mode is defined by a number of logic dependencies as-
sociated both with component diagnostic signals having
a relative check priority order, and with a number of pre-
determined logic failure states corresponding to diagnos-
tic signal logic states associated with failure of the com-
ponent.

[0051] The process also comprises a step of automat-
ically constructing the connections of the system for di-
agnosis, on the basis of topology table data, and various
user-established component connection data (block
140).

[0052] On the basis of the connections determined,
the process at this step constructs a functional-logic table
of system connections.

[0053] More specifically, the functional-logic connec-
tion table may comprise, for each connection, an indica-
tion of the type of connection, e.g. one or more wires or
pipes connecting system components; and an indication
of the logic dependency of the signals relative to the con-
nection, i.e. an operating mode and/or failure mode. It
should be pointed out that the operating modes and/or
failure modes of each connection may be either user-
assigned or predetermined.

[0054] The functional-logic connection table may also
comprise, for each connection, an indication of the cor-
responding diagnostic signals, which may comprise com-
ponent input/output or check signals.

[0055] The process also comprises the step of gener-
ating data relative to normal diagnostic signals of each
connection.

[0056] More specifically, at this step, the method con-
structs a table of normal connection diagnostic signals
(block 150), and which comprises, for each diagnostic
signal, a predetermined diagnostic signal check proce-
dure, and a predetermined normal condition of the diag-
nostic signal obtainable in the course of the check pro-
cedure.

[0057] Finally, the process comprises the step of con-
structing the relative functional-logic graph portion of
each component (block 160).

[0058] More specifically, this step comprises defining
and assigning objects (shown by the rectangles in Figure
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10) to a component; and defining and assigning objects
(shown by the circles in Figure 10) to a diagnostic signal.
[0059] At this point, the process determines, for each
component, the logic and functional dependencies be-
tween the component-assigned and signal-assigned ob-
jects, so asto accordingly assign the functional-logic con-
nections between the functional-logic graph nodes.
[0060] More specifically, at this step, the process proc-
esses the system component topology table, the operat-
ing mode table, and the failure mode table, to determine
the functional-logic dependencies between signals and
between signals and the relative component.

[0061] More specifically, each functional-logic de-
pendency is characterized by a travelling direction be-
tween two consecutive nodes, and is determined to com-
ply with both the logic and functional relationships set out
in the operating and failure modes.

[0062] Atthis point, the process comprises the step of
constructing a graph portion for each system connection
(block 170).

[0063] More specifically, at this step, the process de-
fines objects (shown by the rectangles in Figure 11) and
assigns some of them to a connection; while other objects
(shown by the circles in Figure 11) are assigned to a
diagnostic signal of the connection.

[0064] At this point, the process determines, for each
connection, the functional-logic dependencies between
the connection-assigned and signal-assigned objects, so
as to accordingly assign the functional-logic connections
between the connection subgraph nodes.

[0065] More specifically, at this step, the process proc-
esses the functional-logic connection table to determine
the functional-logic dependencies between the diagnos-
tic signals of each connection.

[0066] More specifically, each functional-logic de-
pendency is determined so that: the output signal has a
functional-logic connection to the input signal; and/or the
output signal has a functional-logic connection to the
check signal; and/or the check signal has a functional-
logic connection to the component; and/or, in the ab-
sence of a check signal, the output signal has a function-
al-logic connection to the component.

[0067] At this point, the process constructs the func-
tional-logic graph by joining the component graph por-
tions to the connection graph portions. More specifically,
at this step, the common nodes, i.e. nhodes associated
with the same objects in different graph portions, are con-
nected/joined to one another to complete the functional-
logic graph of the system.

[0068] For a clearer understanding of the present in-
vention, the operations performed by the automatic func-
tional-logic graph construction process will now be de-
scribed assuming the system for diagnosis is the simpli-
fied electric system 2 shown schematically in Figure 3.
[0069] It is understood, however, that the operations
performed by the construction process as shown in the
Figure 2 flow chart also apply to automatically construct-
ing the functional-logic graph of any automotive system.
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[0070] In the Figure 3 example, the electric system 2
to be diagnosed is represented by a topological diagram
comprising electric components in the form of a battery,
a switch, and a bulb; and a number of electric connecting
components comprising a connection C4 between the
battery and switch, and a connection C5 between the
switch and bulb.

[0071] With reference to Figures 3 and 4, the process
acquires the components/signals, i.e. information about
the topology of the system, as shown in block 100, and
lists in the Figure 4 topology table : a battery, a switch,
and a bulb. At this step, the process also assigns respec-
tive diagnostic signals to each component in the list : an
electric output signal S1 to the battery; an electric input
signal S4, an electric output signal S3, and a check signal
S2 to the switch; and to the bulb an electric input signal
S6 and a physical output signal S5 corresponding to the
light emitted by the bulb.

[0072] Atthis point, the process acquires data relative
to the normal component diagnostic signal table, as
shown in block 120. At this step, the process establishes,
for each electric signal S1, S3, S4, S6, the respective
predetermined check procedure which, in the Figure 5
example, amounts to indicating the component connec-
tion terminals used to determine an electric quantity of
the signal; and the corresponding predetermined normal
condition shows a physical quantity range of values cor-
responding to normal operation of the component. The
process also establishes for each check signal, in par-
ticular S5, the relative check procedure which, in the Fig-
ure 5 example, amounts to observing the operating state
of the component; and the corresponding predetermined
normal condition shows the required operating state of
the component when operating correctly.

[0073] At this point, the process acquires the compo-
nent-associated operating modes and/or failure modes.
[0074] More specifically, on the basis of the input op-
erating mode data, the method constructs the system
component operating mode table which, in the Figure 6
example, comprises four operating modes for the battery,
switch and bulb.

[0075] On the basis of the user-entered failure mode
data, the method also constructs the system component
failure mode table which, in the Figure 7 example, com-
prises four failure modes for the battery, switch and bulb.
[0076] At this point, the process processes the topol-
ogy table and the user-established connections to auto-
matically generate connection information and so con-
struct a logic table of system component "connections".
More specifically, with reference to Figure 8, the process
constructs a connection C4 between the battery and
switch, and a connection C5 between the switch and bulb.
At this step, the process assigns electric input signal S1,
output signal S4 and check signal S7 to connection C4,
and electric input signal S3, output signal S6 and check
signal S8 to connection C5.

[0077] At this point the process constructs the normal
connection diagnostic signal table.
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[0078] At this step, for each connection check signal,
the process establishes the relative check procedure
which, in the Figure 9 example relative to signals S7 and
S8, amounts to indicating the connection connecting ter-
minals used to determine an electric quantity, in particular
an electric resistance, of the signal; and the correspond-
ing predetermined normal condition shows a physical
quantity value relative to normal operation of the connec-
tion and corresponding to no resistance in the wire.
[0079] The process processes the component topolo-
gy table, the component operating mode table, and the
component failure mode table to determine the relation-
ships between the battery, switch and bulb and respec-
tive signals S1, S2, S3, S4, S5 and S6.

[0080] Atthis step, the process processes the compo-
nent topology table, the component operating mode ta-
ble, and the component failure mode table to establish
the functional-logic dependencies between the objects
determined above, and obtains, as shown in the Figure
10 example, a graph portion 10 representing the battery;
a graph portion 11 representing the switch; and a graph
portion 12 representing the bulb.

[0081] At this point, the process constructs a connec-
tion graph portion for each connection C4, C5.

[0082] More specifically, at this step, the process as-
signs connections C4 and C5 to the connection-assigned
objects, and diagnostic signals S1, S4, S3, S3, S6, S8
to the signal-assigned objects.

[0083] At this point, the process determines, for each
connection C4, C5, the functional-logic dependencies
between the connector-assigned and signal-assigned
objects as a function of the connection logic table, and
constructs the subgraphs 20 and 21 shown in Figure 11.
[0084] Once functional-logic graph portions 10, 11, 12
associated with the battery, switch and bulb, and func-
tional-logic graph portions 20, 21 associated with con-
nections C4, C5 are determined, the process completes
the functional-logic graph shown in Figure 12.

[0085] The automatic functional-logic graph construc-
tion process of the diagnostic method described above
has the major advantage of not only simplifying graph
construction by the operator, but also completing the
graph extremely quickly.

[0086] Clearly, changes may be made to the method
as described herein without, however, departing from the
scope of the present invention as defined in the accom-
panying Claims.

Claims

1. A computer-implemented method of diagnosing a
fault in an automotive system (2);
the method comprising the steps of:

- constructing a model-based functional-logic
graph representing said system (2) to be diag-
nosed, and comprising a number of objects as-
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sociated with corresponding components, com-
ponent connections, and signals of said system
(2), and a number of connecting branches be-
tween said objects and each defining a function-
al-logic dependency between said objects;

- analysing operation of the components and/or
signals of said system (2) as a function of said
functional-logic graph;

said method being characterized in that said step
of constructing said functional-logic graph comprises
the steps of:

a) acquiring the components of said system (2);
b) acquiring the topological structure of said sys-
tem (2);

¢) determining the connections between the
components of said system (2) as a function of
the acquired said components and said topolog-
ical structure of the system (2);

d) acquiring the signals associated with opera-
tion of each component and/or connection of
said system (2), and the functional dependen-
cies between the signals;

e) determining, for each component and/or con-
nection, the logic dependencies between the rel-
ative signals;

f) assigning the components, connections, and
relative signals to corresponding objects in said
graph;

g) establishing the connecting branches be-
tween said objects in said graph as a function
of said logic dependency and/or said functional
dependency between said signals;

h) constructing the functional-logic graph as a
function of said objects and the relative connect-
ing branches.

A method as claimed in Claim 1, and comprising the
step of acquiring, for each component, failure
modes, each of which corresponds to a logic de-
pendency between signals, and comprises prede-
termined states of one or more diagnostic signals
associated with a failure condition of the component.

A method as claimed in Claim 1 or 2, and comprising
the step of acquiring, for each component, operating
modes, each of which corresponds to a logic de-
pendency between signals, and comprises prede-
termined states of one or more diagnostic signals
associated with a normal operating condition of the
component.

A method as claimed in any one of the foregoing
Claims, and comprising the step of constructing a

functional-logic graph portion for each component.

A method as claimed in any one of the foregoing
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Claims, and comprising the step of constructing a
functional-logic graph portion for each connection.

A method as claimed in any one of the foregoing
Claims, and comprising the step of constructing the
graph by joining said graph portions of the connec-
tions to said graph portions of the components of the
system (2).

A computer system programmed to implement a
method as claimed in any one of the forgoing Claims,
to diagnose a fault in an automotive system.

A software product loadable into a computer (4) and
configured to implement, when executed, the diag-
nostic method as claimed in any one of the foregoing
Claims.

A computer-implemented method of constructing a
model-based functional-logic graph usable in a
method of diagnosing an automotive system (2) as
claimed in any one of Claims 1 to 6, characterized
by comprising steps a) to h).

A computer system programmed to implement a
method as claimed in Claim 9, to construct a model-
based functional-logic graph.

A software product loadable into a computer and
configured to implement, when executed, the meth-
od as claimed in Claim 9.
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Normal definition table
Signal Proeedure Normal condition
S1 Connect red tester cable to "+" battery Voltage S1 between 11 and 13 volts
terminal, and black tester cable to
ground (any metal part of the vehicle)
S2 Observe switch Switch is on
S3 Connect red tester cable to the switch Voltage 83 between 11 and 13 volts
output, and black tester cable to ground
(any metal part of the vehicle)
S4 Connect red tester cable to the switch Voltage S4 between 11 and 13 volts
input, and black tester cable to ground
(any metal part of the vehicle)
S5 Observe bulb Bulb is on
S6 Connect red tester cable to bulb input, Voltage S6 between 11 and 13 volts
and black tester cable to ground (any
metal part of the vehicle)
Fig. 5
From &« To = Check > Component
S1 S4 S7 C4
S3 S6 S8 C5
Fig. 8
Neormal definition table
Signals Procedure Condition
S7 Connect red tester cable to cable between | No resistance
battery and switch, and connect black
tester cable to ground (any metal part of the
vehicle)
S8 Connect red tester cable to cable between

switch and bulb, and connect black tester
cable to ground (any metal part of

No resistance

the vehicle)
Fig. 9
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Fig. 10

Fig. 11

12



EP 2169 634 Al
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