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(57) ABSTRACT 

This disclosure describes systems, methods, and computer 
readable media related to systems and methods for facilitat 
ing login functionality in mobile commerce. A user device 
may receive information. The user device may transmit the 
information to a remote server. The user device may receive a 
token generated by the remote server based at least in part on 
the information. The user device may receive a request for the 
information. The user device may transmit the token associ 
ated with the information to the remote server. The user 
device may receive a notification that the remote server trans 
mitted the requested information. 
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SYSTEMS AND METHODS FOR 
FACILITATING LOGIN AD 

FUNCTIONALITY IN MOBILE COMMERCE 

RELATED APPLICATIONS 

0001. This application claims priority to U.S. Ser. No. 
61/699,728, titled “Systems and Methods for Implementing 
Mobile Commerce.” filed on Sep. 11, 2012, and to U.S. Ser. 
No. 61/799,676, titled “Systems and Methods for Implement 
ing Mobile Commerce filed on Mar. 15, 2013, the entire 
contents of both are hereby incorporated by reference. 

FIELD OF THE DISCLOSURE 

0002 The disclosure generally relates to mobile com 
merce, and more particularly, to systems and methods for 
facilitating login aid functionality in mobile commerce. 

BACKGROUND 

0003 Commercial transactions to purchase certain goods 
and services are being implemented by consumers using 
mobile devices, such as Smartphones. However, many com 
mercial transactions are still cumbersome to implement since 
many conventional point-of-sale (POS) terminals and 
devices, payment processing systems, and Smartphone inter 
faces are not configured for user-friendly transactions. 

BRIEF DESCRIPTION OF THE DISCLOSURE 

0004. The disclosure relates to systems and methods for 
implementing login aid functionality in mobile commerce. 
0005. In one embodiment, a method may be provided. A 
user device comprising one or more processors may receive 
information. The user device may transmit the information to 
a remote server. The user device may receive a token gener 
ated by the remote server based at least in part on the infor 
mation. The user device may receive a request for the infor 
mation. The user device may transmit the token associated 
with the information to the remote server. The user device 
may receive a notification that the remote server transmitted 
the requested information. 
0006. In one aspect of an embodiment, the method may 
include transmitting, by the user device, the token to a third 
party website for authentication to the third party website. 
0007. In one aspect of an embodiment, the information 
may include at least one of a phone number, a Social network 
login, a username for a website, television application, or 
mobile application. 
0008. In one aspect of an embodiment, the method may 
include receiving, by the user device, a notification that an 
association between the remote server and the user device has 
been removed responsive to receiving an indication via a 
website from a user of the user device. 
0009. In one aspect of an embodiment, transmitting the 
token associated with the information to the remote server 
may further include receiving, by the user device, a passcode: 
authenticating, by the user device, the passcode; and in 
response to authenticating the passcode, transmitting, by the 
user device, the token associated with the information to the 
remote Server. 

0010. In one aspect of an embodiment, receiving informa 
tion may further include receiving information from one of a 
user or a third-party website. 
0011. In one aspect of an embodiment, the method may 
include detecting, by the user device, additional information 
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to be added to a digital vault, wherein the additional informa 
tion comprises at least one of a shipping address, a vehicle 
identification number, an account number, or a credit card 
number. 
0012. In another embodiment, a computer-readable 
medium may store computer-executable instructions which, 
when executed by a processor, cause the processor to perform 
operations including receiving information; transmitting the 
information to a remote server, receiving a token generated 
by the remote server based at least in part on the information; 
receiving a request for the information; transmitting the token 
associated with the information to the remote server; receiv 
ing a notification that the remote server transmitted the 
requested information. 
0013. In one aspect of an embodiment, the operations may 
include transmitting the token to a third party website for 
authentication to the third party website. 
0014. In one aspect of an embodiment, the information 
may include at least one of a phone number, a Social network 
login, a username for a website, television application, or 
mobile application. 
0015. In one aspect of an embodiment, the operations may 
include receiving a notification that an association between 
the remote server and the user device has been removed 
responsive to receiving an indication via a website from a user 
of the user device. 

0016. In one aspect of an embodiment, transmitting the 
token associated with the information to the remote server 
may include receiving a passcode; authenticating the pass 
code; and in response to authenticating the passcode, trans 
mitting the token associated with the information to the 
remote Server. 

0017. In one aspect of an embodiment, receiving informa 
tion may further include receiving information from one of a 
user or a third-party website. 
0018. In one aspect of an embodiment, the operations may 
further include detecting additional information to be added 
to a digital vault, wherein the additional information com 
prises at least one of a shipping address, a vehicle identifica 
tion number, an account number, or a credit card number. 
0019. In another embodiment, a system may include at 
least one memory storing computer-executable instructions; 
and at least one processor, wherein the at least one processor 
may be configured to access the at least one memory and to 
execute the computer-executable instructions to receive 
information; transmit the information to a remote server; 
receive a token generated by the remote server based at least 
in part on the information; receive a request for the informa 
tion; transmit the token associated with the information to the 
remote server; and receive a notification that the remote 
server transmitted the requested information. 
0020. In one aspect of an embodiment, the at least one 
processor may be further configured to execute the computer 
executable instructions to transmit the token to a third party 
website for authentication to the third party website. 
0021. In one aspect of an embodiment, the information 
comprises at least one of a phone number, a Social network 
login, a username for a website, television application, or 
mobile application. 
0022. In one aspect of an embodiment, the at least one 
processor may be further configured to execute the computer 
executable instructions to receive a notification that an asso 
ciation between the remote server and the user device has 
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been removed responsive to receiving an indication via a 
website from a user of the user device. 

0023. In one aspect of an embodiment, the at least one 
processor may be further configured to execute the computer 
executable instructions to receive a passcode; authenticate the 
passcode; and in response to authenticating the passcode, 
transmit the token associated with the information to the 
remote Server. 

0024. In one aspect of an embodiment, the at least one 
processor may be further configured to execute the computer 
executable instructions to receive information from one of a 
user or a third-party website. 
0025. In one aspect of an embodiment, the at least one 
processor may be further configured to execute the computer 
executable instructions to detect additional information to be 
added to a digital vault, wherein the additional information 
comprises at least one of a shipping address, a vehicle iden 
tification number, an account number, or a credit card num 
ber. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0026. The detailed description is set forth with reference 
to the accompanying drawings. The use of the same reference 
numerals indicates similar or identical components or ele 
ments; however, different reference numerals may be used as 
well to indicate components or elements which may be simi 
lar or identical. Various embodiments of the disclosure may 
utilize elements and/or components other than those illus 
trated in the drawings, and some elements and/or components 
may not be present in various embodiments. Depending on 
the context, singular terminology used to describe an element 
or a component may encompass a plural number of Such 
elements or components and Vice versa. 
0027 FIG. 1 is a block diagram including various hard 
ware and Software components a system for facilitating login 
aid functionality in mobile commerce in accordance with one 
or more embodiments of the disclosure. 

0028 FIG. 2 is a block diagram that illustrates an example 
mobile commerce program application or module in accor 
dance with one or more embodiments of the disclosure. 

0029 FIG. 3 is a process flow diagram of an illustrative 
method for implementing login aid functionality in mobile 
commerce in accordance with one or more embodiments of 
the disclosure. 

0030 FIGS. 4A-4B are diagrams that depict example web 
pages for facilitating login aid functionality in mobile com 
merce in accordance with one or more embodiments of the 
disclosure. 

0031 FIG. 5 is a diagram that depicts example user inter 
faces for a mobile device for facilitating login aid function 
ality in mobile commerce in accordance with one or more 
embodiments of the disclosure. 

DETAILED DESCRIPTION 

0032. Certain embodiments of the disclosure will now be 
described more fully hereinafter with accompanying draw 
ings and corresponding description in FIGS. 1-5. This disclo 
sure may, however, be embodied in many different forms and 
should not be construed as limited to the embodiments set 
forth herein. 
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Overview 

0033. The disclosure relates to systems and methods for 
facilitating login aid functionality in mobile commerce. In 
one implementation, a mobile commerce application pro 
gram, also known as a mobile wallet or wallet app, can be 
downloaded or other otherwise implemented by a consumer 
and/or merchant via a mobile device or client device. Such as 
a Smartphone, cellphone, wearable computer, or tablet com 
puter. The mobile commerce application program can inte 
grate both payment and loyalty functionality for use by mer 
chants and consumers to facilitate payment and/or loyalty/ 
reward transactions for goods and/or services, administer 
loyalty/reward programs, and receive loyalty/reward credit 
for a variety of activities, including, for instance, visiting 
certain merchants during certain days and/or times as well as 
purchasing goods and/or services. For example, according to 
certain embodiments of the disclosure, a consumer can down 
load a wallet app to his or her smartphone or other mobile 
device, input and store payment device information in the 
wallet app, and then use the wallet app to pay a merchant for 
a movie ticket by transmitting an indication from the Smart 
phone or other mobile device to the merchant. Using the 
payment device information, loyalty/reward credit can be 
generated by the merchant and credited to the consumer via a 
loyalty/reward program account for visiting the movie theater 
during an off-peak date/time as well as purchasing the movie 
ticket. The wallet app can generate an output via the consum 
er's smartphone or mobile device to reflect the loyalty/reward 
credit to the consumer's associated loyalty/reward program 
account as well as an electronic receipt for the consumer's 
movie ticket purchase. In this manner, loyalty/reward pro 
grams can become easier to use for consumers since the 
mobile commerce application can electronically track credits 
and various activities by the consumer can earn the consumer 
additional loyalty/reward credits. Further, different types of 
consumer loyalty can be rewarded, such as based on visits, 
spending, performing any number of activities (e.g., sending 
a friend an email or text, joining a loyalty/reward program, 
trying something new or different, etc.), or for ad-hoc reasons 
(e.g., late merchant service). 
0034. In another implementation, one or more tools can be 
provided by a mobile commerce application program to mer 
chants and consumers to build closer ties between them or 
otherwise connect them through increased and more focused 
communications. For example, according to certain embodi 
ments of the disclosure, a restaurant merchant can access, via 
a point of sale (POS) device or client device, a customized 
mobile commerce application or wallet app that has been 
downloaded to a consumer's mobile device or client device. 
When the restaurant merchant wants to communicate with its 
customers about news, upcoming events, and new menu 
items. Such as announcing a special wine and cheese event for 
frequent customers. The restaurant merchant can access one 
or more tools to send notifications or messages to certain 
selected consumers via the wallet app on consumer's mobile 
devices or client devices. The tools can facilitate access to 
demographic and consumer data (spending, visits, etc.); filter 
data based on the demographic data, consumer data, and 
demographic and/or consumer groups; manage communica 
tion preferences (email, texts, notifications, etc.); and apply 
consumer preferences to selected communications Consum 
ers could be selected based on, for instance, the number of 
restaurant visits in the past 30 days. In this manner, the mer 
chant can target certain groups of consumers with focused 
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messages and marketing campaigns, and thereby increase or 
otherwise improve merchant-consumer contact. 
0035. In yet another implementation, a mobile commerce 
application program can provide customized merchant appli 
cations to different merchants. For example, a local restaurant 
merchant may want to customize a wallet app or mobile 
commerce application program for downloading to or other 
wise accessing via a consumer's mobile device or client 
device. The merchant can access another mobile commerce 
application program and utilize one or more tools to, for 
example, upload a merchant business logo, select parameters 
for a loyalty/reward program, and select data fields for obtain 
ing consumer information or asking consumer questions. In 
any instance, after the merchant has customized a wallet app, 
consumers can access or otherwise download the app to their 
respective mobile devices or client devices, and initiate com 
munications with the merchant via the customized wallet app. 
In certain other embodiments, a multi-merchant app can be 
provided to consumers for download to or access by a mobile 
device or client device. In that instance, consumers can have 
the ability to select from a list of merchants that communicate 
via the multi-merchant app. In certain other embodiments, a 
mobile commerce application program can provide services 
to any number of merchants who may have their own respec 
tive apps, and the mobile commerce application program can 
provide a variety of payment, communication, advertising, 
and loyalty/reward services through, for example, one or 
more application plug-ins that can interface between the mer 
chant apps and the mobile commerce application program. In 
this manner, a merchant can customize consumers’ payment 
and/or loyalty/rewards experiences through a wallet app or 
mobile commerce application program. 
0036. In the above implementations and other embodi 
ments described herein, a mobile commerce application pro 
gram, sometimes referred to as a wallet app, can be hosted or 
otherwise stored on a mobile device, client device, server 
device, or any other processor-based device. Multiple 
instances of mobile commerce application programs can 
operate within a network environment, such as described in 
FIG. 1, and each may have similar or different functionality, 
Such as described in FIG. 2, according to various embodi 
ments and implementations as described herein. 

CERTAIN EXAMPLE IMPLEMENTATIONS AND 
EMBODIMENTS 

0037. An example architecture or environment for a sys 
tem 100 according various embodiments of the disclosure is 
shown in and described with respect to FIG. 1. A mobile 
commerce application program or module. Such as 102, can 
be stored in memory 104 at a server device 106. In certain 
embodiments, a mobile commerce application program or 
module, such as 108, can be stored in memory 110 at a 
merchant system computer 112 or associated merchant 
device 114. In certain embodiments, a mobile commerce 
application program or module. Such as 116(1), can be stored 
in memory 118(1) at a mobile device 120(1) associated with 
a consumer 122(1) or user. In any instance, one or more 
mobile commerce application programs or modules operat 
ing on respective computers, servers and/or mobile devices 
can implement some or all of the functionality described 
herein. 
0038. As shown in FIG. 1, the system 100 may include or 
otherwise Support one or more merchant system computers 
112 and/or associated merchant devices 114, one or more 
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consumer or mobile devices 120(1)-120(N), one or more 
server transaction processing systems 106, and one or more 
issuer or financial institution systems 124. A wide variety of 
different types of consumer or mobile devices 120(1)-120(N) 
may be provided or otherwise Supported, such as consumer 
computers and/or mobile communication devices. As 
desired, the system 100 may provide or otherwise support a 
wide variety of other entities associated with payment trans 
actions. Such as one or more server transaction processing 
systems 106. Any number of suitable networks and/or com 
munication channels, such as the illustrated networks 126, 
may facilitate communication between various components 
of the system 100. 
0039. With reference to FIG. 1, any number of merchant 
system computers 112 and/or associated merchant devices 
114 may be provided or otherwise supported. In certain 
embodiments, these merchant system computers 112 and/or 
associated merchant devices 114 may include one or more 
point-of-sale (POS) devices or terminals. As desired, each 
merchant system computer 112 and/or associated merchant 
device 114 may include any number of processor-driven 
devices, including but not limited to, a server computer, a 
mainframe computer, one or more networked computers, a 
desktop computer, a personal computer, a laptop computer, a 
mobile computer, a Smartphone, a tablet computer, a wear 
able computer device, an application-specific circuit, or any 
other processor-based device. 
0040. A merchant system computer 112 and/or associated 
merchant device 114 may be any suitable device that facili 
tates purchase transactions, such as those in retail establish 
ments, e-commerce and/or mobile transactions. In operation, 
the merchant system computer 112 and/or associated mer 
chant device 114 may utilize one or more processors 128 to 
execute computer-readable instructions that facilitate the 
hosting of one or more mobile commerce application pro 
gram services, the receipt of purchase transaction requests, 
and/or the processing of payment and/or loyalty/reward trans 
actions. As a result of executing these computer-readable 
instructions, a special purpose computer or particular 
machine may be formed that facilitates the purchase and/or 
loyalty/reward transactions. 
0041. In addition to having one or more processors 128, 
the merchant system computer 112 and/or associated mer 
chant device 114 may further include and/or be associated 
with one or more memory devices 110, input/output (“I/O”) 
interface(s) 130, network interface(s), and/or location ser 
vices 132. The memory 110 may be any computer-readable 
medium, coupled to the processor(s) 128, such as random 
access memory (“RAM), read-only memory (“ROM), and/ 
or removable storage devices. The memory 110 may store a 
wide variety of data files and/or various program modules, 
Such as an operating system (“OS), one or more host mod 
ules, and/or one or more transaction modules or transaction 
applications, such as mobile commerce application program 
108. The data files may include any suitable data that facili 
tates the operation of the merchant system computer 112 
and/or associated merchant device 114, and/or interaction of 
the merchant system computer 112 and/or associated mer 
chant device 115 with one or more other components (e.g., 
one or more one or more consumer or mobile devices 120(1)- 
120(N), one or more server transaction processing systems 
106, one or more merchant acquiring platforms, one or more 
issuer systems, one or more financial institution systems 124. 
etc.) of the system 100. For example, the data files may 
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include information associated with one or more websites 
134 (hosted by either a third party and/or merchant), 
webpages, inventory information associated with available 
products, acquiring platform information, service provider 
information, information associated with the generation of 
payment and/or loyalty/reward transactions and/or routing 
information for payment and/or loyalty/reward transactions. 
0042. The OS may be suitable module that facilitates the 
general operation of the merchant system computer, as well as 
the execution of other program modules. For example, the OS 
may be, but is not limited to, Microsoft Windows.(R), Apple 
OSXTM, Unix, a mainframe computer operating system (e.g., 
IBM z/OS, MVS, OS/390, etc.), or a specially designed oper 
ating system. The host modules may include any number of 
Suitable host modules that manage interactions and commu 
nications between the merchant system computer 112 and/or 
associated merchant device 114, and external devices, such as 
the consumer or mobile devices 120(1)-120(N). For example, 
the host modules may include one or more Web server mod 
ules that facilitate the hosting of merchant websites and/or 
third party websites, such as 134, webpages, and/or transac 
tion processing webpages. As another example, the host mod 
ules may include one or more cellular modules and/or sys 
tems that facilitate cellular communication with one or more 
mobile devices 120(1)-120(N). 
0043. The transaction modules or applications, such as the 
mobile commerce application program 108, may include any 
number of suitable software modules and/or applications that 
facilitate the collection and/or processing of information 
association with a purchase transaction, Such as one or more 
identifiers of desired products (e.g., UPC identifiers) and/or 
services, a desired payment account, a desired type of trans 
action (e.g., a card present transaction, a card not present 
transaction, etc.), consumer identification information, and/ 
oran identifier of a consumeror mobile device 120(1)-120(N) 
(e.g., a mobile device identifier, etc.). Based at least in part 
upon the collected information, the transaction modules or 
applications may generate and/or communicate a wide vari 
ety of transaction-related requests, such as payment process 
ing and/or authorization requests and/or requests for one or 
more value added services (“VAS). 
0044. In one example embodiment, a transaction module, 
Such as the mobile commerce application program 108, may 
receive a request for a purchase and/or loyalty/reward trans 
action (e.g., a request provided via a web page, etc.). As 
desired, the transaction module may identify available pay 
ment options that are presented to a consumer (e.g., credit 
account payment options, debit account payment options, 
stored value account payment options, card present e-com 
merce payment options, etc.), and a consumer selection of a 
payment option may be received. In the event that a card 
present transaction is requested, the transaction module may 
obtain a mobile device identifier, for example, via an estab 
lished communications session with a consumer's mobile 
device or in response to requesting the mobile device identi 
fier from the consumer. The transaction module may then 
invoke or request that a server transaction processing system 
106 invoke one or more suitable applications on the mobile 
device. Such as 120(1), (e.g., a wallet application, a mobile 
commerce application program, a transaction module, etc.) in 
order to receive validation information from the mobile 
device 120(1), such as an mPIN and/or a message (e.g., an 
encrypted message, etc.) derived from an mPIN and/or other 
information (e.g., a secure element identifier, an encryption 
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key, etc.). The transaction module (or server transaction pro 
cessing system) may then associate the validation informa 
tion with a proposed transaction that is output for communi 
cation to an issuer system or financial institution system 124 
associated with a selected payment account. For example, the 
transaction module may append and/or incorporate the vali 
dation information into a transaction authorization and/or 
settlement request. In this regard, the issuer system or finan 
cial institution system 124 may verify the validation informa 
tion and determine whether a card present e-commerce trans 
action will be allowed. 

0045. As desired, prior to the output of a proposed trans 
action, the transaction module may invoke and/or request 
(e.g., request a server transaction processing system, etc.) the 
invocation of a wide variety of VAS associated with a trans 
action, Such as the application of coupons, the award and/or 
redemption of loyalty rewards, etc. Additionally, in the event 
that the transaction is authorized, the transaction module may 
invoke and/or request the invocation of a wide variety of VAS 
following the transaction, Such as receipt delivery services, 
product registration services, etc. Indeed, a wide variety of 
Suitable operations may be performed by the transaction 
module. Similarly, in some embodiments, a payment device, 
such as 135(1)-135(N), for example a payment card, credit 
card, debit card, stored value card, Smart card, etc., may be 
associated with a respective consumer, such as 122(1)-122 
(N). The payment device, such as 135(1), can be used to 
request a purchase and/or loyalty/reward transaction when 
presented to a merchant system computer 112 and/or mer 
chant computer device 114, either directly by the consumer 
135(1) or via a consumer's mobile device, such as 120(1)- 
120(N). In these instances, an associated transaction module, 
Such as the mobile commerce application program 108 asso 
ciated with the merchant computer system 112 and/or mer 
chant computer device 114, can receive payment device infor 
mation, such as an account number and/or other payment 
device information, and communicate, via one or more net 
works 126, some or all of the payment device information to 
an issuer System or financial institution system 124 with the 
proposed transaction information for processing. 
0046 Example application programs or modules associ 
ated with the operations that may be performed by a transac 
tion module or mobile commerce application program 108 
and/or the merchant system computer 112 and/or associated 
merchant device 114 are described in greater detail below 
with reference to FIG. 2. 

0047. With continued reference to the merchant system 
computer 112 and/or associated merchant device 114, the one 
or more I/O interfaces 130 may facilitate communication 
between the merchant system computer 112 and/or associ 
ated merchant device 114 and one or more input/output 
devices; for example, one or more user interface devices, such 
as a display, a keypad, a mouse, a pointing device, a gesture 
detection device, an eye movement detection device, a control 
panel, a touchscreen display, a remote control, a microphone, 
a speaker, a consumer device reader, etc., that facilitate user 
interaction with the merchant system computer 112 and/or 
associated merchant device 114. The one or more network 
interfaces may facilitate connection of the merchant system 
computer 112 and/or associated merchant device 114 to one 
or more Suitable networks, such as 126, and/or communica 
tion links. In this regard, the merchant system computer 112 
and/or associated merchant device 114 may receive and/or 
communicate information to other components of the system 
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100, such as the consumer or mobile devices, for example 
120(1)-120(N), the server transaction processing systems 
106, and/or the issuer or financial institution systems 124. 
0048. In certain embodiments, a merchant computer sys 
tem 112 and/or associated merchant computer device 114 can 
be associated with a merchant location 136, such as a retail 
store or “bricks and mortar'-type establishment. The mer 
chant location 136 may include a code 138, such as a QR 
code, bar code, or other machine readable code, wherein 
consumers can utilize a respective consumeror mobile device 
to scan or read the code to obtain information associated with 
a merchant, such as a merchant loyalty/rewards program. 
0049. In certain embodiments, a bill 139 can be generated 
by a merchant computer system 112 and/or merchant system 
device 114 and transmitted to a consumer's mobile device, 
such as 120(1). The bill can include bill information, such as 
a merchant name, merchant account number or code, list of 
goods sold, list of services rendered, an itemized amount for 
a good and/or service, service charge or tip, a Suggested 
service charge or tip, and a total amount. 
0050. Additionally, with continued reference to FIG. 1, 
any number of consumer or mobile devices 120(1)-120(N) 
may be provided or otherwise supported. Examples of suit 
able consumer or mobile devices can include, but are not 
limited to, personal computers and/or mobile communication 
devices (e.g., mobile phones, Smart phones, wearable 
devices, etc.), etc. According to an aspect of the disclosure, a 
consumer or mobile device, such as 120(1) may be a suitable 
device that is capable of interaction with other components of 
the system 100 during the request and/or completion of an 
e-commerce transaction. For example, a personal computer 
or mobile device may be utilized to access one or more 
e-commerce websites, such as 134, including those hosted by 
the merchant system computer. Such as 112, identify products 
and/or services to be purchased, request a purchase and/or 
loyalty/reward transaction, and/or interact with the merchant 
system computer 112, merchant system device 114, and/or 
other components of the system 100 (e.g., the server transac 
tion processing system 106, etc.) during the completion of a 
payment and/or loyalty/reward transaction. In one example 
embodiment, a mobile device, such as 120(1), may be utilized 
to request a payment and/or loyalty/reward transaction and/or 
to provide validation information during the processing of the 
payment and/or loyalty/reward transaction. In another 
example embodiment, a personal computer may be utilized to 
request a payment and/or loyalty/reward transaction, and 
communication may be established with a mobile device, 
such as 120(1), in order to facilitate provision of validation 
information. 

0051. As desired, a consumer or mobile device, such as 
120(1), may be any number of processor-driven devices, 
including but not limited to, a personal computer, a mobile 
computer, an application-specific circuit, a minicomputer, a 
microcontroller, and/or any other processor-based device. 
The components of an example mobile device, such as 120 
(1), will now be described in greater detail, and it will be 
appreciated that a personal computer may include similar 
components. With reference to the mobile device 120(1), the 
mobile device 120(1) may utilize one or more processors 
140(1) to execute computer-readable instructions that facili 
tate the general operation of the mobile device 120(1) (e.g., 
call functionality, etc.) and/or communication with a mer 
chant system computer 112, merchant system device 114, 
and/or other components of the system 100 (e.g., the server 
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transaction processing system 106) for payment and/or loy 
alty/reward transaction purposes. As a result of executing 
these computer-readable instructions, a special purpose com 
puter or particular machine may beformed that facilitates the 
completion of payment and/or loyalty/reward transactions. 
0052. In addition to having one or more processors, the 
mobile device, such as 120(1)-120(N), may further include 
and/or be associated with one or more memory devices 118 
(1)-118(N), input/output (“I/O) interface(s) 142(1)-142(N), 
network interface(s), and/or location services 144(1)-144(N). 
The memory 118(1)-118(N) may be any computer-readable 
medium, coupled to the processor(s) 140(1)-140(N), such as 
random access memory (“RAM), read-only memory 
(“ROM), and/or removable storage devices. The memory 
118(1)-118(N) may store a wide variety of data files and/or 
various program modules, such as an operating system 
(“OS) and/or one or more transaction modules or applica 
tions, such as a mobile commerce application program 116 
(1)-116(N). In certain embodiments, a mobile device, such as 
120(1), may include one or more secure elements configured 
to securely store and/or access information, such as payment 
applications, payment account information, validation infor 
mation (e.g., a stored mPIN, etc.), encryption information, 
and/or other transaction-related information. The secure ele 
ments may be stored in the memory 118(1) and/or included as 
a separate component of the mobile device 120(1). For 
example, a secure element may be a separate chip that is 
configured to communicate with primary computing func 
tionality for the mobile device. As desired, one or more of the 
transaction modules, such as the mobile commerce applica 
tion program 116(1), may be stored on a secure element. The 
transaction modules may be invoked by other components of 
the mobile device 120(1) and/or by one or more other com 
ponents of the system 100, such as the merchant system 
computer 112, merchant system device 114, and/or the server 
transaction processing system 106. 
0053. The data files may include any suitable data that 
facilitates the operation of the mobile device, such as 120(1), 
and/or interaction of the mobile device 120(1) with one or 
more other components (e.g., a merchant system computer 
112, merchant system device 114, a server transaction pro 
cessing system 106, etc.) of the system 100. For example, the 
data files may include information associated with accessing 
the secure elements, information associated with invoking 
transaction modules, and/or information associated with 
accessing and/or processing validation data (e.g., an mPIN. 
etc.). The OS may be a suitable module that facilitates the 
general operation of the mobile device, such as 120(1), as 
well as the execution of other program modules. For example, 
the OS may be, but is not limited to, a suitable mobile OS or 
a specially designed operating system. As desired, the mobile 
device 120(1) may also include one or more suitable browser 
applications that facilitate the access of one or more 
webpages hosted by the merchant system computer 112, and/ 
or third party or merchant websites, such as 134. 
0054 The transaction modules may include one or more 
Suitable Software modules and/or applications configured to 
facilitate purchase transactions, such as payment and/or loy 
alty/reward transactions, on behalf of the mobile device, such 
as 120(1). In certain embodiments, a transaction module or 
mobile commerce application program, Such as 116(1), may 
also facilitate communication with a server transaction pro 
cessing system, such as 106, or a trusted service manager. A 
wide variety of suitable techniques may be utilized to install 
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a transaction module on the mobile device, such as 120(1). 
For example, a transaction module may be provisioned to the 
mobile device 120(1) by a server transaction processing sys 
tem 106 and/or by an issuer or financial institution system 
124. Additionally, during the installation and/or registration 
of the transaction module, a wide variety of validation infor 
mation may be generated and/or identified. For example, a 
consumer, such as 122(1) may be prompted to enteran mPIN, 
Such as a multi-character and/or multi-numeral code, to an 
associated mobile device, such as 120(1). As desired, the 
mPIN may be stored on a secure element. Additionally, the 
PIN and/or a wide variety of information derived from the 
mPIN (e.g., an encrypted mPIN, etc.) may be provided to one 
or more issueror financial institution systems. Such as 124, or 
an issuer system associated with an issuer of a payment 
account (e.g., a credit account, a debit account, a stored value 
account, etc.) that is associated with the transaction module. 
0055 According to an aspect of the disclosure, following 
registration and/or activation of the transaction module, the 
transaction module may be invoked during a payment and/or 
loyalty/reward transaction. For example, the transaction 
module may be invoked by a merchant system computer 112, 
merchant system device 114, or by a server transaction pro 
cessing system 106 at the request of the merchant system 
computer 112 and/or merchant system device 114. In certain 
embodiments, the transaction module may be invoked fol 
lowing a consumer request to conduct a payment and/or loy 
alty/reward transaction and the identification of the mobile 
device, such as 120(1), by the merchant system computer 
112, merchant system device 114, or server transaction pro 
cessing system 106. Following the invocation of the transac 
tion module, a request for validation data and/or payment 
and/or loyalty/reward account data may be received. As 
desired, the transaction module may prompt the consumer for 
entry of an mPIN, and an mPIN value entered by the con 
Sumer, such as 122(1), (e.g., by a keypad, touchscreen, etc.) 
may be identified. A stored mPIN value may then be accessed 
from the secure element and compared to the entered mPIN 
value. In this regard, the entered mPIN value may be authen 
ticated. If the entered mPIN value is not authenticated, then 
the transaction module may reject a proposed transaction and 
direct the output of a suitable error message. 
0056. If, however, the entered mPIN value is authenti 
cated, then the transaction module may provide payment 
account data and associated validation data to the merchant 
system computer 112, merchant system device 114, or server 
transaction processing system 106. A wide variety of differ 
ent types of validation data may be provided as desired in 
various embodiments, including but not limited to, an mPIN 
entered by the consumer 122(1), an indication that the entered 
mPIN was authenticated by the mobile device 120(1) and/or 
the secure element, an encrypted version of the entered mPIN, 
and/or an encrypted version of the stored mPIN. In one 
example embodiment, an entered mPIN may be authenti 
cated, encrypted, and provided to the merchant system com 
puter (or a server transaction processing system). In this 
regard, the encrypted mPIN may be provided to the issuer or 
financial institution system, Such as 124, for authentication 
and/or risk analysis purposes. 
0057 Examples of the operations of the transaction mod 
ule and/or the mobile device are described in greater detail 
below with reference to the other figures. 
0058. The one or more I/O interfaces, such as 142(1)-142 
(N), may facilitate communication between the mobile 
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device, such as 120(1) and one or more input/output devices: 
for example, one or more user interface devices, such as a 
display, a keypad, a touch screen display, a microphone, a 
speaker, etc., that facilitate user interaction with the mobile 
device 120(1). Further, the one or more network interfaces 
may facilitate connection of the mobile device, such as 120 
(1), to one or more Suitable networks, for example, the net 
work(s) 126 illustrated in FIG. 1. In this regard, the mobile 
device. Such as 120(1), may receive and/or communicate 
information to other components of the system 100. 
0059. With continued reference to FIG. 1, as desired in 
various embodiments, any number of server transaction pro 
cessing systems, such as 106, may be provided or otherwise 
Supported. A server transaction processing system 106 may 
facilitate the backend processing of a purchase transaction, 
Such as a payment and/or loyalty/reward transaction. In cer 
tain embodiments, an issuer System may include similar com 
ponents as those discussed above for the merchant system 
computer 112 and/or merchant system device 114. For 
example, server transaction processing system 106 may 
include any number of processors 146, memories, I/O inter 
faces 148, and/or network interfaces. In certain embodiments, 
a server transaction processing system 106 can include one or 
more transaction modules, such as a mobile commerce appli 
cation program 102 and/or a social network integration pro 
gram application 150. In any instance, the transaction mod 
ules can facilitate communications and/or interactions with 
any number of consumer or mobile devices such as 120(1)- 
120(N), merchant computer systems such as 112, merchant 
computer devices 114, data stores 151, third party websites 
Such as 134, and financial institution systems such as 124. In 
certain embodiments, a service transaction processing sys 
tem, Such as 106, can host a Social network integration pro 
gram application, such as 150, configured to communicate 
via any number of social network services and/or websites to 
obtain information from the services and/or websites, for 
example, product and/or service data 152 on a third party or 
merchant website, such as 134. 
0060. Furthermore, as desired, a server transaction pro 
cessing system, such as 106, may provide a wide variety of 
transaction module provisioning services. Additionally, a 
server transaction processing system, such as 106, may pro 
vide a wide variety of transaction-related and/or value added 
services (“VAS) in association with transactions, such as 
coupon redemption services, loyalty/reward services, loca 
tion-based services, electronic receipt services, product reg 
istration services, warranty services, coupon issuance Ser 
vices, and/or the routing of a proposed transaction to an issuer 
for approval and/or settlement purposes. In certain embodi 
ments, a server transaction processing system, Such as 106. 
may include similar components as those discussed above for 
the merchant system computer, such as 112, and/or merchant 
system device, such as 114. For example, a server transaction 
processing system, such as 106, may include any number of 
processors, memories, I/O interfaces, and/or network inter 
faces. 

0061. With continued reference to FIG. 1, as desired in 
various embodiments, any number of issuer or financial insti 
tution systems, such as 124, may be provided or otherwise 
Supported. An issuer or financial institution system, Such as 
124, may facilitate the backend processing of a payment 
and/or loyalty/reward transaction, Such as a payment for an 
e-commerce transaction. For example, an issuer or financial 
institution system, Such as 124, may host a payment process 
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ing application program, Such as 154, or module to facilitate 
the approval, authentication, and/or settlement of a payment 
transaction. In certain embodiments, a payment transaction 
may be routed to an issueror financial institution system, Such 
as 124, via a suitable transaction network (e.g., a debit net 
work, a credit network, etc.), and the issuer or financial insti 
tution system, Such as 124, may evaluate the payment trans 
action via the payment processing application program, Such 
as 154, or module. An approval or rejection of the payment 
transaction may then be output for communication to a mer 
chant system computer. Such as 112, and/or merchant system 
device 114. The issuer or financial institution system, such as 
124, may then facilitate the settlement of the payment trans 
action. In certain embodiments, an issuer or financial institu 
tion system, such as 124, may include similar components as 
those discussed above for the merchant system computer 112 
and/or merchant system device 114. For example, an issueror 
financial institution system, Such as 124, may include any 
number of processors 156, memories 158, I/O interfaces 160, 
and/or network interfaces. 

0062. In certain embodiments of the disclosure, an issuer 
or financial institution system, such as 124, may receive vali 
dation information in association with a purchase and/or loy 
alty/reward transaction. 
0063 A wide variety of suitable networks, individually 
and/or collectively shown as 126 in FIG. 1, may be utilized in 
association with embodiments of the disclosure. Certain net 
works may facilitate use of a wide variety of e-commerce 
related communication. For example, one or more telecom 
munication networks, cellular networks, wide area networks 
(e.g., the Internet), and/or other networks may be provided or 
otherwise supported. Other networks may facilitate commu 
nication of transaction-related communications. For 
example, one or more transaction networks, such as branded 
networks (e.g., a VISA network, etc.), debit and/or PIN net 
works, and/or a wide variety of other suitable transaction 
networks may facilitate communication of transaction-re 
lated communications. Such as e-commerce transactions. Due 
to network connectivity, various methodologies as described 
herein may be practiced in the context of distributed comput 
ing environments. It will also be appreciated that the various 
networks may include a plurality of networks, each with 
devices such as gateways and routers for providing connec 
tivity between or among networks. Additionally, instead of 
or in addition to, a network, dedicated communication links 
may be used to connect various devices in accordance with an 
example embodiment. 
0064. The system 100 shown in and described with respect 

to FIG. 1 is provided by way of example only. Numerous 
other operating environments, system architectures, and 
device configurations are possible. Other system embodi 
ments can include fewer or greater numbers of components 
and may incorporate Some or all of the functionality 
described with respect to the system components shown in 
FIG. 1. Accordingly, embodiments of the disclosure should 
not be construed as being limited to any particular operating 
environment, system architecture, or device configuration. 
0065 FIG. 2 shows an example mobile commerce appli 
cation program 200, similar to the mobile commerce appli 
cation programs 102, 108, and 116(1)-116(N) in FIG. 1 that 
can operate with respect to the system 100 shown in FIG. 1. 
The mobile commerce application program 200 shown in 
FIG. 2 can include, for example, a loyalty/rewards module 
202, a check-in-to-pay module 204, an interruptive alert mod 
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ule 206, a share redeemed offer module 208, a notification or 
messaging module 210, a restaurant mobile payment module 
212, a check-in-to-pay at QSR module 214, a split the bill 
module 216, a lifecycle shopping module 218, a linking trans 
action module 220, a mobile device login module 222, a bill 
payment module 224, a multi-consumer remote payment 
module 226, an instant issuance module 228, a check-in to 
pump gas module 230, a buy car wash module 232, a drive 
consumer inside module 234, a tokenization module 236, and 
a code generation module 238. Some or all of the modules 
202-238 are described herein with respect to certain mobile 
commerce functionality, associated processes, and features. 
FIG.3 illustrates certain processes associated with some orall 
of the modules comprising the example mobile commerce 
application program 200 in FIG. 2. 
0066. While the various modules 202-238 are shown by 
way of example, fewer or greater numbers of modules can be 
present in various embodiments of a mobile commerce appli 
cation program. Furthermore, various functionality described 
with respect to one module may be performed by multiple 
modules in other embodiments of the disclosure. 

Mobile Device Login Aid 
0067. In some instances, consumers desire to access a 
third party website using login information, Such as a user 
name and passcode. Certain embodiments of the disclosure 
can provide systems and processes for using a mobile device 
login aid, such as providing functionality to permit a mobile 
phone to act as a login aid. A consumer may sign up for a login 
aid system and service and enter his or her username and 
passcode combinations for any number of websites he or she 
uses. In one embodiment, a tool or feature can automatically 
collect login information as the consumer logs in to the web 
sites. In any instance, when the consumer re-visits a website, 
the consumer can be prompted to enter his or her mobile 
phone number and a passcode. After the login aid system and 
service authenticates the consumer, a message can be trans 
mitted to the consumer's mobile phone to “Accept’ or 
"Reject' logging into the website. If the consumer approves, 
the login credentials or a token of the credentials can be sent 
to the website and the can be logged into the website without 
having to manually enter the username and passcode combi 
nation. In this manner, the consumer needs only to remember 
his mobile phone number (or other credential Such as a Social 
network login or email address) and a passcode to access 
multiple revisited websites. 
0068. In one embodiment, by way of a mobile device 
120(1) or other client device, such as a laptop computer or 
tablet, a consumer can initiate a mobile device login aid 
module 222 in a payment application program or app acces 
sible via the consumer's mobile device 120(1) or other client 
device. For example, in a payment application or app acces 
sible via the consumer's mobile device 120(1) or other client 
device, a set of computer-executable instructions can be con 
figured to receive an indication from the consumer of a visited 
website username and passcode to be stored, and can be 
further configured to store the visited website username and 
passcode. In certain embodiments, the set of computer-ex 
ecutable instructions can be configured to prompt the con 
Sumer whether to store a previously entered username and 
passcode for a visited website. In certain embodiments, the 
set of computer-executable instructions can be configured to, 
after receiving consumer approval, automatically store pre 
viously entered usernames and passcodes for visited web 
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sites. In any instance, the set of computer-executable instruc 
tions can be configured to receive an indication that a 
previously visited website is currently being visited by the 
consumer, and the instructions can be further configured to 
prompt the consumer to enter mobile phone number and 
passcode associated with the mobile phone number. Upon 
receipt of the consumer's mobile phone number and pass 
code, the set of computer-executable instructions can be con 
figured to authenticate the consumer's identity, and upon 
authentication, the instructions can be further configured to 
provide the consumer's previously stored username and pass 
code for the currently visited website. 
0069. Using some or all of the above systems and pro 
cesses, functionality for providing a mobile device login aid 
can be enabled. In this manner, consumers can better manage 
multiple usernames and passcodes for various visited web 
sites, and can access all previously stored usernames and 
passcodes for various visited websites with a single mobile 
device number and associated passcode, which can enhance 
the consumer online purchase and viewing experience. 
0070 FIG. 3 is a flow diagram of a method 300 for a 
mobile device login aid in accordance with an embodiment of 
the disclosure. Various operations of the methods described 
below can be performed by the system components described 
above and shown in FIGS. 1 and 2. In brief overview, at block 
302, a mobile device login module 222 of a mobile device 
120(1) may receive information. At block 304, the mobile 
device login module 222 of the mobile device 120(1) may 
transmit the information to a remote server. At block 306, the 
mobile device login module 222 of the mobile device 120(1) 
may receive a token generated by the remote service based at 
least in part on the information. At block 308, the mobile 
device login module 222 of the mobile device 120(1) may 
receive a request for the information. At block 310, the mobile 
device login module 222 of the mobile device 120(1) may 
transmit the token associated with the information to the 
remote server. At block 312, the mobile device login module 
222 of the mobile device 120(1) may receive a notification 
that the remote server transmitted the requested information. 
(0071. At block302, the mobile device login module 222 of 
the mobile device 120(1) may receive information. In some 
embodiments, the information may be received from a user. 
In some embodiments, the information may be received from 
a third-party website. In some embodiments, the information 
may be received from an application executing on the mobile 
device 120(1). The information may be usernames and pass 
words for third party websites. In some embodiments, the 
information may be information that may be difficult to type 
on a mobile device 120(1). Such as shipping addresses, 
account numbers, VIN numbers, identification numbers, such 
as a driver's license number, credit card numbers and their 
associated information, Such as expiration dates and security 
codes, or the like. 
0072. In some embodiments, the system may be config 
ured to enable automatic addition of usernames and pass 
words for visited websites. In some embodiments, the user 
may need to explicitly type in the username and password into 
the mobile device 120(1). In some embodiments, the mobile 
device 120(1) may detect a username and password used on 
third-party sites. In some embodiments, the system may 
detect information that may be added to the digital vault. For 
example, the mobile device 120(1) may detect information 
that may detect shipping addresses, VINs, account numbers, 
credit cards numbers, and the like. 
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(0073. At block304, the mobile device login module 222 of 
the mobile device 120(1) may transmit the information to a 
remote server. The user may transmit the receive information 
to the remote server to be tokenized and/or encrypted. In some 
embodiments, the remote server may store the information in 
association with the token so that when contacted by a third 
party website, the remote server may transmit the requested 
information. 

(0074 At block306, the mobile device login module 222 of 
the mobile device 120(1) may receive a token generated by 
the remote service based at least in part on the information. In 
some embodiments, the mobile device 120(1) may transmit 
the token to the requesting third party website. The third party 
website may use the token to authenticate the user and permit 
the user to login without having to manually entera username 
and password. 
(0075. At block308, the mobile device login module 222 of 
the mobile device 120(1) may receive a request for the infor 
mation. In some embodiments, the mobile device login mod 
ule 222 of the mobile device 120(1) may receive a request for 
information from a third party website. The third party web 
site may transmit the request in response to the user entering 
a credential and possible passcode on the third party website. 
In some embodiments, the mobile device login module 222 of 
the mobile device 120(1) may receive a request from a mobile 
application executing on the mobile device 120(1), a televi 
sion application, or the like. 
(0076. At block 310, the mobile device login module 222 of 
the mobile device 120(1) may transmit the token associated 
with the information to the remote server. At block 312, the 
mobile device login module 222 of the mobile device 120(1) 
may receive a notification that the remote server transmitted 
the requested information. 
0077. In some embodiments, a user may type in an iden 

tifier, such as a phone number, a social network login, or a 
username for a website, television application, and/or mobile 
application. In some embodiments, a passcode may also be 
entered. The website or application may transmit a notifica 
tion to the mobile device 120(1). The mobile device login 
module 222 of the mobile device 120(1) may transmit the 
tokenized information to the website or application for 
authentication. The website or application may communicate 
with the remote server to obtain the information associated 
with the tokenized information or may use a de-tokenization 
service to de-tokenize the information. 

0078. In some embodiments, the system may provide 
security features in association with the mobile device login 
aid. For example, if a user loses their phone, the system may 
terminate the mobile application from the remote server. In 
Some embodiments, a user may need to login to a website to 
notify the system that the phone was lost. The system may 
terminate or break the association of the system with the 
phone so that the application on the phone would no longer be 
able to work communicate with the remote server to work 
properly. 
0079. In some embodiments, the third party websites may 
require the user to enter their credentials as well as a passcode 
to increase security. In some embodiments, if the passcode is 
incorrect, the system would not enable the phone to commu 
nicate with the website to transmit the requested information 
or the tokenized information. 

0080. In some embodiments, the mobile device login 
module 222 of the mobile device 120(1) may require the user 
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to enter a passcode in order to authorize the transmission of 
the requested information to the third party website. 
0081. In some embodiments, if the information, such as a 
username and password or shipping address has not been used 
for a pre-determined period, the system may delete the infor 
mation. In some embodiments, the system may ask for con 
firmation from the user prior to deleting the information. 
0082 In some embodiments, the mobile device login 
module 222 of the mobile device 120(1) may be configured to 
generate a secure password for a third party website and store 
the password for future use. 
0083. Using some or all of the above systems and pro 
cesses, a technical Solution implementing bill payment func 
tionality in mobile commerce can be enabled. For example, 
technical Solutions involving approving and/or rejecting abill 
payment using a mobile device can be implemented. In this 
manner, technical Solutions can be implemented Such that 
consumers can better manage budgets as well as consumer 
spending, and be better informed about information that may 
affect the consumer's decision to complete a purchase trans 
action. 
0084 FIGS. 4A-4B are diagrams that depict example web 
pages for facilitating login aid functionality in mobile com 
merce in accordance with one or more embodiments of the 
disclosure. In FIG. 4A, a web page 400 that may be accessed 
by a laptop or other user device where a user may enter a 
mobile number and a passcode associated with the login aid. 
FIG. 4B is a webpage 450 that may be displayed in response 
to entering the requested information in 400. Webpage 450 
indicates that a notification has been sent to a mobile device 
120(1) to validate login credentials to authorize the login on 
the mobile device 120(1). 
0085 FIG. 5 is a diagram that depicts example user inter 
faces for a mobile device 120(1) for facilitating login aid 
functionality in mobile commerce in accordance with one or 
more embodiments of the disclosure. User interface 500 
depicts the mobile device 120(1) receiving a notification from 
a third party web page. The user has the option to either accept 
or reject the request. If the user chooses to accept the request, 
then user interface 550 may be rendered, which allows the 
user to confirm sending login credentials to the third party 
interface. 

CONCLUSION 

I0086. The operations and processes described and shown 
above may be carried out or performed in any suitable order as 
desired in various implementations. Additionally, in certain 
implementations, at least a portion of the operations may be 
carried out in parallel. Furthermore, in certain implementa 
tions, less than or more than the operations described may be 
performed. 
0087 Certain aspects of the disclosure are described 
above with reference to block and flow diagrams of systems, 
methods, apparatuses, and/or computer program products 
according to various implementations. It will be understood 
that one or more blocks of the block diagrams and flow 
diagrams, and combinations of blocks in the block diagrams 
and the flow diagrams, respectively, can be implemented by 
computer-executable program instructions Likewise, some 
blocks of the block diagrams and flow diagrams may not 
necessarily need to be performed in the order presented, or 
may not necessarily need to be performed at all, according to 
Some implementations. 
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I0088. These computer-executable program instructions 
may be loaded onto a special-purpose computer or other 
particular machine, a processor, or other programmable data 
processing apparatus to produce a particular machine. Such 
that the instructions that execute on the computer, processor, 
or other programmable data processing apparatus create 
means for implementing one or more functions specified in 
the flow diagram block or blocks. These computer program 
instructions may also be stored in a computer-readable stor 
age media or memory that can direct a computer or other 
programmable data processing apparatus to function in a 
particular manner. Such that the instructions stored in the 
computer-readable storage media produce an article of manu 
facture including instruction means that implement one or 
more functions specified in the flow diagram block or blocks. 
As an example, certain implementations may provide for a 
computer program product, comprising a computer-readable 
storage medium having a computer-readable program code or 
program instructions implemented therein, said computer 
readable program code adapted to be executed to implement 
one or more functions specified in the flow diagram block or 
blocks. The computer program instructions may also be 
loaded onto a computer or other programmable data process 
ing apparatus to cause a series of operational elements or 
steps to be performed on the computer or other programmable 
apparatus to produce a computer-implemented process Such 
that the instructions that execute on the computer or other 
programmable apparatus provide elements or steps for imple 
menting the functions specified in the flow diagram block or 
blocks. 

I0089. Accordingly, blocks of the block diagrams and flow 
diagrams Support combinations of means for performing the 
specified functions, combinations of elements or steps for 
performing the specified functions and program instruction 
means for performing the specified functions. It will also be 
understood that each block of the block diagrams and flow 
diagrams, and combinations of blocks in the block diagrams 
and flow diagrams, can be implemented by special-purpose, 
hardware-based computer systems that perform the specified 
functions, elements or steps, or combinations of special-pur 
pose hardware and computer instructions. 
0090 Conditional language, such as, among others, “can.” 
“could “might or “may, unless specifically stated other 
wise, or otherwise understood within the context as used, is 
generally intended to convey that certain implementations 
could include, while other implementations do not include, 
certain features, elements, and/or operations. Thus, such con 
ditional language is not generally intended to imply that fea 
tures, elements, and/or operations are in any way required for 
one or more implementations or that one or more implemen 
tations necessarily include logic for deciding, with or without 
user input or prompting, whether these features, elements, 
and/or operations are included or are to be performed in any 
particular implementation. 
0091. Many modifications and other implementations of 
the disclosure set forth herein will be apparent having the 
benefit of the teachings presented in the foregoing descrip 
tions and the associated drawings. Therefore, it is to be under 
stood that the disclosure is not to be limited to the specific 
implementations disclosed and that modifications and other 
implementations are intended to be included within the scope 
of the appended claims. Although specific terms are 
employed herein, they are used in a generic and descriptive 
sense only and not for purposes of limitation. 
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What is claimed is: 
1. A computer-implemented method comprising: 
receiving, by a user device comprising one or more pro 

cessors, information; 
transmitting, by the user device, the information to a 

remote server; 
receiving, by the user device, a token generated by the 

remote server based at least in part on the information; 
receiving, by the user device, a request for the information; 
transmitting, by the user device, the token associated with 

the information to the remote server; 
receiving, by the user device, a notification that the remote 

server transmitted the requested information. 
2. The computer-implemented method of claim 1, further 

comprising: 
transmitting, by the user device, the token to a third party 

website for authentication to the third party website. 
3. The computer-implemented method of claim 1, wherein 

the information comprises at least one of a phone number, a 
Social network login, a username for a website, television 
application, or mobile application. 

4. The computer-implemented method of claim 1, further 
comprising: 

receiving, by the user device, a notification that an asso 
ciation between the remote server and the user device 
has been removed responsive to receiving an indication 
via a website from a user of the user device. 

5. The computer-implemented method of claim 1, wherein 
transmitting the token associated with the information to the 
remote server further comprising: 

receiving, by the user device, a passcode: 
authenticating, by the user device, the passcode; and 
in response to authenticating the passcode, transmitting, by 

the user device, the token associated with the informa 
tion to the remote server. 

6. The computer-implemented method of claim 1, wherein 
receiving information further comprises: 

receiving information from one of a user or a third-party 
website. 

7. The computer-implemented method of claim 1, further 
comprising: 

detecting, by the user device, additional information to be 
added to a digital vault, wherein the additional informa 
tion comprises at least one of a shipping address, a 
vehicle identification number, an account number, or a 
credit card number. 

8. A computer-readable medium storing computer-execut 
able instructions which, when executed by a processor, cause 
the processor to perform operations comprising: 

receiving information; 
transmitting the information to a remote server, 
receiving a token generated by the remote server based at 

least in part on the information; 
receiving a request for the information; 
transmitting the token associated with the information to 

the remote server; 
receiving a notification that the remote server transmitted 

the requested information. 
9. The computer-readable medium of claim 8, the opera 

tions further comprising: 
transmitting the token to a third party website for authen 

tication to the third party website. 
10. The computer-readable medium of claim8, wherein the 

information comprises at least one of a phone number, a 
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Social network login, a username for a website, television 
application, or mobile application. 

11. The computer-readable medium of claim 8, the opera 
tions further comprising: 

receiving a notification that an association between the 
remote server and the user device has been removed 
responsive to receiving an indication via a website from 
a user of the user device. 

12. The computer-readable medium of claim 8, wherein 
transmitting the token associated with the information to the 
remote server further comprising: 

receiving a passcode: 
authenticating the passcode; and 
in response to authenticating the passcode, transmitting the 

token associated with the information to the remote 
Sever. 

13. The computer-readable medium of claim 8, wherein 
receiving information further comprises: 

receiving information from one of a user or a third-party 
website. 

14. The computer-readable medium of claim 8, the opera 
tions further comprising: 

detecting additional information to be added to a digital 
vault, wherein the additional information comprises at 
least one of a shipping address, a vehicle identification 
number, an account number, or a credit card number. 

15. A system comprising: 
at least one memory storing computer-executable instruc 

tions; and 
at least one processor, wherein the at least one processor is 

configured to access the at least one memory and to 
execute the computer-executable instructions to: 
receive information; 
transmit the information to a remote server, 
receive a token generated by the remote server based at 

least in part on the information; 
receive a request for the information; 
transmit the token associated with the information to the 

remote server; 
receive a notification that the remote server transmitted 

the requested information. 
16. The system of claim 15, wherein the at least one pro 

cessor is further configured to execute the computer-execut 
able instructions to: 

transmit the token to a third party website for authentica 
tion to the third party website. 

17. The system of claim 15, wherein the information com 
prises at least one of a phone number, a social network login, 
a username for a website, television application, or mobile 
application. 

18. The system of claim 15, wherein the at least one pro 
cessor is further configured to execute the computer-execut 
able instructions to: 

receive a notification that an association between the 
remote server and the user device has been removed 
responsive to receiving an indication via a website from 
a user of the user device. 

19. The system of claim 15, wherein to transmit the token 
associated with the information to the remote server, the at 
least one processor is further configured to execute the com 
puter-executable instructions to: 

receive a passcode; 
authenticate the passcode; and 
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in response to authenticating the passcode, transmit the 
token associated with the information to the remote 
SeVe. 

20. The system of claim 15, wherein to receive informa 
tion, the at least one processor is further configured to execute 
the computer-executable instructions to: 

receive information from one of a user or a third-party 
website. 

21. The system of claim 15, wherein the at least one pro 
cessor is further configured to execute the computer-execut 
able instructions to: 

detect additional information to be added to a digital vault, 
wherein the additional information comprises at least 
one of a shipping address, a vehicle identification num 
ber, an account number, or a credit card number. 

k k k k k 


